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Purpose

Understand the TCP handshake

Understand SYN flood attacks

Understand NGFW's abilities and configurations

Mitigate Denial of Service (via SYN flood) using a NGFW

Find a balanced solution between protection and resource allocation
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Introduction

* SYN Flood — Type of DDoS (Denial of Service) Attack
« Utilizes TCP three-way handshake ~ Attacker

* Three types of attacks

|. Direct Spoofed SYN Packet .
Spoofed SYN Packet | @

Il. Spoof - |

lll. Distributed )
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Problem Description

* Protect a network against SYN attacks using a NGFW
* Implement a protection policy

« Server is unable to respond to legitimate traffic, policy prevents this

_/-*\

o
\

|
Protected &
network

@ Attacker
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Background Information

* Traditional Firewalls

|. Identify traffic based on protocol, IP address, and port number

ll. Attacks pass through open firewall ports intended for legitimate traffic

THREE - WAY HANDSHAKE (TCP)

- TCP

(1) SYN

(2) SYN/ACK
|.  Main transport-layer protocol used on the internet ‘ |
- -

ll. Establishes connections to take place between devices

SYN = SYNCHRONIZATION ACK = ACKNOWLEDGEMENT
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Proposed Solution

Filtered traffic is monitored via wireshark, only TCP SYN packets will show

DoS protection profile allows the firewall to block illegitimate traffic

Firewall generates SYN cookies to understand what traffic is legitimate

If a client does not return a cookie with the ACK packet, it is dropped
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Solution Results

« A website is hosted on port 80 of the server to test availability during an attack
* DoS protection profile is enabled

* When accessing the website during an attack, it is still available

) ONR Project 3 — Mozilla Firefox -ox . Capturing from ens160 -0 x
ONR Project 3 X + File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae X T a € » 0 « » _ = oaao ik
C O & 192.168.100.10/index.ht * ® = == =
(AT tep-flags.syn == X] =) +

@ Project 3: SYN Floo

No. Time Source Destination Protocol Length Info
Preventing TCP SYN Flood Attacks
ONR Project Group 3:
Jesse Leonard and Cameron McDuffie
Advisors: Jorge Crichigno, Ali Mazloum, Jose Gomez
The goal of this project is to protect a network against SYN and similar denial of service attacks using a next-generation firewall (NGFW). The NGFW is
located at the edge of a protected network. The NGFW must implement a protection policy against SYN attacks so that any coordinated or uncoordinated
attack must be detected and repelled.
Topology
The simple lab topology consists of a server, NGFW and client. Both the server and client are running lubuntu and have static IP addresses.
Inside Outside
192.168.100.254
FW Management
ens160 ens160
10 192.168.100.0/24 o | 2 203.0.113.0/24 10
O 7 ens160: <live capture in progress> Packets: 64 - Displayed: 0 (0.0%) Profile: Default

“ B © = B ®onrrrojec...laFirefox
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Analyzing SYN Packets

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A0l 2 © ¢ Xl a e +»n0«»ElEoanE

[ Ttep.port == 80 || udp.port == 80 Bed <)+

No. Time Source Destination Protocol Length Info
174 196.708189462 203.0,113.10 192.168.100.10 TCP 74 41370 ~ 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 1
175 196.708237700 192.168.100.10 203.0.113.10 TCcP 74 80 ~ 41370 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 S/
176 196.708400067 203.0.113.10 192.168.100.10 TCP 66 41370 —~ 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=2705442374
177 196.709006733 203.0.113.10 192.168.100.10 HTTP 544 GET /index.html HTTP/1.1
178 196.709048309 192.168.100.10 203.0.113.10 TCP 66 80 —~ 41370 [ACK] Seq=1 Ack=479 Win=64768 Len=0 TSval=8076341€
179 196.710192972 192.168.100.10 203.0.113.10 HTTP 580 HTTP/1.1 200 OK (text/html)
1860 196.711214411 203.60.113.10 192.168.100.10 TCcP 66 41370 ~ 80 [ACK] Seq=479 Ack=515 Win=64128 Len=0 TSval=27054
193 201.711846386 203.0.113.10 192.168.100.10 TCP 66 41370 ~ 80 [FIN, ACK] Seq=479 Ack=515 Win=64128 Len=0 TSval=Z
194 201.711998429 192.168.100.10 203.0.113.10 TCcP 66 80 —~ 41370 [FIN, ACK] Seq=515 Ack=480 Win=64768 Len=0 TSval=¢
195 201.712289592 203.60.113.10 192.168.100.10 TcP 66 41370 ~ 80 [ACK] Seq=480 Ack=516 Win=64128 Len=0 TSval=270544

» Frame 174: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface ens160, id @
» Ethernet II, Src: VMware 8a:91:c4 (00:50:56:8a:91:c4), Dst: VMware ae:3c:4c (00:50:56:ae:3c:4c)
»- Internet Protocol Version 4, Src: 203.0.113.10, Dst: 192.168.100.10

- Transmission Control Protocol, Src Port: 41370, Dst Port: 80, Seq: O, Len: O

00 50 56 ae 3c 4c 00 50 56 8a 91 c4 08 00 45 00 PV <L-P V E
00 3c 78 f6 40 00 3f 66 62 08 cb 00 71 Oa cO a8 <x@7? b g

)020 64 6a al 9a 00 56 7f 86 c7 16 a0 82 d P - - - ]
fa f0 9c 41 00 00 02 4 05 b4 04 62 08 Oa al 41 A A
c6 46 00 0O 60 00 01 63 03 07 F

© 7 wireshark_ens160_20211109212345_f4GOj7.pcapng

Packets: 233 - Displayed: 10 (4.3%) Profile: Default

° Capturing from ens160

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

02 ® 1 X B la € » 0 « o ao ¥

=

No. Time Source Destination Protocol Length Info
192.168.100.10 60 44564
192.168.
192.168
192.168

192.168

192.168.100.1¢€ - 80 [RST] Seq=1

> Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ens160, id @

> Ethernet II, Src: VMware_8a:91:c4 (00:50:56:8a:91:c4), Dst: VMware_ae:3c:4c (00:50:56:ae:3c:4c)
> Internet Protocol Version 4, Src: 203.0.113.10, Dst: 192.168.100.10

» Transmission Control Protocol, Src Port: 49375, Dst Port: 80, Seq: ©, Len: ©

00 50 56 ae 3c 4c 00 50 56 Ba 91 c4 08 00 45 00 PV-<L-P V E
00 28 d8 48 00 00 3f 06 42 ca cb 00 71 0a cO a8 (‘H--?-B---q
64 0a cO df 00 50 63 c4 07 b7 2e a9 02 22 50 62 d Pc A

02 00 ef ae 00 00 00 60 ©0 0O 6O 0O

© 7 ens160: <live capture in progress>

Win=0

Win=0

Win=0

Win=0

Packets: 951229 - Displayed: 951229 (100.0%)

Profile: Default

Normal Traffic
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Conclusion

* Why is this work important?

 Future projects/concepts with this knowledge
* Questions?

« Thank you for listening and watching
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