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Lab 8: Detecting and Mitigating the DNS Amplification Attack




Domain Name System (DNS)

e The Domain Name System (DNS) is an
essential component of the internet y

@ HTTP GET/POST

»

* It is responsible for translating human- .

readable domain names into IP addresses sc.edu server
. A
that can be understood by devices connected
to the internet!? ©) @
What is the IP IP address sc.edu:
of sc.edu ? 129.252.90.108
\ 4
S
X

DNS
resolver

1 Amazon, “What is DNS?” [Online]. Available: https://tinyurl.com/ynb9esn6




DNS Amplification

Due its frequent use on the Internet, the DNS is susceptible to many attacks

DNS amplification is an attack that exploits the infrastructure of the DNS to create a
Distributed Denial of Service (DDoS) on a target victim
» Thus, rendering the victim unresponsive due to the large amount of traffic received
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DNS Amplification

In a DNS amplification attach, the attacker sends DNS requests with spoofed source IP address

of the target victim
The DNS server responds to all the requests and send them to the target victim

Typically, a valid response is much larger than the request
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Attack Scenario

* The attacker performs a DNS
amplification attack using the source
IP address of the victim

* The DNS server responds to the DNS
requests and sends them to the
victim

* The P4 switch drops all the DNS

replies that do not associate with
DNS requests issued by the victim

* The P4 switch forwards legitimate
DNS replies requested by the victim

Victim sends a DNS query
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P4 switch forwards only the legitimate
DNS response
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DNS Header Fields

* UDP packets with source or destination port 53 are DNS packets
* The transaction ID is generated by the client upon sending a DNS request
 The DNS gr flag indicates that the DNS packet is request (gr=0) or response (gr=1)

/// ID
\
Question \ qdcount
Answer \\\ ancount
Authority \\\ nscount
Additional \ arcount




Lab Topology

The topology consists of:

* Host hl representing the victim of the DNS amplification attack
* Host h2 representing the attacker and the DNS resolver

* Programmable switch s1 that forwards traffic and protects against DNS amplification attack
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DNS Amplification without Mitigation

Performing DNS amplification Inspecting resource usage at the victim

"Host: h1"
"Host: h2"

2the [10.0.0.

t@lubuntu-vm: /hom dmin# rm_DNS_amplification.sh |Jj

amplification.pca

:Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmIi@mMORE Qe EF I

No. Time Source Destination

10 .0.2 .8.8. 0xalfT ANY fonts.googleg

2 0.877758 10.0.0.2 10.6.0.1 DNS 1128 Standard query response|8xc872 ANY google.com A

3 0.116868 10.0.0.2 10.6.0.1 DNS 513 Standard query response |8xa952 ANY youtube.com /

4 0.205087 10.8.9.2 10.8.9.1 IPv4 1514 Fragmented IP protocol {proto=UDP 17, off=0, ID-

5 0.282926 10.6.0.2 10.0.9.1 DNS 775 Standard query response |0x13T5 ANY instagram.cor

6 0.322254 10.0.0.2 10.6.0.1 DNS 311 Standard query response |8xadab ANY googletagman:

7 0.420935 10.6.0.2 10.0.8.1 DNS 94 Standard query response |@x7793 ANY s.w.org A 197

8 0.514951 10.6.09.2 10.0.9.1 DNS 104 Standard query response |@xc5el ANY linkedin.com

9 (.589614 10.0.0.2 10.6.0.1 DNS 214 Standard query response |@x8397 ANY gmpg.org SOA

10 0.633033 10.6.8.2 10.0.8.1 DNS 134 Standard query response |0x39b6 ANY ajax.googleajp

11 @.721982 10.6.09.2 10.0.9.1 DNS 124 Standard query response |@x15b@ ANY fonts.gstatic - )

12 0.794274 10.0.9.2 10.6.9.1 DNS 277 Standard query response |@x6dd9 ANY plus.google.d urr: 1.15 kBi
13 ©.837086 10.8.8.2 10.0.8.1 DNS 294 Standard query response |8x50d2 ANY maps.google.( Ava: 1.34 kBit/
14 0.926681 10.9.0.2 10.0.0.1 DNS 582 Standard guery response|@x33a8 ANY youtu.be A 1] b 0.00 Bi

1 » .00 b

8.27 kB
104.48 KkB)




DNS Amplification Mitigation with P4

Defining DNS header Transitioning and extracting DNS header
® headers.p4 - labs - Visual Studio Code

File Edit Selection View Go Run Terminal Help File Edit Selection View Go Run Terminal Help
LD EXPLORER headers.p4 @ Q ELenEr headers.p4 parser.pd @
1
~ LABB headers.p4 v LABE parser.p4 —-— ipva {
ic.j = basic.json 23 state parse ipv
banC.JSOH 33 basic.pa 24 packet.extract(hdr.ipv4);
basic.p4 34 header udp t { et 25 transition select(hdr.ipv4.protocol) {
basic.p4i 35 bit<lé> srcPort; Rl 26 TYPE UDP: parse udp;
checksum.p4 36 bit<l6> dstPort; TEL WL 27 default: accept;
deparser.p4 37 bit<16> len; deparser.p4 28 }
. 38 bit<16> checksum; egress.p4 29 }
g .-p 39 } headers.p4 30 state parse udp {
headers.p4 40 ingress.pa 31 packet.extract(hdr.udp);
ingress.p4 a1 /* Define the DNS header below*/ lab8.mn 32 transition select(hdr.udp.srcPort, hdr.udp.dstPort) {
lab8.mn 42 header dns t { carserpd 33 (TYPE DNS, ): parse dns;
parser.p4 43 bit<l6= transaction id; 34 :—'TTI?E—DNS]i_parSE—dnS'
=4 bit<l> qr flag; :2 . _,_): accept;
45 bit<7> padding; i }
46 ¥ 38 state parse dns {
47 d 39 packet.extract(hdr.dns);
48 struct metadata { 40 transition accept;
49 frempty*/ 41
50} 42
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DNS Amplification Mitigation with P4

Defining a function that computes a unique flow ID Defining a function that computes a unique flow ID
based on the 5-tuple (used for DNS requests) based on the 5-tuple (used for DNS replies)

® ingress.p4 - lab8 - Visual Studio Code ® ingress.p4 - lab8 - Visual Studio Code

File Edit Selection View Go Run Terminal Help File Edit Selection View Go Run Terminal Help
@ EXPLORER headers.p4 parser.p4 ingress.p4 @ @ EXPLORER headers.pd parser.pd ingress.p4 @
1 1
~ LABE ngress.p4 ~ LABS ngress.p4

basic.json 29 basic.json 46 IH

basic.pa 30 register<bit<l6=>(65535) transaction ids; basic.p4 47 b

basic.p4i 31 bit<l6> idx; basic.p4i 48 -
32 49 action compute reverse flow id() H{

checksum.p4 - e checksum.p4 - - -
33 action compute flow id() |{ 50 hash(

deparser.p4 34 hash ( - - deparser.p4 51 idx

egress.p4 35 idx, egress.p4 52 HashAlgorithm.crcil6,

headers.p4 36 HashAlgorithm.crcl6, headers.p4 53 (bit<l=)0,

ingress.p4 37 (bit<l>)0, ingress.p4 54 {

lab&.mn 38 { labs.mn 55 hdr.ipv4.dstAddr,

parser.p4 39 hdr.}pvﬂr.srcﬂddr, parser.pd 56 hdr.ipv4.srcAddr,
40 hdr.ipv4.dstAddr, 57 hdr.udp.dstPort,
41 hdr.udp.srcPort, 58 hdr.udp.srcPort,
42 hdr.udp.dstPort, 59 hdr.ipv4.protocol
43 hdr.ipv4.protocol 60 e
44 I 61 (bit<16>) 65535
45 (bit<16>) 65535 62 |H
46 )i 63 i
47 b 64
48
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DNS Amplification Mitigation with P4

Using the flow ID to retrieve the transaction ID of DNS
Using the flow ID to save the transaction ID of DNS  request saved in a P4 register and comparing it with the

@ ingress.p4 - lab8 - Visual Studio Code @ ingress.p4 - lab8 - Visual Studio Code
File Edit Selection View Go Run Terminal Help File Edit Selection View Go Run Terminal Help
@ EXPLORER headers.p4 parser.pd ingress.p4 @ @ EXPLORER headers.p4 parser.p4 ingress.p4 ®
1 p &
~ LABB ngress.pd ~ LABS ngress.p4d

basic.json 54 { basic.json 64

basic.p4 55 hdr.ipv4.dstAddr, basic.p4 65 appl}:‘ { ’ ]

basic.p4i 56 hdr.ipv4.srcAddr, basic.p4i 66 if thdr.dns.ls\!alld{]) {

checksum.pd 57 hdr.udp.dstPort, checksum.p4 67 if {hdr.dns.qr_ﬂe'lg;== 0) 1

d L 58 hdr.udp.srcPort, — 68 compute flow id();

eparser.p4 50 hdr-. ipv4.protacol p P 69 transaction ids.write((bit<32») idx, hdr.dns.transaction_id);

egress.pd 50 1 egress.p4 70 forwarding.apply();

headers.p4 61 (bit<16>) 65535 headers.p4 71 }

ingress.p4 652 )i ingress.p4 72 else if (hdr.dns.qr flag == 1) {

lab&.mn 63 } labg.mn 73 bit<l6> transaction_id;

parser.p4 64 parser.p4 74 Compute_rl'euerse_ﬂoledl o ) .
65 apply { 75 transaction ids.read(transaction id, (bit<32=) idx);
66 if (hdr.dns.isvalid()) { 76 if (transaction_id == hdr.dns.transaction_id) {
67 if (hdr.dns.qr flag == 0) { 77 forwarding.apply();
68 compute flow id(); /8 }1
69 transaction ids.write((bit<32>) idx, hdr.dns.transaction id); 79 € sed{ ]
70 forwarding.apply(); 80 | rop();
71 } 81 1
72 1 82 ¥
73 } 83 }
74 3} 84 }

as 1
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DNS Amplification with Mitigation

Inspecting resource usage at the victim

"Host: h1l"

Performing DNS amplification

"Host: h2"

root@lubuntu-vm: /home/admin# rform DNS amplification.sh |Jj

:Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
@E[RE ] &=

(R[Apply 2 display fil 7] +

%
)

Source Destination

10 .0.8.2 .8.8. 0xalfT ANY fonts.googleg
2 0.877758 10.0.0.2 10.6.0.1 DNS 1128 Standard query response|8xc872 ANY google.com A
3 0.116868 10.0.0.2 10.6.0.1 DNS 513 Standard query response |8xa952 ANY youtube.com /
4 0.205087 10.8.9.2 10.8.9.1 IPv4 1514 Fragmented IP protocol {proto=UDP 17, off=0, ID-
5 0.282926 10.6.0.2 10.0.9.1 DNS 775 Standard query response |0x13T5 ANY instagram.cor
6 0.322254 10.0.0.2 10.6.0.1 DNS 311 Standard query response |8xadab ANY googletagman:
7 0.420935 10.6.0.2 10.0.8.1 DNS 94 Standard query response |@x7793 ANY s.w.org A 197
8 0.514951 10.6.09.2 10.0.9.1 DNS 104 Standard query response |@xc5el ANY linkedin.com
9 (.589614 10.0.0.2 10.6.0.1 DNS 214 Standard query response |@x8397 ANY gmpg.org SOA
10 0.633033 10.6.8.2 10.0.8.1 DNS 134 Standard query response |0x39b6 ANY ajax.googleajp
11 @.721982 10.6.09.2 10.0.9.1 DNS 124 Standard query response |@x15b@ ANY fonts.gstatic
12 0.794274 10.0.0.2 10.6.0.1 DNS 277 Standard query response |8x6dd9 ANY plus.google.q
13 ©.837086 10.8.8.2 10.0.8.1 DNS 294 Standard query response |8x50d2 ANY maps.google.(
14 0.926681 10.0.0.2 10.0.6.1 DNS 582 Standard guery response|@x33a8 ANY youtu.be A 1] il
1 L3
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