
• Industrial Control Systems (ICS) operate critical infrastructures, including 
power plants, refineries, and others. Operational Technology (OT) refers to 
technologies used in these facilities.

• The post-Covid economy is fueled by the rise of Information Technology 
(IT), essential for the deployment of online systems. 

• A convergence point between OT/ICS and IT is cybersecurity, as both rely 
on secure mechanisms to protect against malware, intrusions, and other 
attacks.

• The U.S. government considers hardening the nation against cyberattack a 
top priority.
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Project Motivation

• This project enables the convergence of the public, private, and education 
sectors to prepare learners for the OT and IT cybersecurity convergence 
workforce: Cyber-Con2.

• The project is led by the Cyberinfrastructure Lab1 at the University of South 
Carolina (USC) and Stanly Community College (SCC). Activities include:
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• The Academic Cloud consists 
of four interconnected 
datacenters located in South 
Carolina, North Carolina, 
Illinois, and Idaho.

• The system seamlessly pools 
resources from the 
datacenters to serve learners 
who may be connected from 
anywhere on the Internet.

• The Academic Cloud is 
transitioning to Proxmox for 
deployment and 
management of virtual 
machines (VMs).

Virtual Lab Libraries

• A virtual lab library consists of 10-20 laboratory experiments.

• Experiments run on a pod of equipment deployed in the Academic Cloud.

• Upon completion of a library, a learner may earn academic credits, an 
industry credential, and develop marketable skills.

• Libraries include Intro to Critical Infrastructure, Cybersecurity Essentials, 
Cloud Security, and others.

Try the Critical 
Infrastructure library:

Internship Program

• During pre-internship seminars, speakers from companies and agencies meet 
weekly with students and connect to them prior to the summer internships.

• Pre-internship seminars are conducted onsite at USC and broadcasted to SCC 
and other partnering colleges. 

• During internships, students work 400 hours (paid internship) on IT, 
cybersecurity, and related fields. 

• Mentoring is provided by the hosting company / agency. Students report the 
internship experience to their institution.

Pre-internship 
Seminars Internships

Spring and Fall semesters Summer semester

Workshops and Tutorials

• Workshops and tutorials are organized with several communities of practices 
(COP):

➢ ICS COP: Idaho National Laboratory’s COP for ICS;

➢ FABRIC: the International Research Infrastructure;

➢ Western Academy Support and Training Center (WASTC): training center 
serving 300+ institutions;

➢ Internet2: National Research and Education Network (NREN);

➢ Cyberinfrastructure Engineering Lunch and Learn (CELL): Lawrence 
Berkeley National Lab’s COP.

• Workshops and tutorials cover OT/ICS cybersecurity, IT systems, state-of-the-art 
technologies for cybersecurity, and relevant IT systems.
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1. Modernize and expand the 
Academic Cloud2, a system 
deployed by USC, SCC, and 
NDG3;

2. Develop virtual lab libraries 
for OT/ICS and IT 
cybersecurity;

3. Organize an internship 
program;

4. Offer workshops and tutorials 
in cooperation with 
communities of practice.

Virtual lab library example: Critical Infrastructure

Lab 1: PLCs

Lab 2: Ladder

Lab 3: Hello World

Lab 4: SCADA

Lab 5: HMI

Lab 6: Modbus

Lab 7: ICS Packets

Lab 8: ICS Protocols

Lab 9: Scanning ICS

Lab 10: MITM ICS

Lab 11: Pentesting

Lab 12: C2

Lab 13: Setting a Pivot

Lab 14: LDAP

• Do you need an open-source hypervisor? Join our 
group of over 100 institutions, and receive updates 
about our next Proxmox and other workshops

Other USC’s 
libraries:

1. The Cyberinfrastructure Lab at the University of South Carolina: 
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