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Purpose

Understand Application Identification

Understand Security Policy rules

Implement Application Identification in Security Policies

Protect network from outside attackers by analyzing traffic traversing the network

Build stronger policies to minimize attacks
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Introduction

« An application is a program or feature whose traffic can be labeled and monitored.

P Gmail

Q Google Hangouts
Google Calendar

’ % Microsoft SQL

— S’
Skype

@ BitTorrent

Figure 1. Example of Applications and their sub-applications
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Problem Description

« Suspected malicious activity from Internet attempting to access internal network
« Evasive applications from Internet trying to enter internal network

 Effectiveness of security policies using Application Identification to protect internal

network

Internal network

&

NGFW1

Figure 2. Network Topology
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Background Information

* Traditional Firewalls

« |dentify traffic by IP address, port and protocol

« Create holes which can be exploited by attackers

 Application Identification

* |dentifies traffic by application

Application-centric
Traffic Classification

« Helps detect applications that evade traditional

Figure 3. Shows how applications can enter a Traditional firewall

firewall
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Proposed Solution and Implementation

« Application Identification was used to analyze Skype application

Name Zone Zone Application Senvice Action
1 OSlock-Skype-internal-Internet (38 internal network (8 internet ES| SKype 32 appilication-gefault G) e
2 Al ma ! (iR internal network (R internet | any ¥ application-default & Allo
3 ntrazone-default ] {intrazone) any & Allov
- terzone-default w afny any By any @ e
Figure 4. Security Policy for Application Identification using Skype
* Results

Internal network

&

« Skype uses numerous IP destination addresses to connect

 Security policy blocks any file sharing and chat messages NGV,:1

Figure 2. Network Topology

« Security policy fails to block audio/video calls
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Analyzing Skype Data

Receive Time Type From Zone To Zone Source Destination To Port Application Action Rule

i D12 19:23:35 aeny ternal network ternet 192.168.1.20 20,185,212 1 Kype gENy SHOCK-SKype-Internal-Intemet
;/ A
_3‘— O4/12 19:23:35 den iternal network  internet 192.168.1.24 20.185.212 43 skype geny Block-Skype-Internal-Intermet
Te 1 ternal } t 1 1.2( 1 } kype Bl f -1
e
e 4/12 1 2 der nternal networl ters . 1.20 20.185.2 } | . pe-Internal-Int
7
7 4/12 18 5 de ternal ne } terne 192.168.1 5.212 44 kvpe 2 Bl e-Internal-Inteme
.}: 12 19:21:2 oer ternal ne } terne 192,168.1.20 20,185,212, t3 Kyp Block-Skype-Internal-Interne
Te 1 i ternal } 1.2 [ ( 4 ) ( b f \i-1r (
>
Te D4/12 1 der nternal } terr 192.168.1.2( B5.212 13 b i kype-Ir -1 |
7
Fe 121 & nternal ne ' nterne 1 68.1.2( Q4 ’ e B¢ kype-Internal-Intemet
v

412 19:19:9 Ger e | K terne 1 1 1.2 + 6.18/7.156¢ —-t K HOCK-5¢ -1 al-Inteme

4/12 1%:1 ger nternal | T ‘ 1.2¢ B5.212 }3 ! Bl kvpe-Internal-Internet
<31 19 = - aer ternal ne ¥ ternse 10 5. 1.2 A5 4 -3 sk & - w1 K e-Intemal-Intermne
F 121 18:21 o&r nal - k e & 192.1 1.20 19.1¢ -} " - i SKvoe-intema eme
38
Te 12 19:1 der ternal b tert 192,11 121 t } | ( pe-It 18| {
7~
ic ¥/12 19:1 ( t I } t 1 1.2 3.83.65.4 } } Bl kype-Ir -1
le
Te 4/121 & der nternal network ~ interne 192.168.1.2( 55.4 34 kyp - Bl pe-Internal-Intemnt
2
a 04/12 19:18:05 cer ternal network ternet 192.168.1.20 13.83.65.4C 445 Kype geny Block-Skype-Internai-Intemet

Figure 5. Monitor logs showing numerous IP destination addresses
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Twitter Results

Twitter-base
 Blocking this application was successful

« Example
 Could not access twitter at all

Twitter-posting
 Blocking this application was unsuccessful

« Examples
e Could like tweets
« Could comment on tweets
« Could retweet
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Twitter Data

ReceiveTime Type  FromZone ToZone  Source Source User  Destination ToPort  Application Action  Rule

Ej D4/15 00:56:36 gdeny 1side putside 192.168.1.20 104.244.42,193 443 twitter-nase 'r:f.-nl':t- twitt
'I'I"'

L}: F 15 00:36:30 | aeny glde outs|de 192.1648.1.20 104.294.42.193 | 942 twitter-base eset twitt
hoth
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Conclusion

Why is this work important?

* QOur test highlights, that there are some weaknesses in Application ldentification and how

applications are evolving and finding a way to evade firewalls.

Future work includes deeper packet analysis

Questions?

Thank you for listening and watching
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