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Lab 8: Denial of Service (DoS) Attacks: SYN/FIN/RST Flood, Smurf
attack, and SlowLoris




Attack Scenario

Transport layer DoS:

 SYN/FIN/RST flood: the attacker uses the
hping3 tool to perform a SYN/FIN/RST flood
against the web server
» During the attack, the web server will fail to
accept new sessions from legitimate users
 UDP flood: the attacker uses the hping3 tool
to perform a UDP flood against the web
server
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Attack Scenario

Network layer DoS:

* ICMP flood: the attacker uses the hping3
tool to perform an ICMP flood against the
web server

 Smurf attack: the attacker uses the hping3
tool to launch a Smurf attack against the
victim
» The attack will use the web server in the DMZ
zone as the reflector
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Attack Scenario

Application layer DoS:

* Slowloris: the attacker will use a custom
script to perform a Slowloris attack
against the web server
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Disable Linux DoS Attack Defenses

Disabling reverse path forwarding on BR/FW

[root@PBR-FW " I# |sysct]l -w net.ipwvdi.cont .ens3id.rp_filter=8
net.ipvd.conf .ens33.rp fi1lter = H
[root@PBR-FW ™ 1# |sysct w net.ipwd.conf .all.rp_filter=08

net.ipvd.conf .all.rp filter = 8
[root@BR-FW ™ 1#

Disabling SYN cookies on the web server
[root@leb-server 18 [docker exec -1t claafZ4acdd9 sysctl net.ipvd.tcp suncookies=H

net.ipvd.tcp_syncookies = H
[rootBlleb-server 18

Disabling TCP session caching on the web server

[rootlleb-server ~ 1#f |docker exec -1t claafZ4acdd9 sysctl net.ipvd.tcp_no_metrics_save=1

net.ipvt.tcp_no_metri
[rootlfleb-server ~1#




Transport Layer DoS

Web server becomes unavailable for legitimate users

@ 172.16.0.10 X +

Performing TCP SYN flood on the web server ¢ » c QT

root(@kali: fhomefkali

File Actions Edit View Help

- /home/kali |T;IFI

80 172.16.8.1@

HPING 172.16.0.10 (eth® 172.16.8.108): 5 set, 4@ headers + @ data bytes —
hping in flood mode, no replies will be shown This site can’t be reached
l 172.16.0.10 took too long to respond.
Try:
* Checking the connection

» Checking the proxy and the firewall

» Running Windows Network Diagnostics

ERR_COMNECTION_TIMED_OUT

Performing TCP FIN flood on the web server Performing UDP flood on the web server

root(@kali: fhome/kali

File Actions Edit View Help

L | root(@ kali: fhome/kali
File Actions Edit View Help
root@kali: /home/kali * root@kali: /nome/kali x

® /home/kali

root@kali: fhome/kali * root@kali: fhomefkali *

] Jhome /kali

g0 172.16.0.10 g0 172.16

HPING 172.16.8.10 (eth® 172.16.0.10): udp mode set, 28 headers + 8 data bytes
hping in flood mode, no replies will be shown

HPING 172.16.8.18 (eth® 172.16.0.10): R set, 40 headers + 0 data bytes
hping in flood mede, no replies will be shown




Network Layer DoS

Inspecting the incoming and outgoing throughput rates
on the web server

Incoming :
BRI R R R R R AR R R R R R IR IR R RIRIR R IAIR IR R R IR RE R R R AR AR R R RIRRR AR RiRiR R RIRIA
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LA SRS EEAE SRS SR B B R S S S R R R S S B R R

4 SEAE S A SR R R R R S S B R

HEA S AR R R R R I R R R R S S B R R

L R R R R R R R R R R R R R R R R

. 4 SEAE S S SR A R R R S R S R R S S S R R R

Pe rformlng ICMP flood on the web server I R R R R NN RN R R R RN R R R

LSRR R R R R RN RN R R RN R R R R R R

] root@kali: fhome/lkali I R R R R R R R R R R R R R R R

. . . . EHES IS A S R S R R S R R R A A R A S S S R R R R

el el i A R R R AR R R R R R R R RN E R R R R R R R R R AR RN

root@kali: Jhome/kali * root@kali: fhome/kali = R R RN RN R R RN RE R R R R R R R R R RN

(HES IS L AL S S R S R R R A R S M SR AR RAE A RO SR AR A ST A R R AR R AL AL MM ML MR

2 /home /kali R R R R R R R R R R AR R R R R R R R R R R AR RN

1pi 172.16.08.10 BB R AR R AR R R AR R R RN RER R R RE R R R RE AR AR RN
HPING 1 16.0.18 (eth® 172.16.8.10): icmp mode set, 28 headers + 0 data bytes Dutgoing:

hping in flood mode, no replies will be shown R R R R R R SRR R R R R R R R R R R R R R R

G R R R R R R R R R R RN E R R R R R R RN
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LSS S A SR R R R R R R S A R R S S B R R R
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Network Layer DoS

Performing Smurf attack on the victim using the web

server as the reflector

root@kali: fhome/kali

File Actions Edit View Help
root@kali: /home/kali =

root@kali: [home/kali =
2 /home/kali
192.168.0.10 172.16.0.10
HPING 172.16.0.10 (eth® 172.16.8.10): icmp mode set, 28 headers + @ data bytes
hping in flood mode, no replies will be shown

1

Inspecting the incoming throughput rate and
the CPU on the victim’s machine

2 Task Manager

File Options  View

ProcessesApp history Startup Users Details Services

CPU . .
Ll 9% 210GHz Ethernet Intel(R) 82574L Gigabit Network Conne...
. Throughput 100 Mbps
Memo ry e A m——
1.9/8.0 GB (24%) | \ /S
Disk 0 (C2)
0%
|| 50 Mbps
[~V Ethernet |
i S: 0 R: 92.6 Mbps
|
|
I

60 seconds

i Send Adapter name: Ethernetd
O KbpS Connection type:  Ethernet
: Pv4 address: 192.168.0.10
Receive Pv6 address: fe80:396e:b5¢:542a:a8f5%6

92.6 Mbps

10




Application Layer DoS

Testing the connectivity time to reach the web server

kali@ lali: ~

File Actions Edit View Help

root@kali: fhome/kali kali@kali: ~ *

Performing SlowLoris attack on the web server =

root@kali: fhome/kali

172.16.0.160

HTTP request sent,

Location: login.php [fol
--2022-11-30 19:45:06--

Reusing existing connection to 172.
HTTP requ sent, awalting respons
Length: 1523 (1.5K) [text/html]
Saving to: ‘index.html.2.tmp’

File Actions Edit View Help

root@kali: fhome/kali kali@kali: ~ *

/home/kali — >
) 300
30-11 12 308 sockets.
[30-11-20 9:39:€ Creating
[36-11-2022 19:39:09] Sending
[30-11-2022 19:39:09] So 9
[30-11-2022 9] Cr ing 21 new sockets...

index.html.2.tmp 100%(
22-11-30 19:45:06 (91.8 MB/

2.tmp.
fter 172.16.0.10 0.01s user 0.00s em 0% cpu|l2.002|total
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