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Lab 12: Configuring a Stateful Packet Filter using iptables
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Attack Scenario
• Allow packets originating from the internal 

network to reach the WAN

• Deny packets originating from the WAN 
towards the internal network

• Allow packets originating from the internal 
network or the external network to reach 
the DMZ network (but not vice versa) as 
follows
➢ The web server can only be reached on ports 

80 (HTTP) or port 443 (HTTPS)

➢ The DNS server can only be reached on port 
53 (DNS)

➢ The mail server can only be reached on port 
25 (SMTP)
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Configuring iptables
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Displaying empty iptables rules

Allowing packets originating from the internal network to reach the WAN

Allowing packets originating from the WAN to reach the internal network



Configuring iptables
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Displaying new iptables rules

Pinging the WAN from the internal network Pinging the internal network from the WAN



Configuring iptables
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Deleting a rule from the FORWARD chain (by its index)

Allowing external traffic replying to internal traffic

Displaying new iptables rules



Configuring iptables
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Allowing specific traffic coming from the internal network or the WAN to the web 
server 

Allowing specific traffic coming from the web server to the internal network or the WAN and related to an 
established session
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