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Lab 12: Configuring a Stateful Packet Filter using iptables




Attack Scenario

* Allow packets originating from the internal
network to reach the WAN

* Deny packets originating from the WAN
towards the internal network

* Allow packets originating from the internal
network or the external network to reach
the DMZ network (but not vice versa) as
follows

» The web server can only be reached on ports
80 (HTTP) or port 443 (HTTPS)

» The DNS server can only be reached on port
53 (DNS)

» The mail server can only be reached on port
25 (SMTP)
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Configuring iptables

Displaying empty iptables rules

[rootBBR-FW ™ 1#] iptables —nul
Chain INPUT (policy ACCEPT B packets, B bytes)
pkt=s bytes target prot opt in out SOUrce destination

Chain FORWGRD (policy DROP B packets, B bytes)
pkt=s bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 6 packet=s, 581 bytes)
pkts bytes target prot opt in out E0Urce destination

Allowing packets originating from the internal network to reach the WAN

[rootBBR-FW ™~ 1#] 1iptables -1 FORWARD -s 1392.160.H.HW-£4 -d 21b.H.H.H-16 -] ACCEFPT
[root@BR-FW “1# _

Allowing packets originating from the WAN to reach the internal network

[root@BR-FW ~1# fiptables -A FUORWARD -= £16.BH.H.H-16 -d 192.1606.8.H-24 -3 ACCEPT
[root@BR-FW ~1# _




Configuring iptables

Displaying new iptables rules

[root@BR-FW ~1# fiptables -nwlL
hain INPUT (policy ACCEFT W packets, B bytes)
pkts bytes target prot opt in out SOUrce destination

hain FORWARD (policy DROP 25 packets, 1725 bytes)
pkt= bytes target prot opt in out Tource destination
8 488 ACCEPT all - = * 192 .168 .8.68.-24 Z16.8.48.8-16
A A ACCEFT all * Z16.8.8 .8-16 1972 .168 .8.8.-24

hain OUTPUT (policy ACCEFT B packets, 8 bytes)
pkts bytes target prot opt in out SOUrce destination

Pinging the WAN from the internal network Pinging the internal network from the WAN

Select Command Prompt
-] kali{@ kali: ~

C:A\Usershadminiping 216.0.0.18
File Actions Edit View Help

Pinging 21 i ) - [~1
l—_ ping 192.168.6.10 1

time<ims TTL=63 PING 192.168.0.10 (192.168.0.10) 56(84) bytes of data.

time<lms

64 bytes from 192.168.08.18: icmp_seg=1 ttl=127 time=0.912 ms

--- 192.168.0.10 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Bms
rtt min/avg/max/mdev = 0.912/0.912/0.912/0.000 ms




Configuring iptables

Deleting a rule from the FORWARD chain (by its index)

[root@BR-FW ™1# [1iptables -D FORWARD £
[root®BR-FW ~1# _

Allowing external traffic replying to internal traffic

[root@BR-FW “1# iptables -A FORWARD -= 216.H.8H.8-16 -d 192.168.8.8-24 -j ACCEPT -m state --state REL

ATED, ESTABL ISHED
[rootBR-FW 18 _

Displaying new iptables rules

[rootPBER-FW ~1# fiptables —nvwlL --line-numbers
hain INPUT (policy ACCEFT 1 packets, ££29 bytes)
num pkits bytes target prot opt in out SOUrce destination

hain FORWARD (policy DROFP B packets, B bytes)

num  pkts bytesz target prot opt in out S0Urce destination

il 13 884 ACCEPT all - = " 192.168.8.8-24 216.8.8.8-16

s a 8 ACCEPT all - = »* Z16.8.8.8-16 192.168.8.8-24

RELATED , ESTABL I'SHED

hain OUTPUT (policy ACCEPT B packets, B8 bytes)
num  pkits bytes target prot opt in out s0uUrce destination




Configuring iptables

Allowing specific traffic coming from the internal network or the WAN to the web

[root@BR-FW “1# iptables -1 FORWARD -s= 192.168.H.8-24,216.H.8.8-16 -d 172.16.H.18 -p tcp --match mul
tiport --dports 88,443 -j ACCEPT

[root@BR-FW 14

Allowing specific traffic coming from the web server to the internal network or the WAN and related to an
established session

LrootWbh-FW  I# 1ptables -1 FURWAKRD 53 -5 1/72.16.H.1H -d 194.1b.H. W 241,210 .H.H. W16 —p tCcp --match mu
Itiport --sports 88,443 - j ACCEPT -m state --state RELATED, ESTABLISHED

Lrootlbh-FW 18 _
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