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Lab 14: Intrusion Detection and Prevention using Suricata
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Attack Scenario
• Using the BR/FW as a Suricata IDS to 

send alerts upon matching ICMP packets 
destined to the DNS server

• Using the BR/FW as Suricata IPS to drop 
ICMP packets destined to the mail server

• Using the BR/FW as a Suricata IDS to 
send alerts upon matching TCP SYN 
packets destined to the DNS server

• Using the BR/FW as a Suricata IPS to 
prevent SYN flood attack against the DNS 
server
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Suricata as IDS for ICMP Alerts
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Adding a new custom rule file to Suricata configuration file

Adding a new rule to alert ICMP packets destined to the DNS server



Suricata as IPS for ICMP Drops
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Adding a new rule to drop ICMP packets destined to the mail server

Pinging the DNS server Pinging the mail server



Suricata as IDS for TCP SYN Alerts
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Adding a new custom rule file to Suricata configuration file

Adding a new rule to alert TCP SYN packets destined to the DNS server



Suricata as IPS for TCP SYN Flood Attack
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Adding a new rule to limit the rate of TCP SYN packets destined to the DNS server 
servers 



Suricata as IPS for TCP SYN Flood Attack
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Inspecting the network usage on the DNS server under 
TCP SYN flood attack 

Inspecting the network usage on the mail server under 
TCP SYN flood attack 
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