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Lab 14: Intrusion Detection and Prevention using Suricata




Attack Scenario

* Using the BR/FW as a Suricata IDS to
send alerts upon matching ICMP packets Internal network

destined to the DNS server Q Q
* Using the BR/FW as Suricata IPS to drop 'm N

Victim

Attacker

ICMP packets destined to the mail server

* Using the BR/FW as a Suricata IDS to
send alerts upon matching TCP SYN
packets destined to the DNS server

* Using the BR/FW as a Suricata IPS to
prevent SYN flood attack against the DNS
server

192.168.0.0/24 216.0.0.0/16

Web DNS Mail
server server server

172.16.0.0/16




Suricata as IDS for ICMP Alerts

Adding a new custom rule file to Suricata configuration file

GNU nano 2.3.1 File: rsetcs/suricatassuricata.yaml

The most common hashmode commands are: hashZtuple, hashZtuplesorted,
hashStuple, hashStuplesorted and roundrobin.

This parameter has no effect if auto-config is disabled.

4
"
I
#t See Napatech NTPL documentation other hashmodes and details on their use.
i
i
i

hashmode: hashS5tuplesorted

lefault-rule-path: rvar-slibssuricatasrules

‘wle-files:
- suricata.rules
- detect-icmp.rules

Adding a new rule to alert ICMP packets destined to the DNS server

GNU nano 2.3.1 File: »rvar/libssuricatasrulessdetect-icmp.rules

alert icmp any any -> 172.16.8.280 any (msg: ICMP detected to the DNS server : sid:123456:;




Suricata as IPS for ICMP Drops

Adding a new rule to drop ICMP packets destined to the mail server
File: rvarslibssuricatasrules-/detect-icmp.rules

GNU nano 2.3.1 Modified

gid:123456; rewv:1:)

172.16.8.28 any (msg:"ICMP detected to the DNS server’;

lert icmp any any ->
drop icmp any any 172.16.8.38 any (msg:"ICMP to 172.16.8.38 is dropped”: sid:12: e rev:l:)

Pinging the DNS server Pinging the mail server

kali@kali: ~

& kali@ kali: ~
File Actions Edit View HE‘IP File Actions Edit View HEIP
[ | - [~
| ’j ing 172.16.8.30 1
PING 172.16.08.28 (172.16.8.38) 56(84) bytes of data.

[r_ ping 172.16.0.20 1

PING 172.16.8.20 (172.16.0.28) 56(84) bytes of data.
--- 172.16.0.30 ping statistics ---

64 bytes from 172.16.0.208: icmp_seg=1 ttl=63 time=1.31 ms
1 packets transmitted, @ received, 100% packet loss,

time B@ms

--- 172.16.08.20 ping statistics ---

1 packets transmitted, 1 received,
rtt min/avg/max/mdev = 1.312/1.312/1.312/0.000 ms

8% packet loss, time Oms




Suricata as IDS for TCP SYN Alerts

Adding a new custom rule file to Suricata configuration file

GNU nano 2.3.1 File: retcssuricatassuricata.yaml

H

it See Mapatech NTPL documentation other hashmodes and details on their use.
It

## This parameter has no effect if auto-config is disabled.

i

hashmode : hashS5tuplesorted

efault-rule-path: rvarslibssuricatarsrules

uwle-files:
- suricata.rules
- detect-icmp.rules
- detect-5SYN-Flood.rules

Adding a new rule to alert TCP SYN packets destined to the DNS server
GNU wnano 2.3.1 File: rvar/libssuricatasrulessdetect-SYN-Flood.rules

alert tcp any any -> 172.16.8.28 any (flags:5: sid:1234568: rev:l:)




Suricata as IPS for TCP SYN Flood Attack

Adding a new rule to limit the rate of TCP SYN packets destined to the DNS server
GNU nano 2.3.1 File: retcs/suricatasthreshold.config Modif ied

it Please note that thresholding can also be set inside a signature. The interaction between rule bal
and global thresholds is documented here:

it https://suricata.readthedocs.iosenslatest/configuration/global-thresholds.htmliiglobal-thresholds-§

b

s 18

: taken from https:/rblog. inliniac.net Z2812-83-87/f -secure-av-updates-and-suricata-ips~-
gen_id 1, sig_id 2889557, track by ip £17.118.97.128-25
n_id 1, sig_id 2812886, track by ip £17.118.97.128-2
id Z#83614, track by_src, ip £17.118.97.128-2

rate_ftilter gen_id 1, sig_id 1234568, track bu_dst, count 1HHH, seconds 1, new _action drop,
timeout 38




Suricata as IPS for TCP SYN Flood Attack

Inspecting the network usage on the mail server under
TCP SYN flood attack

Inspecting the network usage on the DNS server under
TCP SYN flood attack

Devic

e ens32 [172.16.8.281 (1-1):

Curr: 464.82 kBitr=
Avg: 343.89 kBit/s
Min: 8.88 Bitr/s
Max: 928.53 kBitrs
Ttl: 43.21 MByte

Curr: 464.82 kEit/s
fAvg: 343.89 kBit-s
Min: B.88 Bit/s
Max: 928.53 kBit s
Ttl: 43.44 MByte

fisigis i ibiaiziininibiaizidiiigiaiziigiigiain ey
fisigis i ibiaiziininibiaizidiiigiaiziigiigiain ey
fisigis i ibiaiziininibiaizidiiigiaiziigiigiain ey
fisigis i ibiaiziininibiaizidiiigiaiziigiigiain ey
fisigis i ibiaiziininibiaizidiiigiaiziigiigiain ey
fisigis i ibiaiziininibiaizidiiigiaiziigiigiain ey
fisigis i ibiaiziininibiaizidiiigiaiziigiigiain ey
HHHHHHHH I
figisigin nisiziziinikiaiziziiibiaiaiyiigiaieid gy
figisigin nisiziziinikiaiziziiibiaiaiyiigiaieid gy
AU 00 0 0 0 0 000 0 0 40 00 40 00 0 0 2 2 2 2 21 21 8

B
B
B
B
B

Curr: 34.84 MBitrs
Avg: 2.56 MBit-s
Min: B.88 Bitrss
Max: 38.82 MBitrs
Ttl: 68.86 MByte

PRBERE R
PRBERE R
PRBERE R
PRBERE R
PRBERE R
fISisis Hin i isiniz ininigigiz iniBiainigipinigiainiE ey
fISisis Hin i isiniz ininigigiz iniBiainigipinigiainiE ey
PR isis i niniaisiz iR aiaia eI
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai
fisisigiu niaizizinniniaisiziiigiaiziziisiainininiaiai

Curr: 34.84 MBitrs
flug: 2.56 MBitss
Min: 8.88 Bitrs
Max: 38.82 MBitss
Ttl: 68.86 MByte_
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