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Introduction to P4 Programmable Switches



Traditional Networks

• The interface between control and data planes has been historically proprietary

➢ Vendor dependence: slow product cycles of vendor equipment, no innovation from network owners

➢ A router is a monolithic unit built and internally accessed by the manufacturer only

4



Software-defined Networking (SDN)

• SDN explicitly separates the control and data planes and implements the control plane 

intelligence as a software outside the switches

• The function of populating the forwarding table is now performed by the controller

5



SDN Limitation
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• SDN is limited to the OpenFlow specifications 
➢ Forwarding rules are based on a fixed number of protocols / header fields (e.g., IP, Ethernet)

• The data plane is designed with fixed functions (hard-coded)
➢ Functions are implemented by the chip designer



Can the Data Plane be Programmable? 

7

• “Programmable switches are 10-100 times slower than non-programmable ones. They 

are more expensive and consume more power”1

1. Vladimir Gurevich, “Introduction to P4 and Data Plane Programmability,” https://tinyurl.com/yc3wjecx

Extra 
hardware

Practical 
throughput

Deployment 
system

Programmability Power per 
port

Price

Switch ASIC 12.8 Tbps Low 1 1

General 
purpose CPU

Ethernet NIC ~200 Gbps DPDK+C Very high 1-100x 1-100x

NPU ~400 Gbps C-Like Very high 10x 10x

FPGA ~100 Gbps Verilog, etc. Very high 20x 20x



Can the Data Plane be Programmable? 
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• The introduction of the P4 language and the programmable Application Specific 

Integrated Circuits (ASICs) made switches flexible at high rates

Vladimir Gurevich, “Introduction to P4 and Data Plane Programmability,” https://tinyurl.com/yc3wjecx

Compiler

C/C++/Java

Compiler

OpenCL

Compiler

MatLab

Compiler

TensorFlow

Computers Graphics Signal 
Processing

Machine 
learning

bf-p4c

P4

CPU GPU DSP TPU

Networking

Tofino Family 
(PISA)



P4 Programmable Switches

9

• P41 programmable switches permit a programmer to program the data plane 
➢ Define and parse new protocols

➢ Customize packet processing functions

➢ Measure events occurring in the data plane with 

      high precision

➢ Offload applications to the data plane

1. P4 stands for stands for Programming Protocol-independent Packet Processors



P4 Programmable Switches

10

• P41 programmable switches permit a programmer to program the data plane 
➢ Define and parse new protocols

➢ Customize packet processing functions

➢ Measure events occurring in the data plane with 

      high precision

➢ Offload applications to the data plane

• Nonetheless, P4 switches have software

 and hardware limitations so that they can 

 process high traffic rates

Reproduced from N. McKeown. Creating an End-to-End Programming Model for Packet Forwarding. Available: https://www.youtube.com/watch?v=fiBuao6YZl0&t=4216s 



P4 Security Applications Literature
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References for the papers can be accessed through our survey. Available: https://tinyurl.com/yc7r8b54
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Security Gaps in Today’s Networks



Security Gaps in High-Speed Networks
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• Three main issues affect the security of networks today:

1. Poor DNS inspection; traditional router’s ACLs cannot perform DPI

DPI stands for Deep Packet Inspection; a technique used to inspect beyond the regular L2/L3 headers

DNS stands for Domain Name System; a protocol used for mapping domain names to IP addresses

ACL stands for Access Control List; a table which stipulates which kind of traffic are allowed to access the system

UDP DNSIP



Security Gaps in High-Speed Networks
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• Three main issues affect the security of networks today:

1. Poor DNS inspection; traditional router’s ACLs cannot perform DPI

2. Malware samples that exploit the DNS (DGAs) are hard to detect and classify in the absence of full 

network visibility

DGAs stands for Domain Generation Algorithms

UDP DNSIP
1- Low visibility → False negatives
2- High visibility → Bottlenecks 



Security Gaps in High-Speed Networks

15

• Three main issues affect the security of networks today:

1. Poor DNS inspection; traditional router’s ACLs cannot perform DPI

2. Malware samples that exploit the DNS (DGAs) are hard to detect and classify in the absence of full 

network visibility

3. Monitoring HTTPS traffic is impractical on general-purpose CPUs

HTTPS stands for Hypertext Transfer Protocol Secure

CPUs stands for Central Processing Units

UDP DNSIP
TCP HTTPSIP

1- Low visibility → False negatives
2- High visibility → Bottlenecks 



16

P4DDPI: DNS Deep Packet Inspection in the Data Plane

This work corresponds to the following publication:

A. AlSabeh, E. Kfoury, J. Crichigno, E. Bou-Harb, "P4DDPI: Securing P4-Programmable 

Data Plane Networks via DNS Deep Packet Inspection", Network and Distributed System Security 

(NDSS) Symposium – MADWeb, California, USA, April 2022.



Domain Name System
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• The DNS maps domain names (e.g., “google.com”) to IP addresses (e.g., 

74.125.138.113)

DNS 
resolver

What is the IP of google.com ?

The IP of google.com is 74.125.138.113 Host

Server

If record does not exist, it 
contacts the root server

1

3

2

4



Domain Name System
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• Attacks exploiting the DNS have grown widely and wreaked havoc in numerous 

domains

➢ E.g., registering a domain name for malicious activities, performing Denial of Service (DoS) attacks 
using the DNS, etc.

DNS 
resolver

What is the IP of malwareC2.com ?

The IP of malwareC2.com is X.X.X.XHost

MalwareC2 Server

If record does not exist, it 
contacts the root server

1

3

2

4



Domain Name Filtering Techniques
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• Problem: DNS monitoring is not possible using proprietary devices and incurs large 

overhead in CPU/GPU security middleboxes

• Questions:

➢ How can we leverage the P4 programmable data plane to perform DNS DPI?

➢ How can we devise an implementation that fits in the P4 switch with limited resources?

➢ What are the security and performance gains?



Proposed System
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• Parsing the domain name in the P4 switch without the involvement of the control plane

DNS 
resolver P4 switch

Network 
hosts

1

DNS request DNS reply

2



Proposed System
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• Parsing the domain name in the P4 switch without the involvement of the control plane

DNS 
resolver P4 switch

Network 
hosts

1

DNS request DNS reply

2

- Parse the domain name
- Save the IP address of the domain name
- Apply security policies on subsequent packets 
destined to the saved IP address

3



Proposed System
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• Parsing the domain name in the P4 switch without the involvement of the control plane

DNS 
resolver P4 switch

Network 
hosts

1

DNS request DNS reply Allowed traffic Denied traffic

Internal traffic

4

2

5 Traffic 
filtering

- Parse the domain name
- Save the IP address of the domain name
- Apply security policies on subsequent packets 
destined to the saved IP address

3



Proposed System
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Approach:

• Apply DPI to parse the domain name

• Match on the hash of the domain 

name for resource optimization

Packet recirculation is a technique used to reiterate the packet over the pipeline multiple times

Packet 
buffer and 
replication 

engine

Egress 

pipeline

DNS 
reply

Packet

DPI on DNS replies to extract the domain name and its 
corresponding IP address

P4 switch

HashDomain

MAT

0x abcdefgh



Proposed System
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Approach:

• Store the resolved domain IP and the 

client IP in the register

Packet recirculation is a technique used to reiterate the packet over the pipeline multiple times

Packet 
buffer and 
replication 

engine

Egress 

pipeline

DNS 
reply

Packet

DPI on DNS replies to extract the domain name and its 
corresponding IP address

P4 switch

P4 register

HashDomain

MAT

0x abcdefgh

Resolved domain IP Client IP address

10.17.18.5 192.168.100.10

... ...



Proposed System

Packet 
buffer and 
replication 

engine

Egress 

pipeline

DPI on DNS replies to extract the domain name and its 
corresponding IP address

P4 switch

P4 register

Resolved domain IP Client IP address

10.17.18.5 192.168.100.10

... ...

HashDomain

MAT

0x abcdefgh
Needs 

more DPI?

Packet recirculation

26

Approach:

• If needed, use packet recirculation to 

perform DPI and parse large domain 

names

Packet recirculation is a technique used to reiterate the packet over the pipeline multiple times



Evaluation Setup and Results

27

World’s most trusted open-source 
network security solution (CPU-based)

• Firewall: Pfsense1 runs on a 

dedicated physical server 

• Programmable switch: Edgecore2 

Wedge 100BF-32X

• Background traffic: iPerf3

• DNS traffic: dns-flood4

[1] “pfsense.” [Online]. Available: https://www.pfsense.org/
[2] E. Networks, “Wedge 100BF-65X - 100 GbE Data Center Switch BareMetal Hardware.” [Online]. Available: https://tinyurl.com/4z8wz53r.  
[3] A. Tirumala, “Iperf: The tcp/udp bandwidth measurement tool,” http://dast. nlanr. net/Projects/Iperf/, 1999.
[4] N. Winn, “dns-flood,” 2015. [Online]. Available: https://tinyurl.com/mwmp542z.

40 Gbps

H1

P4 
switch

H2

40 Gbps
40 Gbps

Pfsense

https://www.pfsense.org/


Evaluation Setup and Results
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Throughput Delay Packet loss

• Throughput, delay, and packet loss comparison between pfsense firewall (CPU-

based) and the proposed approach (P4-based)



Evaluation Setup and Results
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CPU usage in Pfsense Resources occupied by P4DDPI
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DGA Malware Family Classification

This work corresponds to the following publication:

 A. AlSabeh, K. Friday, J. Crichigno, E. Bou-Harb, "Effective DGA Family Classification using a 

Hybrid Shallow and Deep Packet Inspection Technique on P4 Programmable Switches", IEEE 

International Conference on Communications (ICC), Rome, Italy, June 2023.



Domain Generation Algorithm
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• Attackers often use a Command and Control 

(C2) server to establish communication

• The C2 server sends commands to infected 

machines for malicious acts

• Domain Generation Algorithms (DGAs)1 are 

the de facto C2 communication method

• It is used by botnets, ransomware, and many 

others1

1 “Dynamic Resolution: Domain Generation Algorithms.” [Online]. Available: https://tinyurl.com/44hz9hpm.

Malware 
infected host

network

DNS resolver

1

2

DNS query DNS NXD reply

.. .

.. .

DNS reply w/ C2 IP 
address

C2 server

3



Domain Generation Algorithm
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• DGAs evade domain-based firewall controls 

by frequently changing the domain name

• The malware makes DNS queries to resolve 

the IP addresses of these generated domains

• Only a few IPs will typically be registered and 

associated with the C2 domain name

• The rest of the responses will be Non-Existent 

Domains (NXDs), i.e., without an IP address

Malware 
infected host

network

DNS resolver

1

2

DNS query DNS NXD reply

.. .

.. .

DNS reply w/ C2 IP 
address

C2 server

3



Existing Mitigation Strategies against DGAs
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• Most research efforts focus on DGA detection, i.e., they perform binary classification 

to segregate DGAs from benign traffic

• Approaches rely on contextual network traffic analysis (context-aware) or domain 

name analysis, without considering network traffic (context-less)

• In addition to DGA detection,  it is helpful to classify DGA malware based on the 

family (Trojan, Backdoor, etc.)

➢ The multiclass classification of DGA families allows security professionals to assess the severity of the 
exploit and apply the appropriate remediation policies in the network1

1 A. Drichel, N. Faerber, and U. Meyer, “First Step Towards Explainable DGA Multiclass Classification,” in The 16th International Conference on Availability, 
Reliability and Security, pp. 1–13, 2021.



Existing Mitigation Strategies Against DGAs
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• Problem #1: context-aware approaches are slow since they analyze batches of 

network traffic online

• Problem #2: context-less approaches could create a bottleneck since they require a 

general-purpose CPU/GPU to analyze the domain name

• Question: is there a way to combine a hybrid of context-aware and context-less 

features without degrading the throughput in high-speed networks?



Proposed System
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DNS resolver DGA-infected 
host

Internal network

...

IP packets
External network

• The P4 switch monitors internal hosts in the network

P4 PDP switch
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36

DNS resolver DGA-infected 
host

Internal network

...

IP packets

Shallow inspecting 
and monitoring of 

the traffic 

Storing the 
network features 

in registers

Context-aware
features (all IP packets)

P4 pipeline

External network

• The P4 switch collects and stores the context-aware features of the hosts while they 

are trying to reach the C2 server (through DNS requests)

P4 PDP switch



Proposed System
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DNS resolver DGA-infected 
host

Internal network

... ...

NXD response IP packets

DPI for parsing 
and extracting the 

entire domain 
name

Extracting 
structural and 

statistical features 
using MAT

Shallow inspecting 
and monitoring of 

the traffic 

Storing the 
network features 

in registers

Context-less
features (all NXDs)

Context-aware
features (all IP packets)

P4 pipeline

External network

• When an NXD response is received, the switch performs DPI on the domain name to 

extract its context-less features

P4 PDP switch
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DNS resolver DGA-infected 
host

Internal network

... ...

NXD response IP packets

Trigger event (NXD response)

DPI for parsing 
and extracting the 

entire domain 
name

Extracting 
structural and 

statistical features 
using MAT

Shallow inspecting 
and monitoring of 

the traffic 

Storing the 
network features 

in registers

Context-less
features (all NXDs)

Context-aware
features (all IP packets)

Action based on the exploit

- Receive stateful information from the 
switch
- Run ML classifier to profile DGA families 

Intelligence

P4 pipeline

External network

• The switch sends the collected features to the 

control plane running the intelligence

P4 PDP switch



Proposed System
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• Context-aware (traffic pattern) features

➢ They characterize the network behavior of DGAs while they attempt to contact the C2 server

➢ For each host in the network, the data plane stores:

➢ Number of IPs contacted

➢ Number of DNS requests

➢ Time it takes for the first NXD response

➢ Inter-arrival times between NXD responses

➢ They are collected in the data plane without involving the control plane until an NXD response is 
received



Proposed System
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• Context-aware (traffic pattern) features

Histogram of the number of unique NXDs in 
normal users and DGA-based malware 
samples.

CDF of the ratio of DNS requests over unique IP 
addresses contacted in normal users and DGA-
based malware samples.



Proposed System
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• Context-aware (traffic pattern) features

Inter-arrival time of (a) NXD responses in normal users and (b) DGA-based malware samples.



Proposed System
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• Context-less (domain name) features

➢ They characterize how likely a domain is to be random

➢ For each NXD response, the data plane computes and extracts:

➢ The bigram of the domain name; a bigram model may suffice to predict whether a domain name is a legitimate 
human-readable domain

➢ The randomness of a domain name d  according to its bigram frequency can be computed as:

➢ Example: bigrams of “google” are: “$g”, “go”, “oo”, “og”, “gl”, “le”, “e$”

➢ Other domain name attributes include the length of the domain name and the number of subdomains

Where          is the frequency of the bigram 

b in the subdomain d 

𝑓𝑑
𝑏



Evaluation Results
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• Dataset collection process

➢ ~ 1200 DGA samples

➢ 50 families

• Dataset format

➢ Each sample has the form



Evaluation Results
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Performance of the proposed approach on 

different samples grouped by their attack 

category

Feature extraction time of the proposed approach 

(P4 switch) compared with state-of-the-art 

(EXPLAIN)
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DGA Malware Detection and Classification

This work corresponds to the following publication:

A. AlSabeh, K. Friday, E. Kfoury, J. Crichigno, E. Bou-Harb, "On DGA Detection and Classification 

using P4 Programmable Switches", Under second round of review in Computers and Security 

Journal, 2023.
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• Previous system:

➢ Packet recirculation is done per subdomain

➢ Only classifies DGAs into their corresponding family

➢ Detection of DGAs should be faster than

classification

➢ Encrypted traffic is not addressed



Proposed System
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• Extended system:

➢ Packet recirculation is minimized

➢ DGA detection is done in-line (using ML)

➢ If a DGA is detected, the control plane

all the classifies the DGA

➢ Preliminary evaluation on 

encrypted DNS traffic in detecting 

DGAs



Proposed System
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• Previous system: packet recirculation is done per subdomain (label); why?

l1 == 1

Parse DNS header

d1

l1 == 2 l1 == max_len_d

d2

l2 == 1 l2 == 2 l2 == max_len_d

lmax_nb_ds 
== 1

dmax_nb_ds 

lmax_nb_ds 
== 2

lmax_nb_ds == 
max_len_d

Parser

Where, max_len_d < 63    and    max_nb_ds < 127

Stage 1

Apply i - n + 1 tables to 
compute n-gram frequency 
value of subdomain d1

       i <= max_chars 
       i <= max_len_d

d1

l1 == i

Stage 2

Apply j - n + 1 tables to 
compute n-gram frequency 
value of subdomain d2

       j <= max_chars – i
       j <= max_len_d

d2

l2 == j

Stage 3

Apply k - n + 1 tables to 
compute n-gram frequency 
value of subdomain d3

     k <= max_chars –  i – j
     k <= max_len_d

d3

l3 == k

Stage N

Apply t - n + 1 tables to 
compute n-gram frequency 
value of subdomain dmax_nb_ds

      t <= max_chars –  i - j - .. 
      t <= max_len_d

dmax_nb_ds

lmax_nb_ds == t

Match-action pipeline (multiple stages)

Ngram Freq
aa val1

ab val2
aa val1

ab val2

Ngram Freq
aa val1

ab val2
aa val1

ab val2

aa val1

ab val2
aa val1

ab val2

aa val1

ab val2
aa val1

ab val2

Ngram Freq Ngram Freq

di: Subdomain
lj : Length of subdomain

To compute the bigram frequency, each subdomain will have multiple 
match-action tables applied.



Proposed System
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• Extended system: packet recirculation is done per “word”
➢ E.g., the bigram of the domain “abc.de” is computed in one iteration, instead of having an iteration for “abc” and “de”

➢ We limit the parsing to 7 characters, regardless if it is in a single subdomain or spread across multiple subdomains

3 www  5 abc

extract

Ingress Parser

max_chars = 7   max_len_d = 7www.abcde.com



Proposed System
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• Extended system: packet recirculation is done per “word”
➢ Eventually, we need to treat the extracted characters “www.abc” as one “word”

➢ Thus, in the ingress match-action pipeline, we do header modification to reflect on the extracted characters

➢ Additionally, we need to account for partially characters (partial parsing) for the next iteration

Ingress math-action pipeline

manipulate

3 www 5 abc

3 -> min(7,3+1+5) 5 -  “.”

7 www               . abc         

manipulate

metadata
compute

2 (len  “de   in  abcde  

r = 5–  3 1 2

3 www  5 abc

extract

Ingress Parser

max_chars = 7   max_len_d = 7www.abcde.com
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• Extended system: packet recirculation is done per “word”
➢ In the egress parser, now we can extract the “word” as is, without being restricted to subdomains 

Ingress math-action pipeline

manipulate

3 www 5 abc

3 -> min(7,3+1+5) 5 -  “.”

7 www               . abc         

manipulate

metadata
compute

2 (len  “de   in  abcde  

r = 5–  3 1 2

3 www  5 abc

extract

Ingress Parser

max_chars = 7   max_len_d = 7www.abcde.com

7 www . abc r = 2

max_chars = 7   max_len_d = 7

extract

Egress Parser
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• Extended system: packet recirculation is done per “word”
➢ In the egress match-action pipeline, we can compute the bigram of the word

➢ There will be outlier bigrams (e.g., “w.”), however, these will have a value of 0 (do not exist in the English dictionary)

Ingress math-action pipeline

manipulate

3 www 5 abc

3 -> min(7,3+1+5) 5 -  “.”

7 www               . abc         

manipulate

metadata
compute

2 (len  “de   in  abcde  

r = 5–  3 1 2

Bigrams

ww, ww, w., .a, ab, bc

0 0

0x2 de 0x3 com

r = 2 = length of 
unparsed chars in 
next iteration

Egress match-action pipeline

3 www  5 abc

extract

Ingress Parser

max_chars = 7   max_len_d = 7www.abcde.com

7 www . abc r = 2

max_chars = 7   max_len_d = 7

extract

Egress Parser
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• Extended system: packet recirculation is done per “word”
➢ Recirculation is used to repeat the same process on unextracted characters

Ingress math-action pipeline

manipulate

3 www 5 abc

3 -> min(7,3+1+5) 5 -  “.”

7 www               . abc         

manipulate

metadata
compute

2 (len  “de   in  abcde  

r = 5–  3 1 2

Bigrams

ww, ww, w., .a, ab, bc

0 0

0x2 de 0x3 com

r = 2 = length of 
unparsed chars in 
next iteration

Egress match-action pipeline

3 www  5 abc

extract

Ingress Parser

max_chars = 7   max_len_d = 7www.abcde.com

7 www . abc r = 2

max_chars = 7   max_len_d = 7

extract

Egress Parser

2 de  3 com

extract manipulate

2 de 3 com

2 -> min(7,2+1+3) 3 -  “.”

6 de                . abc         

manipulate

metadata
compute

6 de . com r = 0

extract Bigrams

de, e., .c, co, om

0 0

r = 0 → DPI done. 
Recirculate for in-
switch inference to 
detect DGAs

de.com

Recirculate

0 (done parsing)
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Proposed System

• Running Random Forest in the data plane requires is constrained to:

➢ Limited amount of (1) memory; (2) stages; and (3) mathematical operations

Table: Level 1

Table: Level 2

Table: Level 3

For every tree: each level requires a table

Naïve RF implementation in the switch

m

ft1 c1 c2

[0-1] 0 0

[2-5] 1 0

[6,..] 1 1

ft1>1

ft1>5 ft2>3

c2
1 0

ft2 c'2

[0-3] 0

[4-..] 1

c'2
1 0

c1

1 0

b bm

Code
c1c2c’2

Label

*00 b

*11 m

Optimized RF implementation1; feasible with our system

1 A. T.-J. Akem, M. Gucciardo, M. Fiore, et al., “Flowrest: Practical FlowLevel Inference in Programmable Switches with Random Forests”, IEEE International Conference on 
Computer Communications, 2023.

Table for each 
feature

Table for the tree



Evaluation Results: Accuracy
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• Detection in the data plane (P4-DGAD) is limited to the hardware

➢ Features used: # unique IPs contacted, # DNS requests, inter-arrival time between NXDs, and 
bigram frequency

• Detect in the control plane (DGAD) is more flexible

➢ All context-aware and context-less features can be used

➢ Different classifiers can be tested

SVM stands for Support Vector Machine
MLP stands for Multi-layer Perceptron
GNB stands for Gaussian Naive Bayes
LR stands for Logistic Regression



Evaluation Results: Effectiveness
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• The network traffic was analyzed to infer if a communication occurs with the C2 server

• We used Suricata1 as traffic analyzer to know when the communication with the C2 

server started

• ~7.5% of the seen C2 servers were resolved before 10 NXD responses

• Our system can detect all of them by the time the 10th NXD response is received

[1] Suricata, [Online]. Available: https://suricata.io. Accessed: 11- 15-2023.



Evaluation Results: SOTA Comparison
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• NetFlow1

➢ Monitors the ratio of DNS requests over unique IP contacted

➢ Detects DGAs using the formula modeled by:

• SDN2

➢ Monitors flow volume (bytes), duration, packets, and average packet size

➢ Requires a database of DGAs domain names to robustly them (huge assumption)

• FANCI3

➢ Detects DGAs using 21 domain name features

• EXPLAIN4

➢ Classifies DGAs using 64 domain name features

[1] M. Grill, I. Nikolaev, V. Valeros, M. Rehak, Detecting DGA malware using NetFlow, in: 2015 IFIP/IEEE International Symposium on Integrated Network Management (IM), IEEE, 
2015, pp. 1304–1309.
[2] J. Ahmed, H. H. Gharakheili, C. Russell, V. Sivaraman, Automatic Detection of DGA-Enabled Malware Using SDN and Traffic Behavioral Modeling, IEEE Transactions on Network 
Science and Engineering (2022).
[3] S. Schuppen, D. Teubert, P. Herrmann, U. Meyer, FANCI: Feature-based ¨ Automated NXDomain Classification and Intelligence, in: 27th USENIX Security Symposium (USENIX 
Security 18), 2018, pp. 1165–1181.
[4] A. Drichel, N. Faerber, U. Meyer, First Step Towards EXPLAINable DGA Multiclass Classification, in: The 16th International Conference on Availability, Reliability and Security, 
2021, pp. 1–13.
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[1] M. Grill, I. Nikolaev, V. Valeros, M. Rehak, Detecting DGA malware using NetFlow, in: 2015 IFIP/IEEE International Symposium on Integrated Network Management (IM), IEEE, 
2015, pp. 1304–1309.
[2] J. Ahmed, H. H. Gharakheili, C. Russell, V. Sivaraman, Automatic Detection of DGA-Enabled Malware Using SDN and Traffic Behavioral Modeling, IEEE Transactions on Network 
Science and Engineering (2022).
[3] S. Schuppen, D. Teubert, P. Herrmann, U. Meyer, FANCI: Feature-based ¨ Automated NXDomain Classification and Intelligence, in: 27th USENIX Security Symposium (USENIX 
Security 18), 2018, pp. 1165–1181.
[4] A. Drichel, N. Faerber, U. Meyer, First Step Towards EXPLAINable DGA Multiclass Classification, in: The 16th International Conference on Availability, Reliability and Security, 
2021, pp. 1–13.

Accuracy and training time of the state-of-the-art models.
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• Problem: in DNS over TLS (DoT) traffic, the content of the DNS query, such as the 

domain name, and the type cannot be inferred

• Question: What features can be used to detect DGAs, while being agnostic to the 

encrypted traffic (DoT) and compatible with programmable networks?
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• Features selected for detecting DGAs using DoT:

➢ Inter-arrival time between DNS requests

➢ Inter-arrival time between a DNS request and its response

Encrypted DNS Traffic
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• Features selected for 

detecting DGAs using 

DoT:

➢ DNS request packet size 

➢ DNS response packet size

• Reported RF accuracy on 

CTU and DGA samples

Encrypted DNS Traffic
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Line-Rate HTTPS Monitoring

This work corresponds to the following publication:

A. AlSabeh, A. Mazloum, E. Kfoury, J. Crichigno, "Enabling Line-Rate TLS SNI Inspection in P4-

Programmable Data Planes", Submitted to IEEE Global Communications Conference 

(GLOBECOM), Cape Town, South Africa, June 2024.
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• The Google Transparency Report1 reveals a significant surge in the adoption of the 

Hyper Text Transfer Protocol Secure (HTTPS)

[1] Google, “HTTPS encryption on the web”, [Online]. Available: https://transparencyreport.google.com/https/overview?hl en. Accessed: 06-21-2024.
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• HTTPS runs on top of the Transport Layer Security (TLS) protocol

• HTTPS monitoring is needed for network security monitoring

➢ E.g., network attack detection, security policy violations, and malicious activities

• Traditional monitoring techniques (e.g., IP to port mapping) is inefficient

• Higher-level network monitoring (beyond layer 2/3) relies on DPI running on general-

purpose servers

• P4 offers new perspective for conducting higher-level network monitoring and 

inspection
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• During the TLS handshake, the client 

specifies the DNS domain it is trying to 

contact

• This is achieved via the Server Name 

Identification (SNI) extension
Client Hello

Client Hello

Session ID

Ciphers

Compressions

Extensions

SNI (hostname)

Server Hello

Server Certificates

Server Hello Done

Client Key Exchange

Client Server
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• TLS protocol is complex

• It has several variable-length header fields 

• P4 switches are limited in resources to ensure a 

line-rate speed

Variable 
length

Client Hello

Client Hello

Session ID

Ciphers

Compressions

Extensions

SNI (hostname)

Server Hello

Server Certificates

Server Hello Done

Client Key Exchange

Client Server
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• Network administrator defines policies to 

monitor HTTPS traffic
Monitoring 

policies
Real-time 
deny list

Service 
monitoring

Control plane
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• Network administrator defines policies to 

monitor HTTPS traffic

• P4 switch is used to parse and extract 

TLS SNI extension

• Use it for fine-grained and coarse-

grained monitoring

• Fine-grained: URL filtering

• Coarse-grained: service monitoring

Monitoring 
policies

Real-time 
deny list

Service 
monitoring

Control plane

- Parse TLS Client Hello
- Extract SNI hostname 

Enforce fine-grained 
and coarse-grained 
monitoring policies

Data plane

malignments.com

docs.google.com

facebook.com

Services:
Google: 60%
Meta: 40%
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Example hostnames:
example.com
tls13.xargs.org
microsoft365.com

bytes

• Before reaching TLS SNI extension, several variable-length headers are encountered



P4 Implementation

72

session 
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tls13.xargs.org
microsoft365.com
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• Once the hostname is extracted, ternary and exact matches can be applied
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Maximum number of characters in a hostname 
that the proposed system can parse is 31.

• Ratio of hit/missed DNS hostnames in different datasets



Evaluation Results

74

• Delay incurred in P4 to parse the hostname in TLS extensions compared to that in 

Suricata IPS running on a general-purpose server
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Security Challenges and Trends

This work corresponds to the following publication:

A. AlSabeh, J. Khoury, E. Kfoury, J. Crichigno, E. Bou-Harb, "A Survey On Security Applications of 

P4 Programmable Switches and a STRIDE-based Vulnerability Assessment", Computer Networks 

Journal, Volume 207 (2022)
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Challenges Characteristics Effects Trends

Memory size 
and accessibility

- Limited on-chip memory
- Restrictions on memory 
access

- Limited number of tracked flows 
(e.g., DDoS)
- Limited number of anonymized 
flows

- Data structures (count-min 
sketch, multi-stage hashing, 
bloom filters, etc.)
- Use DRAM 

Processing 
capabilities

- Limited operations 
permitted 
- Limited cryptographic 
functions

- Limited ML techniques for attack 
detection
- Limited cryptographic functions

- Approximation techniques 
(log) via MATs
- Precomputation of data 
offline
- Offload complex ops to CPU

Program 
virtualization

- PDPs do not support 
virtualization

Challenging to run multiple 
networks functions (firewall, load-
balancing,..)

- New architectures (Hyper4, 
HyperVDP, Dejavu)

Deep packet 
inspection

Limited resources restrict 
heavy inspection

Limited inspection on protocols 
and headers

- Packet recirculation
- SmartNICs
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Conclusion, Future Work, and List of Publications
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• Contributions:

➢ Improving network security inspection by performing DNS DPI in the data plane

➢ Improving malware detection and classification of DGA malware through scalable traffic 
and domain name analysis

➢ Improving encrypted traffic monitoring by performing HTTPS inspection at line-rate

➢ Highlighting security challenges and trends in P4 switches

• Future work:

➢ Augment the proposed systems with programmable Network Interface Cards (SmartNICs) to 
expand the resources of the data plane

➢ Utilize host-based inspection techniques (such as eBPF) to create broader network-based and 
host-based detection and mitigation approach
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