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* Understand Geoblocking

* |Implement Geoblocking security policies
* Test Geoblocking security policies

* Analyze browser and router traffic on network
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Proposed solution and implementation

Create two policies; one to restrict incoming packets and one to
restrict outgoing packets from a selected location.
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Analyzing Solution
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Blocking all traffic going to and from China using those two policies.
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Analyzing Solution

Search traffic logs by the website.
Ability to know the web address in China.

|dentify to rule and session end reason.

( addr.src in 192,168.200.10 )
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Analyzing Solution

Search traffic logs by PC address / Destination.
Ability to know the destination address of ping.

|dentify to rule and session end reason.
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Conclusion

* |Implementation successful of 2 policies
® Incoming traffic blocked successful
® Outgoing traffic blocked successful

® Verification of blocked packets with logs
* (Question?
* Thank You for listening and watching

* Net Lab demonstration
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