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Lab 7: Interconnection between legacy networks and SDN networks

Overview

This lab is an introduction to integrating Software Defined Networking (SDN) networks
with legacy networks. The focus in this lab is to understand SDN-IP, an application that
comes with ONOS controller and allows the interconnection between legacy and SDN
networks. The SDN-IP application allows the SDN network to understand the exchanged
Border Gateway Protocol (BGP) information and communicate with other legacy

networks through this protocol.

Objectives

By the end of this lab, the user will:

uhwWwNE

Lab settings

Understand how legacy networks operate.
Understand how SDN networks operate.
Configure BGP on legacy routers.
Integrate SDN and legacy networks through the SDN-IP application.
Verify the connectivity between the SDN and legacy networks.

The information in Table 1 provides the credentials to access the Client’s virtual machine.

Table 1. Credentials to access Client’s virtual machine.

Device

Account

Password

Client

admin

password

Lab roadmap

This lab is organized as follows:

AR

1 Introduction

Section 1: Introduction.

Section 2: Lab topology.

Section 3: Configuring BGP within legacy networks.
Section 4: Starting ONOS controller.
Section 5: Integrating SDN and legacy networks.

Section 6: Verifying the connectivity between the networks.
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Lab 7: Interconnection between legacy networks and SDN networks

Today's Internet is utterly dependent on routing protocols, such as BGP, so without a
clean mechanism to integrate an OpenFlow/SDN and legacy/IP networks, the use of
OpenFlow will remain restricted to isolated data center deployments. In this lab, you will
understand how to integrate SDN and legacy networks, and how the SDN network
translates the BGP information into OpenFlow entries?.

1.1 Legacy networks

The Internet can be viewed as a collection of networks or Autonomous Systems (ASes)
that are interconnected. An AS refers to a group of connected networks under the control
of a single administrative entity or domain. Traditional networks depend on routing
protocols to interconnect and share routing information. Such protocols are also referred
to as control protocols and they are run by each device in the network?.

BGP is the standard exterior gateway protocol designed to exchange routing and
reachability information among ASes on the Internet. BGP is relevant to network
administrators of large organizations which connect to one or more Internet Service
Providers (ISPs), as well as to ISPs who connect to other network providers®.

Two routers that establish a BGP connection are referred to as BGP peers or neighbors.
BGP sessions run over Transmission Control Protocol (TCP). If a BGP session is established
between two neighbors in different ASes, the session is referred to as an External BGP
(EBGP) session. If the session is established between two neighbors in the same AS, the
session is referred to as Internal BGP (IBGP) session®.

Figure 1 shows two legacy networks, each in an AS. Each router runs its internal local
algorithm (routing protocol) to communicate with other peers. The routing protocol used
between ASes is BGP.

Local algorithm Local algorithm
(BGP) (BGP)
o0 o0 J
Topology Topology
Control plane Control plane
Data plane Proprietary Data plane Proprietary
l interface i interface
Routing table Routing table
AS 100 AS 200

E % BGP session E 3

Figure 1. Legacy networks use BGP to share routing information between ASes.

1.2 SDN network
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Routing protocols were essential to respond to rapidly changing network conditions.
However, these conditions no longer exist in modern data centers. Thus, the behavior of
the routing protocols wreaks temporary havoc inside the data center and hinders the
ability to process large data traffic!.

SDN is a new paradigm that solves the aforementioned problem by creating a centralized
approach, rather than a distributed one. The main concept of SDN is to separate the
control plane from the data plane in order to maximize the efficiency of the data plane
devices. Moving the control software off the device into a centralized server makes it
capable of seeing the entire network and making decisions that are optimal given a
complete understanding of the situation?.

Consider Figure 2. The control plane is decoupled from the data plane. The former is
moved into a centrally located computer resource and it controls data plane devices by
pushing rules into their tables?.

[App-l] [App-Z] [App-n]

Software-based
Centralized Controller

Proprietary or Global A
RFC compliant Topology
[ ) Control Plane
A/ \ Data Plane
Header Field Action OpenFlow
interface

SrclP =198/8 | Forward (1)
DstIP = 98.3/16 Drop
Ingress Port=1 | Forward (2)

Figure 2. The control plane is embedded in a centralized server and it is decoupled from data plane
devices.

1.3 Interworking SDN and legacy networks via SDN-IP application

SDN networks operate in a different manner than legacy networks, which are not going
to be entirely replaced in the present time. Thus, one of the obstacles of deploying an

SDN network was to integrate it with IP networks?.

Peering between ASes on the Internet today is universally done with BGP. Therefore, a
clear mechanism is needed for an SDN AS to communicate with IP ASes via BGP?.

Page 5



Lab 7: Interconnection between legacy networks and SDN networks

SDN-IP is an ONOS application that allows the SDN network to scale and connect to the
rest of the Internet3.

Consider Figure 3. Typically, an SDN network is composed of various OpenFlow switches
(switches s1 and s2) connected to the controller (c0). External networks connect through
their BGP routers (router rl) to the SDN data plane (switch s1), i.e., the OpenFlow
switches, via an EBGP session. To communicate with external IP networks, a BGP speaker
(router r2), referred to as IBGP router, must exist within the SDN network and be
connected to the data plane. The SDN-IP application runs on top of the ONOS controller
and it is connected to the IBGP speaker within the SDN network through an IBGP session*.
The process that takes place is summarized as follows*.

1. The network operator expresses the attachment points where both the BGP
speakers (router r2) and external routers (router r1) are attached, as well as
which BGP speaker is in charge of peering with a certain router. This operation
is done using a configuration file that is loaded into ONOS prior to activating
the SDN-IP application.

2. Once activated, SDN-IP application parses the configurations and puts in
communication the external routers with the BGP speakers. This is translated
by ONOS into flows and inserted to the switches. Additionally, the controller
opens the port 2000 to communicate with the BGP speakers.

3. Assuming the BGP speakers and the external routers have been configured to
peer via BGP, once the flows are installed in the switches, each external router
can create EBGP sessions with the BGP speakers.

4. Routes get advertised from the external routers to the BGP speaker via EBGP.

5. Routes propagate among the BGP speakers within the SDN network, as well as
to the SDN-IP application via IBGP.

6. The learned routes are advertised by the BGP speakers to other external
routers.

7. SDN-IP application translates the learned routes into requests understood by
ONOS. The latter translates the requests into OpenFlow entries on the
switches.

8. External routers within legacy networks communicate directly through the
OpenFlow data plane.
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SDN-IP
<rred2GEy application
r2 :
@,} [T
pal
- I
7
o I
7
s I
7
s |
E— 2
rl sl s2
AS 100
AS 200
— — — Out-of-band connection
Figure 3. Integrating SDN and IP networks.
2 Lab topology

Consider Figure 4. The topology consists of two IP networks (AS 200 and AS 300) and one
SDN network (AS 100). IP networks connect to the SDN network through their BGP routers.
Router rl is a BGP router within the SDN network. It communicates with EBGP routers r2
and r3 via the network addresses 192.168.12.0/30 and 192.168.13.0/30, respectively.
Furthermore, router rl is connected to the controller in order to propagate the BGP
advertisements to the SDN-IP application running on top of ONOS controller. Router r1
and the controller are connected via the network 10.0.0.0/24.
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c0

10.0.0
N

r2-eth0 |- .1 | r3-etho

s4-eth2 s5-eth2

s4  192.168.2.0/24 AS 100

192.168.3.0/24 s5
s4-ethl r5-ethl

h1-etho_|. 10 J h2-etho

hl h2
AS 200 — — — Out-of-band connection AS 300
Figure 4. Lab topology.
2.1 Lab settings
The devices are already configured according to Table 2.
Table 2. Topology information.
Device Interface IP Address Subnet Default
gateway
192.168.12.1 /30 N/A
ri-ethO
Router rl 192.168.13.1 /30 N/A
rl-ethl 10.0.0.1 /24 N/A
r2-eth0 192.168.2.1 /24 N/A
Router r2
outert r2-ethl 192.168.12.2 /30 N/A
r3-eth0 192.168.3.1 /24 N/A
Router r3
r3-ethl 192.168.13.2 /30 N/A
Host hl h1l-ethO 192.168.2.10 /24 192.168.2.1
Host h2 h2-eth0 192.168.3.10 /24 192.168.3.1
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n/a
c0

127.0.0.1

/32

n/a

10.0.0.3

/24

n/a

2.2 Loading atopology

In this section, the user will open MiniEdit and load the lab topology. MiniEdit provides a
Graphical User Interface (GUI) that facilitates the creation and emulation of network
topologies in Mininet. This tool has additional capabilities such as: configuring network
elements (i.e IP addresses, default gateway), saving the topologies, and exporting layer 2

models.

Step 1. A shortcut to Miniedit is located on the machine’s Desktop. Start Miniedit by
clicking on Miniedit’s shortcut. When prompted for a password, type password|.

Computer

Miniedit

wireshark

Figure 5. MiniEdit shortcut.

Step 2. On Miniedit’s menu bar, click on File then open to load the lab’s topology. Open
the Lab7.mn topology file stored in the default directory, /home/sdn/SDN_Labs /lab7 and

click on Open.
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- MiniEdit

Directory: /home/sdn/SDN_Labs/lab7 —| BB ‘

5 [lab7.mn|

File name: |lab7.mn

5 Files of type: Mininet Topology (*.mn) 4! Cancel ‘

Figure 6. Opening topology.

=
o |
o g
‘o‘. s ‘l‘“
e . '.
ks
< [
~0
/ sl \

==
(e e
== —
s4 s5
‘
’ h2
h1

Figure 7. MiniEdit’s topology.

2.3 Load the configuration file

At this point the topology is loaded however, the interfaces are not configured. In order
to assign IP addresses to the devices’ interfaces, you will execute a script that loads the

configuration to the routers and end devices.

Step 1. Click on the icon below to open Linux terminal.
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S B O * * shell No. 1 M MiniEdit
Figure 8. Opening Linux terminal.

Step 2. Click on the Linux terminal and navigate into SDN_Labs/lab7 directory by issuing
the following command. This folder contains a configuration file and the script
responsible for loading the configuration. The configuration file will assign the IP
addresses to the routers’ interfaces. The[cd command is short for change directory
followed by an argument that specifies the destination directory.

cd SDN Labs/lab7

e sdn@admin: ~/SDN_Labs/lab7
File Actions Edit View Help
sdn@admin: ~/SDN_Labs/lab7 (%]

sdn@admin:~$| cd SDN Labs/lab
sdn@admin: S B

Figure 9. Entering the SDN_Labs/lab7 directory.

Step 3. To execute the shell script, type the following command. The argument of the
program corresponds to the configuration zip file that will be loaded in all the routers in
the topology.

./config loader.sh lab7 conf.zip

sdn@admin: ~/SDN_Labs/lab7

File Actions Edit View Help

sdn@admin: ~/SDN_Labs/lab7 (]

sdn@admin:~$ cd SDN Labs/lab
sdn@admin: S

sdn@admin: N

Figure 10. Executing the shell script to load the configuration.

Step 4. Type the following command to exit the Linux terminal.

exit

sdn@admin: ~/SDN_Labs/lab?7

File Actions Edit View Help
sdn@admin: ~/SDN_Labs/lab7 ]

sdn@admin:

Figure 11. Exiting from the terminal.
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2.4 Run the emulation

In this section, you will run the emulation and check the links and interfaces that connect
the devices in the given topology.

Step 1. At this point host h1l and host h2 interfaces are configured. To proceed with the
emulation, click on the Run button located in lower left-hand side.

—_—

Stop T

El

Figure 12. Starting the emulation.

Step 2. Issue the following command on Mininet terminal to display the interface names
and connections.

links

File Actions Edit View Help

Shell No. 1

Figure 13. Displaying network interfaces.

In Figure 11, the link displayed within the gray box indicates that interface eth1 of switch
s4 connects to interface ethO of host h1 (i.e., s4-eth1<->h1-ethO0).

2.5 Verify the configuration

You will verify the IP addresses listed in Table 2 and inspect the routing table of routersri, r2,
and r3.

Step 1. Hold right-click on host h1 and select Terminal. This opens the terminal of host h1
and allows the execution of commands on that host.
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=
c0 b,
g o .,
.‘"' : .I.‘o
’ 2 .
o ~ "5
~o" b "5,
o sl S 8
C C
s2 s3
==
rl

i s

I I
= —
I
o

Host Options

Terminal

Figure 14. Opening a terminal on host h1l.

Step 2. On host hl terminal, type the command shown below to verify that the IP address
was assigned successfully. You will corroborate that host h1 has two interfaces, h1-ethO
configured with the IP address 192.168.2.10 and the subnet mask 255.255.255.0.

ifconfig

“"Host: h1"

root@admin:~# |[ifconfig
hl-ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.2.10 netmask 255.255.255.0 broadcast 0.0.0.0
ether 5 3:19:52:4f:3b tx uelen 1000 (Ethernet)
RX packets 25 bytes 3303 (3.3 KB)
RX errors © dropped © overruns @ frame 0
TX packets 3 byt 270 (270.0 B)
TX errors © dropped © overruns © carrier @ collisions
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1O<host>
loop txqueuelen 1000 (Local Loopback)
RX packets © bytes 0 (0.0 B)
RX errors © drop i © overruns 0
TX pac s @ byt © (6.0 B)
TX errors © dropped 0 overruns ©

frame ©

carrier © collisions ©

root@admin:~# [

Figure 15. Output of [i fconfig] command.

Step 3. On host hl terminal, type the command shown below to verify that the default
gateway IP address is 192.168.2.1.

route
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"Host: h1"

Genmask Flags Metric Ref
0.0.0.0 UG (0] 0
255.255.255.0 U 0 0

Figure 16. Output of command.

Step 4. In order to verify host h2 default route, proceed similarly by repeating from step
1 to step 3 on host h2 terminal. Similar results should be observed.

Step 5. In order to verify router r1, hold right-click on router r1 and select Terminal.

¥
:
. &)

’ .
. \l ".
3 .
/ 2 \

= |
Router Options

A Terminal . i
- , =
r2 r3 ‘
=l et

s4 s5
’|’ I
[ ] h2

hl

~
o
s3

s2

Figure 17. Opening a terminal on router rl.

Step 6. In this step, you will start zebra daemon, which is a multi-server routing software
that provides TCP/IP based routing protocols. The configuration will not be working if you
do not enable zebra daemon initially. In order to start the zebra, type the following
command.

zebra

"Host: r1"

c/routers/rl#|zebra
/routers/ri# |}

Figure 18. Starting zebra daemon.
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Step 7. After initializing zebra, vtysh should be started in order to provide all the CLI
commands defined by the daemons. To proceed, issue the following command.

vtysh

"Host: r1”

root@admin:/etc/routers/rl# zebra

root@admin: /etc/routers/rl# vtysh

Hello, this is FRRouting (version 7.5-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# Jj

Figure 19. Starting vtysh on router rl.

Step 8. Type the following command on router rl terminal to verify the routing table of
router rl. It will list all the directly connected networks. The routing table of router rl
does not contain any route to the network of router r2 (192.168.2.0/24) or router r3
(192.168.3.0/24) as there is no routing protocol configured yet.

show ip route

"Host: r1"

idmin: /etc/routers/rl# zebra
Jadmin: /etc/routers/rl# vtysh

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# (show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP,
- OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,
- Table, v - VNC, V - VNC-Direct, A - Babel, D - SHARP,
PBR, f - OpenFabric,
selected route, * - FIB route, q - queued route, r - rejected rout

C>* 192.168.12.0/30 is directly connected, rl-ethe, 00:00:03
C>* 192.168.13.0/30 is directly connected, rl-ethe, 00:00:03
admin# l

Figure 20.Displaying routing table of router r1.

The output in the figure above shows that the networks 192.168.12.0/24 and
192.168.13.0/30 are directly connected through the interface ri-ethO.

Step 9. Hold right-click on router r2 and select Terminal.

Page 15



Lab 7: Interconnection between legacy networks and SDN networks

==

Router Options

3
|
= = |
s4 ‘

| |
)

] h2

hl

Figure 21. Opening a terminal on router r2.

Step 10. Router r2 is configured similarly to router rl but, with different IP addresses (see
Table 2). Those steps are summarized in the following figure. To proceed, in router r2
terminal issue the commands depicted below. At the end, you will verify all the directly

connected networks of router r2.

"Host: r2"

root@admin: /etc/routers/r2# |zebra
root@admin: /etc/routers/r2# |vtysh

Hello, this is FRRouting (version 7.2-dev).

Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# |show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP,
0 - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,
T - Table, v - VNC, V - VNC-Direct, A - Babel, D - SHARP,
F - PBR, f - OpenFabric,
selected route, * - FIB route, q - queued route, r - rejected rout

192.168.2.0/24 is directly connected, r2-ethe, 00:00:03
192.168.12.06/30 is directly connected, r2-ethl, 00:00:03
admin# [

Figure 22. Displaying routing table of router r2.

Step 11. Router r3 is configured similarly to router r1 but, with different IP addresses (see
Table 2). Those steps are summarized in the following figure. To proceed, in router r3
terminal issue the commands depicted below. At the end, you will verify all the directly

connected networks of router r3.
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"Host: r3"

root@admin: /etc/routers/r3#|zebra
root@admin:/etc/routers/r3# vtysh

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# |show ip route
K - kernel route, C - connected, S - static, R - RIP,
- OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,
- Table, v - VNC, V - VNC-Direct, A - Babel, D - SHARP,
- PBR, f - OpenFabric,
selected route, * - FIB route, q - queued route, r - rejected rout

192.168.3.0/24 is directly connected, r3-ethe, 00:00:08
: 192.168.13.0/30 is directly connected, r3-ethl, 00:00:08
admin# |

Figure 23. Displaying routing table of router r3.

3 Configuring BGP within legacy networks

In the previous section you used a script to assign the IP addresses to all devices’
interfaces. In this section you will configure BGP routing protocol on the legacy networks
(routers r2 and r3), the standard protocol used to connect ASes. First, you will initialize
the daemon that enables BGP configuration. Then, you need to assign BGP neighbors to
allow BGP peering to the remote neighbor. Additionally, you will advertise the local
networks so that they are advertised to EBGP neighbors.

Step 1. To configure BGP routing protocol, you need to enable the BGP daemon first.
In router r2, type the following command to exit the vtysh session.

exit

"Host: r2"

Figure 24. Exiting the vtysh session.
Step 2. Type the following command on router r2 terminal to start BGP routing protocol.
bgpd

"Host: r2"

r2# bgpd
dvi |
Figure 25. Starting BGP daemon.

Step 3. In order to enter to router r2 terminal, type the following command.

vtysh
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"Host: r2"

admin# I

Figure 26. Starting vtysh on router r2.
Step 4. To enable router r2 configuration mode, issue the following command.

configure terminal

"Host: r2"
admin# exit
dmin:/etc/routers/r2# bgpd
dmin:/etc/routers/r2# vtysh

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al

admin# (configure terminal
admin(config)# |

Figure 27. Enabling configuration mode on router r1.

Step 5. The Autonomous System Number (ASN) assigned for router r2 is 200. In order to
configure BGP, type the following command.

router bgp 200
"Host: r2"

s/r2# bgpd
r2# vtysh

this is FRRouting (version 7.2-dev).
1996-2005 Kunihiro Ishiguro, et al.

> terminal
Imin(config)# router bgp 200
imin(config-router)# |

Figure 28. Configuring BGP on router r2.

Step 6. To configure a BGP neighbor to router r2 (AS 200), type the command shown
below. This command specifies the neighbor IP address (192.168.12.1) and ASN of the
remote BGP peer (AS 100).

neighbor 192.168.12.1 remote-as 100
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"Host: r2"

Figure 29. Assigning BGP neighbor to router rl.

Step 7. Issue the following command so that router r2 advertises the network
192.168.2.0/24.

network 192.168.2.0/24

"Host: r2"

s/r2# bgpd

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# configure terminal

admin(config)# router bgp 200

admin(config-router)# neighbor 192.168.12.1 remote-as 100
admin(co g-router)# network 192.168.2.0/24
admin(config-router)# l

Figure 30. Advertising the network connected to router r2.
Step 8. Type the following command to exit from the configuration mode.

end

"Host: r2"
admin# exit
min:/etc/routers/r2# bgpd
@admin:/etc/routers/r2# vtysh

Hello, this is FRRouting (ver
Copyright 1996-2005 Kunihiro Ishiguro, et

admin# configure terminal

admin(config)# router bgp

admin(config-router)# neighbor 192.168.12.1 remote-as 100
,")A

admin(config-router)# network 192.168.2. 1

admin(config-router)# end

admin# [j

Figure 31. Exiting from configuration mode.

Step 9. Type the following command to verify BGP neighbors. You will verify that the
neighbor IP address is 192.168.12.1. The corresponding ASN is 100.
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show ip bgp neighbors

"Host: r2"

admin#| show ip bgp ghbo
BGP neighbor 1 92.16 local AS 200
ion 4, remote r g .0.6 , al router I

d 00:26:30, Las
is 180, kee
1CS:

Inq de
Outqg depth

Figure 32. Verifying BGP neighbors on router r2.

Step 10. The configuration of BGP on router r3 is similarly configured as router r2. Router
r3 lies within AS 300, it establishes BGP neighbor relationship with router rl
(192.168.13.1) in AS 100, and advertises the network 192.168.3.0/24. The configuration
of BGP on router r3 is depicted in the below figure.

end

"Host: r3"

in# exit
I t@admin: /etc/routers/r bgpd
root@admin: c/routers/r3#| vtysh

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# configure terminal

admin(config)# ro 2r bgp 300

admin(config-router)# neighbor 92.168.13.1 remote-as 100
admin(config-router)# network 192.168.3.0/24
admin(config-router)# end

admin# l

Figure 33. BGP configuration on router r3.
Step 11. To verify BGP neighbors of router r3, type the following command.
show ip bgp neighbors

"Host: r3"

Last write
alive interval is 60 seconds

Outq depth is

Figure 34. Verifying BGP neighbors on router r3.

4 Starting ONOS controller
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In the section, you will start ONOS controller and activate OpenFlow application so that
the controller discovers the devices, hosts, and links in the topology.

Step 1. Go to the opened linux terminal.

*= Shell No. 1 B MiniEdit

Figure 35. Opening Linux terminal.

Step 2. Click on File>New Tab to open an additional tab in Linux terminal. Alternatively,
the user may press[Ctri+Shift+T].

Actions Edit View Help

v.1ab'

)

New Tab From Preset >
— Close Tab ctri+shift+w
3 New Window Ctrl+Shift+N
Preferences...
8] Quit

Figure 36. Opening an additional tab.

Step 3. Navigate into SDN_Labs/lab7 directory by issuing the following command.

cd SDN_Labs/lab7

sdn@admin: ~/SDN_Labs/lab7

File Actions Edit View Help

shell No. 1 ] sdn@admin: ~/SDN_Labs/lab7
sdn@admin:
sdn@admin:

Figure 37. Entering the SDN_Labs/lab7 directory.

Step 4. Issue the command below to execute programs with the security privileges of
the superuser (root). When prompted for a password, type password|.

sudo su

root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help

Shell No. 1 (] root@admin: fhome/sdn/SDN_Labs/lab7
sdn@admin:~$ cd SDN_Labs/1
sdn@admin:

;sword for

Figure 38. Switching to root mode.
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Step 5. A script was written to run ONOS and enter its Command Line Interface (CLI). In
order to run the script, issue the following command.

./run_onos

= root@admin: /home/sdn/SDN_Labs/lab7
File Actions Edit View Help

Shell No. 1 root@admin: /home/sdn/SDN_Labs/labT

Figure 39. Running ONOS instance.

Once the script finishes executing and ONOS is ready, you will be able to execute
commands on ONOS CLI as shown in the figure below. Note that this script may take a
couple of minutes.

= in: /home/sdn/SDN_L3

File Actions Edit View Help
Shell No. 1 . ¢

authentication
to Open Network Operating System (ONOS)!

Documentation: wiki.onosproject.org
Tutorials: tutorials.on roject.org
Mailing lists: lists.onosproject.org

Come help out! Find out how at: contribute.onosproject.org

Hit '<tab>' for a list of available commands
and '[cmd] --help' for help on a specific command.
Hit '<ctrl-d>' or type 'logout' to exit ONOS session.

Figure 40. ONOS CLI.

Step 6. In ONOS terminal, issue the following command to activate the OpenFlow
application.

app activate org.onosproject.openflow

= root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help

Shell No. 1 root@admin: /home/sdn/SDN_Labs/lab7

ed Oorg.onosjy

Figure 41. Activating OpenFlow application.
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Note that when you activate any ONOS application, you may have to wait few seconds
so that the application gives the correct output.

Step 7. To display the list of all currently known devices (OVS switches), type the following
command.

devices

root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help
Shell No. 1 (% root@admin: /home/sdn/SDN_Labs/lab7 & <«

WITCH,
channelld

Figure 42. Displaying the current known devices (switches).
Step 8. To display the list of all currently known links, type the following command.
links

= root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help

Shell No. 1 (X root@admin: /home/sdn/SDN_Labs/lab7 D <

of:0000000000000001/2, dst=0f:0000000000000003/2, type=DIRECT, state=ACTIV
p ed=false
src=0f:000000 0 01/3, of:0000000000000002/2, type=DIRECT, state=ACTIVE

:0000000000000001/3, type=DIRECT, state=ACTIVE

type=DIRECT, state=ACTIVE

Figure 43. Displaying the current known links.

Step 9. To display the list of all currently known hosts, type the following command.

hosts
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= root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help

Shell No. 1 root@admin: /home/sdn/SDN_Labs/lab7 D <

s=null, vlan=N
, outerTPID=unk

8:AB:10/None,
=null,

Figure 44. Displaying the current known links.

Consider Figure 44. ONOS recognizes router r2 (192.168.12.2) and router r3
(192.168.13.2) and display the interfaces of the OpenFlow switches they are connected
to. Note that you might have to wait until ONOS discovers the two hosts in case they don’t
appear immediately.

5 Integrating SDN and legacy networks

In the previous sections, you configured the legacy devices, as well as started ONOS and
its OpenFlow application to discover the topology. In this section, you will first execute a
script that connects the IBGP speaker (router r1) with ONOS controller, thus, the two
entities can communicate. Additionally, you will configure BGP on router rl so that it
peers with routers r2 and r3 in the external networks, as well as with ONOS. Furthermore,
you will activate ONOS SDN-IP application to interconnect the three ASes.

5.1 Connecting the IBGP speaker (router r1) with ONOS controller

In this section, you will execute a script that creates a peer-to-peer link connecting router
r1 with ONOS.

Step 1. Go to Mininet tab in the Linux terminal.

File Actions Edit View Help

Shell No. 1 ¢ root@admin: /home/sdn/SDN_L: !>
containernet> l

Figure 45. Opening Mininet tab.

Step 2. In order to create a point-to-point network between the IBGP speaker (router rl)
and ONOS, a script was written to facilitate the process. In order to execute the script,
type the following command.

source create link.sh
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o Shell No. 1

File Actions Edit View Help
Shell No. 1 (X root@admin: /home/sdn/SDN_Labs,

containernet> |[source create_link.sh
t root: 365
net. 1 at Ox7f 3e5e250>
¢ Rece ¢ Xferd Average Speed Time
)load Upload Total Spent
100 978 0 0 378 0 6887 $ : - 3

containernet> |j

Figure 46. Creating a point-to-point network (link) between the IBGP speaker and ONOS
controller.

Consider Figure 46. The script creates a point-to-point network between router rl1 and
ONOS. The network address of the point-to-point network is 10.0.0.0/24. Router r1l is
assigned the IP address 10.0.0.1/24, whereas ONOS controller is assigned 10.0.0.3/24.

Step 3. In router rl terminal, type the following command to exit the vtysh session.
exit

"Host: r1"

admin# lexit

c/routers/rl# I

Figure 47. Creating a network between the IBGP speaker and ONOS controller.

Step 4. Now that router rl is connected to ONOS controller, a new interface must appear
in it. In order to verify the connected interface, type the following command.

ifconfig
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"Host: r1"

dadmin:/etc/routers/rl# iifconfig
flags=73<UP, LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid Ox
loop txqueuelen 1000 (Local Loopback
RX packets © bytes 0 (0.0 B)
RX errors © dropped © overruns © frame
X packets © bytes 0 (0.6 B)
( errors © dropped © overruns © carrier © collisions ©

3<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
168.12.1 netmask 255.255.255.252 broadcast 192.168.
34:53:87:a6:e2 txqueuelen 1000 (Ethernet)
5 1254 Dbytes 174122 (174.1 KB)
X errors © dropped 1228 overruns 0 frame ©
( packets 4 bytes 360 (360.0 B)
( errors © dropped © overruns © carrier © collisions

3<UP, BROADCAST,RUNNING,MULTICAST> mtu 1500
netmask 255.255.255.0 broadcast 10.0.0.
Tcae: f3ff:fe7c:1c23 prefixlen 64 scopeid
- fe:ae:f3:7c:1c:23 txqueuelen 1000 (Ethernet)
RX packets 71 bytes 9013 (9.0 KB)
Figure 48. Listing router rl’s interfaces.

Consider Figure 48. Interface r1-ethl is added after creating a point-to-point network
between router r1 and ONOS controller. Furthermore, the interface is associated with the
IP address 10.0.0.1.

5.2 Configuring BGP on router rl

In this section, you will configure BGP on router r1 to peer with routers r2 and r3, as well
as with ONOS.

Step 1. Type the following command on router r1 terminal to start BGP routing protocol.
bgpd

"Host: rl"

root@admin: /etc/routers/rl# bgpd

root@admin: /etc/routers/rl# |

Figure 49. Starting BGP daemon.
Step 2. In order to enter to router r1 terminal, type the following command.
vtysh

“"Host: r1"
dadmin:/etc/router

dadmin: /etc/routers

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# I
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Figure 50. Starting vtysh on router rl.
Step 3. To enable router r1 configuration mode, issue the following command.

configure terminal

"Host: rl1"

root min:/etc/routers/rl# bgpd
root@admin:/etc/routers/rl# vtysh

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# [configure terminal
admin(config)# |}

Figure 51. Enabling configuration mode on router r1.

Step 4. The ASN assigned for router rlis 100. In order to configure BGP, type the following
command.

router bgp 100

"Host: r1"

root@admin: /etc/routers/rl# bgpd
root@admin:/etc/routers/rl# vtysh

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

in# configure terminal
n(config)#|router bgp 100
min(config-router)# |}

Figure 52. Configuring BGP on router rl.

Step 5. To configure a BGP neighbor to router r1 (AS 100), type the command shown
below. This command specifies the neighbor IP address (192.168.12.2) and ASN of the
remote BGP peer (AS 200).

neighbor 192.168.12.2 remote-as 200

"Host: rl1”

dadmin:/etc/routers/rl# bgpd
dadmin:/etc/routers/rl# vtysh

this is FRRouting (version 7.2-dev).

opyright 1996-2005 Kunihiro Ishiguro, et al.

admin# configure ter |
adm config)# router bgp 100
admin(config-router)# [neighbor 192.168.12.2 remote-as

admin(config-router)# |

Figure 53. Assigning BGP neighbor to router rl.

Page 27



Lab 7: Interconnection between legacy networks and SDN networks

Step 6. Similarly, add router r3 (192.168.13.2) in AS 300 as a BGP neighbor to router r1.
neighbor 192.168.12.2 remote-as 200
“"Host: rl"

root@admin:/etc/routers/rl# bgpd
root@admin:/etc/routers/rl# vtysh

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et

admin# configure terminal

admin(config)# router bgp 100
admin(config-rou )# neighbor 192.168.12.
admin(config-rou # Ineighbor 192.168.13.2
admin(config-router)# Jj

Figure 54. Assigning BGP neighbor to router rl.

Step 7. Router r1 and ONOS controller are connected using a point-to-point network
(10.0.0.0/24). The IP address assigned to the controller is 10.0.0.3. As router rl is the IBGP
speaker within the SDN network, it must establish a BGP peering relationship with the
controller in its network (AS 100). In order to establish BGP peering relationship with the
controller, type the following command.

neighbor 10.0.0.3 remote-as 100

"Host: r1"

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

admin# configure |

admin(config)# router bgp 100

(config-ro neighbor 192.168.12.2
(config-rout neighbor 192.168.13.2
(config neighbor 10.0.0.3 rer

admin(config-router)# |

Figure 55. Assigning BGP neighbor to router r1.

Step 8. By default, ONOS listens on TCP port number 2000 for incoming BGP connections,
which is not the default BGP port number 179. In order to specify the port for incoming
BGP messages from ONOS, write the following command.

neighbor 192.168.12.2 port 2000
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"Host: r1"

root@admin:/etc/routers/rl
root@admin: /etc/routers/rl

Hello, this is FRRouting (version 7.2-dev).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

in# configure terminal
config)# router bgp 100
config- 2r)# neighbor 192.168.12.2 remote-as 200
(config-rou 2 n hbor 192.168.13.2 remote-as 300
‘ config-router) : - 10.0.0.3 remote-as 100
admin(config-router)# |neighbor 10.0.0.3 port 2000
admin(config-router)# i

Figure 56. Changing the Listening port for BGP connections.
Step 9. Type the following command to exit from the configuration mode.

end

"Host: r1*
onfig-router)# |end

Figure 57. Exiting from configuration mode.

Step 10. Type the following command on router r1 terminal to verify the routing table of
router rl. It will list all the directly connected networks. The routing table of router rl
does not contain any route to the network of router r2 (192.168.2.0/24) or router r3
(192.168.3.0/24) as there is no enabled ONOS application that deals with BGP routes.

end

"Host: r1"

admin# |show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP,
IS-IS, B - BGP, E - EIGRP, N - NHRP,
/] - VNC-Direct, A - Babel, D - SHARP,
bric,
selected route, * - FIB route, q queued route, r - rejected rout

10.0.0.0/24 is directly connected, rl-ethl, 00:17:34
192.168.12.0/30 1is directly nnected, rl-etho, 00:26

Figure 58. Displaying the routing table of router r1.

5.3 Activating SDN-IP application

In this section, you will activate the SDN-IP application and other dependencies
(applications) that will interconnect the SDN network with the legacy network.

Step 1. Go to ONOS terminal.
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root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help

Shell No. 1

>

root@admin: fhome/sdn/SDN_Labs/lab7 D |«

Figure 59. Opening ONOS terminal.

Step 2. Before activating the SDN-IP application you must start the org.onosproject.config
application. The latter is an application for the network configuration. In order to activate
the config application, type the following command.

app activate org.onosproject.config

= root@admin: /home/sdn/SDN_Labs/lab7
File Actions Edit View Help
root@admin: /home/sdn/SDN_Labs/lab7 X

activate org.onosproject.config
Activated org.onosproject.config

Figure 60. Activating ONOS config appication.

Step 3. SDN-IP application has an additional application dependency that it relies on to
ensure Address Resolution Protocol (ARP) requests are resolved properly. This is the
org.onosproject.proxyarp application that responds to ARP requests on behalf of hosts
and external routers.

app activate org.onosproject.proxyarp

root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help
root@admin: /home/sdn/SDN_Labs/lab7 X

Activated org.on

te org.onosproject.proxyarp

+

c.proxyarp

Figure 61. Activating ONOS proxyarp application.

Step 4. Once the dependencies are started, the SDN-IP application can be activated. In
order to do that, type the following command.

app activate org.onosproject.sdnip
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root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help
root@admin: /home/sdn/SDN_Labs/lab7 X

activate org.onosproject.config
Activated org.onosproject.config

activate org.onosproject.proxyarp
Activated org.onosproject.proxyarp

activate org.onosproject.sdnip
Activated org.onosproject.sdnip

Figure 62. Activating ONOS SDN-IP application.

After activating the above applications, you might have to wait few minutes until the

applications discover the topology, and exchange information in order to get correct
results.

Step 5. In ONOS terminal, type the following command to show the IBGP neighbors that
have connected to SDN-IP application.

bgp-neighbors

root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help
root@admin: /home/sdn/SDN_Labs/lab7

6 Unicast NO

router ID 1 3.3} s 2 ( 3GP version 4, Hold tim

Figure 63. Viewing IBGP neighbors within the SDN network.
Consider Figure 63. The neighbor 192.168.13.1 corresponds to router rl in AS 100. This is

the internal BGP speaker in the SDN network. The local router ID that the SDN-IP
application uses is 10.0.0.3.

Step 6. To show the routing table of SDN-IP, type the following command.

routes
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root@admin: /home/sdn/SDN_Labs/lab7

File Actions Edit View Help

root@admin: /home/sdn/SDN_Labs/lab7

route

= Hop

Source (Node)

Figure 64. Showing the routing table of the SDN-IP application.

Consider Figure 64. The networks 192.168.2.0/24 and 192.168.3.0/24 are inserted in the
routing table of the SDN-IP application.

6 Verifying the connectivity between the networks

Step 1. Open router rl terminal and type the following command to show the BGP table.

show ip bgp

"Host: r1"
admin# |sl ip bgp
BGP table version 1s 2, local router ID is 192.168.13.1, vrf id ©
Default local pref 10 AS 100
Status codes: s suppressed, d damped, h history, * valid, > best, = multipa

i internal, r RIB-failure, S Stale, R Removed
@NNN nexthop's vrf id, < announce-nh-self

i - IGP, e - EGP, ? - incomplete

) Metric LocPrf Weight Path
[1927168.12.2] 0 0 200 i
0 0 300 1

and 2 total paths

Figure 65. Showing the BGP table of router rl.

Consider Figure 65. The networks 192.168.2.0/24 and 192.168.3.0/24 are inserted in the
BGP table of router r1. The next hops to reach these networks are 192.168.12.2 (router
r2) and 192.168.13.2 (router r3), respectively.

Step 2. In router rl terminal, type the following command to show the routing table.
show ip route

Page 32



Lab 7: Interconnection between legacy networks and SDN networks

"Host: rl1"
admin#
Codes:

show ip route

K connected, S - static, R - RIP,

0 - 0S - S, B - BGP, E - EIGRP, N - NHRP,

T \ \ V - VNC-Direct, A - Babel, D - SHARP,
F

abric,
selected route, * - FIB route, q - queued route, r - rejected rout

C> ) rl-ethl, 00:29:16
B 0/0] 192.168.12.2, rl-eth®, 00:06:57
B 1 oy via 192.168.13.2, rl-etho, 00:06:56
C>* 192.168.12.0/30 is directly con S ) ,
C>* 192.168.13.0/30 is

admin# I

Figure 66. Showing the routing table of router r1.

Consider Figure 66. The networks 192.168.2.0/24 and 192.168.3.0/24 advertised by
routers r2 and r3, respectively, are added to the routing table of router r1.

Step 3. Open router r2 terminal and type the following command to show the routing
table.

show ip route

"Host: r2"

route, C - connected, S - static, R - RIP,
IS-IS, B - BGP, E - EIGRP, N - NHRP,
- Table, v - VNC, V - VNC-Direct, A - Babel, D - SHARP,
PBR, - Of Fabric,
selected route, * - FIB route, q - queued route, r - rejected rout

s directly connected, r2-ethe, 00:39:08
/0] via 192.168 r2-€ , 00:08:04
s directly connected, r2- 00:39:08

admin# I

Figure 67. Showing the routing table router r2.

Consider Figure 67. The network 192.168.3.0/24 is added to the routing table of router
r2, and it is reachable via 192.168.12.1 (router r1).

Step 4. Open host hl terminal and type the following command to test the connectivity
with host h2.

ping 192.168.3.10
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“"Host: h1"

root@admin:~# |ping 192.168.3

PING 192.168.3.10 (192.168.3.1€ bytes of data.

64 bytes from 192.168.3.10: seq=1l ttl=62 time=1.08 ms

64 bytes from 192.168.3.10: CMp =2 tt1l=62 time=0.112 ms
64 bytes from 192.168.3.10: o =3 ttl=62 time=0.126 ms
64 bytes from 192.168.3.10: mp seq=4 ttl=62 time=0.110 ms
&/

192.168.3.10 ping statistics
4 packets transmitted, 4 rece d, 0% packet loss, time 30ms
rtt min/avg/max/mdev = 0.110/0.356/1.076/0.415 ms
root@admin:~# I

Figure 68. Pinging host h2 from host h1.

Consider Figure 68. The result of pinging host h2 from h1 shows a successful connectivity.
Thus, BGP is successfully configured and integrated between legacy and SDN networks.

This concludes Lab 7. Stop the emulation and then exit out of MiniEdit and Linux terminal.
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