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Abstract Methodology Evaluation Results

Domain Generation Algorithms (DGAs) are the de facto dynamic

Command and Control (C2) communication method used by The high-level architecture of the proposed approach is shown in the
malware, including botnets, ransomware, and many others figure below and can be summarized in the following steps:
Approaches that analyze the behavior of the network traffic « The P4 PDP switch collects and stores the context-aware features
of the hosts

When an NXD response is received, the switch performs DPI on
the domain name to extract its context-less features

Dataset:

* Hundreds of GB of malware samples from cyber security websites were crawled

« Each sample was instrumented in an isolated environment to capture its network traffic behavior

* The resulting dataset includes 1,311 samples containing 50 DCA families

* We publish the dataset online: https://github.com/aalsabeh/P4-DCA-Multiclass

« CTU-13 dataset was used for benign samples to evaluate the DCA detection module
The P4 PDP switch implements a Random Forest (RF) classifier to * Link to the dataset: https://www.stratosphereips.org/datasets-overview
detect DGAs based on few context-less and context-aware Evaluation results
features * The DGA detection module in the data plane uses the features: unique IP addresses contacted, number of DNS requests made, and the bigram
If a DGA is detected with a high confidence, the P4 PDP switch frequency value of the domain for each NXD received
sends the collected features to the control plane The RF classifier can detect DGAs with an accuracy ranging between 97-98% starting from the second NXD domain
The control plane runs the intelligence to classity the DGA family The DGA classification is a more challenging task, thus, the classifier is more complex and had to be implemented in the control plane. The
and initiate the appropriate incident response classification results are shown below

* The control plane implements a more accurate classifier that

operates on all the features collected by the switch

(context-aware) fingerprint DCGAs are slow since they typically
analyze batches of traffic offline

Alternatively, approaches that analyze the domain name
(context-less) achieve high accuracy with ML models but might
create a bottleneck as they use a general-purpose CPU/GPU

This project proposes a novel scheme that uses the high-speed
P4-Programmable Data Plane (PDP) switches to detect and
classity DGAs

The switch (Intel Tofino ASIC) performs Deep Packet Inspection
(DPI) to analyze domain names and detect DCAs entirely within
the data plane

The switch sends the collected features to an intelligent control
plane for further classification of the DGA family <

Evaluation results on 50 DGAs families and benign traffic from a S

and classification DGA dete'ﬁted}

The RF model performed best with an Accuracy (Acc) starting at 92% from the first NXD response received and reaching 95% by the 8th
NXD response
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* DGA binary detection (DGA or benign):
 [1, 2] use NetFlow and an SDN controller to collect context-
aware features
 [3] uses ML models on context-aware and context-less
features on batches of DNS traffic
* [4-7] use machine learning trained on features of the domain

[l NXD response [] IP packets

Number of recirculation in the P4
program for domain names in
DGArchive dataset
(https://tinyurl.com/5c3vp54k)

Feature extraction time of our work
and EXPLAIN [8]

Performance of the proposed approach amid
varying NXD responses on a subset of samples
grouped by their attack category

Context-aware features:
* For each host in the network, the following features are
collected by the P4 PDP switch
* Number of unique IP addresses contacted Trojans

* Number of DNS requests made ack | | 1 [

P4 Switch
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name (statistical, structural, linguistic, etc.) 0= 456.28)15

« DGA multiclass classification (ransomware, bot, Trojan, etc.):
e [8] and [9] extract numerous features from a domain name to

I |

classify DGAs  Inter-arrival Time (IAT) between subsequent NXD doors
responses Bots
* Such features are collected in the data plane without involving
the control plane (until a DCA is detected)
Context-less features:
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CDFs of the DNS packet size belonging to benign and DGA domain names
using unpadded DNS over TLS (DoT) (left figure) and padded DoT (right figure)

CDFs of the DNS request-response resolving time of NXDs from DCAs,
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* Example: bigrams of “google” are: “$g”, “go”, “00”, “og”, “gl”, “le”, “e$”
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