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Lab 1: Introduction to Mininet

Overview

This lab provides an introduction to Mininet, a virtual testbed used for testing network
tools and protocols. It demonstrates how to invoke Mininet from the command-line
interface (CLI) utility and how to build and emulate topologies using a graphical user
interface (GUI) application.

Objectives

By the end of this lab, you should be able to:

Understand what Mininet is and why it is useful for testing network topologies.
Invoke Mininet from the CLI.

Construct network topologies using the GUI.
Save/load Mininet topologies using the GUI.

PwnNPE

Lab settings
The information in Table 1 provides the credentials of the Client machine.

Table 1. Credentials to access the Client machine.

Device Account Password

Client admin password

Lab roadmap
This lab is organized as follows:

1. Section 1: Introduction to Mininet.
2. Section 2: Invoke Mininet using the CLI.
3. Section 3: Build and emulate a network in Mininet using the GUI.

1 Introduction to Mininet

Mininet is a virtual testbed enabling the development and testing of network tools and
protocols. With a single command, Mininet can create a realistic virtual network on any
type of machine (Virtual Machine (VM), cloud-hosted, or native). Therefore, it provides
an inexpensive solution and streamlined development running in line with production
networks®. Mininet offers the following features:

e Fast prototyping for new networking protocols.
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Lab 1: Introduction to Mininet

e Simplified testing for complex topologies without the need of buying expensive
hardware.

e Realistic execution as it runs real code on the Unix and Linux kernels.

e Open-source environment backed by a large community contributing extensive
documentation.

Mininet Emulated Network Hardware Network

Figure 1. Hardware network vs. Mininet emulated network.

Mininet is useful for development, teaching, and research as it is easy to customize and
interact with it through the CLI or the GUI. Mininet was originally designed to experiment
with OpenFlow? and Software-Defined Networking (SDN)3. This lab, however, only focuses
on emulating a simple network environment without SDN-based devices.

Mininet’s logical nodes can be connected into networks. These nodes are sometimes
called containers, or more accurately, network namespaces. Containers consume
sufficiently fewer resources that networks of over a thousand nodes have created,
running on a single laptop. A Mininet container is a process (or group of processes) that
no longer has access to all the host system’s native network interfaces. Containers are
then assigned virtual Ethernet interfaces, which are connected to other containers
through a virtual switch®. Mininet connects a host and a switch using a virtual Ethernet
(veth) link. The veth link is analogous to a wire connecting two virtual interfaces, as
illustrated below.

Network namespace 1 Network namespace 2
Host 1 Host 2
| eth0 I | ethO I
| vethl | | veth2 |
Software switch

Root namespace

Figure 2. Network namespaces and virtual Ethernet links.
Each containeris an independent network namespace, a lightweight virtualization feature
that provides individual processes with separate network interfaces, routing tables, and

Address Resolution Protocol (ARP) tables.
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Lab 1: Introduction to Mininet

Mininet provides network emulation opposed to simulation, allowing all network
software at any layer to be simply run as is, i.e., nodes run the native network software
of the physical machine. On the other hand, in a simulated environment applications and
protocol implementations need to be ported to run within the simulator before they can
be used.

2 Invoke Mininet using the CLI

In following subsections, you will start Mininet using the Linux CLI.

21 Invoke Mininet using the default topology

Step 1. Launch a Linux terminal by clicking on the Linux terminal icon in the task bar.

Figure 3. Linux terminal icon.

The Linux terminal is a program that opens a window and permits you to interact with a
command-line interface (CLI). A CLl is a program that takes commands from the keyboard
and sends them to the operating system for execution.

Step 2. To start a minimal topology, enter the command shown below. When prompted

for a password, type and hit enter. Note that the password will not be visible
as you type it.

sudo mn
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Lab 1: Introduction to Mininet

admin@lubuntu-vm: ~

File Actions Edit View Help
admin@lubuntu-vm: ~

admin@lubuntu-vm:~$ |sudo mn

[sudo] password for admin:

Jusr/local/lib/python3.8/dist-packages/mininet-3.0-py3.8.egg/mininet/cli.py:15

Jusr/local/lib/python3.8/dist-packages/mininet-3.0-py3.8.egg/mininet/cli.py:45
ny o,

fusr/local/lib/python3.8/dist-packages/mininet-3.0-py3.8.egg/mininet/cli.py:15

fusr/local/lib/python3.8/dist-packages/mininet-3.0-py3.8.egg/mininet/cli.py:45

*** Creating network

***% Adding controller
***% Adding hosts:

hi h2

***% Adding switches:

**% Confiqur

hl h2

**% Starting controller
cO

**%* Starting 1 switches
= .

**% Starting CLI:
containernet> [J

Figure 4. Starting Mininet using the CLI.

The above command starts Mininet with a minimal topology, which consists of a switch
connected to two hosts as shown below.

hl sl h2
N R N
NS > NS
o h1-ethO sl-ethl sl-eth2 h2-eth0|
S NS
10.0.0.1 10.0.0.0/8 10.0.0.2

Figure 5. Mininet’s default minimal topology.

When issuing the command, Mininet initializes the topology and launches its
command line interface which looks like this:

containernet>

Step 3. To display the list of Mininet CLI commands and examples on their usage, type the
following command:

help
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Lab 1: Introduction to Mininet

admin@lubuntu-vm: ~
File Actions Edit View Help

admin@lubuntu-vm: ~

gterm 1ipe 10d pingpair py

help i noecho pingpairfull quit
dump  1intfs Tlinks pingall ports sh
exit iperf net pingallfull px source

You may also send a mand to a node using:
<node> command {arg
ple:

mininet> h1 ifconfig

The interpreter automatically substitutes IP addr
for node names when a node is the first arg, so commands
like
mininet> h2 ping h3
should work.

Some character-oriented interactive commands require
noecho:
mininet> noecho h2 vi foo.py
However, starting up an xterm/gterm is generally better:
mininet> xterm h2

containernet> JJ

Figure 6. Mininet’s command.

Step 4. To display the available nodes, type the following command:

nodes

admin@lubuntu-vm: ~
File Actions Edit View Help
admin@lubuntu-vm: ~
containernet=|nodes
available nodes are:

c® hi sl
containernets |

Figure 7. Mininet’s command.

The output of the command shows that there is a controller (c0), two hosts (host
h1 and host h2), and a switch (s1).

Step 5. It is useful sometimes to display the links between the devices in Mininet to
understand the topology. Issue the command shown below to see the available links.

net
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Lab 1: Introduction to Mininet

$_ admin@lubuntu-vm: ~

File Actions Edit View Help

admin@lubuntu-vm: ~

1-eth® sil-eth2:h2-eth®

Lo

containernet> i

Figure 8. Mininet’s command.
The output of the command shows that:

1. Host hlis connected using its network interface h1-eth0O to the switch on
interface s1-ethl.
2. Host h2 is connected using its network interface h2-eth0 to the switch on
interface s1-eth2.
3. Switch sl:
a. Has aloopback interface lo.
b. Connects to hl-eth0O through interface s1-ethl.
c. Connects to h2-eth0 through interface s1-eth2.
4. Controller c0 does not have any connection.

Mininet allows you to execute commands on a specific device. To issue a command for a
specific node, you must specify the device first, followed by the command.

Step 6. To proceed, issue the command:

hl ifconfig

admin@lubuntu-vm: ~

File Actions Edit View Help
admin@lubuntu-vm: ~

containernet>|h1 ifconfig
hi-eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.0.1 netmask 255.0.0.0 broadcast 0.0.0.0
ether 3a:63:b8:06:23:9c txqueuelen 1000 (Ethernet)
RX packets 30 bytes 3449 (3.4 KB)
RX errors © dropped O overruns 0 frame 0
TX packets 3 bytes 270 (270.0 B)
TX errors © dropped 0 overruns ® carrier ® collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets © bytes 0 (0.0 B)
RX errors © dropped © overruns @ frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors O dropped 0 overruns 0 carrier @ collisions ©

containernet> [

Figure 9. Output of h1 ifconfig]command.
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Lab 1: Introduction to Mininet

This command 1 ifconfigl executes the Linux command on host hl. The

command shows host hl’s interfaces. The display indicates that host h1 has an interface
h1-ethO configured with IP address 10.0.0.1, and another interface lo configured with IP
address 127.0.0.1 (loopback interface).

2.2 Test connectivity

Mininet’s default topology assigns the IP addresses 10.0.0.1/8 and 10.0.0.2/8 to host h1
and host h2 respectively. To test connectivity between them, you can use the command
ping. The ping command operates by sending Internet Control Message Protocol (ICMP)
Echo Request messages to the remote computer and waiting for a response or reply.
Information available includes how many responses are returned and how long it takes
for them to return.

Step 1. On the CLI, type the command shown below. The command h1 ping 10.0.0.2|
tests the connectivity between host h1 and host h2. To stop the test, press [ctrl+d. The
figure below shows a successful connectivity test. Host h1 (10.0.0.1) sent four packets to
host h2 (10.0.0.2) and successfully received the expected responses.

hl ping 10.0.0.2

-] admin@lubuntu-vm: ~
File Actions Edit View Help
admin@lubuntu-vm: ~ [

containernet>/hl ping 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from .0.0.2: icmp_seq=1 ttl=64 time=29.4 ms

bytes from .0.0.2: icmp_seq=2 ttl=64 time=0.463 ms
64 bytes from .0.0.2: icmp_seq=3 ttl=64 time=0.080 ms

bytes from .0.0.2: icmp_seq=4 ttl=64 time=0.076 ms

- 10.0.0.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3049ms
rtt min/avg/max/mdev = 0.076/7.514/29.439/12.659 ms
containernet>

Figure 10. Connectivity test between host h1l and host h2.

Step 2. Stop the emulation by typing the following command:

exit

Page 9



Lab 1: Introduction to Mininet

$_ admin@lubuntu-vm: ~

File Actions Edit View Help
admin@lubuntu-vm: ~
ntainernet> |exit
Stopping controllers
cO
**% Stopping 2 links

**% Stopping 1 switches
sl

**%* Stopping 2 hosts

hli h2

**%* Done

completed in 619
admin@lubuntu-vm:

Figure 11. Stopping the emulation using [exit]

If Mininet were to crash for any reason, the command can be utilized to
clean a previous instance. However, the command is often used within the
Linux terminal and not the Mininet CLI.

Step 3. After stopping the emulation, close the Linux terminal by clicking the [x] in the
upper-right corner.

admin@lubuntu-vm: ~

Help

@lubuntu-vm: ~

Figure 12. Closing the Linux CLI.

3 Build and emulate a network in Mininet using the GUI

In this section, you will use the application Miniktdit to deploy the topology illustrated
below. MiniEdit is a simple GUI network editor for Mininet.

h1 sl h2
. R& N
NS N2 NS
0 h1-eth0 sl-ethl sl-eth2 h2-eth0]| o
N N
10.0.0.1 10.0.0.0/8 10.0.0.2

Figure 13. Lab topology.

3.1 Build the network topology

Step 1. A shortcut to MiniEdit is located on the machine’s Desktop. Start MiniEdit by
double-clicking on MiniEdit’s shortcut. When prompted for a password, type jpassword|.
MiniEdit will start, as illustrated below.
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Computer

MiniEdit

Terminal

Figure 14. MiniEdit Desktop shortcut.

MiniEdit will start, as illustrated below.

File Edit Run Help

A

| (1) Select |

| (2) Host ]

{ (3) perfSONAR node (Docker) ]

A

w—

| (4) P4 switch (Docker) ]
| (5) Legacy switch ]
| (6) Legacy router |
| (7) Link ]
| (8) Controller |
{ (9) Run |
{ (10) Stop |
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Figure 15. MiniEdit Graphical User Interface (GUI).

The main buttons are:

Select: allows selection/movement of the devices. Pressing Delete on the
keyboard

after selecting the device removes it from the topology.

Host: allows addition of a new host to the topology. After clicking this button, click
anywhere in the blank canvas to insert a new host.

perfSONAR node (Docker): allows the addition a perfSONAR node. After clicking
this button, click anywhere in the blank canvas to insert a perfSONAR node.

P4 switch (Docker): allows the addition of P4 switch. After clicking this button, click
anywhere in the blank canvas to insert the P4 switch.

Legacy switch: allows the addition of a new Ethernet switch to the topology. After
clicking this button, click anywhere in the blank canvas to insert the switch.
Legacy router: allows the addition of a new legacy router to the topology. After
clicking this button, click anywhere in the blank canvas to insert the router.

Link: connects devices in the topology (mainly switches and hosts). After clicking
this button, click on a device and drag to the second device to which the link is to
be established.

Controller: allows the addition of a new OpenFlow controller.

Run: starts the emulation. After designing and configuring the topology, click the
run button.

10. Stop: stops the emulation.

Step 2. To build the topology illustrated in Figure 13, two hosts and one switch must be
deployed. Deploy these devices in MiniEdit, as shown below.

MiniEdit

File Edit Run Help

0

—a
N

lem -
I

I

Figure 16. MiniEdit’s topology.
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Use the buttons described in the previous step to add and connect devices. The
configuration of IP addresses is described in Step 3.

Step 3. Configure the IP addresses of host hl and host h2. Host hl’s IP address is
10.0.0.1/8 and host h2’s IP address is 10.0.0.2/8. A host can be configured by holding the
right click and selecting properties on the device. For example, host h2 is assigned the IP
address 10.0.0.2/8 in the figure below. Click OK for the settings to be applied.

— - MiniEdit - O X

—

 t—" 1
P Properties | VLAN Interfaces] External Interfaces | Private Directories
Hostname: h2

IP Address:|[10.0.0.2/§] | |
Default Route:

U Host Options Amount CPU: host —

Start Command:
Stop Command:

“ oK H Cancel

Figure 17. Configuration of a host’s properties.

3.2 Test connectivity

Before testing the connection between host hl and host h2, the emulation must be
started.

Step 1. Click the Run button to start the emulation. The emulation will start and the
buttons of the MiniEdit panel will gray out, indicating that they are currently disabled.

Run

Stop |’“~.|7
Figure 18. Starting the emulation.

Step 2. Open a terminal by right-clicking on host hl and select Terminal. This opens a
terminal on host hl and allows the execution of commands on the host hl. Repeat the
procedure on host h2.

Page 13



Lab 1: Introduction to Mininet

-

sl
- .

Host Options h2

Terminal

Figure 19. Opening a terminal on host h1.

The network and terminals at host h1l and host h2 will be available for testing.

File Edit Run Help

&

"Host: h1"

root@lubuntu-vm: /home/admin# I root@Lubuntu-vm: /home/admin# D

Figure 20. Terminals at host h1 and host h2.
Step 3. On host h1l’s terminal, type the command shown below to display its assigned IP

addresses. The interface h1-ethO at host hl should be configured with the IP address
10.0.0.1 and subnet mask 255.0.0.0.

ifconfig
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"Host: h1"

root@lubuntu-vm: /home/admin#|ifconfig

hl-etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.0.1 netmask 255.0.0.0 broadcast 0.0.0.0
ether 22:6b:8e:fc:b9:0c txqueuelen 1000 (Ethernet)
RX packets 28 bytes 3272 (3.2 KB)
RX errors © dropped © overruns © frame ©
TX packets 3 bytes 270 (270.0 B)

TX errors @ dropped © overruns © carrier © collisions

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6é ::1 prefixlen 128 scopeid 0x1lO<host>
loop txqueuelen 1000 (Local Loopback)
RX packets © bytes 0 (0.0 B)
RX errors © dropped © overruns @ frame ©
TX packets © bytes 0 (0.0 B)

TX errors @ dropped © overruns © carrier © collisions 0

root@lubuntu-vm: /home/admin# I

Figure 21. Output of [i Econfig] command on host h1.

Repeat Step 3 on host h2. Its interface h2-ethO should be configured with IP address

10.0.0.2 and subnet mask 255.0.0.0.

Step 4. On host hl’s terminal, type the command shown below. This command tests the
connectivity between host hl and host h2. To stop the test, press [Ctrl+d. The figure
below shows a successful connectivity test. Host h1 (10.0.0.1) sent six packets to host h2

(10.0.0.2) and successfully received the expected responses.
ping 10.0.0.2

"Host: h1l"

from
from
from

s from

time 3049ms

Figure 22. Connectivity test using command.

Step 5. Stop the emulation by clicking on the Stop button.

Run

Figure 23. Stopping the emulation.

Page 15



Lab 1: Introduction to Mininet

3.3

Automatic assignment of IP addresses

In the previous section, you manually assigned IP addresses to host h1l and host h2. An
alternative is to rely on Mininet for an automatic assignment of IP addresses (by default,
Mininet uses automatic assignment), which is described in this section.

Step 1. Remove the manually assigned IP address from host h1. Right-click on host h1 and
select Properties. Delete the IP address, leaving it unassigned, and press the OK button as
shown below. Repeat the procedure on host h2.

Run Help
- MiniEdit x
Properties‘ VLAN Interfaces External Interfaces{ Private Directories|
== Hostname: |h1
s1 ‘ IP Address: | |
Default Route:
\ Amount CPU: host —

‘ Cores:
‘ Start Command:
Host Options h2 Stop Command:

I OK

” Cancel

Figure 24. Host h1 properties.

Step 2. In the MiniEdit application, navigate to Edit > Preferences. The default IP base is
10.0.0.0/8. Modify this value to 15.0.0.0/8, and then press the OK button.

MiniEdit

-ilrem

Cut
k

File Run Help

Preferences

== IPBase: (150001 ]
s1 Default Terminal: xterm —
Start CLI: [

Default Switch: Open vSwitch Kemel Mode — |

Open vSwitch

~SsFlow Profile for Open vSwitch:
Target:
Sampling: 400
Header: |128
Polling: |30

<l

h1 hz OpenFlow 1.1:
OpenFlow 1.2:

E EI OpenFlow 1.0:

OpenFlow 1.3:
OpenFlow 1.4:

11 11

dpctl port:

=

~NetFlow Profile for Open vSwitch
Target:
Active Timeout: 600
Add ID to Interface:

Cancel |

Figure 25. Modification of the IP Base (network address and prefix length).

Page 16



Lab 1: Introduction to Mininet

Step 3. Run the emulation again by clicking on the Run button. The emulation will start
and the buttons of the MiniEdit panel will be disabled.

Stop |’.q7
Figure 26. Starting the emulation.

Step 4. Open a terminal by right-clicking on host h1 and select Terminal.

= MiniEdit

File Edit Run Help

%

ElHu|_=.‘|: Options E
h1 h2

|Termina|

Figure 27. Opening a terminal on host h1l.
Step 5. Type the command shown below to display the IP addresses assigned to host h1l.

The interface hl-ethO at host hl now has the IP address 15.0.0.1 and subnet mask
255.0.0.0.

ifconfig
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"Host: h1"

root@lubuntu-vm: /home/admin#|ifconfig
hl-eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 15.0.0.1 netmask 255.0.0.0 broadcast 0.0.0.0
ether e6:3a:02:05:ba:05 txqueuelen 1000 (Ethernet)
RX packets 16 bytes 2076 (2.0 KB)
RX errors © dropped © overruns @ frame ©
TX packets 4 bytes 360 (360.0 B)
TX errors © dropped © overruns @ carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid O0x1lO<host>
loop txqueuelen 1000 (Local Loopback)
RX packets © bytes 0 (0.0 B)
RX errors © dropped © overruns @ frame ©
TX packets 0 bytes 0 (0.0 B)
TX errors © dropped © overruns @ carrier © collisions ©

root@lubuntu-vm: /home/admin# I

Figure 28. Output of [i fconfig] command on host h1.

You can also verify the IP address assigned to host h2 by repeating Steps 4 and 5 on host
h2’s terminal. The corresponding interface h2-ethO at host h2 has now the IP address
15.0.0.2 and subnet mask 255.0.0.0.

Step 6. Stop the emulation by clicking on Stop button.

Run |

I Stop I ik"“

Figure 29. Stopping the emulation.

3.4 Save and load a Mininet topology

In this section you will save and load a Mininet topology. It is often useful to save the
network topology, particularly when its complexity increases. MiniEdit enables you to
save the topology to a file.

Step 1. In the MiniEdit application, save the current topology by clicking File. Provide a

name for the topology and notice myTopology as the topology name. Ensure you are in
the lab1 folder and click Save.
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MiniEdit

-
m Edit Run Help

New

Open | Save the topology as... -0 ox
Save I

Export Level 2 Script Directory: I /home/admin/P4-perfSONAR_Labs/Labl — | En

Quit == [ labL.mn

o h2 File name: |m!Togolog! | | Save

Files of type: Mininet Topology (*.mn) = ‘ Cancel

Figure 30. Saving the topology.

Step 2. In the MinikEdit application, load the topology by clicking on File then Open.
Navigate to the lab1 folder and search for the topology file called labl.mn and click on
Open. A new topology will be loaded to MiniEdit.

MiniEdit

-
m Edit Run Help
New

Open
Save
Export Level 2 Script

f

—— Directory: | /home/admin/P4-perfSONAR_Labs/Labl gl B
[E
[Z] myTopology.mn

D [ET] ]
h2
File name: [labl.mn I Open |

Files of type: Mininet Topology (*.mn) 4| Cancel |

Quit

Figure 31. Opening a topology.

This concludes lab 1. Stop the emulation and then exit out of MinikEdit and the Linux
terminal.
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Lab 2: P4 Program Building Blocks

Overview

This lab describes the building blocks and the general structure of a P4 program. It maps
the program’s components to the Protocol-Independent Switching Architecture (PISA), a
programmable pipeline used by modern whitebox switching hardware. The lab also
demonstrates how to track an incoming packet as it traverses the pipeline of the switch.
Such capability is very useful to debug and troubleshoot a P4 program.

Objectives
By the end of this lab, students should be able to:

1. Understand the PISA architecture.

Understand on high-level the main building blocks of a P4 program.

3. Map the P4 program components to the components of the programmable
pipeline.

4. Trace the lifecycle of a packet as it traverses the pipeline.

N

Lab settings
The information in Table 1 provides the credentials of the machine containing Mininet.

Table 1. Credentials to access Client machine.

Device Account Password

Client admin password

Lab roadmap
This lab is organized as follows:

Section 1: The PISA architecture.

Section 2: Lab topology.

Section 3: Navigating through the components of a basic P4 program.
Section 4: Loading the P4 program.

Section 5: Configuring switch s1.

Section 6: Testing and verifying the P4 program.

ok wWwNE

1 The PISA architecture
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Lab 2: P4 Program Building Blocks

1.1 The PISA architecture

The Protocol Independent Switch Architecture (PISA)! is a packet processing model that
includes the following elements: programmable parser, programmable match-action
pipeline, and programmable deparser, see Figure 1. The programmable parser permits
the programmer to define the headers (according to custom or standard protocols) and
to parse them. The parser can be represented as a state machine. The programmable
match-action pipeline executes the operations over the packet headers and intermediate
results. A single match-action stage has multiple memory blocks (e.g., tables, registers)
and Arithmetic Logic Units (ALUs), which allow for simultaneous lookups and actions.
Since some action results may be needed for further processing (e.g., data dependencies),
stages are arranged sequentially. The programmable deparser assembles the packet
headers back and serializes them for transmission. A PISA device is protocol independent.
The P4 program defines the format of the keys used for lookup operations. Keys can be
formed using packet header’s information. The control plane populates table entries with
keys and action data. Keys are used for matching packet information (e.g., destination IP
address) and action data is used for operations (e.g., output port).

Stage 1 Stage N
1D LD 11
[ | I R | o ) s [ [
Packets \—‘ D \—‘ D :D]] Packets
1D LD EEEl
Programmable Programmable match- Programmable
parser action pipeline deparser
O State [ ] Memory (e.g., table) [ ALU

| RARERNI
Switch
ASIC

Figure 1. A PISA-based data plane.

Programmable switches do not introduce performance penalty. On the contrary, they
may produce better performance than fixed-function switches. When compared with
general purpose CPUs, ASICs remain faster at switching, and the gap is only increasing.

1.2 Programmable parser

The programmable parser permits the programmer to define the headers (according to
custom or standard protocols) and to describe how the switch should process those
headers. The parser de-encapsulates the headers, converting the original packet into a
parsed representation of the packet. The programmer declares the headers that must be
recognized and their order in the packet. The parser can be represented as a state
machine without cycles (direct acyclic graph), with one initial state (start) and two final
states (accept or reject).
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Lab 2: P4 Program Building Blocks

1.3 Programmable match-action pipeline

The match-action pipeline implements the processing occurring at a switch. The pipeline
consists of multiple identical stages (N stages are shown in Figure 1). Practical
implementations may have 10/15 stages on the ingress and egress pipelines. Each stage
contains multiple match-action units (4 units per stage in Figure 1). A match-action unit
has a match phase and an action phase. During the match phase, a table is used to match
a header field of the incoming packet against entries in the table (e.g., destination IP
address). Note that there are multiple tables in a stage (4 tables per stage in Figure 1),
which permit the switch to perform multiple matches in parallel over different header
fields. Once a match occurs, a corresponding action is performed by the ALU. Examples
of actions include: modify a header field, forward the packet to an egress port, drop the
packet, and others. The sequential arrangement of stages allows for the implementation
of serial dependencies. For example, if the result of an operation is needed prior to
perform a second operation, then the compiler would place the first operation at an
earlier stage than the second operation.

1.4 Programmable deparser

The deparser assembles back the packet and serializes it for transmission. The
programmer specifies the headers to be emitted by the deparser. When assembling the
packet, the deparser emits the specified headers followed by the original payload of the
packet.

1.5 The V1Model

Figure 2 depicts the V1Model? architecture components. The V1Model architecture
consists of a programmable parser, an ingress match-action pipeline, a traffic manager,
an egress match-action pipeline, and a programmable deparser. The traffic manager
schedules packets between input ports and output ports and performs packet replication
(e.g., replication of a packet for multicasting). The V1Model architecture is implemented
on top BMv2’s simple_switch target?.

Ingress match-action and checksum verification Egress match-action and checksum verification
L | L |
‘ Stage 1 Stage N ‘ ‘ Stage 1 Stage N ‘
[ ] R I b b | 11D
al= I ) I S o o A o | G
Packets |:| D |:| D Manager |:| D |:| D 11
b B D (LD | O
Programmable Programmable match- Configurable Programmable match- Programmable
parser action pipeline component action pipeline deparser

O State [ |Memory (e.g., table) [ ALU

Figure 2. The V1Model architecture.
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1.6 P4 program mapping to the V1Model

The P4 program used in this lab is separated into different files. Figure 3 shows the
V1Model and its associated P4 files. These files are as follows:

e headers.p4: this file contains the packet headers’ and the metadata’s definitions.

e parser.p4: this file contains the implementation of the programmable parser.

e ingress.p4: this file contains the ingress control block that includes match-action
tables.

e egress.p4: this file contains the egress control block.

e deparser.p4: this file contains the deparser logic that describes how headers are
emitted from the switch.

e checksum.p4: this file contains the code that verifies and computes checksums.

e basic.p4: this file contains the starting point of the program (main) and invokes
the other files. This file must be compiled.

Ingress match-action and checksum verification Egress match-action and checksum verification
L | L |
I 1 I 1
headers.p4 parser.p4 ingress.p4 egress.p4 deparser.p4
— —
Stage 1 Stage N Stage 1 Stage N
CIb (D b LD | O
OO *ED* |:|D4> Traffic %ED* |:|D+:D]]4>
Packets |:| D |:| D Manager |:| D |:| D _ 11T
I LD 2] I | | [ e n
Programmable Programmable match- Configurable Programmable match- Programmable
parser action pipeline component action pipeline deparser
checksum.p4 Non-programmable checksum.p4

O State [ ] Memory (e.g., table) [ ALU
Figure 3. Mapping of P4 files to the V1Model’s components.
2 Lab topology

Let’s get started with creating a simple Mininet topology using MiniEdit. The topology
uses 10.0.0.0/8 which is the default network assigned by Mininet.

hl sl h2
b ~
S S S
° h1-ethO sl-ethO sl-ethl h2-eth0|
X X
10.0.0.1 10.0.0.2

Figure 4. Lab topology.

Step 1. A shortcut to MiniEdit is located on the machine’s desktop. Start MiniEdit by
double-clicking on MiniEdit’s shortcut. When prompted for a password, type password|.
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Lab 2: P4 Program Building Blocks

Computer,

MiniEdit

Terminal
Figure 5. MiniEdit shortcut.

Step 2. In the MiniEdit application, load the topology by clicking on File then Open.
Navigate to the lab2 folder and search for the topology file called lab2.mn and click on
Open. A new topology will be loaded to MiniEdit.

MiniEdit

Edit Run Help

New
Open
Save

- - open - <]

i

it Directory: /home/admin/P4-perfSONAR_Labs/Lab2 _.‘ @|

= 8 [202mn

e

L [ [
File name: [lab2.mn Oopen |
Files of type: Mininet Topology (*.mn) — Cancel |

Figure 6. Opening a topology in MiniEdit.

Step 3. The network must be started. Click on the Run button located at the bottom left
of MiniEdit’s window to start the emulation.
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Stop l.,__Ji

Figure 7. Running the emulation.

21 Starting host h1 and host h2

Step 1. Right-click on host h1 and select Terminal. This opens the terminal of host h1l and
allows the execution of commands on that host.

- MiniEdit

File Edit Run Help

o E =
i Host Options h2

Figure 8. Opening a terminal on host h1l.

Step 2. Test the connectivity between host h1l and host h2 by issuing the command below.

ping 10.0.0.2 -c 4
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"Host: h1"

@ e/admin# |ping 10.0.0
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of

From 10.0.0.1 icmp es Host Un
From 10.0.0.1 icmp 2 ion Host Un

From 10.0.0.1 icmp seq=3 Destination Host Un

ping statistics
ansmitted, 0 received, +3 errors, 100% packet loss, time 3067ms

Figure 9. Performing a connectivity test between host h1 and host h2.
The figure above indicates no connectivity between host h1l and host h2 because there is
no program loaded on the switch.
3 Navigating through the components of a basic P4 program
This section shows the steps required to compile the P4 program. It illustrates the editor
that will be used to modify the P4 program, and the P4 compiler that will produce a data
plane program for the software switch.

3.1 Loading the programming environment

Step 1. Launch a Linux terminal by double-clicking on the icon located on the desktop.

Computer

Miniedit

Terminal

Figure 10. Shortcut to open a Linux terminal.
Step 2. In the terminal, type the command below. This command launches the Visual
Studio Code (VS Code) and opens the directory where the P4 program for this lab is

located.

code ~/P4-perfSONAR Labs/lab2/

Page 9



Lab 2: P4 Program Building Blocks

admin@lubuntu-vm: ~
File Actions Edit View Help

admin@lubuntu-vm: ~ (<]
admin@lubuntu-vm:-~$ [code ~/P4-perfSONAR_Labs/Lab2/|}

Figure 11. Launching the editor and opening the lab3 directory.

3.2 Describing the components of the P4 program

Step 1. Once the previous command is executed, VS Code will start. Click on basic.p4 in
the file explorer panel on the left hand side to open the P4 program in the editor.

basic.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER basic.p4 X

1 /¥ -%- P4 16 -¥%- ¥/

2 #include <core.p4>

3 #include <vlmodel.p4>
4  #include "parser.p4"
5 #include "checksum.p4"
6 #include "ingress.p4" User-defined
7  #include "egress.p4"

8 #include "deparser.p4"

} Language and architecture

ingress.p4

lab2.mn

T 11111

9
10
11 /*Insert the blocks below this comment'/]

parser.p4

Figure 12. The main P4 file and how it includes other user-defined files.

The basic.p4 file includes the starting point of the P4 program and other files that are
specific to the language (core.p4) and to the architecture (vimodel.p4). To make the P4
program easier to read and understand, we separated the whole program into different
files. Note how the files in the explorer panel correspond to the components of the
V1Model. To use those files, the main file (basic.p4) must include them first. For example,
to use the parser, we need to include the parser.p4 file (finclude “parser.p4”).

We will navigate through the files in sequence as they appear in the architecture.

Step 2. Click on the headers.p4 file to display the content of the file.
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headers.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

l@ EXPLORER basic.pd headers.pd X
~ LAB2 headers.p4
basic.p4 1  const bit<lG= TYPE_IPV4 = 0x800;
checksum.p4 2
- 3 f*******k*kkl’k*l’kl’k*l’k AAAAAAAAAAAAAA o o o o ok R o o o ok o o o ok ol ok ol o o ok ok ok ok ko ok ok ok ok Rk
dEpalbel'pq 4 EEEEEE LSRR EE R R H E A D E R S EEE R R R R R R R E R E R R
Egr955.54 5 EEEEEEEEEEEEEEE R EEE RS E S R S ‘1“ti\l"lﬂti“HtWWWWWWWWWWWWWWl‘J’J‘&'l‘l‘l’J‘&'Jln'
6
ingress.p4 7 |typedef bit<9> egressSpec t;
lab2.mn 8 |typedef bit<48> macAddr_t;
parser.pd 9 |typedef bit<32> ip4Addr_t;
18
11 |header ethernet t {
12 macAddr_t dstAddr;
13 macAddr_t srcAddr;
14 bit<lé> etherType;
15 |}
16
17 |header ipvd t {
18 | biteds version;
19 bited> inl;
20 bit<g> diffserv;
21 bit=l6> totallen;
22 bit=l6> identification;
3 bit<3= flags;
24 bit=l3> TfragOffset;
25 bit<8> tt1;
26 bit<g> protocol;
27 bit=l6> hdrChecksum;
28 ipdAddr_t srcAddr;
29 ipd4Addr_t dstAddr;
e |
31
32 |struct metadata {
33 /% empty */
i |}
35
36 |struct headers {
37 ethernet_t ethernet;
Ll 38 ipvd_t ipvd;
> TIMELINE 0

Figure 13. The defined headers.

The headers.p4 above shows the headers that will be used in our pipeline. We can see
that the ethernet and the IPv4 headers are defined. We can also see how they are
grouped into a structure (struct headers]|). The headers|name will be used throughout
the program when referring to the headers. Furthermore, the file shows how we can use

typedef] to provide an alternative name to a type.

Step 3. Click on the parser.p4 file to display the content of the parser.
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parser.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER basic.p4 parser.pd x
 LAB2 LEBELS parser.pd
basic.p4 1  #include "headers.pd”
checksum.p4 2
. 3 H****W*Wk*kk&k*k&l’k*k& -------------- e o o o o o o o o o o o ok ok o o o o o o o ok bk ok ok ok ok ok R ok
dED3|>e|.|34 4 EEEEEEEEEEEEE R R P A R S E R o o ool o o o ol oo ok o ok ok ok kR
egress.p4 5 L L L e ——— s ok oo ok o b ko bbbk bk bk
headers.p4 6
ingress.p4 7 parserpacket_in packet,
lab2.mn 8 out headers hdr,
= parser.pd 9 inout metadata meta,
10 inout standard metadata t standard_metadata) {
11
12 state start {
3 transition parse_ethernet;
14 3
15
16 state parse_ethernet {
17 packet.extract(hdr.ethernet);
18 transition select(hdr.ethernet.etherType) {
19 TYPE_IPV4: parse_ipv4;
20 default: accept;
21 }
22 I3
24 state parse_ipv4 {
25 packet.extract (hdr.ipvd);
26 transition accept;
27 I3
28
29 }
30

Figure 14. The parser implementation.
The figure above shows the content of the parser.p4 file. We can see that the parser is
already written with the name MyParser. This name will be used when defining the

pipeline sequence.

Step 4. Click on the ingress.p4 file to display the content of the file.
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ingress.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

1 EXPLORER basic.p4 ingress.pd X
l_:'j ~ LAB2 ing 4
ba5c.p4 l ll,l"&"&"&"&"&"*'k*k&’&’#’&’#’*k*k#’tr AAAAAAAAAAAAAA EEEE R e R R R R R R EEEEE R R ST
checksum.pd 2 EEEEREEEEE RS E S I N G R E S S P R D E E 5 5 I N G EREEEEEEEEEEEEEE R
o 3 EEEERELE LR R E R L R R R R R A R L b R R kL E 2 "\4t\t‘1‘1"\4t\t1!1"0’1"0’1"4"#'4"#1"0"&"&’6’4’#4’#6’0’&’0’;’
deparser.pd 1
EITEE 5 controlj_nout headers hdr,
headers.p4 6 inout metadata meta,
7 inout standard metadata t standard _metadata) {
lab2.mn 8 action drop() {
parser.pd 9 mark_to_drop(standard metadata);
18 }
11
12 action forward(egressSpec_t port) {
13 standard metadata.egress spec = port;
14 }
15
16 table forwarding {
17 key = {
18 standard_metadata.ingress_port:exact;
19 1
20 actions = {
21 forward;
22 drop;
3 NoAction;
24 1
25 size = 1024;
26 default_action = drop();
27 }
28
29 apply {
30 forwarding.apply();
31 }
32 |

Figure 15. The ingress component.

The figure above shows the content of the ingress.p4 file. We can see that the ingress is
already written with the name Myingress. This name will be used when defining the
pipeline sequence.

Step 5. Click on the egress.p4 file to display the content of the file.

egress.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER basic.p4 egress.pd x
-« LAB2 LELa egress.pd
basic.pd 1
che:ksu"n,;4 2 ll,f'&"l"l"*'&"&"&’5’5’30’4’5’5’5’5’330’4’5’ AAAAAAAAAAAAAA o o o o o o o o o o o o o e o o o o o o ok R
3 EEE R EE E G R E S S P R 0 [ E S 5 I N G EREE R E R R
._1 EEEEEEEREEE SR EEE R RS R EEE R L ST S 1‘“‘-‘“‘1"""4"4"#"{"&"&"F'O"J"J"&"&"{’T30’4’4’#’#’#’#’F}!’
= egress.p4 5
headers.p4 6  control|MyEgress |inout headers hdr,
ingress.p4 7 inout metadata meta,
lab2.mn 8 inout standard metadata t standard metadata) {
parser.pd 9 apply { 1}
10

Figure 16. The egress component.
The figure above shows the content of the egress.p4 file. We can see that the egress is
already written with the name MyEgress. This name will be used when defining the

pipeline sequence.

Step 6. Click on the checksum.p4 file to display the content of the file.
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checksum.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help
EXPLORER basic.p4 checksum.pd =
~ LAB2 LELE checksum.pd
basic.pd 1
= hE n1p4 2 fwwwvwvw**&r&&v«&rrrrr AAAAAAAAAAAAAA o o o o o o o o o o ok o o o o o o o o ok ok R R kR R R R
3 EEE R C H E C K S U H V E R I F I [ A T I D N EEEEEEE RS S
deDm. Lp4 4 R EEEEEE R E R R R RS AR RS R S R E R E R R ttt“iiiiii"‘WW**WWWWVW****&&&&&&&&&I
egress.pd 5
headers.p4 6 controlinout headers hdr, inout metadata meta) {
ingress.p4 7 apply { |
lab2.mn 8 1}
parser.pd 9
10
11 fwwwwwww&&vvvvvvvrvvvv AAAAAAAAAAAAAA EE R R R R R R PR R E R R
12 EE R EE L EEEE S C H E c K S U H { D N P U T A T I D N EEELEEEE S S 2 2
3 EE R EEEEEEEE RS EEEEEEE R R R E S R RS ttt“iiiiiiiii**************kkkkkkkkkf
14
15 controlinout headers hdr, inout metadata meta) {
16 apply {
17 update checksum(
18 hdr.ipv4.isValidi),
19 { hdr.ipv4.version,
20 hdr.ipwd.ihl,
21 hdr.ipv4.diffserv,
22 hdr.ipv4.totallen,
3 hdr.ipv4.identification,
24 hdr.ipvé4.flags,
25 hdr.ipv4.frag0ffset,
26 hdr.ipvd.tt1,
27 hdr.ipv4.protocol,
28 hdr.ipv4.srcAddr,
29 hdr.ipv4.dstAddr },
30 hdr.ipv4.hdrChecksum,
31 HashAlgorithm.csumlé);
32 }
iz}

Figure 17. The checksum component.

The figure above shows the content of the checksum.p4 file. We can see that the
checksum is already written with two control blocks: MyverifyChecksun| and
MyComputeChecksum. These names will be used when defining the pipeline sequence.
Note that MyverifyChecksun] is empty since no checksum verification is performed in
this lab.

Step 7. Click on the deparser.p4 file to display the content of the file.

deparser.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal

|ﬁ EXPLORER

~ LAB2
basic.pd
checksum.p4
egress.pd
headers.p4
ingress.p4
labZ.mn

parser.pd

Help

basic.p4 deparserpd x

deparser.p4

1

2 f*******&*ttkk*ttkk&*t AAAAAAAAAAAAAA 00 o o o o o o o ol R o o o ok ok ok o o o ol ok ok o ok ok ok ok ok ok ok ok ok ok K K R
3 EREEEE RS EEE R E R B D E P A R S E R oo o o o ol ok e ok ok ol o ok ok o ol o o o R
4 EEEEEESEE SRR LR RS SR R R A R E RS S R R R b "‘ii“tii"t‘*****w****w***&*&&k&**&f
5

6 ~ control|MyDeparserpacket_out packet, in headers hdr) {

T~ apply |

8 packet.emit(hdr.ethernet);

9 packet.emit(hdr.ipv4);
10 }
11 }|

Figure 18. The deparser component.

The figure above shows the content of the deparser.p4 file. We can see that the deparser
is already written with two instructions that reassemble the packet.
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3.3 Programming the pipeline sequence
Now it is time to write the pipeline sequence in the basic.p4 program.

Step 1. Click on the basic.p4 file to display the content of the file.

basic.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

1 EXPLORER basic.pd deparser.pd
l_:'j ~+ LAB2 basic.p4
checksum.pd 2 #include =core.pd>
e 3 #include <=vlimodel.pd>
- 4 #include "parser.pd”
g 5  #include "checksum.p4”
pEaHEEH 6  #include "ingress.pd”
ingress.p4 7 #lnclude "egress.pd"
lab2.mn g8  #include "deparser.p4”
parser.pd 9
16
11  /*Insert the blocks below this comment*/

|
Figure 19. Selecting the basic.p4 file.

Step 2. Write the following block of code at the end of the file

V1iSwitch (
MyParser (),
MyVerifyChecksum(),
MyIngress (),
MyEgress (),
MyComputeChecksum() ,
MyDeparser ()

) main;

® basic.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

|-|_H EXPLORER ans basic.pd ® deparser. pd
Rt &

~ LAB2

J¥ - P4_16 -*- ¥/

bas
basic.pd 1
checksum.pd 2 #include <core.pd=
erE=e ] 3 #;nclude =<vimodel.pd=>

~ 4 ginclude "parser.pd”

EUE=S RS 5  #include "checksum.p4”
headers.p4 6  #include "ingress.pa”
ingress.p4 7 #include "egress.pd”
lab2.mn 8  #include "deparser.p4”
parser.pd 9

10

11 /*Insert the blocks below this comment*/

12 |V1Switch(

3 |MyParser(),

14 MyVerifyChecksum( ),

15 MyIngress(),

16 |MyEgress(),

17 |MyComputeChecksum(),

18 |MyDeparser()

19 |) main;]

Figure 20. Writing the pipeline sequence in the basic.p4 program
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We can see here that we are defining the pipeline sequence according to the V1Model
architecture. First, we start by the parser, then we verify the checksum. Afterwards, we
specify the ingress block and the egress block, and we recompute the checksum. Finally,
we specify the deparser.

Step 3. Save the changes by pressing [Ctrl+s]|.

4 Loading the P4 program

41 Compiling and loading the P4 program to switch s1

Step 1. Issue the following command in the terminal panel inside the Visual Studio Code
to compile the program.

p4c basic.p4

basic.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

1 EXPLORER basic.pd X deparser.p4

l_:lj w LAB2 basic.p4
basic.json 1 /% -%- P4 16 -*- %/
basic.p4 2 #include <=core.pd=
basic.pdi 3 #include =vimodel.pds

4 #include "parser.pd”

SIS 5  #include "checksum.pd”
deparser.p4 6  #include "ingress.pd”
egress.pd 7 #include "egress.pd”
headers.p4 &  #include "deparser.pd”
ingress.p4 9
lab2.mn 10 . X
I — 11 /*Insert the blocks below this comment*/

12 V1Switch(

13 MyParser(),

14 MyVerifyChecksum(),
15 MyIngress(),

16 MyEgress(),

17 MyComputeChecksum( ),
16  MyDeparser()

19 } main;

PROBLEMS QUTPUT TERMINAL PORTS DEEUG CONSOLE

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab2s [p4c basic.pd
admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab2$

Figure 21. Compiling a P4 program.
Step 2. Type the command below in the terminal panel to download the basic.json file to

the switch s1’s filesystem. The script accepts as input the JSON output of the p4c compiler,
and the target switch name. If asked for a password, type the password passwozrd|.
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push to switch basic.json sl

basic.p4 - Lab2 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

-| EXPLORER basic.pd X deparser.pd

l_;j ~ LAB2Z basic.p4
basic.json 1 /% -%- P4 16 -*- ¥/
basic.pd 2 #include <core.pd=
besloipa] 3 #include <vlmodel.pd=

4 #include "parser.pd"”

L) 5  #include "checksum.pd”
deparser.p4 6  #include "ingress.p4”
egress.pd 7 #include "egress.pd”
headers.p4 &  #include "deparser.pd4”
ingress.p4 9
lab2.mn 10 §
parser.pd 11  /*Insert the blocks below this comment*/

12 Viswitch(
3 MyParser(),
14 MyVerifyChecksum(],
15 MyIngress(),
16  MyEgress(),
17 MyComputeChecksum| ),
18 MyDeparser()
19 ) main;

PROBLEMS ouTPUT TERMINAL PORTS DEBUG CONSOLE

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab2$ pdc basic.pd

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab2s [push_to_switch basic.json s1f
[sudo] password for admin:
admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab2s ||

Figure 22. Downloading the P4 program to switch s1.

4.2  Verifying the configuration

Step 1. Click on the MinEdit tab in the start bar to maximize the window.

*= gterminal - 2 windows I MiniEdit "Host: h1"

Figure 23. Maximizing the MiniEdit window.

Step 2. In MiniEdit, right-click on the P4 switch icon and start the Terminal.
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- MiniEdit

File Edit Run Help

%

=y |
L = (]
51 | iL
P4 Switch Options

I erminal I

Figure 24. Starting the terminal on the switch.

Note that the switch is running on an Ubuntu image started on a Docker container. Thus,
you will be able to execute any Linux command on the switch terminal.

Step 3. Issue the command [1s] on the terminal of the switch s1 that was opened in the
previous step.

1s

root@sl: /behavioral-model

Figure 25. Displaying the contents of the current directory in the switch s1.

We can see that the switch contains the basic.json file that was downloaded to switch s1
after compiling the P4 program.

5 Configuring switch s1

5.1 Mapping the P4 program’s ports
Step 1. Issue the following command to display the interfaces on the switch s1.

ifconfig
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root@sl: /behavioral-model

root@sl:/behavioral-model#|ifconfig
Link encap:Ethernet HWaddr 02:42:ac:11:00:02
inet addr:172.17.0.2 Bcast:172.17.255.255 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:31 errors:0 dropped:® overruns:0 frame:0
TX packets:0 errors:0 dropped:® overruns:0 carrier:0
collisions:® txqueuelen:©
RX bytes:3619 (3.6 KB) TX bytes:0 (0.0 B)

Link encap:Local Loopback
inet addr:127.0.0.1 :
UP LOOPBACK RUNNING MTU: 36 Metric:1

RX packets:22 errors:0 dropped:© overruns:0 frame:0
TX packets:22 errors:0 dropped:® overruns:0 carrier:0
collisions:0® txqueuelen:1000

RX bytes:12136 (12.1 KB) TX bytes:12136 (12.1 KB)

Link encap:Ethernet HWaddr 62:33:6a:a4:6f:fb
UP BROADCAST RUNNING MULTICAST MTU:1500
RX packets:8

collisions:® txqueuelen:1000
RX bytes: 6 (636 TX bytes:280 (280.0 B)

Link encap:Ethernet Nad fe:4d:6e:ba:d8:c

UP BROADCAST RUNNING MULTICAST MTU:1500

RX packets:7 errors:0 dropped:0 o

TX packets:4 errors:0 dropped:® overruns:® carrier:
collisions:® txqueuelen:16000

RX bytes:550 (550.0 B) TX bytes:280 (280.0 B)

root@sl:/behavioral-model# l

Figure 26. Displaying switch s1 interfaces.
We can see that the switch has the interfaces s1-ethO and s1-ethl. The interface s1-ethO

on the switch s1 connects host hl. The interface s1-ethl on the switch s1 connects host
h2.

Step 2. Start the switch daemon by typing the following command.

simple switch -i 0@sl-ethO -i 1@sl-ethl --nanolog ipc:///tmp/bm-log.ipc
basic.json &

root@sl: /behavioral-model

L E' =
ing interface sl-ethl as

Figure 27. Starting the switch daemon and mapping the logical interfaces to Linux interfaces.

The option is used to instruct the switch daemon that we want to see the
logs of the switch.
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| sl-eth0 | 0 X 1| siethl |

Figure 28. Mapping of the logical interface numbers (0, 1) to the Linux interfaces (s1-eth0, s1-
ethl).

5.2 Loading the rules to the switch

Step 1. In switch s1 terminal, press Enter to return the CLI.

root@s1: /behavioral-model - 2 X

root@sl:/behavioral-model# simple switch -i 0@sl-eth® -i 1@sl-ethl basic.json

:/behavioral-model# Calling target program-options parser
ing interface sl-ethe as port ©
|

Adding interface sl-ethl as port

root@s1:/behavioral-model# [}

Figure 29. Returning to switch s1 CLI.

Step 2. Push the table entries to the switch by typing the following command.

simple switch CLI < ~/P4-perfSONAR Labs/Lab2/rules.cmd

root@sl: /behavioral-model

1# simple switch CLI = ~/P4-perfSONAR Labs/La

Done

Control utility

Runtim Adding ent
match key: EX
action

runtim

Entry hee C ith handle @

Runt C ' C ¥ act match table MyIngress.forwarding
match k ' -

action:

runtime

Figure 30. Loading the forwarding table entries into switch s1.

Now the forwarding table in the switch is populated.
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6 Testing and verifying the P4 program

Step 1. Type the following command to initiate the client that will display the
switch logs.

nanomsg client.py

root@sl: /behavioral-model

Figure 31. Displaying switch s1 logs.

Step 2. On host h2’s terminal, type the command below so that the host starts listening
for incoming packets.

./recv.py

"Host: h2"

buntu-vm: /home/admin# |. /recv.py

1g on h2-ethe

Figure 32. Listening for incoming packets in host h2.

Step 3. On host h1’s terminal, type the following command to send a packet to host h2.

./send.py 10.0.0.2 HelloWorld
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"Host: h1"

root@Llubuntu-vm: /home/admin# |. /send.py 10.0.0.2 Helloworld
sending on interface hl-etho to 10.0.0.2
###[ Ethernet ###
dst = ff:ff:ff:ff:ff:ff
Src 00:00:00:00:00:01
type = IPv4
### IP ###
version =4
ihl )

tos
len 50

id 1
flags
frag 0
e & o2 ¢ 64
proto tcp
chksum Ox66C3
sSrc 10.0.0.1
dst 10.0.0.2
\options
###] TCP 1###
sport
dport

Figure 33. Sending a test packet from host h1 to host h2.

Now that the switch has a program with tables properly populated, the hosts are able to

reach each other.
Step 4. Go back to switch s1 terminal and inspect the logs.

root@s1l: /behavioral-model

root@sl:/behavioral-model# nanomsg client.py

'--socket' not provided, using 1ipc:///tmp/bm-log.ipc (obtained from switch)

Obtaining JSON from switch...

Done
PACKET IN, port in: ©
PARSER START, parser id: 0 (parser)
PARSER EXTRACT, header id: 2 (ethernet)
PARSER EXTRACT, header id: 3 (ipv4)
PARSER DONE, parser id: © (parser)
PIPELINE START, pipeline id: © (ingress)

TABLE HIT, table id: © (MyIngress.forwarding), entry hdl:
ACTION EXECUTE, action id: 2 (MyIngress.forward)
PIPELINE DONE, pipeline id: © (ingress)

PIPELINE START, pipeline id: 1 (egress)

PIPELINE DONE, pipeline id: 1 (egress)

DEPARSER START, deparser id: 0 (deparser)
CHECKSUM UPDATE, cksum id: © (cksum)

DEPARSER EMIT, header id: 2 (ethernet)
DEPARSER EMIT, header id: 3 (ipv4)
DEPARSER DONE, deparser id: 0 (deparser)
PACKET OUT, port out: 1

Figure 34. Inspecting the logs in switch s1.

The figure above shows the processing logic as the packet enters switch s1. The packet
arrives on port O (port_in: 0]), then the parser starts extracting the headers. After the
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parsing is done, the packet is processed in the ingress and in the egress pipelines. Then,
the checksum update is executed and the deparser reassembles and emits the packet

using port 1 (Fart_out: 1).

Step 5. Verify that the packet was received on host h2.

This concludes lab 2. Stop the emulation and then exit out of MiniEdit.
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Lab 3: Measuring Flow’s Throughput

Overview

Programmable data planes provide fine-grained monitoring capabilities, allowing for
statistics to be reported on a per-flow basis. In this lab, participants will implement a P4
program that utilizes the mirroring operation to report throughput to a collector. For each
flow, the switch will clone one packet every second, add the flow's bit count to the cloned
packet, and then send it to the collector for analysis. This approach enables detailed flow-
level monitoring and measurement of throughput within the network.

Objectives
By the end of this lab, students should be able to:

Understand how packet cloning works in P4.
Understand how packet mirroring works in P4.
Report measurements using time intervals.
Collect measurements on a per-flow basis.

PwnNPE

Lab settings
The information in Table 1 provides the credentials of the machine containing Mininet.

Table 1. Credentials to access Client machine.

Device Account Password

Client Admin password

Lab roadmap
This lab is organized as follows:

Section 1: Introduction to packet cloning in P4.

Section 2: Lab topology.

Section 3: Developing a P4 program to report per-flow throughput.
Section 4: Loading the P4 program.

Section 5: Configuring switch s1.

Section 6: Testing and verifying the P4 program.

ok wWwNE

1 Introduction
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Clone operation generates a new version of a packet, allowing the user to process the
cloned packet differently from the original packet. The cloning operation does not disturb
the ongoing connection as the original packet can be forwarded to its destination, while
the cloned packet is directed to the ingress or egress blocks for additional processing.
There are four types of cloning: 1) ingress to ingress; 2) ingress to egress; 3) egress to
ingress; and 4) egress to egress.

The user can specify a list of metadata to be preserved by the cloned packets. Multiple
lists can be defined in the metadata data, where the order of the defined lists specify their
IDs. The order of the lists starts from O (i.e., first list has ID 0, second list has ID 1 and so
on). Upon cloning, the user can specify which list to use by including its ID in the cloned
function. If no lists are defined, the ID of value 0 is used to indicate that no metadata
should be preserved. Another parameter of the cloning function is the session ID. The
session ID field groups the packets into groups, where different actions can be performed
based on the value of this field.

One function of packet cloning is mirroring. Mirroring (also known as port mirroring) is a
standard networking functionality used to send a copy of a packet received on a specific
port to a networking monitoring system (e.g., collector) on another port%3. To implement
the mirroring functionality in P4, the user should identify which packets to be monitored,
generate the mirrored instances of the identified packets, and specify the actions to be
performed on those instances.

Specifying which packets to be monitored is application dependent. For example, suppose
the application should report the flows’ throughput every one-second interval. In that
case, the switch should calculate the time difference between the arrival time of the
current packet and the time the last report of the current flow has been sent. If the time
difference is larger than one second, the switch should clone the packet, append the
counted bits in the last second to the cloned instances, and forward them to a collector.
It is important to differentiate between packet cloning and packet mirroring. The term
"clone" is used instead of "mirror" to emphasize that it solely generates a new packet
version without requiring additional configuration for mirroring?.

1.1 Lab scenario

In this lab, participants will develop a P4 application to measure and report the
throughput of individual flows in real-time. The application will run on a switch and
periodically send the throughput values to a designated collector for display. The switch
will use the 5-tuple (source IP, destination IP, source port, destination port, and protocol)
to classify packets into distinct flows. For each flow, the switch will calculate the number
of bits transmitted within a one-second interval, representing the flow's throughput.
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;\: 1 @ Receiver
S
Sender

[ ] Datapackets [ ] Mirrored packets

Collector

Figure 1. Lab scenario.

2 Lab topology

Let’s get started with creating a simple Mininet topology using MiniEdit. The topology

uses 10.0.0.0/8 which is the default network assigned by Mininet.

h2

h2-eth0

h1 sl s1ethl

h1-ethO sl-ethO

-1

10.0.0.1

h3-eth0

10.0.0.3
Figure 2. Lab topology.

Step 1. A shortcut to MiniEdit is located on the machine’s desktop. Start MiniEdit by
double-clicking on MiniEdit’s shortcut. When prompted for a password, type password|.
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Computen

MiniEdit

Terminal

Figure 3. MiniEdit shortcut.
Step 2. In the MiniEdit application, load the topology by clicking on File then Open.
Navigate to the /ab3 folder and search for the topology file called lab3.mn and click on

Open. A new topology will be loaded to MiniEdit.

MiniEdit

File | Edit Runm Help

New
Open |

Save

Directory:  /home/admin/P4-perfSONAR_Labs/Lab3 _.‘ |

B0z ]

(E] 3]

File name: lab3.mn I Open I

Files of type: Mininet Topology (*¥.mn) = ‘ Cancel |

Al 1Tl T
4 nﬂ

Figure 4. MiniEdit’s Open dialog.

Step 3. The network must be started. Click on the Run button located at the bottom left
of MiniEdit’s window to start the emulation.
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Stop  |EJ_____

Figure 5. Running the emulation.

2.1 Verifying connectivity between host h1 and host h2

Step 1. Hold the right-click on host h1 and select Terminal. This opens the terminal of host
h1 and allows the execution of commands on that host.

- MiniEdit

File Edit Run Help

R

Host Options

Terminal

Figure 6. Opening a terminal on host h1.

Step 2. Test the connectivity between host h1 and host h2 by issuing the command below.

ping 10.0.0.2 -c 4

"Host: h1"
e/admin# |ping 10.0.0.2 -c 4
56(84) bytes of data.

v 10.0.0.2 ping statistics
4 packets transmitted, 0 received, 100% packet loss, time 3077ms

root@lubuntu-vm: /home/admin# [j

Figure 7. Performing a connectivity test between host hl and host h2.
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The figure above indicates no connectivity between host h1l and host h2 because there is
no program loaded into the switch. Note that there will be no connectivity between any
two hosts in the topology before loading a P4 program to the switch.

3 Developing a P4 program to report per-flow throughput

In this section, you will create a P4 program to report per-flow throughput values to the
collector. For each flow, the switch will report the counted number of bits per second.

31 Loading the programming environment

Step 1. Launch a Linux terminal by double-clicking on the icon located on the desktop.

Computer

MinfEdit

Terminal

Figure 8. Shortcut to open a Linux terminal.

The Linux terminal is a program that opens a window and permits you to interact with a
command-line interface (CLI). A CLl is a program that takes commands from the keyboard
and sends them to the operating system to perform.

Step 2. In the terminal, type the command below. This command launches the Visual
Studio Code (VS Code) and opens the directory where the P4 program for this lab is
located.

code P4-perfSOANR Labs/Lab3

admin@lubuntu-vm: ~
File Actions Edit View Help

admin@lubuntu-vm: ~ <]
admin@lubuntu-vm:~$ [code P4-perfSONAR_Labs/Lab3j}
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Figure 9. Loading the development environment.

3.2 Defining a custom header

Step 1. Click on the headers.p4 file to display the contents of the file. Use the file explorer
on the left-hand side of the screen to locate the file.

headers.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 x
~ LAB3 LEBELS headers.p4
basic.p4 1 const bit<l6> TYPE_IPV4 = 0x0800;
checksum.p4 2 const bit<8> TYPE TCP = 6;
3
cmds
4 Jl,r.t.-;.«.-;.t.t:}..t.-;.t.-c.t.k#..iz.-;.t.-;.t.k#..k.‘.t.‘.t.k#..k.‘.tx*.t#..t.-c.t.-c.t.t#..iz.-c.t.-c.t.k#..t.-c.i.-c.t.t#..t.‘.t.‘.t.t#..t.‘.t.-
deDa|Se|.p4 5 e o o e o e o e o e o e ok R o e e H E A D E R 5 EEE R S SRR S R S S S ]
egress.pd 6 R T T T R e R R P e T
= headers.p4 7
ingress.p4 8  typedef bit<9= egressSpec t;

lab3.mn 9 typedef bit<48> macAddr t;
parser.p4 10 typedef bit<32> ip4Addr t;
11
12 header ethernet t {
13 macAddr_t dstAddr;
14 macAddr_t srcAddr;
15 bit<l6= etherType;
16 }

Figure 10. Inspecting the headers.p4 file.

Step 2. Define the following custom header by adding the code shown below.

header report t {
bit<32> src ip;
bit<32> dst_ ip;
bit<48> throughput;

® headers.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.pd4 ®
~ LAB3 headers.p4
basic.p4 33 header tecp t {
checksum.p4 39 bit<4> res;
cmds 40 bit<3> ecn;
deparser.p4 41 bth"“5> fUEIgS:

42 bit<l6> window;
egress.pd 43 bit<l6> checksum;
lirareles 44 bit<l6> urgentPtr;
ingress.pd 45 }
lab3.mn 46
parser.pd 47 /* Define the custom header below*/

48 header report t {

49 bit<32> src ip;

50 bit<32> dst ip;

51 bit<48> throughput;

52 ki

Figure 11. Defining a custom header type.

Step 3. Define the following field list by adding the code below to the metadata struct.
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@field 1list (0)

bit<l6> flow id;
bit<32> src ip;
bit<32> dst ip;

® headers.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ®
1
~ LAB3 headers.p4
basic.p4 33 header tcp t {
w1 WLL=a=" 1 Laya,

checksum.p4 42 bit<16> window;
cmds 43 bit<l6> checksum;
deparser.p4 44 bit<16= urgentPtr;
egress.pd 45 }
headers.p4 16

47 /* Define the custom header below*/

ingress.pd 48 header report t {
lab3.mn 49 bit<32> src_ip;
parser.p4 50 bit<32> dst ip;
51 bit=48= throughput;
52 }
53
54 struct metadata {
55 @field list(o)
56 bit<l6> flow id;
57 bit<32> src_ip;
58 bit<32> dst ip;
59 H

"Figure 12. Defining a field list.

The clone function uses a field list to preserve a list of metadata fields after cloning a
packet. By including the ID of a field list in the cloning function, the switch preserves all
the fields defined by the field list.

In the code above, [@field 1ist (0)] defines a field list with ID [0]. This list has three
metadata fields that will be used to preserve the flow ID the packet belongs to and the
source IP address and the destination IP address of the flow.

Step 4. Append the custom header to current headers by inserting the following line of
code.

report t report;
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@ headers.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 @
~ LAB3 headers.pd

basic.p4 48  header report t {

checksum.p4 52 }

cmds 53

deparser.pa 54 struct'metadéta {.
55 @field list(o0)

SRR 56 bit<16> flow id;

headers.p4 57 bit<32> src_ip;

ingress.p4 58 bit<32> dst ip;

lab3.mn 59 }

parser.p4 60
61 struct headers {
62 ethernet t ethernet;
63 ipvé_t ipv4;
64 tep t tep;
65 |report t report;||
66 L

Figure 13. Appending the custom header.

Step 5. Save the changes to the file by pressing[cCtrl + s

3.3 Performing the cloning operation every one second

Step 1. Click on the ingress.p4 file to display the contents of the file. Use the file explorer
on the left-hand side of the screen to locate the file.

ingress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 ingress.p4 X%
~ LAB3 GLELS ngress.pd
basic.p4 1 e e S S BT
C'1eck5un".p4 2 FEEREREREEERERE I N G R E S S P R O ( E S S I N G FEREERER R EE R E R R
3 *kl#t#&*i(*llk*&t#t#***l#t#&*i(illki&t#t#***l#x#&*&(illki&t#t#i**llx#&*&(/‘
cmds 2
CERREELES 5 control MyIngress(inout headers hdr,
egress.p4 6 inout metadata meta,
headers.p4 7 inout standard metadata t standard metadata) {
= ingress.p4 8
lab3.mn 9
parser.p4 18
11 action forward(macAddr t dstAddr, egressSpec t port) {
12 standard metadata.egress_spec = port;
13 hdr.ethernet.srcAddr = hdr.ethernet.dstAddr;
14 hdr.ethernet.dstAddr = dstAddr;
15 hdr.ipv4.ttl = hdr.ipv4.ttl - 1;
16 }

Figure 14. Inspecting the ingress.p4 file.

Step 2. Define the action [compute flow id by adding the following piece of code.

action compute flow id() {
hash (
meta.flow id,
HashAlgorithm.crclé6,
(bit<1>)0,
{
hdr.ipv4.srcAddr,
hdr.ipv4.dstAddr,
hdr.ipv4.protocol,
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hdr.tcp.srcPort,
hdr.tcp.dstPort
}y
(bit<16>) 65535

) i

® ingress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 @
~ LAB3 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 22 tablelforwarding {
e 30 size = 1024;
31 default action = drop(};
deparser.pd 32 } -
egress.pd 33
headers.p4 34 action compute Tlow id() |
ingress.p4 35 hash (
ERaimn 36 meta.flow id,
37 HashAlgorithm.crcl6,
parser.pd K
38 (bit<l=)0,
39 {
40 hdr.ipv4.srcAddr,
41 hdr.ipv4.dstAddr,
42 hdr.ipvé4.protocol,
43 hdr.tcp.srcPort,
44 hdr.tcp.dstPort
45 I
46 (bit<16>)65535
47 | H
48 1
49

Figure 15. Defining the action [compute flow id]|.

The code in the figure above hashes flows based on their source and destination IP
addresses, their protocol, and their source and destination TCP ports. The hash function
produces a 16-bits output using the following parameters:

e [neta.flow id: The variable used to store the output.

e [HashAlgorithm.crcl6|: the hash algorithm.

® [pbit<1>0]: the minimum (or base) value produced by the hash algorithm.

¢ |hdr.ipv4.srcAddr], hdr.ipv4.dstAddr], hdr.ipv4.protocol],
lhdr.tcp.srcPort] [hdr.tcp.dstPort]: the data to be hashed.

® [bit<16>65535 the maximum value produced by the hash algorithm.

Step 3. Add the following code to define a register array that will store the timestamp of
the last report sent.

register<bit<48>>(65536) last timestamp reg;
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® ingress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 ®
~ LAB3 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 34 action compute flow id() {
cmds 35 hash (
39 {
deparser.pd 4y NUE LRV, 5T LAUUT,
egress.p4 41 hdr.ipv4.dstAddr,
headers.p4 42 hdr.ipv4.protocol,
ingress.p4 43 hdr.tcp.srcPort,
1ab3.mn 44 hdr.tcp.dstPort
45 }.
[PEF=EERS 46 (bit<16>)65535
47 )
48 }
49
50 |register<bit-:48>>f65536] 1ast_timestamp_reg;|
51

Figure 16. Defining a register array.

Step 4. Add the following code inside the apply block to apply the table if
the packet has the IPv4 header.

if (hdr.ipv4.isValid()) {
forwarding.apply () ;
}

@ ingress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 @
. ~ LAB3 ngress.pd
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 34 action compute flow id() {
cmds 35 hash (
39 {
deparser.p4 4y MU . LPV4. sTCAaUrn,
egress.pd 41 hdr.ipv4.dstAddr,
headers.pa 42 hdr.ipv4.protocol,
ingress.p4 43 hdr.tcp.srcPort,
|ab3.mn 44 hdr.tcp.dstPort
45 1.
[P 46 (bit<16>)65535
47 )i
48 }
49
50 register<bit<48>>(65536) last timestamp reg;
51
52 apply {
53
54 if(hdr.ipv4.isvalid()) {
55 | forwarding.apply();
56 +

57 }
Figure 17. Applying table.

Step 5. Add the following code to compute the ID of the flow if the packet has the IPv4
and the TCP headers.

if (hdr.tcp.isValid()) {
compute flow id();

}
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® ingress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 e
~ LAB3 ngress.pd
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 3‘; actiﬁgsﬁor{lpute_ﬂow_id{) {
cmds a7 );
deparser.p4 48 }
egress.pd 49
headers.p4 50 register<bit<48>>(65536) last timestamp reg;
ingress.p4 51
lab3.mn >2 apply {
53
[PEISEERT 54 if(hdr.ipv4.isvalid()) {
55 forwarding.apply();
56
57 if(hdr.tcp.isvalid()) {
58 | compute flow id();
59 i
60 }
61 }
62 }

Figure 18. Computing flow ID.

Step 6. Add the following code to define a new variable, retrieve the timestamp of the
last report sent from the register array, and store it in the defined variable.

bit<48> last timestamp;
last timestamp reg.read(last timestamp, (bit<32>)meta.flow id);

headers.p4 ingress.p4d ®

ngress.pd
5 control MyIngress(inout headers hdr,

34 action compute flow id() {
3 nasmn |\

47 )i

48 }

49

50 register<bit<48>=(65536) last timestamp reg;

51

52 apply {

53

54 if(hdr.ipv4.isvalid()) {

55 forwarding.apply();

56

57 if(hdr.tcp.isvalid()) {

58 compute flow id();

59

60 bit<48> last_timestamp;

61 last timestamp reg.read(last timestamp, (bit<32>)meta.flow id);]
62 t
63 }

64 }

65 }

Figure 19. Retrieving the timestamp of the last report.

Step 7. Add the following code to modify the [last timestamp reg] to the current
timestamp if the packet does not belong to an existing flow (i.e., it is the first packet of
the flow).
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Lab 3: Measuring Flow’s Throughput

if (last timesatmp == 0) {
last timestamp reg.write ((bit<32>)meta.flow id, \
standard metadata.ingress global timestamp) ;

headers.p4 ingress.pd @
ngress.p4
5 control MyIngress(inout headers hdr,
48 ]
49
50 register<bit<48=>(65536) last timestamp reg;
51
52 apply {
53
54 if(hdr.ipv4.isvalid()) {
55 forwarding.apply();
56
57 if(hdr.tcp.isvalid()) {
58 compute_flow id();
59
60 bit<48> last timestamp;
61 last timestamp reg.read(last timestamp, (bit<32=)meta.flow id);
62
63 if(last timestamp == 0) {
64 last_timestamp_reg.write((bit<32=)meta.flow _id,\
65 | standard metadata.ingress_global_timestamp);
66 I
67 }
68 }

Figure 20. Setting the value of last timestamp reg|for new flows.

The default value of register in P4 is 0. The code above checks if the value of the register
[last timestamp reglatindexmeta.flow id|is O. If yes, then the current packet is the
first packet of the flow. The [last timestamp reg| value will be set to the current time
using the [standard metadata.ingress global timestamp]

If the value of the last timestamp reg| at the index meta.flow idis not O, then the
program should check the time difference between the last report sent and current time.
If the time difference is larger than a predefined threshold, a new report should be sent.

Step 8. Add the following code to check if 1 second has passed since the last report sent.
Note that is in microseconds (i.e., it is equivalent to 1 second).

else if (standard metadata.ingress global timesatmp -\
last timestamp > 1000000) {
}
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Lab 3: Measuring Flow’s Throughput

headers.p4 ingress.pd ®
ngress.p4
5 control MyIngress(inout headers hdr,
52 apply {
54 if(hdr.ipv4.isvalid()) {
57 if(hdr.tcp.isvalid()) {
)
60 bit<48> last timestamp;
61 last timestamp reg.read(last timestamp, (bit<32=)meta.flow id);
62
63 if(last timestamp == @) {
64 last timestamp reg.write((bit<32=)meta.flow id,*\
65 standard metadata.ingress global timestamp);
66 }
67 else if(standard metadata.ingress_glebal_ timestamp - \
68 last_timestamp = 1000000){
69
70 i
71 }

Figure 21. Checking if 1 second has passed since the last sent report.

If the condition of the else if statement is satisfied (i.e., 1 second has passed since the last
duration), then a new report should be sent and the value of the [last timestamp red
should be set to the current time.

Step 9. Add the following code inside the statement to clone the current packet
and set the timestamp of the last report sent to the current time.

clone preserving field list(CloneType.I2E, 5, 0);
last timestamp reg.write ((bit<32>)meta.flow id,\
standard metadata.ingress global timestamp) ;

headers.p4 ingress.pd @
ngress.p4
5 control MyIngress(inout headers hdr,
52 apply {
54 if(hdr.ipv4.isvalid()) {
57 if(hdr.tcp.isvalid()) {
58 compute flow id();
39
60 bit<48> last_timestamp;
61 last_timestamp_reg.read(last_timestamp, (bit<32>)meta.flow id);
62
63 if(last timestamp == 0} {
64 last timestamp reg.write((bit<32=)meta.flow id,\
65 standard metadata.ingress global timestamp);
66 }
67 else if(standard metadata.ingress global timestamp - \
68 last_timestamp > 1008000){
69 clone_preserving field list(CloneType.I2E,5,08);
70 last_timestamp reg.write((bit<32=)meta.flow id, \
71 standard metadata.ingress global timestamp);
72 Y
73 }
74 }

Figure 22. Cloning the packet and modifying the timestamp of the last report sent.
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Lab 3: Measuring Flow’s Throughput

The action[clone preserving field 1list]|hasthree parameters:

e [Clone typel| this parameter indicates the cloning type (e.g., ingress to egress).

e [Session ID: this parameter indicates the session ID to be attached to the
cloned packets. The user defines the mirroring port of the cloned packets using
their session IDs.

e [ID of the field 1list] this parameter indicates which list of metadata fields
to preserve after cloning the packet. A field list should be defined in the metadata
header.

In the code above, the parameters have the following values:
e [Clone type is [CloneType.I2E| indicating that the cloning will be from the
ingress to the egress.
. is [5 indicating that the cloned packets will have session ID of value 8.
e [ID of the field 1ist]is[0indicating that the fields of the field list with ID O
will be preserved.

This P4 program will use cloned packets to send the throughput reports to the collector.
The egress block will process the cloned packets to include the number of bits of their
flow within the last second, and then mirror them to the collector.

Step 10. Save the changes to the file by pressing[ctrl + 4.

3.4 Processing and mirroring packets to the collector

Step 1. Click on the egress.p4 file to display the contents of the file. Use the file explorer
on the left-hand side of the screen to locate the file.

egress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 ngress.pd egress.pd x
~ LAB3 DELA egress.p
b as‘_:.p 4 1 /f.iz.-. O s R s
c-1e:ksun‘.p4 2 o g gk g g o e e e ok EGRESS PROCESSING ook o o e oo o e e ok ok o ok
3 EEE R R R e e e e R R R R R PR R R R II./
cmds
4
depatserpd 5 control MyEgress(inout headers hdr,
= egress.p 6 inout metadata meta,
headers.p4 7 inout standard metadata_t standard_metadata) {
ingress.pd 8
lab3.mn 9 apply {
ear 10
parser.pd n }
12}

Figure 23. Inspecting the egress.p4 file.

Step 2. Add the following code in the egress.p4 file to assign value [1] to the variable
[PKT INSTANCE TYPE INGRESS CLONE|

#define PKT INSTANCE TYPE INGRESS CLONE 1
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® egress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 egress.p4 @
1
~ LAB3 egress.p4
bask.p4 l kaA‘AkikxAxA&xxxAxAkikxAxAkikxAxAktk‘AxAkikxAxAx*kxA‘AkikxAx#&**&A&Ak**xA
checksur‘n.p4 2 R R R e E G R E S S P R O c E S S I N G EEE R L LRSS LT ]
ds 3 *#xt‘&***x&x&*&xx&&ﬁt$$x$x$$*$&4&&$tk‘&x&***x*&&**#&A‘&***x&x**&*&&&At**x;
cm
4 [#define PKT_INSTANCE TYPE_INGRESS_CLONE 1|
deparser.p4 5 = = = =
ETEEE(E 6  control MyEgress(inout headers hdr,
headers.p4 7 inout metadata meta,
ingress.p4 8 inout standard metadata t standard metadata) {
lab3.mn 9
parser.p4 16 apply {
11
12 }
13 }

Figure 24. Defining the variable PKT_INSTANCE_TYPE_INGRESS_CLONE with value 1.

Step 3. Add the following code to define a register array and a variable.

register<bit<48>>(65536) per flow tput reg;
bit<48> per flow tput;

@ egress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 egress.pd @
1
~ LAB3 egress.pd
bask.p4 l j*xAxA&xk‘AxA&*k‘AxAxt*xAxAki*xAxAk**xAxA**&xAxA*i&xA‘Aki&xAxA&xxxAxA&xk‘A
checksum.p4 2 rEEpEkrERERrirte F G RESS PROCESSING  Hfrsrsriorskeiores
d 3 **a*s&****And**k*And*t*sAnA***nds&k**nds****sAaA***s&ﬁ****s*s****AAS&***‘K
cmas
4 #define PKT INSTANCE TYPE INGRESS CLONE 1
deparser.p4 5 - - - e
egress.p4 6 control MyEgress(inout headers hdr,
headers.p4 7 inout metadata meta,
ingress.p4 8 inout standard_metadata_t standard_metadata) {
lab3.mn 9
parser.p4 10 rgglster<b1t<48>>[65536] per_flow tput reg;
11 bit<48> per_flow tput;
12

Figure 25. Defining a register and a variable.

Step 4. Add the following code to define the action[get and reset flow tput]|

action get and reset flow tput () {
per flow tput reg.read(per flow tput, (bit<32>) meta.flow id);
per flow tput reg.write((bit<32>) meta.flow id, O0);
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Lab 3: Measuring Flow’s Throughput

headers.p4 ingress.p4 egress.pd o

agress.pd

2 R EE E LR R LR L EGRESS PROCESSING R L EE RS LR R
3 #--t-c#--n-i--t#--k-c-i--t-*-k*--lc-t-t-t*-lci--lc-t*x*-lc#—-t-t*-t-t-k#—-t-c*-t-t*#--k-c-i--t-t-k*--lc-'--t-t*-ki--lc-t*x*-lc#—-t-t*-t-t-k#—-t-c!.’
4 #define PKT INSTANCE TYPE INGRESS CLONE 1

5

6 control MyEgress(inout headers hdr,

7 inout metadata meta,

8 inout standard metadata t standard metadata) {

9
10 register<bit<48>>(65536) per_flow tput reg;
11 bit<48> per flow tput;
12
13 action get and reset flow tput() {
14 per flow tput reg.read(per flow tput, (bit<32>) meta.flow id);
15 per_flow tput_reg.write((bit<32>) meta.flow_id, 0)
16 i
17
18 apply {
19
20 }
21 }

Figure 26. Defining the |get _and reset flow tput|action.

In the code above, the action [get and reset flow tput]first retrieves the throughput
of the flow from the register [per flow tput reg and stores it in the variable
ber flow tput], thenit resets the value of the register array at the same index to 0. Note
that meta.flow id metadata is used to index the register array in the retrieving and in
the resetting processes.

Step 5. Add the following code to define the action [count flow bits|.

action count flow bits() {
per flow tput reg.read(per flow tput, (bit<32>) meta.flow_id);
per flow tput = per flow tput + ((bit<48>)hdr.ipv4.totallLen << 3);
per flow tput reg.write((bit<32>) meta.flow_id, per flow_ tput);

Page 19



Lab 3: Measuring Flow’s Throughput

headers.p4 ngress.pd egress.pd @
egress.pd
2 R L E G R E S S P R O ( E S S I N G FEREERERER R R R R
3 1..&.1..{..1.4-*1..{:.1-#-.&4-.!:1..{:.&4-.14-.{:i..k.-c-t.-c-t.ki..k.-c-t.-c#-.k*..k.-c#-.-r.*.k*..t.x*.t*.k*..t.-c*.-c*.t*..t.-c*.t*.t*..t.w.*.w.*.t*..tx!i
4 #define PKT INSTANCE TYPE INGRESS CLONE 1
5
6 control MyEgress(inout headers hdr,
7 inout metadata meta,
8 inout standard metadata t standard metadata) {
9
10 register<bit<48=>(65536) per_flow _tput_reg;
11 bit<48> per flow tput;
12
13 action get_and reset flow tput() {
14 per_flow tput reg.read(per flow tput, (bit<32>) meta.flow id});
15 per_flow tput_reg.write((bit<32>) meta.flow _id, 0)
16 }
17 action count flow bits() {
18 per flow tput reg.read(per flow tput, (bit<32>) meta.flow id});
19 per flow tput = per flow tput + ((bit<48=) hdr.ipv4.totallen << 3});
20 per flow tput reg.write((bit<32>) meta.flow id, per flow tput);
21 i
22

Figure 27. Defining the action [count flow bits|

In the code above, the action [count flow bitg|first retrieves the number of bits of the
current flow from the register jper flow tput reg and stores it inside the variable
per flow tput] Then, the action adds the number of bits of the current packet to the
variableper flow tput]. Finally, the action stores back the updated number of bits in the
register. Note that the value of |hdr.ipv4.totallen| is shifted by 3 (i.e.,
lhdr.ipv4.totallen << 3| to transform the value from bytes to bits.

Step 6. Add the following code inside the apply block to check if the current packet is a
cloned instance.

if (standard metadata.instance type == PKI INSTANCE TYPE INGRESS CLONE) {
}
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headers.p4 ingress.p4 egress.pd @

egress.pd

6 control MyEgress(inout headers hdr,

=
10 register<bit<48>>(65536) per flow tput reg;
11 bit<48> per flow tput;
12
13 action get_and reset flow tputi) {
14 per flow tput reg.read(per flow tput, (bit<32>) meta.flow id);
15 per_flow tput reg.write((bit<32>) meta.flow id, ©);
16 1
17 action count_ flow bits() {
18 per flow tput reg.read(per flow tput, (bit<32>) meta.flow id);
19 per flow tput = per flow tput + ((bit<48>) hdr.ipv4.totalLen << 3);
20 per _flow tput reg.write((bit<32>) meta.flow id, per flow tput);
21 1
22
23 apply {
24 if(standard metadata.instance type == PKT_INSTANCE TYPE_INGRESS CLONE) {
25
26 b
27 }

Figure 28. Checking the instance type of the packet.

In the code above, [standard metadata.instance type| specifies if the packet is an
original instance or a cloned instance. If the instance type is 1, then the instance is a
cloned packet. Otherwise, the instance is an original packet. Thus, the if statement checks
if the current packet is cloned instance.

Step 7. Add the following code inside the if statement to apply the action

lget and reset flow tput]|

get and reset flow tput();

headers.p4 ingress.pd egress.pd @

egress.pd

6 control MyEgress(inout headers hdr,

=
10 register<bit<48>>(65536) per flow tput reg;
11 bit<48> per flow tput;
12
13 action get and reset flow tput() {
14 per flow tput reg.read(per flow tput, (bit<32>) meta.flow id);
15 per_flow tput reg.write((bit<32>) meta.flow id, 8);
16 }
17 action count flow bits() {
18 per flow tput reg.read(per flow tput, (bit<32>) meta.flow id);
19 per flow tput = per flow tput + ((bit<48>) hdr.ipv4.totalLen << 3);
20 per_flow tput reg.write((bit<32>) meta.flow id, per flow tput);
21 1
22
23 apply {
24 if(standard metadata.instance type == PKT_INSTANCE TYPE_INGRESS CLONE) {
25 Iget_and_reset_flow_tput{]J
26 by
27 1
28 }

Figure 29. Applying|get and reset flow tput|on cloned packets.
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Recall that the ingress pipeline will clone a packet to the egress pipeline only if a new
report should be sent (i.e., 1 second has passed since the last sent report to the collector).
Thus, upon receiving a cloned packet, the egress pipeline should retrieve the number of
bits of the flow collected over the last second in order to append it to the cloned packet
before mirroring it to the collector. After that, the egress pipeline should reset the
number of bits stored for the flow.

Step 8. Add the following code to set the header jhdr . report]to valid and to populate the
header.

hdr.report.setvValid() ;

hdr.report.throughput = (bit<48>)per flow tput;
hdr.report.src ip = hdr.ipvé4.srcAddr;
hdr.report.dst ip = hdr.ipv4.dstAddr;

headers.p4 ngress.pd egress.pd @
egress

255.p&

6 control MyEgress(inout headers hdr,

12

13 action get and reset flow tput() {

14 per flow tput reg.read(per flow tput, (bit<32>) meta.flow id);
15 per_flow_tput_reg.write((bit<32=) meta.flow_id, 0);

16 }

17 action count_flow bits(] {

18 per flow tput reg.read(per flow tput, (bit<32>) meta.flow id);
19 per flow tput = per flow tput + ((bit<48>) hdr.ipv4.totalLen << 3);
20 per_flow_tput_reg.write((bit<32=) meta.flow_id, per_flow_tput);
21 1

22

23 apply {

24 if(standard metadata.instance type == PKT_INSTANCE TYPE_INGRESS CLONE) {
25 get_and_reset_flow tput();

26 |

27 | hdr.report.setValid();

28 hdr.report.throughput = (bit<48=)per flow tput;

29 | hdr.report.src_ip = hdr.ipv4.srcAddr;

30 | hdr.report.dst_ip = hdr.ipv4.dstAddr;|

31 i

32 1

Figure 30. Populating header hdr . report].

In the code above, the header is set to valid so that the header can be
assembled with the packet in the deparser. The number of bits (which is stored in
per flow tput]) is assigned to the throughput field of the header (i.e.,
lhdr . report.througput]). The source and destination addresses of the flow are assigned
tothe[src ipland[dst ip|fields of the report header.

Step 9. Add the following code to discard the and headers of the cloned packets.

hdr.ipvé4.setInvalid() ;
hdr.tcp.setInvalid() ;
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headers.p4 ngress.pd egress.pd @

a5s.0d

6 control MyEgress(inout headers hdr,

17 action count flow bits() {

18 pPEr_TLowW_Lputl_rey.readlper_rwow_Ltput, (D1ll=s3L=) Mela. TLow_ 14/ ;

19 per_flow_tput = per_flow tput + ((bit<48=) hdr.ipv4.totallen << 3);
20 per_flow tput reg.write((bit<32>) meta.flow id, per flow tput);

21 }

22

23 ~ apply {

24 ~ if(standard metadata.instance type == PKT_INSTANCE TYPE_INGRESS CLOME) {
25 get and reset flow tput();

26 _

27 | hdr.report.setvalid();

28 hdr.report.throughput = (bit<48>)per flow tput;

29 | hdr.report.src_ip = hdr.ipv4.srcAddr;

30 | hdr.report.dst ip = hdr.ipv4.dstAddr;

31

32 | hdr.ipv4.setInvalid();

33 ’ hdr.tcp.setInvalid();

34 h

ngure 31. Discarding the and headers of the cloned packets.

In the code above, |hdr.ipv4.setInvalid ()] action discards the IPv4 header, and
consequently, discards all the data stored inside the header. This reduces the size of the
cloned packet, reducing the needed storage at the collector. jhdr.tcp.setInvalid()]
action discards the TCP header.

Note that the Ethernet header is not discarded because it is used to route the packets to
the collector. Because the collector and the switch are at the same network, the cloned
packets can be routed using the Ethernet header only. However, if the collector was at a
different network than the switch, then the IPv4 should be used to route the packet.

Step 10. Add the following code inside the else statement to discard the cloned packets’
payload.

truncate ( (bit<32>28) ;
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headers.p4 ngress.pd egress.pd ®

egress.pd

6 control MyEgress(inout headers hdr,
17 action count flow bits() {
14 |JE[_T LUW_I pU[_I Eg.reqaaiper _TI.UW_'E[.IUI r VDLT=322) meta.T LUW_lU,I H
19 per flow tput = per flow tput + ((bit<48>) hdr.ipv4.totalLen << 3);
20 per_flow tput reg.write((bit<32=) meta.flow id, per flow tput);
21 }
22
23 apply {
24 if(standard _metadata.instance type == PKT_INSTANCE TYPE_INGRESS CLONE) {
25 get_and _reset_flow tput();
26
27 hdr.report.setValid();
28 hdr.report.throughput = (bit<48=)per flow tput;
29 hdr.report.src_ip = hdr.ipv4.srcAddr;
30 hdr.report.dst ip = hdr.ipv4.dstAddr;
31
32 hdr.ipv4.setInvalid(};
33 hdr.tcp.setInvalid();
34
35 [truncate((bit<32>)28) ]
36 h
37 1

Figure 32. Discarding the packets’ payload.

In the code above, [truncate ((bit<32>) 28)]leaves the first 28 bytes of the packets and
drops everything else. The 28 bytes represent the Ethernet and report headers as follows:
6 bytes for the source MAC address, 6 bytes for the destination MAC address, 2 bytes to
the Ethernet Type, 6 bytes for the throughput field of the report header, 4 bytes to the
src_ip field of the report header, and 4 bytes to the dst_ip of the report header.

Step 11. Add the following code to modify the Ethernet type of the cloned packets.

hdr.ethernet.etherType = 0X1234;

headers.p4 ngress.p4 egress.pd @
egress.pd
_6  control MyEgress(inout headers hdr,
21 }
22
23 apply {
24 if(standard metadata.instance type == PKT_INSTANCE TYPE INGRESS CLONE) {
25 get and reset flow tput();
26
27 hdr.report.setValid();
28 hdr.report.throughput = (bit<48=)per_flow tput;
29 hdr.report.src ip = hdr.ipv4.srcAddr;
30 hdr.report.dst_ip = hdr.ipv4.dstAddr;
31
32 hdr.ipv4.setInvalid();
33 hdr.tcp.setInvalid();
34
35 truncate((bit<32>)28);
36 Ihdr.ethernet.etherType = 9x1234;|
37 )
38 }
39 }

Page 24



Lab 3: Measuring Flow’s Throughput

Figure 33. Modifying the Ethernet type field of the cloned packets.

It is necessary to modify the Ethernet type field (hdr.ethernet.etherType]) so that the
collector can process the cloned packets. The cloned packets have the custom header
[ceport]. Because the header is after the Ethernet header, the Ethernet Type field
should be modified to indicate that the next header is and not IPv4 or IPv6. The
value of the Ethernet Type field should not be preserved by any protocol (e.g., 0x800 is
preserved to IPv4 header and cannot be used).

Step 12. Add the following code to update the number of bits of the flow if the packet is
not a cloned instance.

else {

}

count flow bits();

headers.p4 ngress.p4 egress.pd ®
egress.pd
_6  control MyEgress(inout headers hdr,
21 }
22
23 apply {
24 if(standard metadata.instance type == PKT_INSTANCE_TYPE_INGRESS CLONE} {
25 get and reset flow tput();
26
27 hdr.report.setvalid();
28 hdr.report.throughput = (bit<48=)per flow tput;
29 hdr.report.src_ip = hdr.ipv4.srcAddr;
30 hdr.report.dst ip = hdr.ipv4.dstAddr;
31
32 hdr.ipv4.setInvalid();
33 hdr.tcp.setInvalid();
34
35 truncate((bit<32>)28);
36 hdr.ethernet.etherType = 0x1234;
37 }
38 else [{
39 | count_flow bits(});
40 i
41 1

Figure 34. Updating the number of bits of original instances.

Step 13. Save the changes to the file by pressing[ctrl + 4.

4

In this section, you will compile and load the P4 binary into the switches.

41

Loading the P4 program

Compiling and loading the P4 program to switch s1
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Step 1. Issue the following command in the terminal panel inside VS Code to compile the
program.

p4c basic.p4

egress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ngress.p4 egress.pd X
~ LAB3 egress.pd
basic.json 6 control MyEgress(inout headers hdr,
basic.p4 21 1 - -
basic.p4i 22
checksum.p4 23 apply {
cmds 24 if(standard_metadata.instance type == PKT_INSTANCE T
deparser.pa ;2 get and reset flow tput();
BT 27 hdr.report.setvalid();
headers.pd4 28 hdr.report.throughput = (bit<48>)per flow tput;
ingress.p4 29 hdr.report.src ip = hdr.ipv4.srcAddr;
lab3.mn 30 hdr.report.dst ip = hdr.ipv4.dstAddr;
parser.p4 31
32 hdr.ipv4.setInvalid();
33 hdr.tcp.setInvalid();
34
35 truncate((bit<32>)28);
36 hdr.ethernet.etherType = 0x1234;
37 }
38 else {
39 count_flow bits();
40 }
41 }
42 }

PROBLEMS QUTPUT TERMINAL PORTS DEBUG CONSOLE

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab3$
admin@Lubuntu-vm:~/P4-perfSONAR_Labs/Lab3$

Figure 35. Compiling a P4 program.
Step 2. Type the command below in the terminal panel to push the basic.json file to the

switch s1’s filesystem. The script accepts as input the JSON output of the p4c compiler,
and the target switch name. If asked for a password, type the password [password].

push to switch basic.json sl
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egress.p4 - Lab3 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 egress.pd X
~ LAB3 egress.pd
basic.jsen 6 control MyEgress(inout headers hdr,
basic.p4 21 } - -
basic.p4i 22
checksum.p4 23 apply {
e 24 if(standard_metadata.instance_type == PKT_INSTANCE_TYPE_INGRESS_
25 get and reset flow tput();
deparser.pél 26 - - - -
EFEES{EY 27 hdr.report.setValid();
headers.p4 28 hdr.report.throughput = (bit<48>)per flow tput;
ingress.p4 29 hdr.report.src_ip = hdr.ipv4.srcAddr;
lab3.mn 30 hdr.report.dst ip = hdr.ipv4.dstAddr;
parser.p4 31
32 hdr.ipv4.setInvalid();
33 hdr.tcp.setInvalid();
34
35 truncate((bit<32>)28);
36 hdr.ethernet.etherType = 0x1234;
37 }
38 else {
39 count_flow_bits();
40 }
41 }
42 }

PROBLEMS OUTPUT TERMINAL PORTS DEBUG CONSOLE

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab3$ p4c basic.p4

tadmin@lubuntu-vm:~fP4-perfSONARiLabs{Lab3$|push_to_switch basic.json sl|
[sudo] password for admin:
admin@Llubuntu-vm:~/P4-perfSONAR_Labs/Lab3$% I

» OUTLINE
Figure 36. Pushing the basic.json file to switch s1.

4.2 Verifying the configuration

Step 1. Click on the MinEdit tab in the start bar to maximize the window.

*= gterminal - 2 windows I MiniEdit "Host: h1"

Figure 37. Maximizing the MiniEdit window.

Step 2. Right-click on the P4 switch icon in MiniEdit and start the Terminal.
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- MiniEdit

File Edit Run Help

%

E
/h2
F
T
b

ht 51 pa switch Opti
WILC prions
~ [
ITerminaI I h3

Figure 38. Starting the terminal on the switch.

Note that the switch is running on an Ubuntu image started on a Docker container. Thus,
you will be able to execute any Linux command on the switch terminal.

Step 3. Issue the command [1s] on the terminal of the switch s1 that was opened in the
previous step.

1s

root@sl: /behavioral-model

1avioral -model#| 1s

Figure 39. Displaying the contents of the current directory in the switch s1.

We can see that the switch contains the basic.json file that was pushed previously after
compiling the P4 program.

5 Configuring switch s1

In this section, you will map switch s1 interfaces to the ports in the P4 program and start
the switch daemon. Then, you will load the rules to populate the match action tables.
After that, you will set the packet mirroring.

5.1 Mapping the P4 program’s ports

Step 1. Start the switch daemon by typing the following command.
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simple switch -i 0@sl-ethO -i 1@sl-ethl -i 2@sl-eth2 basic.json &

root@sl: /behavioral-model

rioral-mo
.Jjson &

Figure 40. Starting the switch daemon and mapping the logical interfaces to Linux interfaces.

5.2 Loading the rules to the switch

Step 1. In switch s1 terminal, press Enter to return the CLI.

root@sl: /behavioral-model
rooti # simple switch -1 ¢ -i
h2z b
[1]
root : i # Calling target program-options p

havioral-model#

Figure 41. Returning to switch s1 CLI.
Step 2. Push the table entries to the switch by typing the following command.

simple switch CLI < ~/P4-perfSONAR Labs/Lab3/rules.cmd
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root@sl: /behavioral-model - 0 X

odel# |simple switch CLI = ~/P4-perfSONAR Labs/ 3/rules. cmd
ch. ™7

ess.forwarding

action:
runtime data:

.forwarding
match
action:
runtime data:

Figure 42. Populating the forwarding table into switch s1.

The script above pushes the rules into the match-action table [forwarding]. This table
forwards packets matching the destination IPv4 address.

5.3 Defining packet mirroring
Step 1. Type the following command to start switch s1’s CLI.

simple switch CLI

root@sl: /behavioral-model

# |simple switch CLI

Control utility for runtime P4 table manipulation
RuntimeCmd: [

Figure 43. Starting switch s1’s CLI.

Step 2. In switch s1’s CLI, type the command below to forward the mirrored packets
with session [5] from port [2].

mirroring add 5 2

root@sl: /behavioral-model

RuntimeCmd:|mirroring add 5 2
RuntimeCmd:

Figure 44. Defining packet mirroring.
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6 Testing and verifying the P4 program

In this section, the user will use the collector to display the throughput measurements
collected from the switch.

6.1 Starting the collector

Step 1. Click on the MinEdit tab in the start bar to maximize the window.

*= gterminal - 2 windows I MiniEdit XTerm - 2 windows

Figure 45. Maximizing the MiniEdit window.

Step 2. Hold the right-click on host h3 and select Terminal. This opens the terminal of host
h3 and allows the execution of commands on that host.

- MiniEdit

File Edit Run Help

&

n - \
[

h3 Host Options

Terminal

Figure 46. Opening a terminal on host h3.
Step 3. Run the collector by issuing the command bellow.

python3 get throughput.py

"Host: h3"

@lubuntu-vm: /home/admin#| python3 get throughput.py I

Figure 47. Starting the collector script.
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The Python script [get _througput.py] collects, processes, and displays the throughput
measurements from the packets mirrored by the switch.

6.2 Testing the P4 program

Step 1. Open a terminal in host h2 and start the Iperf3 server by issuing the following
command.

iperf3 -s

"Host: h2"

root@lubuntu-vm: /home/admin# [iperf3 -s

Figure 48. Starting Iperf3 server on h2.

Step 2. Go back to host h1l terminal and start the iperf3 client by issuing the command
bellow.

iperf3 -c 10.0.0.2

"Host: h1"

Ié} nterval h ran i Retr
71 ) .00 e 7.77 MBytes |65.2 Mbits/se 65

MBytes

MBytes

MBytes

MBytes

MBytes

MBytes

MBytes

7.71 MBytes

Figure 49. Running an iperf3 test between host h1l and host h2.

The figure above shows that the bitrate is around 65 Mbits/sec.

Step 3. Go back to h3 terminal and inspect the throughput reported by the switch.
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"Host: h3"

python3 get throughput.py

Figure 50. Monitoring the throughput reported by the switch.

In the figure above, the throughput reported by the switch is around 67 Mbits/sec. Note
that iperf3 reports the goodput?® (i.e., the payload of the packets without considering the
size of the header). However, the switch reports the throughput. For this, there is slight
difference between the measurement reported by iperf3 and the measurement reported
by the switch.

This concludes lab 3. Stop the emulation and then exit out of MiniEdit.
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Lab 4: Monitoring the RTT of TCP Flows with P4

Overview

In this lab, you will learn how Round-Trip Time (RTT) is measured using a P4-
programmable data plane (PDP). The lab details the RTT calculation process, which is
performed using a hash table implemented on a P4 switch. You will generate traffic

between a sender and a receiver and observe the RTT measurements collected by a
monitoring system.

Objectives
By the end of this lab, students should be able to:
1. Understand how packets are paired to generate an RTT sample.
2. Implement the forwarding and RTT calculation logic in a PDP.
3. Evaluate the system by generating traffic between two end hosts.
Lab settings
The information in Table 1 provides the credentials of the machine containing Mininet.

Table 1. Credentials to access Client machine.

Device Account Password

Client admin password

Lab roadmap

This lab is organized as follows:

1. Section 1: Introduction.
2. Section 2: Lab topology.
3. Section 3: Measuring the RTT of TCP flows in the data plane.
4. Section 4: Compiling and loading the P4 program in the software switch.
5. Section 5: Testing and evaluating the P4 program.
1 Introduction

The Round-Trip Time (RTT) is an essential metric to evaluate network performance.
Increasing or fluctuating RTT values can degrade user Quality of Experience (QoE) and
signal potential network performance or security issues like congestion or routing
alterations. While end hosts often have access to RTT statistics, Internet Service Providers
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(ISPs) lack direct insights into the latency their customers experience. Even in data centers,
continuously tracking RTTs across all hosts is computing intensive. Therefore, continuous
RTT monitoring can enhance an ISP's ability to evaluate network security and
performance, covering aspects like BGP routing security, IP spoofing detection, Service-
Level Agreement (SLA) compliance, and QoE. Traditionally, network operators measure
RTT using active tools such as perfSONAR?, typically in response to client-reported service
quality issues. On the other hand, passive measurement tools generally provide RTT
samples based only on the initial three-way TCP handshake. These tools fail to capture
latency variations during prolonged TCP connections, such as video streaming.

With the emergence of P4-programmable data planes (PDPs), it is possible to calculate
the RTT of TCP flows in a scalable way. This approach has various benefits such as
detecting abnormal behaviors, identifying congested links, and enabling the development
of applications that mitigate RTT-related issues at line rate>*. Additionally, this approach
can complement active measurement tools such as perfSONAR to provide a more
accurate visibility of network events>.

1.1 RTT calculation process

Figure 1 shows the process of calculating RTT on a per-flow basis in the data plane. This
technique links the TCP sequence number (SEQ) and acknowledgment (ACK) numbers in
incoming and outgoing packets. The system determines the RTT by measuring the time
difference between these packets. This calculation occurs in the data plane using flow
identification (FID) and the expected acknowledgment (eACK) of outgoing packets as the
key for timestamp (Tstamp) values. The eACK is obtained by adding the packet length to
the SEQ. When an incoming packet matches the expected acknowledgment, an RTT
sample is generated by computing the difference between the timestamps.

Key Value i
Outgoing packet | ! P ——

A->B i FID eACK Tstamp | |
[ Seq=1001 j; A->B 1001 T=101 >

Len=3 A->B 1004 T=105

: ‘| Incoming packet
| A->C 2000 T=200 i
< L] C->A
T ACK =2000
Data plane
<«
—l_, : Insert record . :Match & erase

Figure 1. RTT calculation. When a TCP packet is received, its timestamp is compared with the
timestamp of the corresponding outgoing packet. This calculation uses a flow identifier (FID) and
the expected acknowledgment (eACK) as the key to retrieve the stored timestamp (Tstamp) value?.

1.2 Lab scenario
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In this lab, you will initiate a data transfer over TCP between two hosts. The P4 switch will
run a P4 program designed to calculate the RTT and send the RTT samples to a collector.
The collector will then display the RTT values calculated by the P4 switch.

Sender

P4 switch Receiver
S 3 S
S » & >IN
N TCP flow TCP flow NS
RTT sample

Collector

Figure 2. Lab scenario.

2 Lab topology

Let’s get started with creating a simple Mininet topology using MiniEdit. The topology
uses 10.0.0.0/8 which is the default network assigned by Mininet.

h1 a h2
‘Q\\ h1-eth0 sl-eth0 sl-ethl h2-eth0 ‘Q\\
x S
10.0.0.1 sl-eth2 10.0.0.2
h3-eth0

h3

10.0.0.3
Figure 3. Lab topology.

Step 1. A shortcut to MiniEdit is located on the machine’s desktop. Start MiniEdit by
double-clicking on MiniEdit’s shortcut. When prompted for a password, type password|.
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Computen

MiniEdit

Terminal
Figure 4. MiniEdit shortcut.

Step 2. In the MiniEdit application, load the topology by clicking on File then Open.
Navigate to the /ab4 folder and search for the topology file called lab4.mn and click on
Open. A new topology will be loaded to MiniEdit.

Edit Run Help

New

Save

Directory: /home/admin/P4-perfSONAR_Labs/Lab4 _|| @‘

=

H

UL

[ET [

File name: |lab4.mn

Files of type: Mininet Topology (*.mn) — | Cancel ‘

/

Figure 5. MiniEdit’s Open dialog.

Step 3. The network must be started. Click on the Run button located at the bottom left
of MiniEdit’s window to start the emulation.
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Stop  |EJ_____

Figure 6. Running the emulation.

2.1 Verifying connectivity between host h1 and host h2

Step 1. Hold the right-click on host h1 and select Terminal. This opens the terminal of host
h1 and allows the execution of commands on that host.

File Edit Rum Help

S
| F
e — g — [
hl s1 h2
Terminal

Figure 7. Opening a terminal on host h1.

Step 2. Test the connectivity between host hl and host h2 by issuing the command below.

ping 10.0.0.2 -c 4

"Host: h1"
root@lubuntu-vm: /home/admin# |ping 10.0.0.2 -C 4

|[PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

P.0.2 ping statistics
transmitted, © received, 100% packet loss, time 3077ms

root@lubuntu-vm: /home/admin# I

Figure 8. Performing a connectivity test between host hl and host h2.
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The figure above indicates no connectivity between host h1l and host h2 because there is
no program loaded into the switch. Note that there will be no connectivity between any
two hosts in the topology before loading a P4 program to the switch.

3 Measuring the RTT of TCP flows in the data plane

In this section, you will examine the ingress pipeline of the P4 program used to compute
the RTT of TCP flows. The ingress pipeline implements the forwarding and the RTT
calculation logics.

31 Loading the programming environment

Step 1. Launch a Linux terminal by double-clicking on the icon located on the desktop.

Computer

MinfEdit

Terminal

Figure 9. Shortcut to open a Linux terminal.

The Linux terminal is a program that opens a window and permits you to interact with a
command-line interface (CLI). A CLl is a program that takes commands from the keyboard
and sends them to the operating system to perform.

Step 2. In the terminal, type the command below. This command launches the Visual

Studio Code (VS Code) and opens the directory where the P4 program for this lab is
located.

code P4-perfSOANR Labs/Lab4
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admin@lubuntu-vm: ~

File Actions Edit View Help

admin@lubuntu-vm: ~ <]
P4-perfSONAR_Labs/Lab4

Figure 10. Loading the development environment.

3.2 Inspecting the ingress pipeline

The ingress pipeline implements the forwarding and the RTT calculation logic. It uses a
hash table to index the timestamps to calculate the RTT values as explained in section 1.
3.2.1 Understanding the forwarding logic

The actions and table needed to implement the forwarding logic are already provided in
this lab. The goal of this section is to understand its behavior.

Step 1. Click on the ingress.p4 file in the file explorer on the left-hand side.

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 ingress.p4d X
~ LAB4 LELA ngress.pd
hasi-:p4 1 /*'}-é***'}-}*i*-#-}*i*'#'}ii*'#'}ii*'#'}ii*-#'#ii*-!'#&ii-i'#&ii-i'#&*i-i
E‘1e-:k5ur1*.p4 2 EEEE SR L S I N G R E S S P R 0 c E S S I N G FRkkEdExkERkERExkRkE
) B 3 **'}-é***'}-}*i*'#-}*i*'#'}ii*'#'}ii*-#-}ii*-#'#ii*-i'#&ii-!'#&ii-!'#&ii-l{‘

deparser.p4 4

egress.pd 5 control MyIngress(inout headers hdr,

headers.p4 6 inout metadata meta,

7 inout standard metadata t standard metadata) {

lab4.mn 8

pa,se,.pq g /’#***'}-}*i*'#-}*i*'#'}ii*'#'}ii*'#'}ii*-#'#ii*-i'#&ii-i'#&*i-i'#&*i-i-#&
lo .-.t..t:t..k'.f..-..f..tt.k'.(..-..f..tt..t'.#..v.f.FORWhRDING ﬂCTIONS AND TABLES#.J(.'.J.'..#.J:#..t.'..i.'..(.t#..t.'.d..'.#.k
l 1 ER R R R R R R R R E R R R R R R R R ;
12 action forward(macAddr_t dstAddr, egressSpec_t port) {
13 standard _metadata.egress_spec = port;
14 hdr.ethernet.srcAddr = hdr.ethernet.dstAddr;
15 hdr.ethernet.dstAddr = dstAddr;
16 hdr.ipv4.ttl = hdr.ipv4.ttl - 1;
17 }
18
19 action drop() {
20 mark_to_drop(standard metadata);
PROBLEMS ~ OUTPUT  TERMINAL  PORTS  DEBUG CONSOLE

admin@lubuntu-vm: ~/P4-perfSONAR_Labs/Lab4$ []

Figure 11. Navigating into the ingress.p4 file.

Step 2. Inspect the [forward| and [drop| actions.
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ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 ingress.pd %
~ LAB4 LELA ngress.pd
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 9 R e
deDaI‘Sel'.pd lD '—'*'**'.‘"*"*'**'*"*"*'**"*"*"*FOR‘I'J‘ARDING ﬂCTIONS AND TABLES»}..{:AA*A.&#..i:.-a.{.ﬁA.i:#..i.-h{.-aA.k
egress.p4 11 SRS KSR HE SR K OO R SR RO SOR KR SR R B RS R K R
el 12 action forward(macAddr t dstAddr, egressSpec t port) {
p— 13 standard metadata.egress spec = port;
= DA 14 hdr.ethernet.srcAddr = hEr.ethernet.dstAddr;
lab4.mn 15 hdr.ethernet.dstAddr = dstAddr;
parser.p4 16 hdr.ipv4.ttl = hdr.ipv4.ttl - 1;
17 }
18
19 action drop() {
20 mark_to_drop(standard metadata);
21 }
22
23 table forwarding {
24 key = {
25 hdr.ipv4.dstAddr : exact;
26 }
27 actions = {

PROBLEMS OUTPUT TERMINAL PORTS DEBUG COMNSOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4$ |:|

Figure 12. Inspecting the [forward|and [drop| actions.

These actions are explained as follows:

e [forward ()] this action receives as parameters the destination MAC address (i.e.,
lmacAddr t dstAddr]) and the egress port (i.e., egressSpec t port|). The values
of these parameters are provided by the control plane. The behavior of the action
specifies the egress port and performs the swapping between the source and
destination of the MAC addresses. Finally, this action decreases the TTL value in
the IPv4 header.

e [drop () this action uses the mark to_drop ()] primitive to indicate through the
standard metadata that the current packet must be dropped.

Step 3. Inspect the table.
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ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.pa ingress.p4 X
v LAB4 LELS ngress.pd
basic.p4 5 control MyIngress(inout headers hdr,
checksum.pd lé actiﬁglfgr\ﬁr(‘j LTaEAdEr_E Elft{.(‘h{r, egressSpec_t port) {
deparser.p4 17 } : ) '
egress.p4 18
hea(le|‘s_p4 19 action dropH {
= ingress.p4 20 mark_to_drop(standard_metadata);
21
lab4.mn
22
PR 23 table forwarding {
24 key = {
25 hdr.ipv4.dstAddr : exact;
26 I
27 actions = {
28 forward;
29 drop;
30 }
31 size = 1024;
32 default_action = drop();
33 ]
24
PROBLEMS ~ OUTPUT  TERMINAL  PORTS  DEBUG CONSOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4d$ []
Figure 13. Inspecting the forwarding table.

This match-action table has the following components:

e [key: whichin this example is the destination IPv4 address. The match type is exact.

® [actions]|: the list of actions that this table implements.

e [sizef: the maximum number of entries that the table will allocate.

e [default action|: the action that will be executed when there is a miss in the
table i.e., when the IPv4 destination address is not present in the table.

3.2.2 Understanding the components of the RTT calculation logic

The RTT calculation logic consist of calculating the difference between the time stamps of
two types of TCP segments: 1) the SEQ and 2) the corresponding ACK. This is performed
by implementing a hash table where the keys are the flow ID (i.e., source and destination
IPv4 addresses and port numbers, and the protocol specified in the IPv4 header) and the
expected ACK (i.e., eACK). This logic is explained with more details in Section 1.

Step 1. Consider lines 38-52 to see how the flow ID is computed.
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ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 ingress.pd x
~ LAB4 I‘C‘II'GS.‘-.\.J
basic.pa 5 control MyIngress({inout headers hdr,
C‘Tecksun".p4 3? -‘-Lk#-k-'-A-'-A-kd--k-'sA-'-A-ki-k-‘cA-‘A-k1--&‘cA-‘cA-k#--k-ht‘Ak#--k-‘--{«-‘h&k#-k-‘--{«-‘--{«-kd--k-'-t-'--t-ki-k-‘s-k-‘s»t-ki--k‘cA-‘cA-kf'
deparser.p4 38 action compute flow id() {
SEERED 39 hash |( )
R 40 meta.flow_id,
- 41 HashAlgorithm.crcl6,
[R5 42 (bit<l=)®@,
labd.mn 43 {
parser.pd 44 hdr.ipv4.srcAddr,
45 hdr.ipv4.dstAddr,
46 hdr.ipv4.protocol,
47 hdr.tcp.srcPort,
48 hdr.tcp.dstPort
49 }
50 (bit<16=)65535
51 )i
52 }
53
54 action mark SEQ() {
55 meta.pkt type = PKT TYPE SEQ;

PROBLEMS OUTPUT TERMINAL PORTS DEBUG CONSOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4d$ []

Figure 14. Inspecting flow ID computation action.

This action computes a unique identifier (meta.flow id) for the flow using a CRC16 hash
of the source and destination IP addresses, the protocol, and the source and destination
TCP ports.

Step 2. Consider the actions mark SEQ ()] and mark ACK ()] These actions mark packets
as either SEQ (sequence) or ACK (acknowledgment) based on their type.

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER ingress.pd x
v LAB4 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 38 action compute flow id() {
deparser.p4 _33 hashrf
egress.p4 50 (bit<16>)65535
headers.p4 51 |H
ingress.p4 52 1
lab4.mn 33
54 action mark SEQ() {
(PR 55 meta.pkt type = PKT TYPE_SEQ;
56 }
57
58 action mark ACK() {
59 meta.pkt type = PKT TYPE ACK;
60 }
61
62 table get packet type {
63 key = {
64 hdr.tcp.flags: ternary;
65 hdr.ipv4.totallLen: range;

PROBLEMS OUTPUT TERMINAL PORTS DEBUG CONSOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4d$ D

Figure 15. Inspecting the packet type marking actions.

Step 3. Scroll down and consider lines 62-80 and inspect the table [get packet type]
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ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER ingress.pd %
s LAB4 ngress.pd
basic.pa 5 control MyIngress(inout headers hdr,
checksum.p4 62 table get packet type {
deparser.p4 63 key = {
STEESED 64 hdr.‘Fcp.fLags: ternary;
65 hdr.ipv4.totallLen: range;
headers.p4 66 }
CrgfEss e 67 actions = {
lab4.mn 68 mark_SEQ;
parser.p4 69 mark_ACK;
70 drop;
71 }
72 default_action = mark_SEQ();
73 const entries = {
74 (TCP_FLAGS S, _) : mark SEQ();
15 (TCP_FLAGS S + TCP_FLAGS A, ) : mark ACK();
76 (TCP_FLAGS A, ©..80) : mark ACK();
17 (TCP_FLAGS A + TCP_FLAGS P, 0..88) : mark ACK();
78 { ,100..1600): mark SEQ;
79 (TCP_FLAGS R, _): drop();
80 (TCP_FLAGS F, ): drop();

PROBLEMS OUTPUT TERMINAL PORTS DEBUG CONSOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Labds []

Figure 16. Inspecting the packet type match-action table.
This table classifies packets as SEQ or ACK based on their TCP flags and total length. SEQ
packets are marked with and ACK packets with mark ACK ()]. Certain TCP
flags like RST and FIN result in the packet being dropped.

Step 4. Inspect lines to understand how the expected ACK is computed.

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER ingress.p4 X
~ LAB4 ngress.p4

basic.pa 5  control MyIngress(inout headers hdr,

checksum.pd 62 table get_packet_type {

A 73 const enEr{es i :[7_ o

egress.p4 80 (TCP_FLAGS F, ): drop();

headers.p4 81 }

ingress.p4 82 ¥
83

l=b s 84 action compute expected ack() {

parser.p4 85 meta.expected_ack = hdr.tcp.seqNo + ((bit<32>)(hdr.ipv4.totalLen -
86 (((bit<l6=)hdr.ipv4.ihl + ((bit<16>)hdr.tcp.data0ffset)) * 16w4)));
87 if(hdr.tcp.flags == TCP_FLAGS_S) {
88 | meta.expected ack = meta.expected ack + 1;
89 }
90 }
91
92 action get_pkt_signature SEQ() {
93 hash (
94 meta.pkt_signature,
95 HashAlgorithm.cre32,
96 (bit<l=)0.

PROBLEMS OUTPUT TERMINAL PORTS DEBUG CONSOLE

admin@Lubuntu-vm:~/P4-perfSONAR_Labs/Lab4s []
Figure 17. Inspecting the expected ACK computation action.

This action calculates the expected ACK number (meta.expected ack|) for a SEQ packet.
It accounts for the total length of the IPv4 packet and adjusts based on the header lengths
of IPv4 and TCP. If the packet is a SYN, the expected ACK is incremented by 1.
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Step 5. Inspect lines 92-106 to understand how the SEQ signature is calculated.

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER ingress.p4 X
 LAB4 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 91
deparser.pa 92 action get pkt signature SEQ() {
S Es a3 hash |
i 94 meta.pkt signature,
headers.p4 -
: 95 HashAlgorithm.crc32,
EEES 96 (bit<i=)o,
lab4.mn 97 {
parser.p4 98 hdr.ipv4.srcAddr,
99 hdr.ipv4.dstAddr,
160 hdr.tcp.srcPort,
101 hdr.tcp.dstPort,
102 meta.expected ack
103 }.
le4 (bit<32>)1048576
1es5 )i
166 }
167
108 action get_pkt_signature ACK() {
19 hash (

PROBLEMS QuUTPUT TERMINAL PORTS DEBUG CONSOLE

admin@lubuntu-vm:~/P4-per fSONAR_Labs/Lah4$ []

Figure 18. Inspecting the packet signature computation action (SEQ).

These actions compute a unique signature for SEQ and ACK packets using a CRC32 hash.
The signature for SEQ packets includes the source and destination IP addresses and ports,
along with the expected ACK number. For ACK packets, the signature includes the same
fields but swaps the source and destination addresses and ports and uses the actual ACK
number.

Step 6. Similarly, inspect lines 108-122 to understand how the ACK signature is calculated.

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER ingress.pd X
~ LAB4 ngress \,-4
basic.p4 5 control MyIngress{inout headers hdr,
checksum.p4 107 i
deparser.p4 108 action get pkt signature ACK() {
egress.p4 109 hash |
headers.p4 110 meta.pkt_signature,
111 HashAlgorithm.crc32,
ingress.p4 X
112 (bit<l>)0,
lab4.mn 113 I
parser.p4 114 hdr.ipv4.dstAddr,
115 hdr.ipv4.srcAddr,
116 hdr.tcp.dstPort,
117 hdr.tcp.srcPort,
118 hdr.tcp.ackNo
119 1,
120 (bit<32>)1048576
121 );
122 }
123
124 register<bit<32>>(1048576) last timestamp_reg;
125

PROBLEMS QUTPUT TERMINAL PORTS DEBUG CONSOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4$ [|

Figure 19. Inspecting the get packet signature action (ACK).
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Lab 4: Monitoring the RTT of TCP Flows with P4

Step 7. Consider the following register. This register stores timestamps, indexed by the
packet signatures.

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER ingress.p4 X
~ LAB4 ngress.p4

basic.pa 5 control MyIngress{inout headers hdr,

checksum.p4d 108 action get_pkt_signature ACK() {

deparser.p4 109 hash {
113 {

egress.p4 -
115 hdr.ipv4.srcAddr,

headers.p4

: 116 hdr.tcp.dstPort,

(g 117 hdr.tcp.srcPort,

lab4.mn 118 hdr.tcp.ackNo

parser.p4 119 1,
120 (bit<32>)1048576
121 );
122 }
123
124 | register<bit<32>>(1048576) last_timestamp_reg; |
125
126 flt*t-‘vllkit'Q'*ki*'l'*ti*'+'§t#t'*'§*#t'*'#**k-!vﬁt*k'A"#tit'#'#kit'#'*k
127 'lt*tvivlﬂlit'#'*ki*'l'*tiﬁlNGRESS PIPELINE LOGICivit*k'A"#tit'#'#kit'#'*k
128 .-..lt»..ﬁ.-»L-..r.kd..ﬁ.-»'«-.A.h1..':.-..7«-.A.v=1.':.-.4.-.4.**t.-.A.-.Lt*.t-.A.-»'«.t»..h-..{..-.t«t»..h.-.{..-..rtd..ve.-»'«.-..r.hd..ﬁ.-.t«-.A.hj.’
129 apply {
130 if(hdr.ipv4.isValid()) {

PROBLEMS QUTPUT TERMINAL PORTS DEBUG CONSOLE

admin@Lubuntu-vm:~/P4-perfSONAR_Labs/Lab4$ []

Figure 20. Inspecting the register that stores the last timestamp.

3.2.3 Understanding how the forwarding and RTT calculation logic are applied

In this section you will understand how the forwarding and RTT calculation logics are
applied. The forwarding logic consists of applying the table. This logic is
implemented in the block in the ingress pipeline. The RTT calculation logic applies
the following steps:

1. When a SEQ packet arrives, the flow ID and expected ACK are computed. A
signature is then created using these values.

2. The timestamp of the SEQ packet is stored in the register using the packet
signature as the index.

3. When an ACK packet corresponding to a previously seen SEQ packet arrives, its
signature is computed similarly.

4. The currenttimeisretrieved, and the stored timestamp for the corresponding SEQ
packet is fetched from the register.

5. The RTT is calculated by subtracting the stored timestamp from the current time.

Step 1. Inspect the ingress pipeline logic by scrolling down until the block. Line 130

contains the statement that verifies if the IPv4 header is valid, and the following line
applies the forwarding logic.
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ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Te

rminal Help

EXPLORER ingress.p4 x
“ LAB4 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
126 j-i-k#--ka*n-«-ki-k-'--t‘»t-ki--k-c-k-'--lki--k-‘--{«-c-k-kd-k-'-A-‘A-ksi--k‘A-'-A-ki-k-'--t-c»t-k#--k.-s.k.v.-tk:{..k.-s.{«.-s.k.kik.v.A.-sA.k
checksum.p4
12? .‘A.kal..k.-s»t.-sA.ki.k.‘-l‘s»t.k#..k‘.k.‘.lki..kINGRESS PIPELINE LOGIC.&x*.k#-.L‘A.‘Jk:{..k.-s.{«.-s.k.kik.v-A.-sA.k
depal'sel:pd 128 .‘A.kal..k.-s»t.-sA.ki.k.‘-l‘s»t.k#..k‘.k.‘.lki..k.x.{«.-c.k.kd.k.‘A.-sA.ksi..k-sA.‘A.k1.k.x.{.-c»t.k#..k.-s.k.x.{.k#..k.-s.{«.-s.k.kik.v-A.-sA.ka
egress.pd 129 apply {
headers.p4 130 if(hdr.ipv4.isvalid()) {
ingress.p4 131 forwarding.apply();
lab4.mn 132
parser.pd 133 if(hdr.tcp.isvalid()) {
134 compute flow id();
135 get packet type.apply();
136
137 ifimeta.pkt type == PKT TYPE SEQ) {
138 compute expected ack();
139 get_pkt signature SEQ();
140 last_timestamp reg.write((bit<32>)meta.pkt_signature,
141 hit<32>)standard_metadata. ingress_global_timestamp);
142 } else {
143 get_pkt_signature ACK();
144 bit<32> extracted ts;

PROBLEMS OUTPUT TERMINAL PORTS

admin@Lubuntu-vm:~/P4-perfSONAR_Labs/Lab4$ []
Figure 21. Inspecting how the forwarding logic is applied.

Step 2. Consider lines 133-135 that applies TCP header validation, flow ID computation,
and packet type determination.

ingress.p4 - Lab4 - visual Studio Code

File Edit Selection view Go Run Terminal Help
EXPLORER ingress.pd %
~ LAB4 ngress.pd

basic.p4 5 control MyIngress{inout headers hdr,

checksum.pd 129 apply {

deparser.p4 130 if(hdr.ipv4.isvalid()) {

egress.pd 131 forwarding.apply();

headers.p4 132 - . -

i 133 if(hdr.tcp.isvalid()) {

ingress.pd 134 compute_flow id();

labd.mn 135 get packet type.apply();

parser.p4 136
137 if(meta.pkt type == PKT TYPE SEQ) {
138 compute_expected ack();
139 get pkt signature SEQ();
148 last_timestamp reg.write((bit<32>)meta.pkt_signature,
141 bit<32>)standard metadata.ingress global timestamp);
142 } else {
143 get pkt signature ACK();
144 bit<32> extracted_ts;
145 last_timestamp_reg.read(extracted ts, (bit<32>)meta.pkt_signature);
146 meta.rtt_sample = (bit<32>)standard metadata.ingress_global timestamp
147 - extracted ts;

PROBLEMS OUTPUT TERMIMAL PORTS DEBUG C

SOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Laba$ [|

Figure 22. Inspecting how the flow ID and packet types are obtained.

Step 3. The code fragment below applies the SEQ packet handling.
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File Edit Selection View Go Run Terminal Help

EXPLORER

v LAB4
basic.p4
checksum.p4
deparser.p4
egress.pd
headers.p4
ingress.p4
lab4.mn

parser.p4

ingress.pd X

ngress.pd
control MyIngress{inout headers hdr,

5
129
130
133

1349
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149

PROBLEMS OUTPUT TERMIMAL

apply {

ingress.p4 - Lab4 - Visual Studio Code

if(hdr.ipv4.isvalid()) {

if(hdr.tcp.isvalid()) {
COMpULE_1Low_L1uij;

get_packet_type.apply(});

if(meta.pkt type == PKT TYPE SEQ) {

compute_expected_ack();

get pkt signature SEQ();

last_timestamp reg.write((bit<32>)meta.pkt_signature,
bit<32>)standard metadata.ingress_global timestamp);

T else [

i

get_pkt_signature ACK();

bit<32> extracted ts;

last_timestamp_reg.read{extracted_ts, (bit<32=>)meta.pkt_signature);

meta.rtt_sample = (bit<32>)standard_metadata.ingress_global timestamp
- extracted ts;

clone_preserving field list(CloneType.I2E, 5, 0);

PORTS DEBUG CONSOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4$ |:|
Figure 23. Inspecting how the sequence number is collected.

If the packet is a SEQ packet:

e [compute expected ack ()]calculates the expected ACK number.

e [get pkt signature SEQ ()|computes a unique signature for the SEQ packet.

e The current timestamp is stored in the[last timestamp reg|register, indexed by
the packet signature.

Step 4. The code fragment below applies the ACK packet handling.

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER

~ LAB4
basic.p4
checksum.p4
deparser.p4
eqgress.pd
headers.p4
ingress.p4
lab4.mn

parser.pd

ingress.p4 x

ngress.p4

control MyIngress{inout headers hdr,

5
129
130
133

139
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149

aen

PROBLEMS OuTPUT TERMINAL

apply {

if(hdr.ipv4.isValid()) {

if (hdr.tcp.isvalid()) {
COMpULE_TLow_1ul);

get packet type.apply(});

if(meta.pkt type == PKT TYPE SEQ) {

compute_expected_ack();
get_pkt_signature SEQ();
last_timestamp_reg.write((bit<32=>)meta.pkt_signature,
bit<3?>)standard metadata.ingress global timestamp);

} else {

get_pkt_signature ACK();

bit<32> extracted_ts;

last_timestamp_reg.read(extracted ts, (bit<32>)meta.pkt_signature);

meta.rtt_sample = (bit<32>)standard metadata.ingress_global_ timestamp
- extracted ts;

clone_preserving field list(CloneType.I2E, 5, 0);

A

PORTS DEBUG CONSOLE

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Laba$ [|

Figure 24. Inspecting how the expected ACK is computed.

If the packet is an ACK packet:

® [get pkt signature ACK ()|]computes a unique signature for the ACK packet.

Page 17



Lab 4: Monitoring the RTT of TCP Flows with P4

e The timestamp of the corresponding SEQ packet is read from the
[last timestamp reg|register using the computed signature.

e The RTT sample (meta.rtt samplel) is calculated as the difference between the
current timestamp and the extracted timestamp.

e The packet is cloned and sent to the control plane for further analysis or action
using[clone preserving field list (CloneType.I2E, 5, 0)] where[5is the
session ID that determines how the packet is cloned and [] is the field list ID that
specifies which packet fields to preserve in the clone.

4 Compiling and loading the P4 program in the software switch

In this section, you will compile and load the P4 binary into the switches. You will also
verify that the binaries reside in the switch’ filesystem.

4.1 Compiling the P4 program

Step 1. Issue the following command in the terminal panel inside VS Code to compile the
program.

p4c basic.p4

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER ingress.pd X
~ LAB4 ngress.pd
5 control MyIngress(inout headers hdr,

basic.p4 129 EPBU_' { . ) )

basic.pai 130 1f(hcllr.1pv4‘1s\rallld{]‘) {
133 if(hdr.tcp.isvalid()) {

checksum.pd 134 LulipuLe_1Low_1ut J;

deparser.p4 135 get packet type.apply();

egress.pd 136

headers.pa 137 if(meta.pkt_type == PKT_TYPE_SEQ) {

[re—— 138 compute_expected ack(];
139 get_pkt_signature_SEQ();

[ 140 last timestamp reg.write((bit<32>)meta.pkt signature,

parser.p4 141 \ (bit<32>)standard _metadata.ingress_global_timestamp);
142 } else {
143 get_pkt_signature ACK();
144 bit<32> extracted_ts;
145 last_timestamp_reg.read(extracted_ts, (bit<32>)meta.pkt_signature);
146 meta.rtt_sample = (bit<32>)standard metadata.ingress_global_timestamp
147 - extracted ts;
148 clone_preserving field_list(CloneType.I2E, 5, 0);
149 ]

PROBLEMS OUTPUT  TERMINAL PORTS DEBUG CONSOLE

® adnin@lubuntu-vm: ~/P4-perfSONAR_Labs/Lab4$
admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4$

Figure 25. Compiling a P4 program.
As a result, the compilation process will produce a .json file (i.e., basic.json), which is

similar to a binary that is interpreted by the software switch.

4.2 Loading the P4 program

Page 18



Lab 4: Monitoring the RTT of TCP Flows with P4

Step 1. Type the command below in the terminal panel to push the basic.json file to the
switch s1’s filesystem. The script accepts as input the JSON output of the p4c compiler,
and the target switch name. If asked for a password, type the password jpassword|.

push to switch basic.json sl

ingress.p4 - Lab4 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER ingress.pd
~ LAB4 ngress.pd

basic.json 5 control MyIngress(inout headers hdr,

basic.p4 129 apply {

e 130 iﬂhclir.ipv4.isv§lid{]l) {
133 if (hdr.tcp.isvalid()) {

checksum.p4 L5% CompuLe_1Low_1ai ) ;

deparser.p4 135 get_packet_type.apply(};

egress.pd 136

headers.pa 137 if(meta.pkt_type == PKT_TYPE SEQ) {

[re—— 138 compute_expected ack();
139 get_pkt_signature SEQ();

(D% 140 last_timestamp_reg.write((bit<32>)meta.pkt_signature,

parser.p4 141 (bit<32>)standard metadata.ingress global timestamp);
142 } else {
143 get pkt signature ACK();
144 bit<32> extracted_ts;
145 last timestamp reg.read(extracted ts, (bit<32>)meta.pkt signature);
146 meta.rtt_sample = (bit<32>)standard_metadata.ingress_global_timestamp
147 - extracted ts;
148 clone_preserving_field_list(CloneType.I2E, 5, 0);
149 i

PROBLEMS QUTPUT TERMINAL PORTS DEBUG CONSOLE

L]

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4$ p4c basic.p4

admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab4$ |pu5h_to_switch basic.json 51|
[sudo] password for admin:
admin@lubuntu-vm:~/P4-perfSONAR_Labs/Labas [

Figure 26. Pushing the basic.json file to switch s1.

L]

4.3 Verifying the configuration

Step 1. Click on the MinEdit tab in the start bar to maximize the window.

B MiniEdit basic.p4 - ...Studio Code

Figure 27. Maximizing the MiniEdit window.

Step 2. Right-click on the P4 switch icon in MiniEdit and start the Terminal.
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-} MiniEdit

File Edit Run Help

P4 Switch Options

P
- =

hl

ITerminaII
h3

Figure 28. Starting the terminal on the switch.

Note that the switch is running on an Ubuntu image started on a Docker container. Thus,
you will be able to execute any Linux command on the switch terminal.

Step 3. Issue the command on the terminal of the switch s1 that was opened in the
previous step.

1s

root@sl: /behavioral-model

4

cshavioral-model#|1s

1avioral -mod

Figure 29. Displaying the contents of the current directory in the switch s1.
We can see that the switch contains the basic.json file that was pushed previously after
compiling the P4 program.
5 Configuring switch s1
In this section, you will map switch sl interfaces to the ports in the P4 program and start
the switch daemon. Then, you will load the rules to populate the match action tables.
5.1 Mapping the P4 program’s ports

Step 1. Start the switch daemon by typing the following command.

simple switch -i 0O@sl-ethO -i 1@sl-ethl -i 2@sl-eth2 basic.json &
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root@sl: /behavioral-model

3s1: /behavioral-model# |simple switch -1 0@sl-eth® -1 1@sl-ethl

basic.json &

1: /behavioral-model# Calling target program-optior
( g interface sl-etho as port ©
Adding interface sl-ethl as port 1
Adding interface sl-eth2 as port 2

Figure 30. Starting the switch daemon and mapping the logical interfaces to Linux interfaces.

5.2 Loading the rules to the switch

Step 1. In switch s1 terminal, press Enter to return the CLI.

root@sl: /behavioral-model

root@sl:/behavioral l# simple switch -i 0@sl-eth® -i 1@sl-ethl

asic.json &

asl:/behavioral-model# Calling target program-options parser
Adding interface sl-eth® as port ©
Adding interface sl-ethl as port 1

)

Adding interface sl-eth2 as port 2

3s1:/behavioral-model I

Figure 31. Returning to switch s1 CLI.
Step 2. Inspect the control plane rules by issuing the following command:
cat ~/lab4/rules.cmd

root@sl: /behavioral-model

Figure 32. Displaying the content of the file that contains the control plane rules.

Step 3. Push the table entries to the switch by typing the following command.

simple switch CLI < ~/lab4/rules.cmd
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root@sl: /behavioral-model

ation
ct match table MyIngress.forwardin

g
match k
action:
runti

Runti i = n table MyIngress.forwarding
match key: ' : 8
action:
runtime da
Entry h
e MyIngress.fo

avioral-model# JJ

Figure 33. Populating the forwarding table into switch s1.

The script above pushes the rules into the match-action table [forwarding]. This table
forwards packets matching the destination IPv4 address.

6 Testing and evaluating the P4 program
In this section you will initiate a data transfer over TCP between host h1l and host h2. Then,
you will observe the RTT values in host h3. You will run an iPerf3 client and server to

reproduce the data transfer and a python script on host h3 to capture the RTT samples.

Step 1. Navigate to host h2 terminal by clicking on the icon in the taskbar as shown below.

. root@s1: /behavioral-model
L "Host: h1"

'\ "Host: h2"

» TIMELINE
X ®O0AD Wo Host: h3

iy E & - M * shellNo.1 R MiniEdit ' XTerm - 4 windows Jingress.p4...tudio Code
Figure 34. Navigating into host h2 terminal.

Step 2. Start the iPerf3 server in host h2 by issuing the following command:

iperf3 -s
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"Host: h2"

dmin#|iperf3 -s

Figure 35. Starting the iPerf3 server on host h2.

Step 3. Navigate to host h3 terminal by clicking on the icon in the taskbar as shown below.

root@s1: fbehavioral-model
"Host: h1”

"Host: h2"

@0MA0 WO "Host: h3"

*= ShellNo. 1 R MiniEdit XTerm - 4 windows Jingress.p4...tudio Code
Figure 36. Navigating into host h3 terminal.

Step 4. Start the sniffing script on host h3 by issuing the following command:
python3 get rtt.py
"Host: h3"

root@lubuntu-vm: f/home/admin# [python3 get rtts.p
RTT sniffer running. Waiting for 1ncomlng packe

Figure 37. Starting the sniffing script on host h3.

Step 5. Navigate to host h1 terminal by clicking on the icon in the taskbar as shown below.

root@s1: fbehavioral-model
"Host: h1"

"Host:

< ®OMAD WO Host: h3

9 = 0 = BB * shell No. 1 M MiniEdit XTerm - 4 windows 'ingress.ptl...tudio Code

Figure 38. Navigating into host h1 terminal.

Step 6. Start the iPerf3 client by issuing the following command. The parameters
specify that iPerf3 runs in client mode, 10.0.0.2 is IP address of host h2, and
determines that the test duration is 120 seconds.

iperf3 -c 10.0.0.2 -t 120
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"Host: h1"

ubuntu-vm

=l

L=

R I IR RN IR R R

Figure 39. Starting the iPerf3 client on host h1.

Step 7. Go back to host h3 and observe the RTT values of the TCP flows. You will note that
the value in microseconds is around 20,000, which is around 20ms.

"Host: h3"
rtts
sniffer running. Waiting for incoming
value:
valu
valu

valu

Figure 40. Observing the RTT values on host h3.

This concludes lab 4. Stop the emulation and then exit out of MiniEdit.
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Lab 5: Configuring Regular Tests Using pScheduler CLI

Overview

This lab is an introduction to pScheduler commands and their utilization for conducting
latency, throughput, and trace tests. In this lab, the user will use both the default and
specific tools available in pScheduler for running network measurement tests.

Objectives

By the end of this lab, the user will:

PwnNPE

Understand pScheduler commands.

Measure latency using owamp, twamp and ping tools.
Run throughput tests using iperf3 and nuttcp tools.

Use traceroute, tracepath and paris-tracecoute tools to identify the hops from a

source to a destination.

Lab settings

The information in Table 1 provides the credentials of the machine containing Mininet.

Table 1. Credentials to access Client machine.

Device

Account

Password

Client

admin

password

Lab roadmap

This lab is organized as follows:

1

Section 3: Throughput tests.
Section 4: Latency tests.
Section 5: Traceroute tests.

Section 7: Repeating tasks.

©oONOUAWN R

10. Section 10: Cancelling tasks.

Introduction to pScheduler commands

Section 1: Introduction to pScheduler commands.
Section 2: Loading and running the lab topology.

Section 6: Running tests on remote perfSONAR nodes.

Section 8: Exporting and importing tasks.
. Section 9: Displaying the schedule.
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pScheduler commands are used to manage network measurements and tasks within the
perfSONAR framework. When it comes to executing network measurements in
perfSONAR, the responsibility lies with pScheduler command-line operations. As depicted
in Figure 1, pScheduler forms an integral part of the scheduling layer, which encompasses
the following key functions:

Scheduling Conflict Resolution: One of the primary tasks of the scheduling layer is
to identify suitable timeslots for running measurement tools while avoiding
conflicts that could potentially impact the accuracy and reliability of the results.
By carefully managing the scheduling process, pScheduler ensures that
measurements are executed in a controlled and optimized manner.

Execution and Result Collection: pScheduler takes charge of executing the
designated measurement tools and collecting the corresponding results. This
includes coordinating with the relevant endpoints and managing any necessary
daemon setup. Through its robust execution capabilities, pScheduler streamlines
the process and ensures the seamless retrieval of measurement outcomes.
Archiving Integration: In cases where long-term storage of results is required,
pScheduler facilitates the seamless transmission of collected data to the archiving
layer. By offering a convenient plugin architecture, it enables the integration of
various storage systems, allowing users to customize the data flow as per their
specific requirements.

OpenSearch pScConfig

OpenSearch :

Discovery

Visualization

pSConfig

Archiving

Logstash

pScheduler

uonensibay 221A195 dn)oo]

. . . paris-
iperf3 iperf nuttcp ping tracepath traceroute traceroute .--

TWAMP OWAMP

Figure 1. perfSONAR layers3.

While many of the tools employed within perfSONAR can operate independently,
pScheduler provides additional features that enhance their functionality. The following
features stand out:

Measurement Integrity: pScheduler maintains a comprehensive schedule of all
measurements to be executed, ensuring that no conflicting measurements run

Page 4



Lab 5: Configuring Regular Tests Using pScheduler CLI

simultaneously. This meticulous approach prevents any undesirable resource
competition that could significantly impact the accuracy of results. For instance, it
intelligently avoids running multiple throughput tests concurrently, while latency
tests can be run simultaneously due to their low resource consumption.

e Simplified Coordination: Beyond simplifying task execution coordination,
pScheduler proactively handles interactions with end devices, seamlessly
managing daemon setup as required. Moreover, its plugin architecture facilitates
the effortless transmission of results to alternate storage systems or analysis tools
upon completion of measurements.

e Access Control: pScheduler incorporates a robust limits system, enabling
administrators to define rules governing the types of measurements permitted for
execution, as well as enforcing restrictions on test duration and node-specific
testing criteria. This ensures controlled access and adherence to predefined
measurement policies.

e Diagnostics: pScheduler equips users with powerful visualization tools to gain
insights into the schedule of executed, ongoing, and upcoming tasks. It provides
detailed information about task execution timestamps and stores outcome data
for a certain duration. This diagnostic capability proves invaluable when
troubleshooting network issues.

In addition to these fundamental features, pScheduler extends its capabilities by allowing
the development of plugins for new tests, tools, and archiving systems. This extensibility
empowers users to introduce novel measurement techniques, incorporate additional
functionalities, and seamlessly integrate with diverse storage and analysis platforms.

1.1 The pScheduler command

In the realm of perfSONAR, the primary means of interacting with the system is through
the utilization of the pScheduler command. This command serves as the gateway from
the command-line to create new pScheduler tasks, which are essential for conducting
measurements. The basic syntax for executing pScheduler commands is as follows:

pscheduler command [args] (1)
Here's a breakdown of the components involved:

® [pScheduler]: This command is used to initiate interactions with perfSONAR, serving
as the entry point for task creation and management.

e [command]: Each pScheduler command corresponds to a specific type of test or serves
administrative and diagnostic purposes. These commands are accompanied by their
respective lists of arguments (args]). The task-related commands are as follows:

o [cask: This command allows users to provide pScheduler with a task, which
involves conducting one or more measurements.

o [cesult]: With this command, users can fetch and display the results of a
previously concluded run by specifying its URL.
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o [watch]: By attaching to a task identified by its URL, users can monitor the run
results in real-time as they become available.

O [cancel] This command halts any future runs associated with a task,
effectively canceling its execution.

In addition to the task-related commands, pScheduler offers the following commands for
diagnostic and administrative purposes:

® [ping: This command aids in determining if pScheduler is running on a specific host.

® [clocK: By employing the clock command, users can check and compare the
clocks on pScheduler hosts for synchronization purposes.

® [debug: This command enables debugging functionality on the internal
components of pScheduler, facilitating troubleshooting activities.

e [diags|: With the command, users can generate a diagnostic dump, which
can be shared with the perfSONAR team for assistance in resolving any
encountered issues.

For more comprehensive information about pScheduler tasks, diagnosis, and
administrative commands, users can access the help section by typing the following
command:

pscheduler --help

To get more details about a specific command, using the format of the command (1) type:

pscheduler [command] --help

These resources provide extensive guidance and support, ensuring users can leverage the
full potential of pScheduler for their measurement and administrative needs within
perfSONAR.

2 Loading and running the lab topology
The topology is loaded using MiniEdit®, which is the graphical tool used to create

topologies in Mininet. During this lab, the user will access perfSONAR CLI to run network
measurement tests.

Page 6



Lab 5: Configuring Regular Tests Using pScheduler CLI

peﬁSQNARZ

.10
10.0.2.0/24

Nt

A 2 Nt

rl r3
10.1.0.0/30 u 10.2.0.0/30
. r2 .
10.0.1.0/24 10.0.3.0/24

;.10 .10

perfSONAR3

perfSONAR1

Figure 2. Lab topology.

Step 1. A shortcut to MiniEdit is located on the machine’s desktop. Start MiniEdit by
double-clicking on MiniEdit’s shortcut. When prompted for a password, type fpassword|.

Computer

MiniEdit

Terminal

Figure 3. MiniEdit shortcut.

Step 2. In the MiniEdit application, load the topology by clicking on File then Open.
Navigate to the lab5 folder and search for the topology file called /lab5.mn and click on
Open. A new topology will be loaded to MiniEdit.
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MiniEdit

Edit Run Help

New

Export Level 2 Script
Directory:  /homefadmin/P4-perfSONAR_Labs/Lab5 _.| @|

Quit —
=

E

File name: |lab5.mn Igpenl

Files of type: Mininet Topology (*.mn) 4‘ Cancel |

/6 ul

Figure 4. Opening a topology in MiniEdit.

Step 3. The network must be started. Click on the Run button located at the bottom left
of MiniEdit’s window to start the emulation.

Stop |Hi

Figure 5. Running the emulation.

Wait for 20 seconds to allow the perfSONAR nodes to initialize within the network
topology. Once the topology is fully operational, MiniEdit’s toolbar on the left-hand side

will grey out.

2.1 Setting IPv4 addresses, static routes, and link conditions

Step 1. Open a Linux terminal by clicking on the icon located on the taskbar.

Shell No. 1 B MiniEdit

Figure 6. Opening a Linux terminal.
Step 2. To set up the lab environment, execute the following command in the Linux

terminal. This script will configure the IPv4 addresses of the routers, define static routes,
and establish specific link conditions, such as bandwidth limitations and minimum delays.
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sudo set env labb

File Actions Edit View Help

admin@lubuntu-vm: ~

ladmin@lubuntu-vm:~$|sudo set_env 1lab5s
[sudo] password for admin:

interfaces

HP addre configured in routers
MPV4 forwarding enabled

pefault gateways configured in perfSONAR nodes
ﬁtatic routes configured in routers

ILink conditions established

bdmin@lubuntu-vm: ) l

Figure 7. Setting IPv4 addresses, static routes, links’ bandwidths, and delays.

3 Throughput tests

This section shows how to conduct throughput measurements utilizing pScheduler tools.
These tools, including iperf3 and nuttcp, are visually represented in the tools layer
depicted in Figure 1. Users will execute throughput tests using the default tool, iperf3,
and select nuttcp to conduct another test.

3.1 iPerf3

iPerf3 is a widely used network performance testing tool that allows users to measure the
maximum achievable bandwidth and throughput between two endpoints in a network. It
is designed to provide accurate and reliable measurements of TCP and UDP performance.
With iperf3, users can assess network performance by generating synthetic traffic and
measuring the resulting throughput, Round-trip Time (RTT), and packet loss. It supports
both client-server and peer-to-peer testing modes, making it versatile for various network
testing scenarios. iperf3 offers several key features, including the ability to set various
testing parameters such as packet size, TCP window size, and bandwidth limits. It provides
detailed statistics and reports on throughput, jitter, and packet loss, aiding in network
troubleshooting and optimization.

Step 1. Hold the right click on perfSONAR1 and select Terminal. The perfSONAR1 CLI will
emerge.
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File Edit Run Help

. 0

perfSONAR2

== N~ < E— - <

ri r2

perfSONAF Docker Options ’

perfSONAR3
Figure 8. Opening perfSONAR1 CLI.

Step 2. In perfSONAR terminal, type [no] and press Enter to enable the CLI.

@perfSONARL:/

WARNING: Be sure you remember the username and password you create with this
script as root will no longer be able to login via SSH once this command comp

letes. If you are using 5S5H as root now, your session should continue until y
ou logout.
W sudo user and disable root S NEER

Figure 9. Skipping initial configuration in perfSONAR1.
Step 3. Enlarge the terminal by clicking on the icon shown in the figure below.

@perfSONARL:/

ARNING: Be sure you remember the username and password you create with this

cript as root will no longer be able to login via SSH once this command comp

etes. If you are using S5H as root now, your session should continue until y
ou logout.

sudo user and disable root SS

Figure 10. Enlarging perfSONAR1 CLI.

Step 4. In perfSONARL1 issue the following command to run a throughput test using the
default tool. The nodes participating in this test are perfSONAR1 and perfSONAR2.

pscheduler task throughput --source 10.0.0.10 --dest 10.0.2.10

® [pscheduler]: command to interact with perfSONAR.

Page 10



Lab 5: Configuring Regular Tests Using pScheduler CLI

e [task]: pScheduler command.

e [throughput] test type.

e [--source]: specify where the test should originate, in this case it is perfSONAR1
node (10.0.1.10).

e [--dest]: destination node, in this case it is the perfSONAR2 node (10.0.2.10).

@perfSONARL:/

throughput --source 10.0.1.10 --dest 10.0.2.10

2f3-a931-44dd-bcc9

931-44dd-bcc9-734bad4c

hroughput

1#

Figure 11. Running a throughput test using the default tool (iperf3).

Shortly after starting the test submission, the user will see that the tool used to run the
test is iperf3. The results above list the throughput every second (Interval), the number
of retransmissions (Retransmits) and the congestion window size (i.e., Current Window).
At the end, it is summarized the time interval when the test took place, in this case from
0 seconds to 10 seconds, the throughput is 1.83 Gbps and the number of retransmissions
is 2520.

3.2 Nuttcp

Nuttcp is a network performance testing tool that measures TCP and UDP throughput. It
is designed to provide accurate and reliable measurements of network performance in
terms of throughput and latency. Nuttcp offers various test modes, including bulk transfer,
request/response, and parallel testing. These modes allow for more flexibility in
conducting specific types of performance measurements.

Step 1. In perfSONAR1 issue the following command to run a throughput test using nuttcp.
The nodes participating in this test are perfSONAR1 and perfSONAR3.

pscheduler task —--tool nuttcp throughput --source 10.0.1.10 --dest 10.0.3.10
-i1

® [pscheduler]: command to interact with perfSONAR.
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e [task]: pScheduler command.

[--tool]: command to specify the tool.

huttcp): tool used to run the test.

[throughput]: test type.

[--source]: specify where the test should originate, in this case it is perfSONAR1
node (10.0.1.10).

[—dest]: destination node, in this case it is the perfSONAR3 node (10.0.3.10).

e [i1]: indicates the interval is 1 second.

@perfSONARL:/

/1#|pscheduler task --tool nuttcp throughput --source 10.6.1.10 --des

93e-8115-674476

33e-8115-674476938cba/runs/

Retransmits

2192

Figure 12. Running a throughput test using nuttcp.

After starting the test submission, the user will see that the tool used to run the test is
nuttcp. The results above list the throughput every second (Interval), the number of
retransmissions (Retransmits) and the congestion window size (i.e., Current Window). At
the end, it is summarized the time interval when the test took place, in this case from 0
seconds to 10 seconds, the throughput is 927.69 Mbps and the number of retransmissions
is 2192.

4 Latency tests

In this section, users will conduct latency measurement tests utilizing the powerful
pScheduler tools. These tools, including One-Way Ping (owping), Two-Way Ping (twping),
and RTT, are harnessed by pScheduler to accurately measure network latency. The

section commences with a latency test employing the default configuration, followed by
the user's ability to specify a preferred tool for conducting a latency test.

4.1 One-way ping
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Owping is a network performance testing tool that focuses on measuring one-way latency
between network endpoints. It allows users to assess the time it takes for packets to
travel from the sender to the receiver, providing insights into network performance and
potential bottlenecks. Owping operates by sending ICMP (Internet Control Message
Protocol) echo request packets from the sender to the receiver. The receiver records the
arrival time of each packet and sends an echo reply to the sender. By comparing the sent
and received timestamps, owping calculates the one-way latency. This tool is particularly
useful for evaluating the performance of specific network paths or detecting issues that
affect one-way traffic. It helps network administrators and operators pinpoint latency
problems, identify network congestion points, and troubleshoot connectivity issues.
owping provides real-time measurements and statistics, allowing users to monitor
network latency and make informed decisions regarding network optimization and
performance improvements.

Step 1. In perfSONAR1 issue the following command to run a throughput test using the
default tool. The nodes participating in this test are perfSONAR1 and perfSONAR3.

pscheduler task latency --source 10.0.1.10 --dest 10.0.3.10

[pscheduler]: command to interact with perfSONAR.
[casK: pScheduler command to specify a measurement test.

latencyl: test type. The default tool is owping.

[-source]: specify where the test should originate, in this case it is perfSONAR1
node (10.0.1.10).

[-dest]: destination node, in this case it is the perfSONAR3 node (10.0.3.10).

@perfSONAR1:/

Figure 13. Running a latency test using the default tool (owping).

The default tool utilized by pScheduler for the default test is the one-way ping (owping)
tool. Upon scheduling the task, the resulting report comprises three sections, each
providing specific insights:

e Packet Statistics: This section presents a summary of the sent and received
packets, along with details regarding packet loss, duplication, and reordering.

e One-way Latency Statistics: Here, the report offers a comprehensive overview of
the one-way latency statistics. Additionally, a histogram is provided to visualize
the distribution of delay values.

e TTL Statistics: The TTL (Time-to-Live) statistics section showcases the TTL values
observed during the test.
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Step 2. Scroll down to see the packet statistics, one-way latency statistics, common jitter
measurements, histogram, and Time-to-Live (TTL) statistics.

Ends 2023-12-29T16:09:15+00:00 (~21 seconds)
aiting for result...

Packet Statistics

Packets Sent 100 packets
Packets Received 100 packets
Packets 0© packets
Packets Duplicated ... 0 packets
Packets Reordered .... 0 packets

ODne-way Latency Statistics

Median .12 ms
Delay Minimum .06 ms
Delay Maximum .50 ms
Delay Mean .22 ms
Delay Mode .12 ms
Delay 25th Percentile ... 15.11 ms
Delay 75th Percentile ... 15.13 ms
Delay 95th Percentile ... 15.94 ms
Max Clock Error 23.8 ms
ommon Jitter Measurements:
P95 - P50
P75 - P25
Variance
Std Deviation
istogram:
15.06
15.08
15.09
15,10
15.11
1512
15.13
15.14
15.15
15.16
15: 17

S 8 88
nw unn

w

=
w0

1 packets
5 packets
4 packets
7 packets
18 packets
25 packets
22 packets
2 packets
2 packets
3 packets
: 1 packets
Figure 14. Visualizing the statistics of owping.

s 8§ 8 8 8 S 3S3SS
nununuvwueuueuunuounuonounon

4.2 Two-way ping

Twping is a network performance testing tool that measures bidirectional latency
between network endpoints. It allows users to evaluate the RTT of packets traveling
between the sender and receiver. Unlike traditional ping, which only measures one-way
latency, twping employs a bidirectional approach. It sends test packets from the sender
to the receiver and back again, recording the time it takes for the round trip. By comparing
the sent and received timestamps, twping calculates the RTT, providing insights into the
overall latency of the network path. twping is useful for assessing the bidirectional
performance of network connections and identifying any asymmetry in latency between
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the sender and receiver. It helps network administrators and operators troubleshoot
latency-related issues, optimize network performance, and ensure a balanced and
reliable communication path.

Step 1. In perfSONARL1 issue the following command to run a throughput test using the
default tool. The nodes participating in this test are perfSONAR1 and perfSONAR3.

pscheduler task —--tool twping latency --source 10.0.1.10 --dest 10.0.3.10

® [pscheduler: command to interact with perfSONAR.
[casK: pScheduler command to specify a measurement test.

[-tool: command to specify the tool.
[twping]: tool for two-way ping measurement.

[Latency|: test type.
[—source]: specify where the test should originate, in this case it is perfSONAR1
node (10.0.1.10).

[—dest]: the destination node, in this case it is the perfSONAR3 node (10.0.3.10).

@perfSONAR1:/

Figure 15. Running a latency test using twping.

Step 2. Scroll down to see the packet statistics, one-way latency statistics, common jitter
measurements, histogram, and Time-to-Live (TTL) statistics.
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tarts 2023-12-29T16:16:04+00:00 (~0 seconds)
Ends 2023-12-29T716:16:25+00:00 (~20 seconds)
aiting for result...

Packet Statistics

Sent 100 packets

s Received 100 packets
Packets Lost © packets
Packets Duplicated ... © packets
s Reordered .... 0 packets

Latency Statistics

Median 15
Minimum .08
Maximum .62
Mean .19
Mode .12 ms
25th Percentile ... 15.12
75th Percentile ... 15.21
95th Percentile ... 15.28
Max Clock Error .8 ms
ommon Jitter Measurements:
P95 - P50
P75 - P25
Variance
Std Deviation
1stogram:
15.08 : packets
15.09 - packets
15.10 - packets
15.11 - packets
15.12 : 14 packet
15313 : 14 packet
15,14 : 4 packets
15.15 : 9 packets
15.16 : 3 packets
15: 17 : 5 packets

Figure 16. Visualizing the statistics of twping.

4.3 Round-Trip Time (RTT)

The RTT tool works by sending ICMP (Internet Control Message Protocol) echo request
packets from the sender to the receiver and waiting for an echo reply. The sender records
the time it takes for the packet to reach the receiver and return, calculating the RTT in
milliseconds.

Step 1. In perfSONAR1 issue the following command to run a throughput test using the
default tool. The nodes participating in this test are perfSONAR1 and perfSONAR2.
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pscheduler task rtt --source 10.0.1.10 --dest 10.0.2.10

® [pscheduler]: command to interact with perfSONAR.
e [task]: pScheduler command to specify a measurement test.

e [ctt] test type.
® [-source]: it specifies where the test should originate, in this case it is
perfSONAR1 node (10.0.1.10).

e [--dest]: destination node, in this case it is the perfSONAR2 node (10.0.2.10).

@perfSONARL:/

Min

Figure 17. Running a latency test using the tool.

The result above indicates that all five packets were received successfully by perfSONAR2
(0% packet loss) and that the minimum, mean, maximum, and standard deviation of the
RTT were 30.109, 30.16, 30.255 and 0.227 milliseconds respectively.

5 Traceroute tests

In this section, users will run traceroute tests using the powerful pScheduler tools. These
tools, namely traceroute, tracepath, and Paris-traceroute, enable the analysis of network
paths and routing. The section commences with a trace test utilizing the default
configuration, followed by the user's ability to specify a preferred tool for conducting a
customized trace test. Through this exploration, users can gain valuable insights into the
network topology, identify potential bottlenecks, and analyze the routing behavior of
their network.

51 Traceroute

Traceroute is a fundamental network diagnostic tool used to trace the path that packets
take from a source host to a destination host in a network. It provides valuable insights
into network topology and helps identify the routers or nodes encountered along the
route. By sending packets with incrementally increasing Time-to-Live (TTL) values,
traceroute determines the intermediate hops by examining the ICMP Time Exceeded
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messages or ICMP Echo Reply messages received in response. It displays the IP addresses
or domain names of the routers encountered at each hop and measures the RTT for the
packets. Traceroute is widely used for troubleshooting network connectivity issues,
analyzing routing behavior, and assessing network performance. It allows network
administrators and operators to identify potential bottlenecks, latency problems, or
routing inconsistencies.

Step 1. In perfSONAR1 issue the following command to run a trace test using the default
tool (traceroute). The nodes participating in this test are perfSONAR1 and perfSONAR3.

pscheduler task trace --source 10.0.1.10 --dest 10.0.3.10

® [pscheduler: command to interact with perfSONAR.
[casK: pScheduler command to specify a measurement test.

[trace]: test type. The default tool is traceroute.

[-source]: specify where the test should originate, in this case it is perfSONAR1
node (10.0.1.10).

[—dest]: destination node, in this case it is the perfSONAR3 node (10.0.3.10).

@perfSONAR1:/

822-1defc3f130b4

Figure 18. Running a trace test using the default tool (traceroute).

After submitting the test, the default tool used for tracing the route is traceroute. The
report generated consists of rows divided into columns, each representing a hop along
the route towards the destination.

e Hop number (first column): This column indicates the number of hops
encountered along the route. In this case, it took five hops to reach the destination,
with each hop representing a network node or router traversed.

e |P address (second column): The second column provides the IP address of the
intermediary devices along the path to the destination. For the previous hop, it
lists the IP address of the router that facilitated the connection. If available, the
domain name associated with the IP address may also be displayed, providing
additional context.

e RTT (third column): The subsequent column presents the RTT for the packet to
travel from the source host to the current hop and return back. RTT is measured
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in milliseconds and reflects the time taken for the packet's round trip. It serves as
an indicator of the latency or delay experienced at each hop along the route.

5.2 Tracepath

Tracepath is a network diagnostic tool that traces the path from a source to a destination
while also discovering the Maximum Transmission Unit (MTU) along the route. It operates
by sending UDP or random port packets to the destination and analyzing the responses
received. Unlike traceroute, tracepath offers a simplified interface with fewer options,
making it easier to use for basic path tracing and MTU discovery. It is particularly useful
for non-superuser users, as it does not require elevated privileges to run tests. By utilizing
tracepath, users can efficiently trace the network path, identify intermediate hops, and
determine the MTU at each point. This information is valuable for troubleshooting
network issues related to packet fragmentation and optimizing network performance.

Step 1. In perfSONAR1 issue the following command to run a tracepath test using
tracepath. The nodes participating in this test are perfSONAR1 and perfSONAR3.

pscheduler task —--tool tracepath trace --source 10.0.1.10 --dest 10.0.3.10

pscheduler] command to interact with perfSONAR.

[casK: pScheduler command to specify a measurement test.
[-tooll: command to specify the tool.

[tracepath]: tool used for the measurement.

[trace]: test type.
[—source]: specify where the test should originate, in this case it is perfSONAR1
node (10.0.1.10).

[—dest]: the destination node, in this case it is the perfSONAR3 node (10.0.3.10).

@perfSONAR1:/

Figure 19. Running a trace test using tracepath.

The first column shows the hop number, the second column shows the IP address or
Domain name. The third column shows the RTT for the packet to reach that point and
return to the source host. The last column shows the Maximum Transmission Unit (MTU)
size.
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53 Paris-traceroute

Paris-traceroute represents an enhanced version of the traceroute network diagnostic
tool that specifically addresses issues related to load balancers. While the initial
traceroute implementation may encounter challenges with load balancers, Paris-
traceroute overcomes these obstacles.

By exerting control over the flow identifier of the probe packets, Paris-traceroute is
capable of accurately following paths within networks that employ load balancers. It can
identify and trace all the load-balanced paths leading to the destination, providing a
comprehensive view of network routing.

Step 1. In perfSONAR1 issue the following command to run a tracepath test using Paris-
traceroute. The nodes participating in this test are perfSONAR1 and perfSONAR3.

pscheduler task —--tool paris-traceroute trace --source 10.0.1.10 --dest
10.0.3.10

[pscheduler|: command to interact with perfSONAR.

[casK: pScheduler command to specify a measurement test.
[-tool: command to specify the tool.

[tracepath|: tool used for the measurement.

[trace]: test type.
[-source]: specify where the test should originate, in this case it is perfSONAR1
node (10.0.1.10).

[-dest]: the destination node, in this case it is the perfSONAR3 node (10.0.3.10).

@perfSONAR1:/

s-traceroute trace -

Qaefec-7bOb-45¢5-92f5-246f020266fcC

Figure 20. Running a trace test using Paris-traceroute.

Once the task is submitted, the user can observe that the selected tool is Paris-traceroute.
The results obtained from the Paris-traceroute test can be interpreted in a similar manner
to the traceroute test. The report consists of multiple rows divided into columns,
representing the hops along the network route. To facilitate analysis, the results are
reordered and presented in a table format.

Page 20



Lab 5: Configuring Regular Tests Using pScheduler CLI

Each row within the table corresponds to a specific hop in the route. The table consists of
five columns, providing relevant information for each hop:

6

Hop number (first column): This column denotes the number of hops encountered
along the route. In this case, it takes five hops to reach the destination, and each
hop is assigned a unique number.

IP address (second column): The second column displays the IP address of either
the destination or the router from the previous hop. If available, the
corresponding domain name may also be listed, providing additional context.
RTT (third column): The subsequent three columns represent the RTT for the
packet to reach the specific hop and return to the source host. These RTT values
are measured in milliseconds. Since Paris-traceroute sends three separate signal
packets, there are three RTT columns. This allows for the evaluation of consistency,
or the lack thereof, in the route by comparing the RTT values across the three
packets.

Running tests on remote perfSONAR nodes

Step 1. In perfSONAR1 issue the following command to run a throughput test between
perfSONAR2 and perfSONARS3.

pscheduler task throughput --source 10.0.2.10 --dest 10.0.3.10

[pscheduler]: is the command to interact with perfSONAR.

[casK: is a pScheduler command to specify a measurement test.

[throughput]: specifies the test.

[—source]: is to specify where the test should originate, in this case it is
perfSONAR2 node (10.0.2.10).

[—dest]: is the destination node, in this case is the perfSONAR3 node (10.0.3.10).

@perfSONARL:/

dper fSONAR1
ing task

er Throughput

o further runs s

t@perfSONAR]

Figure 21. Running a throughput test between two remote perfSONAR nodes.
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7 Repeating tasks

A task can be configured to run periodically. In this section, it is shown step by step how
to repeat throughput and RTT tasks using pScheduler command. First the user will
configure pScheduler to run a throughput task every 30 seconds. Then, the user will run
an RTT task every 45 seconds. Any pScheduler task can be configured to run repeatedly
by adding options to the task command:

e [--start TIMESTAME] it runs the first iteration of the task at [TIMESTAME].

® [--repeat DURATION|: Repeat runs at intervals of DURATION]

e [-max-runs N: Allow the task to run up to N times.

e [-until TIMESTAME]: Repeat runs of the task until TIMESTAMB]|.

e [-slip DURATION|: Allow the start of each run to be as much as later
than their ideal scheduled time. If the environment variable PSCHEDULER SLIPis
present, its value will be used as a default. Failing that, the default will be PT5M.
Notice that the slip value also applies to non-repeating tasks.

e [-sliprand: Randomly choose a timeslot within the allowed slip instead of
choosing earliest available.

Step 1. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler task --repeat PT20M --max-runs 10 rtt --dest 10.0.3.10

pscheduler]: is the command to interact with perfSONAR.
[casK]: is a pScheduler command to specify a measurement test.

e [-repeat PT20M: is a pScheduler command that configures the task to be
repeated every 20 minutes.
e [-max-runs 10 Allow the task to run up to 10 times.

e [ctt]: is the test type.
o is the destination node, in this case it is perfSONAR3 node (10.0.3.10).

@perfSONAR1:/

/1#|pscheduler task repeat PT20M --max-runs

ns/f1984413-1104-4b11-89

s TTL 61 RTT
TTL 61 RTT

Figure 22. Repeating an RTT test between perfSONAR1 and perfSONAR3 every 20 minutes.
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Notice that the source node is not explicit, this means that the source node is perfSONAR1
(10.0.1.10), i.e., the node where the command is executed.

The figure above shows the first measurement of the round-trip time. Notice that the task
is going to be repeated 10 times in 20 minutes.

Step 2. To return to the CLI, press [ctr1+C| Notice that the task will keep running on the
background.

8 Exporting and importing tasks

During the usage of pScheduler, users have the capability to export a pScheduler task into
a Java Script Object Notation (JSON) file. This export feature allows users to save a task
specification in a structured and machine-readable format. The JSON representation of a
task can be generated and displayed on the standard output without scheduling the task

by utilizing the command.

Step 1. In perfSONAR1 command line, issue the following command to export a
pScheduler task.

pscheduler task --repeat PT10M —--export throughput --source 10.0.2.10 --dest
10.0.3.10 > my test 1

pscheduler]: is the command to interact with perfSONAR.
[casK]: is a pScheduler command to specify a measurement test.

e [-repeat PT10M: is a pScheduler command that configures the task to be
repeated every 10 minutes.

[—export]: is to indicate that the task will not be executed but stored.
[throughput]: is the test type.

e [-source] is to specify where the test should originate, in this case it is
perfSONAR2 node (10.0.2.10).

J is the destination node, in this case it is perfSONAR3 node (10.0.3.10).
e [ my task 1J isto create a file where the task is going to be stored.

@perfSONAR1:/

Figure 23. Exporting a throughput test through the fileny _test 1]

Step 2. In order to visualize the file, type [cat my test 1]. A JSON file will be displayed.
This file contents a pScheduler task, however this task is not running. Notice also that the
task might be invalid because tasks are not validated until they are submitted for
scheduling.
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[root@perfSONAR1 /]#|cat my test 1

{
"schedule": {

"repeat": "PT1OM"

t*: {

"spec": {

"dest": "10.0.3.10",

"schema": 1,

"source": "10.6.2.16"
| &
"type": "throughput™
}

}
[root@perfSONARL /]# |}

Figure 24. Visualizing the content of the exported file.

Step 3. A JSON file that was previously exported or generated can be imported using the
command. In perfSONAR1 command line, issue the following command to

import the task called my test 1]

pscheduler task —-import my test 1

® [pscheduler]: is the command to interact with perfSONAR.

e [task]: is a pScheduler command to specify a measurement test.

e [-import] specified the operation over the file.
e [y test 1f:isthe file that contains the task.

@perfSONAR1:/

Retransmits

527

Figure 25. Importing a throughput test.
Step 4. To return to the CLI, press [ctr1+C| Notice that the task will keep running on the
background.

9 Displaying the schedule
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In this section, the user will be introduced to two visualization tools: pScheduler Monitor
and pScheduler Schedule. These tools are designed to provide users with insights into the
scheduling and progress of tasks within the pScheduler framework. It is important to note
that the tests scheduled in the previous lab section are still ongoing.

9.1

pScheduler monitor

Step 1. In perfSONAR1 command line, issue the following command to monitor the tasks.

pscheduler monitor

@perfSONAR1:/

eduler monitori]

Figure 26. Running the pScheduler monitor.

When viewing the scheduled tests using pScheduler commands and visualization tools,
participants will encounter various status values that indicate the state of each test. These
status values provide valuable information about the progress and outcome of the
scheduled tests. The possible status values and their meanings are as follows:

Pending: This status indicates that the test run is scheduled to be executed in the
future but has not yet started.

On Deck: When a test is in the "On Deck" status, it means that the execution of
the test is about to begin imminently.

Running: The "Running" status indicates that the test is currently in progress and
actively being executed.

Cleanup: After a test run is completed, it enters the "Cleanup" status. During this
phase, any necessary final operations or clean-up tasks associated with the test
are being performed.

Finished: When a test run has been successfully executed and completed, it is
assigned the "Finished" status.

Overdue: If a test run was scheduled to start at a specific time in the past but did
not commence, it is marked as "Overdue." The scheduler may still attempt to
execute the test if it falls within a certain threshold.

Missed: The "Missed" status is assigned to a test run that was scheduled but did
not execute at its designated time. This can occur if the scheduler was not
operational during the scheduled time or if the task was paused.

Failed: If a test run fails to complete for any reason, it is labeled as "Failed." This
status indicates that the test encountered an issue or encountered an error during
execution.

Non-Starter: When a test run cannot be scheduled due to constraints or the
unavailability of suitable timeslots, it is categorized as "Non-Starter."
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e Canceled: If a test is canceled before it is executed, it is assigned the "Canceled"
status. This status indicates that the test will not be run as intended.

@perfSONAR1:/ - O X
-29T18:17:16Z pScheduler Monitor perfSONAR1

:19:55 Finished rtt --dest 10.0.

(W

:19:58 Pending rtt --dest 10.
£39:58 Pending rtt --dest 16.
:59:58 Pending rtt --dest 10.
:19:58 Pending rtt --dest 1e.
:39:58 Pending rtt --dest 160.
:59:58 Pending rtt --dest 16.
:19:58 Pending rtt --dest 10.
:39:58 Pending rtt --dest 10.

+ + + + + + + +
CR-RoR-ReReRe ko)
Wwwwwwww

Figure 27. Visualizing the scheduled tasks in perfSONAR1.
Step 2. To exit from pScheduler monitor, press [Ctr1+d.

Step 3. In perfSONAR1, issue the following command to display the tasks in perfSONAR2.

pscheduler monitor --host=10.0.2.10

@perfSONARL:/

uler monitor --host=10.0.2.10

@perfSONAR1:/ - O X
-29T18:21:25Z pScheduler Monitor perfSONAR2

Finished throughput --source
Finished throughput --source

Pending throughput --source
Pending throughput --source
Pending throughput --source
Pending throughput --source
Pending throughput --source
Pending throughput --source
Pending throughput --source
Pending throughput --source
Pending throughput --source -
Pending throughput --source --dest 10.0.3.10

Figure 29. Visualizing the scheduled tasks in perfSONAR2 from perfSONAR1.

NN

++++ o+ttt
NN

NNNN

ol oo o llolollololol
[cNoNoNoNoNoNo NNl
Wwwwwwwww

N

(<]
N

Step 4. To exit from pScheduler monitor, press[ctr1+c|.

9.2 pScheduler schedule

The pscheduler schedulelcommand asks pScheduler to fetch scheduled task runs from
the past, present or future and display them as text.
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Step 1. In perfSONAR1 command line, issue the following command to visualize the test
schedule.

pscheduler schedule

@perfSONAR1:/

[root@perfSONAR1 /]#|pscheduler schedule

2023-12-29T18:37:13Z - 2023-12-29T18:37:24Z (Pending)

rtt --dest 10.0.3.10 (Run with tool 'ping')

https erfsonarl/pscheduler/tasks/5c217d0a-c2af-4526-b080-ddc26e17340f/runs/96225d
63-8d6d-478a-ab0c-56867d06e32f

2023-12-29T18:57:13Z - 2023-12-29T18:57:24Z (Pending)

rtt --dest 10.0.3.10 (Run with tool 'ping')

https erfsonarl/pscheduler/tasks/5c217d0a-c2af-4526-b080-ddc26e17340f/runs/aafed6
96-cale-46e3-a933-2bee852c7cel

2023-12-29T19:17:13Z - 2023-12-29T19:17:24Z (Pending)
-dest 10.0.3.10 (Run with tool 'ping')
perfsonarl/pscheduler/tasks/5c217d0a-c2af-4526-b080-ddc26e17340f/runs/0d53d5
aa-015c-4186-9dfd 03ec334532
[root@perfSONAR1

Figure 30. Visualizing the tests schedule in perfSONAR1.

Step 2. To exit from pScheduler schedule, press [ctr1+d]

10 Canceling tasks

So far there are two pScheduler tasks running. In this section, the user will cancel the
scheduled Round-Trip Time (RTT) and throughput tasks which are running.

Step 1. In perfSONAR1 command line, issue the following command to export a
pScheduler task.

pscheduler schedule --filter-test rtt
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| @perfSONAR1:/

[root@perfSONAR1 /]#|pscheduler schedule --filter-test

2023-12-29T18:37:13Z - 2023-12-29T18:37:24Z (Pending)

rtt --dest 10.0.3.10 (Run with tool 'ping')
https://perfsonarl/pscheduler/tasks/5c217d0a-c2af-4526-b080-ddc26e17340f/runs/96225d
63-8d6d-478a-ab0c-56867d06e32f

2023-12-29T18:57:13Z - 2023-12-29T18:57:24Z (Pending)

--dest 10.0.3.10 (Run with tool 'ping')
perfsonarl/pscheduler/tasks/5c217d0a-c2af-4526-b080-ddc26el17340f/runs/aafed6
96-cale-46e3-a933-2bee852c7cel

2023-12-29T19:17:13Z - 2023-12-29T19:17:24Z (Pending)

rtt --dest 10.0.3.10 (Run with tool 'ping')
https://perfsonarl/pscheduler/tasks/5c217d0a-c2af-4526-b080-ddc26e17340f/runs/0d53d5
aa-015c-4186-9dfd-e203ec334532

[root@perfSONAR1 /]# I

Figure 31. Filtering out RTT tests.
The user will see the scheduled task for Round-Trip Time (RTT) measurement.

Step 2. In perfSONAR1 command line, issue the following command to cancel a task.

pscheduler cancel https://localhost/pscheduler/tasks/[url]

Replace with the first three characters of the last task URL. In this example, the
first three characters of the task are [5c21], these characters may vary then, press key
to autocomplete the following characters. Press Enter to execute the command.

@perfSONARL:/

)

Figure 32. Cancelling the RTT tasks.

Step 3. In perfSONAR1 command line, type the command ppscheduler monitor] to
visualize the schedule.

@perfSONAR1:/ - O X
2023-12-29T18:27:16Z pScheduler Monitor perfSONAR1

- 0d 00:29:56 Finished rtt --dest 10.0.3.10
- 0d 00:09:56 Finished rtt --dest 10.0.3.10

Figure 33. Verifying the tasks in perfSONAR1.

Lab 5 has been completed. You may now end your reservation.
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Overview

This lab explains how to integrate Grafana with perfSONAR to display measurement
results. Grafana is an open-source visualization platform for building dashboards. It
supports multiple data sources, including the OpenSearch database, which is the default
database implemented in perfSONAR. This lab shows how to configure a Grafana
dashboard to show the results produced by a perfSONAR node.

Objectives

By the end of this lab, the user will:

PwnE

Lab settings

Store pScheduler measurements in a local OpenSearch database.
Configure Grafana to access OpenSearch database.
Construct a Grafana dashboard to visualize pScheduler measurements.
Select the metrics to display in the Grafana dashboard.

The information in Table 1 provides the credentials of the machine containing Mininet.

Table 1. Credentials to access Client machine.

Device

Account

Password

Client

admin

password

Lab roadmap

This lab is organized as follows:

PwnNPE

Section 1: Introduction

Section 2: Loading and running the lab topology.
Section 3: Running regular tests with pScheduler.
Section 4: Configuring the communication between perfSONAR1 and
Grafana.

5. Section 5: Displaying the measurement results in a dashboard.

1 Introduction

Grafana! is an open-source visualization platform used to transform complex datasets
into visually organized and insightful dashboards. It serves as a solution that enables
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professionals across various domains, from IT specialists to data analysts, to gain a
comprehensive understanding of their data. Through flexible integration with diverse
databases, Grafana proves suitable for a wide range of applications that require system
performance monitoring. Leveraging customizable visualization options, such as charts,
graphs, gauges, and heatmaps, users can creatively and effectively represent their data.
Additionally, Grafana's alerting and notification features ensure prompt responses to
critical events and anomalies.

Grafana integrates with perfSONAR? by displaying the measurement results stored in a
node’s database. This database is implemented using OpenSearch3. OpenSearch is a
powerful open-source search and analytics engine, adept at indexing, searching, and
visualizing large volumes of data. Its versatile functionalities cater to various applications,
providing efficient data exploration, real-time monitoring, and alerting capabilities. With
seamless integration of diverse data sources, OpenSearch offers rapid data retrieval and
intuitive visualization.

1.1 Lab scenario

In this lab, the user will conduct regular tests on a perfSONAR node and store the results
in a local database. Subsequently, the user will establish communication between
Grafana, and the OpenSearch database hosted on a perfSONAR node. The final step

involves presenting throughput, Round-trip Time (RTT), and retransmission data in a
Grafana dashboard through multiple timing graphs.

2 Loading and running the lab topology

In this section, the user will load and run the lab topology using MiniEdit®, which is the
graphical tool used to create topologies in Mininet.

perfSONAR1 rl perfSONAR2
1 ]

) 10 1 1 10 .
Y 10000/24 20000/24

Figure 1. Lab topology.

Step 1. A shortcut to MiniEdit is located on the machine’s desktop. Start MiniEdit by
double-clicking on MiniEdit’s shortcut. When prompted for a password, type password|.
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Computer,

MiniEdit

Terminal
Figure 2. MiniEdit shortcut.

Step 2. In the MiniEdit application, load the topology by clicking on File then Open.
Navigate to the Lab6 folder and search for the topology file called /ab6.mn and click on

Open. A new topology will be loaded to MiniEdit.

MiniEdit

]
Edit Run Help

New
IOpen |
Export Level 2 Script
Directory:  /home/admin/P4-perfSONAR_Labs/Lab6 — ‘ @ ‘
Quit
=
(4] I
File name: lab6.mn Open
Files of type: Mininet Topology (*.mn) — Cancel

Figure 3. Opening a topology in MiniEdit.

Step 3. The network must be started. Click on the Run button located at the bottom left
of MiniEdit’s window to start the emulation.
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Stop ||.~47

Figure 4. Running the emulation.

Wait for 10 seconds to allow the perfSONAR nodes to initialize within the network
topology. Once the topology is fully operational, MiniEdit’s toolbar on the left-hand side
will become greyed out.

2.1 Setting IPv4 addresses, static routes, and link conditions

Step 1. Open a Linux terminal by clicking on the icon located on the taskbar.

*= Shell No. 1 M MiniEdit

Figure 5. Opening a Linux terminal.

Step 2. To set up the lab environment, execute the following command in the Linux
terminal. This script will configure the IPv4 addresses of the routers, define static routes,
and establish specific link conditions, such as bandwidth limitations and minimum delays.

sudo P4-perfSONAR Labs/set env.sh lab6

admin@lubuntu-vm: ~

File Actions Edit View Help

admin@lubuntu-vm: ~

et _env.sh labé

Link ¢
admin@

Figure 6. Setting IPv4 addresses, static routes, links’ bandwidths, and delays.

Keep the Linux CLI open, as it will be used in the upcoming sections.

3 Running regular tests with pScheduler

In this section, the user will run regular pScheduler tests from perfSONAR1 to perfSONAR2
and store the results in a local database.

3.1 Accessing perfSONAR1 CLI
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Step 1. Go back to MiniEdit by clicking on the icon in the taskbar.

*= gterminal - 2 windows M MiniEdit

Figure 7. Opening MiniEdit.

Step 2. Hold the right click on perfSONAR1 and select Terminal. The perfSONAR1 CLI will
emerge.

File Edit Run Help

o _=__ @

perfSONARL r perfSONAR2

Docker Options

ITErnﬂnalI

Figure 8. Opening perfSONAR1 CLI.
Step 3. In perfSONAR1 terminal, type |no| and press Enter to enable the CLI.

@perfSONARL:/

WARNING: Be sure you remember the username and password you create with this

script as root will no longer be able to login via SSH once this command comp
letes. If you are using 5SH as root now, your session should continue until y
ou logout.

Would you like to create a sudo user and disable root SSH?

Figure 9. Skipping initial configuration in perfSONAR1.

Step 4. Enlarge the terminal by clicking on the icon shown in the figure below.
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@perfSONARL:/

ARNING: Be sure you remember the username and password you create with this

cript as root will no longer be able to login via SSH once this command comp
etes. If you are using S5H as root now, your session should continue until y
ou Logout.
0 sudo user and d le root

Figure 10. Enlarging perfSONAR1 CLI.

3.2 Running RTT, throughput and trace tests

Step 1. In perfSONAR1, issue the following command to run an RTT test every 20 seconds.
Note that the results will be stored in the archive file called [Local archive.json|

pscheduler task --repeat PT20S --archive @local archive.json rtt --dest
20.0.0.10

@perfSONARL:/
fSONAR1 /]#|pscheduler task - PT20S --archive @l L archive.json rtt --dest 20.0.0.10
g task...

erfSONAR1/pscheduler/tasks/6d583542-d345-48cd-b291-1434b478a58
ith tool 'ping
first run...

/tasks/6d583542-d345-48cd-b291-71434b478a58/runs/d260ceef-d81f-431c-b774-5c8cd

for res

20.0.0.10 64 Bytes 80.7000 m:
TTL 40.1000

ytes TTL 66 T 40.1000 ms
Bytes TTL \ 40.3000
Bytes TTL 6 40.1000 ms

RTT Min/Mean/Max/ 40.126000/48.307000/80.770000/16.232000 ms

/tasks/6d583542-d345-48cd-b291-11434b478a58/runs/270634b4-eac7-4671-9164-e525f]

-20T21:44:06+00:00 (~7 seconds)

Figure 11. Running an RTT test every 20 seconds.
Step 2. Press to return to the CLI. The test will keep running in the background.

Step 3. In perfSONARI, issue the following command to run a throughput test every 30
seconds. Note that the results will be stored in the archive file called

[Local archive.json|

pscheduler task --repeat PT30S --archive @local archive.json throughput --dest
20.0.0.10

Page 8



Lab 6: Connecting perfSONAR to Grafana Dashboard

@perfSONAR1:/

rfSONAR1 /]#| pscheduler task --r PT30S --archive @local archive.json throughput --dest 20.6.6.10

Submitting task...
Task URL:
://perfSONAR1/p uler/ta 2 e6-2186-43d2-872a-d9abob5771f8

11

with tool 'iperf3'

Fetching first run...

Starts

Ends

eduled run:
/perfSONAR1/pscheduler/tasks/6e2248e6-2f 43d2-872a-d9ab0b5771f8/runs/c9b0de85-259b-4b33-9baf-6e5127fc2

2023-07-20T21:50:09+00:00 ( nds
2023-07-20T21:50:28+00:00 ( 2conds

wWaiting for result...

* Stream
Interval
- 1s

>

0.6
1

WCONOWVLEW

HOONO UL W

ID 5
Throughput ansmits

© 00 SO

Mbps
Mbps

Throughpt Retransmits Receiver Throughput
337.11 Mbps 614 314.42

/6e2248e6-2 5-43d2-872a-d9aboOb5771f8/runs/7 af94-3792-42

8 seconds)

Figure 12. Running a throughput test every 30 seconds.

Step 4. Press to return to the CLI. The test will keep running in the background.

Step 5. Similarly, issue the following command to run a trace test every 40 seconds. Note

that the results will be stored in the archive file called Local archive.json

pscheduler task --repeat PT40S --archive @local archive.json trace --dest
20.0.0.10

@perfSONARL:/
t PT48S --archiv

495d/ runs

Figure 13. Running a trace test every 40 seconds.

Step 6. Press to return to the CLI. The test will keep running in the background.

Step 7. Verify that the RTT, throughput, and trace tests are scheduled correctly by issuing
the following command.
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pscheduler monitor

@perfSONARL:/

scheduler monitorf

Figure 14. Running pScheduler monitor.

Step 8. Inspect the schedule.

@perfSONARL:/
06-19T16:01:09Z pScheduler Monitor

Finished rtt --de
Fini s rtt -
Fini s rtt -
Fini s rtt - 5
Fini C thro U 20.0.0.
Fini s rtt - 5
Fini thro
Fini s rtt -
Fini C rtt -
Fini thro ) 20.0.0.
Finishec rtt --de
Fini C trace -
Fini C thro
C rtt -
trace -
rtt --c B
thro ) 0.0.0.
ret - :
Pending trace .
Pending ret - D 0.10

Figure 15. Visualizing the schedule.

Step 8. Press g to return the CLI.

Note that the tests will keep running and the results of the measurement tests will be
populated perfSONAR1’s database.

4 Configuring the communication between perfSONAR1 and Grafana

In this section, the user will follow the process of configuring Grafana to access the
measurement results stored in perfSONAR1. Grafana operates within a Docker container
and can be accessed via a web interface. To enable this connection, the user will need to
specify the data source, which, in this scenario, is the OpenSearch database hosting the
pScheduler measurements. It's essential to note that the configured database is located
in perfSONAR1.

4.1 Running Grafana

Step 1. Go back to the Linux terminal by clicking on the icon in the taskbar.
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*= Shell No. 1

* admin@lubuntu-vm: ~

* qterminal - 2 windows [ MiniEdit @perfSONART:/

Figure 16. Returning to the Linux Terminal.

Step 2. In the Linux Terminal, issue the following command to start the Docker container
that implements Grafana. If a password is required, type password|.

sudo docker run -d -p 3000:3000 grafana/grafana-oss

admin@lubuntu-vm: ~

File Actions Edit View Help

admin@lubuntu-vm: ~

d

admin@lubuntu-vm:
7ec11a259cae2c1d5f4

admin@Llubuntu-vm:~$ [

ara

58519974 Fd

Figure 17. Running Grafana.

4.2 Accessing Grafana

Step 1. Open the web browser by clicking on the icon located in the taskbar.

qterminal - 2 windows [l MiniEdit @perfSONAR1:/

Figure 18. Opening the web browser.

Step 2. In the address bar type the following URL to access Grafana’s web interface. An
authentication webpage will be displayed.

localhost:3000

o ] Mozilla Firefox

=Y New Tab X |+

C Q| localhost:3000|

Figure 19. Accessing Grafana’s web interface.

Step 3. Type as the username and as the password. Then, click on Log
In.
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5 ) Grafana — Mozilla Firefox

e 2 Grafana X +

& C O [ o localhost:3000

Welcome to Grafana

Emall or username

aamin

Figure 20. Authenticating the admin user in Grafana’s web interface.

4.3 Configuring Grafana’s data source

Step 1. Click on the three-line icon next to Home and select Administration>Plugins as

shown in the figure below.
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Figure 21. Configuring Grafana’s data sources.

Step 2. In the search entry box, type opensearch. Then, click on the result as shown in the
figure below.
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Home Administration

% Administration

Plugins

lo
Sort

By name (A-Z

Figure 22. Searching for the OpenSearch plugin.

Step 3. Click on Install to install the plugin.

Home » Administration Plugins

® Administration OpenSearCh

. Install

Grafana Labs 4,

I Plugins

OpenSearch Grafana Data Source
Figure 23. Installing the OpenSearch plugin.

4.4 Configuring an OpenSearch data source

Step 1. Once the installation is complete, click on Create a OpenSearch data source.
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Home » Administration Plugins

® Administration OpenSearCh

Data ¢ 2161 Grafana Labs 4, 49 Grafana

I Plugins Uninstall Create a OpenSearch data source

OpenSearch Grafana Data Source
Figure 24. Creating an OpenSearch data source.

Step 2. Set the data source name as P4-perfSONAR lab measurements as shown in the
figure below.

® Administration OpenSearCh

I Data sources

Name O 04 -pe R lab measurements Default [ ]

Figure 25. Setting the data source name.

Step 3. Configure the following URL as shown in the figure below. This URL points towards
the database of perfSONAR1.

https://172.17.0.2/opensearch
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® Administration OpenSearCh

I Data sources

Name () \R la n 3 Default 9

Figure 26. Setting the data source URL.

Step 4. Scroll down and enable the Basic auth option as shown in the figure below.

& Administration Auth

Basic auth @ | With Credentials

I Data sources
TLS Client Auth @ With CA Cert

Skip TLS Verify ®

Forward OAuth Identity ® @

Basic Auth Details

User

Figure 27. Enabling basic authentication.

Step 5. In the Auth section, toggle on the Skip TLS Verify option.

& Administration Auth
Basic auth @  With Credentials
I Data sources

TLS Client Auth @ With CA Cert

Skip TLS Verify

OAuth Identity

Basic Auth Details
User

Password

Figure 28. Skipping TLS verification.
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Step 6. Navigate to perfSONAR1 terminal and type the command below to display the
Opensearch’s authentication credentials.

cat /etc/perfsonar/opensearch/opensearch login

@perfSONARL:/
lo q in

Figure 29. Displaying Opensearch’s authentication credentials.

The figure above shows the credentials to access OpenSearch. The username is
and the password is [INBIAomOxvbVg9hiutdy].

Step 7. In Grafana, input the credentials retrieved in the previous step as the username
and password.

e User:

e Password: [INBIAomOxvbvg9ohiutdy]

Note that you can copy and paste this password from the file called
OpenSearch_password.txt located on the Desktop.

& Administration

I With Credentials
Data sources
TLS Client Auth @ With CA Cert

Skip TLS Verify { ]

Forward OAuth Identity ® &

Basic Auth Details

User admin

Password ....-.-......-.-.-..|

Figure 30. Authenticating into the OpenSearch database.

Step 8. Navigate to perfSONAR1 terminal and type the command below to retrieve the
index used by Logstash to store the data in OpenSearch.

cat /usr/lib/perfsonar/logstash/pipeline/99-outputs.conf

Page 17



Lab 6: Connecting perfSONAR to Grafana Dashboard

@perfSONARL:/
)-outputs.conf

YY.MM.dd}"

Figure 31. Displaying the [index name].

The index is the field used by OpenSearch to categorize the stored data. Querying the
OpenSearch database requires specifying the index of the data.

The figure above shows that the index depends on the type of tests being performed and
on the date the test is performed where [index = “pscheduler %{[test][type]}-]
${+YYYY.MM.dd}”]. Note that the index always starts with the keyword [pscheduler]

Step 9. In Grafana, scroll down to the OpenSearch details section and type
for the index name field. character implies that any index that starts with

the keyword pscheduler| should be considered.
OpenSearch details

@ Administration When the connected OpenSearch instance is upgraded, the

configured version should be updated.

I Data sources

Index name
Pattern
Time field name

Serverless

n Get Version and Save

Min time interval

PPL enabled

Figure 32. Setting the index name.
Step 10. Type the following entry as the Time field name.

pscheduler.start time
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'ch de

@ Administration When the connected OpenSearch instance is upgraded, the

configured version should be updated.

l Data sources

Index name
Pattern
Time field name
Serverless
on Get Version and Save
Min time interval

PPL enabled

Figure 33. Setting the time field name.

Step 11. Click on Get Version and Save to test the connection with the OpenSearch

database. The output will indicate the current version.

OpenSearch details

@ Administration When the connected OpenSearch instance is upgraded, the

configured version should be updated.

l Data sources

Index name
Pattern
Time field name

Serverless

Version Get Version and Save

Min time interval

PPL enabled

Figure 34. Getting the database version.

Step 12. Scroll down and click on Save & test to save the configured data source.
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& Administration

: field name

l Data sources

Level field name

Data links
inks to exist
alue

+ Add

Index OK. Time field name OK.

Explore Delete Save & test

Figure 35. Saving the configuration.

5 Displaying the measurement results in a dashboard

In this section, the user will create a dashboard and retrieve measurements such as
throughput, Round-trip Time (RTT), and retransmissions. The graphs will visually present
these metrics over time, offering valuable insights into network performance trends. It's
important to understand that the configuration provided here outlines the fundamental
steps to display these results effectively. However, Grafana's flexibility allows for
extensive customization, empowering users to tailor the views according to their specific
needs and even set up alerts to monitor thresholds and trigger notifications if certain
conditions are surpassed.

5.1 Visualizing throughput results

Step 1. Click on the +icon in the upper right of the screen and select New dashboard.

Home > Connections Your conn Data
PPL enabled @ jashboard

e alert rule

@ Connections

Logs

Connect data

Level fleld name

Your connections

Figure 36. Creating a new dashboard.

Step 2. Click on + Add visualization.
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Start your new dashboard by adding a visualization

+ Add visualization

Figure 37. Adding a graph.

Step 3. On the right panel, in the Panel options, add a Title and a Description. This graph
will display the throughput tests.

Save

- Panel options

Title

Throughput M

Panel links

Repeat options

Figure 38. Setting the graph title and the description.

Step 4. In the Querry panel, change the metric from Count to Max, as shown in the figure
below.
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All

Panel options
Count

Average

Sum
[EYS
Min

Query Extended Stats

Alias Percentiles

Lucene Query Type ique Cou > Panaliinks

Metric (1) Repeat options

Group By ~ Tooltip

Figure 39. Displaying the maximum values.

Step 5. In the adjacent box, select result.throughput from the list.

Throughput Measurements

~ Panel options
pscheduler.duration

result.retransmits
= Count result.throughput
schedule.repeat
schedule.slip
Query Lucene

Alias result.hop.as_number

T T > Panel links
Lucene Query Type Metric result.hop.count g

Metric (1) Max Repeat options

> Ootions + - Tooltip

Figure 40. Selecting the throughput results.

Step 6. Change the time range by clicking on the icon located on the upper part and
selecting the Last 5 minutes option.
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Home

Throughput Measurements

Absolute time range ~
All

Last 5 minutes
- Panel options

Query Lucene

Alias

Figure 41. Adjusting the time range to 5 minutes.

Step 7. In the panel on the right, scroll down to reach the Standard options section. Select
Data /bits(Sl) option for the Unit field to change the unit to Gigabits (Gb).

@ Last 5 minutes

put Measurements

~ | Standard options

Unit

Query Lucene
Alias Data rate [ bits

Lucene Query Type Metric Data rate [ bi

Figure 42. Adjusting unit to Gigabits.

Step 8. Click on Apply to save the changes.
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Save | Apply

@ Last 5 minutes

~ Standard options

Unit

Query Lucene

Figure 43. Applying the changes to the dashboard.
The throughput graph will appear on the Grafana dashboard.

Step 9. Save the dashboard by clicking on the icon on the upper part. A new panel will
emerge on the right side.

Home

Throughput Measurements

Figure 44. Saving the changes in the dashboard.

Step 10. Provide a name to the dashboard, then, click on Save.
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Save dashboard

Details

Dashboard name

P4-perfSONAR lab dashboard

Folder

General

Cancel Save

Figure 45. Saving the changes in the dashboard.

5.2 Visualizing RTT results

Step 1. Click on the Add icon located on the upper part and select Visualization as shown
in the figure below.

= Home > Da

hroughput Measurements

Figure 46. Adding a graph.

Step 2. On the right panel, in the Panel options, add a Title and a Description. This graph
will display the RTT tests.
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Home > Dashboards > P4-perfSONAR lab dashboard i Save | Apply

® Fill
RTT Measurements
All

Panel options

8 Qu
Transparent background
Data source P4-perfSONAR lab i £ > to = QAeryinspectol ®

Figure 47. Setting the graph title and the description.

Step 3. In the Querry panel, change the metric from Count to Max, as shown in the figure
below.

Home > Dasl ds perfSONAR lab dashboard » it ) Save

Count

Average All

Sum v Panel options

Max

Min - ) 15:3

Extended Stats

Percentiles

Lucene Query Type  njque Count

Metric (1) | Transparent background

Group By

> Panel links
Date Histogram pscheduler.start_time > Interval: auto

> Repeat options

Figure 48. Displaying the maximum values.

Step 4. In the adjacent box, select result.rtt.meant from the list.
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Save | Apply

ult.packet
All
result.packet

Panel options

re .packet

Title
result.packe

15 15

esult.packets.se
result.rtt.max

result.rtt. mean
cene Query Type Metric
result.rtt.min
Metric (1) Max |

» Options +
Panel links
Group By

Repeat options

Figure 49. Selecting the RTT means values.

Step 5. Click on the icon located on the upper part to refresh the graph.

Save | Apply

(@ Last 5 minutes

All

v Panel options

Lucene Query Type  Metric

Metric (1) @ Max result.rtt.mean

> Options

Panel links
Group By

Repeat options

Figure 50. Refreshing the dashboard

Step 6. In the panel on the right, scroll down to reach the Standard options section. Select
Time / second (s) option for the Unit field to change the unit to seconds.
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oard » Editp save | Apply

@ Last 5 minutes

RTT Measurements

v | Standard options
Unit
Time
Lucene Query Type Metric
Time / seconds (s)
Metric (1) Max result.rit. mean
Custom unit: Tim

» Options A

Figure 51. Adjusting unit to seconds.

Step 7. Click on Apply to save the changes.

Home > Dashboards > P4-perfSONAR lab dashboard i ) Save

Fill

1

Stack serles

Off

v Standard options

Unit

Figure 52. Applying the changes.
The RTT graph will appear on the Grafana dashboard.

Step 8. Save the changes by clicking on the icon on the upper part. A new panel will
emerge on the right side.
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= Home

RTT Measurements @

Throughput Measurements ()

Figure 53. Saving the changes in the dashboard.

Step 9. Click on Save to save the changes.

Save dashboard

Cancel Save

Figure 54. Saving the changes in the dashboard.

At this point, there are two graphs in the dashboard.

5.3 Visualizing retransmissions

Step 1. Click on the Add icon located on the upper part and select Visualization as shown
in the figure below.
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Home Dashboards P4-perfSONAR la | ‘.» Add A

Visualization
RTT Measurements
Row

Import from library

1
ult

Throughput Measurements

Figure 55. Adding a graph.

Step 2. On the right panel, in the Panel options, add a Title and a Description. This graph
will display the throughput tests.

Home > Dash ds > P4-perfSONAR lab dashboard > it ¢ ) Save | Apply
Fill

Restransmissions

UL

v Panel options

Title
1L |l | I 1 [l I Restran
15:41:00 5 15:43:00 15:44:00
== Count Description
the number o

een perfSONAR1
8 Query n perfS

Figure 56. Setting the title and the description.

Step 3. In the Querry panel, change the metric from Count to Max, as shown in the figure
below.
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L

= Home

Restransmissions

8 Query

Query
Alias

Lucene Query Type

Count

Average L ‘ | ‘ H\
Sum

Max

Min

Extended Stats

Percentiles

Unique Count

Save | Apply

All

¥ Panel options
Title

Res

Description

aph s

> Repe

Figure 57. Displaying the maximum valt;es.

Step 4. In the adjacent box, select result.retransmits from the list.

Restransmissions

| I result.retransmits

Query

Alias

Lucene Query Type

(1)

pscheduler.duration

15

result.throughput
dule.re
schedule.slip

Lucene

result.hop.as_number
i result.hop.count

Max

Save

All

Panel options

Panel links

Repeat options

Figure 58. Selecting the number of retransmissions.

Step 5. Click on the icon located on the upper part to refresh the graph.
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Save | Apply

Restransmissions

All

~ Panel options

Title

Re

Description

Query Lucene
Transparent background

Alias
Lucene Query Type Metric > Panel links

Metric (1) © Max ML=EEEoRine

Figure 59. Refreshing the graph.

Step 6. Click on Apply to save the changes.

Save | Apply

@ Last 5 minutes

All

¥ Panel options

Figure 60. Applying the changes.

The Retransmissions graph will appear on the Grafana dashboard, with the throughput
and RTT graphs.

Step 7. Drag the RTT graph next to the retransmissions graph as shown in the figure below.
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ements

Throughput Measurements

Figure 61. Relocating the graph in the dashboard.

Step 8. Save the changes by clicking on the icon on the upper part. A new panel will
emerge on the right side.

Home > Da

Restransmissions RTT Meas.

Throughput Measurements

Figure 62. Saving the changes in the dashboard.

Step 9. Click on Save to save the changes.

Save dashboard

Cancel Save

Figure 63. Saving the changes in the dashboard.
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Lab 6 has been completed. You may now end your reservation.
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Lab 7: Retrieving Per-flow Statistics from the Data Plane
Overview

This lab demonstrates how to detect new flows in P4 and report flows’ information using
digests to the control plane. A digest is a communication mechanism used by the data
plane to send values to the control plane. The control plane then processes these values
to implement applications. After that, the user will utilize the flow information received
from the digest to query the flow’s statistics from the data plane.

Objectives
By the end of this lab, students should be able to:

Understand how to create digests in a P4 program.

Write a control plane application to receive the digests sent from the data plane.
Parse the digest and install rules in a match-action table.

Implement a basic monitoring application on a P4 switch.

PwnNE

Lab settings
The information in Table 1 provides the credentials of the machine containing Mininet.

Table 1. Credentials to access Client machine.

Device Account Password

Client admin password

Lab roadmap
This lab is organized as follows:

Section 1: Introduction to packet digests.

Section 2: Lab topology.

Section 3: Calculating per-flow number of bytes in P4.
Section 4: Creating packet digests in P4.

Section 5: Loading the P4 program.

Section 6: Configuring switch s1.

Section 7: Testing and verifying the P4 program.

Nou,s~wnNe

1 Introduction to packet digests
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A digest consists of a mechanism to send a message from the data plane to the control
plane. Digests contain data plane values such as packet headers or metadata to be
processed by a program in the control plane (i.e., a controller). The controller can
implement applications in programming languages such as C/C++, Java, or Python.
Moreover, the controller can process multiple digests and communicate with the data
plane using runtime APIs. The controller can use these APIs to add, delete, or modify an
entry in a match-action table, read registers, reset counters, change meter rates, etc.

1.1 Lab scenario

Figure 1 depicts an example of a controller application that implements a basic monitoring
procedure. The topology comprises two end hosts and a P4 switch. The user will
implement the logic to detect new flows by defining a new match-action table. The table
will be responsible for detecting if an arriving packet belongs to a new flow. Packets are
classified into flows by hashing the 5-tuple (source and destination IP addresses, source
and destination ports, and protocol). The user will also utilize a stateful register to
monitor the per-flow number of bytes.

For each new flow, the P4 program will produce a digest with the flow ID. This digest is
sent to the control plane, where a controller (i.e., controller.py) uses flow ID to
periodically query the number of bytes register. The throughput is then calculated by the
control plane and presented to the user.

ID | # of Bytes
Flow Tracker
Data Plane
New >l E
|
‘Jlj 1 second{
v
Add
Processing Control Plane
Flow IDs —
«@
{GD

=
\4

I :Flow ID = : Number of bytes @ :Throughput =: Digest

Figure 1. Lab scenario. The data plane detects new flows and reports them to the control plane
using digests. After that, the data plane uses the flow ID to initialize a new register entry that
maintains the number of bytes for that flow. Control plane uses the flow ID received from the
digest to periodically query measurements from the data plane. The control plane calculates the
throughput values from the number of bytes .

2 Lab topology
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Lab 7: Retrieving Per-flow Statistics from the Data Plane

Let’s get started by loading a simple Mininet topology using MiniEdit. The topology
comprises two end hosts and a P4 switch.

hl sl h2
NS
h1-ethO sl-etho \EF sl-ethl h2-eth0| e
X
10.0.0.1 10.0.0.2

Figure 2. Lab topology.

Step 1. A shortcut to MiniEdit is located on the machine’s desktop. Start MiniEdit by
double-clicking on MiniEdit’s shortcut. When prompted for a password, type password|.

Computer

MiniEdit

Terminal

Figure 3. MiniEdit shortcut.

Step 2. In the MiniEdit application, load the topology by clicking on File then Open.
Navigate to the /ab7 folder and search for the topology file called lab7.mn and click on
Open. A new topology will be loaded to MiniEdit.
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-— MiniEdit

m Edit Run Help

New

Save
Export Level 2 Script

Qirectory:l /home/admin/P4-perfSONAR_Labs/lab7 gl £

=

File name: lab7.mn

Files of type: Mininet Topology (*.mn) 4‘ Cancel ‘

AT

Figure 4. MiniEdit’s Open dialog.

Step 3. The network must be started. Click on the Run button located at the bottom left
of MiniEdit’s window to start the emulation.

Stop I.,__Ji

Figure 5. Running the emulation.

21 Starting the end hosts

Step 1. Right-click on host h1 and select Terminal. This opens the terminal of host hl and
allows the execution of commands on that host.
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File Edit Run Help

-
N 2

Host Options sl

Terminal

Figure 6. Opening a terminal on host h1.

Step 2. Test connectivity between host hl and host h2 by issuing the command below.

ping 10.0.0.2 -c 4

"Host: h1"
root@lubuntu-vm: /home/admin#|ping 10.0.0.2 -cC

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

10.0.0.2 ping statistics
4 packets transmitted, © received, 100% packet loss, time 3071ms

root@lubuntu-vm: /home/admin# [j

Figure 7. Connectivity test using command.
The figure above shows unsuccessful connectivity between host hl and host h2. This

result happens because there is no P4 program loaded on the switch.

3 Calculating per-flow number of bytes in P4

3.1 Loading the programming environment

Step 1. Launch a Linux terminal by double-clicking on the icon located on the desktop.
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Computer

MiniEdt

Terminal

Figure 8. Shortcut to open a Linux terminal.

The Linux terminal is a program that opens a window and permits you to interact with a
command-line interface (CLI). A CLl is a program that takes commands from the keyboard
and sends them to the operating system to perform.

Step 2. In the terminal, type the command below. This command launches the Visual
Studio Code (VS Code) and opens the directory where the P4 program for this lab is
located.

code P4-perfSOANR Labs/Lab7

o admin@lubuntu-vm: ~

File Actions Edit View Help
admin@lubuntu-vm: ~ ()

admin@lubuntu-vm: | }-per TSONAR ||

Figure 9. Loading the development environment.

3.2 Populate the metadata

Step 1. Click on the headers.p4 file to display the contents of the file. Use the file explorer
on the left-hand side of the screen to locate the file.
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headers.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 X

v LAB7 BB O eaders.p4
basic.p4 1 const bit<16> TYPE IPV4 = 0x0800;
checksum.p4 2 const bit<8> TYPE TCP = 6;

"’CO”UO”E'py i /0-0-"-v-¢-071#-Q-Q#"-Q-vv<'-¢-0'tv-0v0010-¢-¢0v'-0-0vv¢-¢-¢#-r
depa’se(')“i 5 v'v’-'v-t-'-'vqty'-.vt'HEADERS R R R R P R S R R R R ]
egress.p4 6 ]

= headers.p4 ?
ingress.p4 8  typedef bit<9> egressSpec t;

(t=]

typedef bit<48> macAddr t;
10  typedef bit<32> ip4Addr t;
11

Figure 10. Inspecting the headers.p4 file.

lab7.mn

parser.p4

Step 2. Define the metadata by adding the code below to the metadata struct.

bit<l6> flow id;

® headers.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

I-_f? EXPLORER headers.p4 ®
~ LAB7 yders.pd
basic.p4 46 ‘
checksum.p4 47  struct headers {

@ controller.py 48 ethernet_t ethernet;
deparser.p4 49 ipva_t ipv4;
egress.p4 ;? } tep t tep;
headers.p4 52
ingress.p4 53  /*Define the metadata below*/
lab7.mn 54  struct metadata {
parser.p4 55 bit<16> flow id;

56 [}

Figure 11. Adding the metadata.

Step 3. Save the changes to the file by pressing[ctrl + s|.

3.3 Collecting per-flow number of bytes

Step 1. Click on the ingress.p4 file to display the contents of the file. Use the file explorer
on the left-hand side of the screen to locate the file.
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ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 ingress.pd X
v LAB7 BEBELS ngress.pa

bSS\Cch 1 /*'tvtttkvovtkn0-0-tttk-t-tkt'-#-i'tk-‘-thﬁt-f"'tu-‘-ttnt-t-‘&-v-‘-'knt-'

che(ksumpJ. 2 R R INGRESS PP‘O(ESSING S

3 ut-t-itvk"'vku0-"ittk-i'tk»"v"0nk-'-ttxt-r-ﬁ'tw-ﬁ-tt-t-t-'ttv-'-'--t-/

@ controller.py 4

deparser.p4 .

eparser.p 5 control MyIngress(inout headers hdr,

EUISSS B 6 inout metadata meta,

headers.pa 7 inout standard metadata t standard metadata) {

= ingress.p4 8

lab7.mn 9 action drop() {

parser.p4 mark_to _drop(standard metadata);

b
wN = e

action forward(egressSpec t port) {
standard metadata.egress spec = port;

=
s

15 }
Figure 12. Inspecting the ingress.p4 file.

Step 2. Define the action [compute flow id| by adding the following piece of code.

action compute flow id() {
hash (
meta.flow id,
HashAlgorithm.crcléb,
(bit<1>)0,
{
hdr.ipv4.srcAddr,
hdr.ipv4.dstAddr,
hdr.tcp.srcPort,
hdr.tcp.dstPort,
hdr.ipvé4.protocol,
o
(bit<16>)65535) ;

Page 10
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® ingress.p4 - lab7 - Visua

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 ingress.p4 @
~ LAB7 ngress.p4
basic.p4 4
checksum.p4 5 control MyIngress(inout headers hdr,
% controller.py 6 inout metadata meta,
deparser.p4 7 inout standard metadata t sta
egress.p4 8 - —
- 9 action compute flow id() {
headers.p4 10 hash ( - -
ingress.p4 11 meta.flow id,
lab7.mn 2 HashAlgorithm.crcl6,
parser.p4 13 (bit<1>)0,
14 {
15 hdr.ipv4.srcAddr,
16 hdr.ipv4.dstAddr,
17 hdr.tcp.srcPort,
18 hdr.tcp.dstPort,
19 hdr.ipv4.protocol,
20 }
21 (bit<16>) 65535);
22 1
23

Figure 13. Defining the action [compute flow id]|

The code in the figure above hashes flows based on their source and destination IP
addresses, their protocol, and their source and destination TCP ports. The hash function
produces a 16-bits output using the following parameters:

® [neta.flow id: The variable used to store the output.

e [HashAlgorithm.crclé|: the hash algorithm.

® [pit<1>0: the minimum (or base) value produced by the hash algorithm.

¢ |hdr.ipv4.srcAddr], hdr.ipv4.dstAddr], hdr.tcp.srcPort],
lhdr.tcp.dstPort] [hdr.ipv4.protocol]: the data to be hashed.

® [bit<16>65535 the maximum value produced by the hash algorithm.

Step 3. Add the following code to define a register array that will store per-flow number
of bytes.

register<bit<32>>(65535) number of bytes register;
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® ingress.p4 - lab7 - Visual Studio Cd

File Edit Selection View Go Run Terminal Help

l-—[‘: EXPLORER headers.p4 ingress.p4 @
v LAB7 ngress.pd
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 9 action compute flow id() {
@ controller.py 13 hash (

deparser.p4 18 nar.tep.astrore,

egress.p4 19 hdr.ipv4.protocol,

headers.p4 20

ingress.p4 21 (bit<16>) 65535);

lab7.mn 22 )
23

pRtsE 24 | register<bit<32>>(65535) number of bytes register;|
25

Figure 14. Defining a register array.

Step 4. Add the following code to define a register action.

action update number of bytes() {
bit<32> old number of bytes;
bit<32> new number of bytes;
number of bytes register.read(old number of bytes, (bit<32>)meta.flow id);
new number of bytes = old number of bytes + (bit<32>)hdr.ipv4.totalLen;
number of bytes register.write((bit<32>meta.flow id, new number of bytes);

® ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help
headers.p4 ingress.p4 @

s.pd
5 control MyIngress(inout headers hdr,

9 actigﬂaﬁ(‘:mputejlowiidf‘; {

22 }

23

24 register<bit<32>>(65535) number of bytes register;

25

26 action update number of bytes(){

27 bit<32> old number of bytes;

28 bit<32> new _number of bytes;

29 number of bytes register.read(old number of bytes, (bit<32>)meta.flow id);
30 new number of bytes = old number of bytes + (bit<32>)hdr.ipv4.totallLen;

31 number of bytes register.write((bit<32>)meta.flow id,new number of bytes);
32 il

33

Figure 15. Defining the action jupdate number of bytes|

In the code above, the update number of bytes|action performs the following steps:

e Reading the current number of bytes: It retrieves the current number of bytes
associated with the current flow from the jnumber of bytes register| and
stores this value in the variable o1d number of bytes]

e Calculating the updated number of bytes: The action then adds the number of
bytes from the current packet (obtained from jhdr.ipv4.totalLen|) to the value
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stored in [old number of bytes| The result is stored in the variable
lnew number of bytes|

e Writing back the updated value: Finally, the action writes the updated number of
bytes (new number of bytes|) back into the jhumber of bytes register]
ensuring to cast meta.flow id| into a 32-bit value because register indexes
require 32-bit values.

4 Creating packet digests in P4

Step 1. Define the table monitored flows|by adding the following code.

table monitored flows () {
key = {
meta.flow id : exact;
}
actions = {
NoAction;
}
Size = 1024;

® ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 @
v LAB7 pa
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 42 table forwarding {
@ controller.py 3 )
deparser.p4 4 :
55 table monitored flows{
egress.p4 56 key = {
headers.p4 57 meta.flow id : exact;
ingress.p4 58 }
lab7.mn 59 actions = {
parser.p4 60 NoAction;
61 }
62 size = 1024;
63 1
64

Figure 16. Defining the table monitored flows|.

The table in the figure above matches the and executes the action NoAction|

This table is responsible for detecting new flows by maintaining the flow IDs of previously
detected flows. All flows with IDs not maintained by the table are considered new flows.

Step 2. Define the table monitored flows|by adding the following code.

table monitored flows () {
key = {
meta.flow id : exact;
}
actions = {
NoAction;
}
Size = 1024;
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® ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 @
v LAB7 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 42 table forwarding {
@ controller.p 33 }
deparser p4y 4 -
55 table monitored flows{
egress.p4 56 key = {
headers.p4 57 meta.flow id : exact;
ingress.p4 58 }
lab7.mn 59 actions = {
parser.p4 60 NoAction;
61 }
62 size = 1024;
63 i
64

Figure 17. Defining the table monitored flows|

The table in the figure above matches the and executes the action NoAction|.

This table is responsible for detecting new flows by maintaining the flow IDs of previously
detected flows. All flows with IDs not maintained by the table are considered new flows.

Step 3. Add the following code inside the apply block to apply the [forwarding].

forwarding.apply () ;

® ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 @
1
v LAB7 I € pa
basic.p4 S control MyIngress(inout headers hdr,
checksum.p4 55 table monitored flows{
@ controller.py 61 }
i 62 size = 1024;
deparser.p4 :
63 }
egress.p4 64
headers.p4 65 apply {
ingress.p4 66 |fo rwarding.apply() ;I
lab7.mn 67 }
parser.p4 68 }

Figure 18. Applying table.
Step 4. Add the following code to check if the packets are TCP packets.

if (hdr.tcp.isValid()) {
}
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® ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

Lf? EXPLORER headers.p4 ingress.p4 @
~ LAB7 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 55 table monitored flows{
@ controller.py 61 }.
deparser.p4 62 | slze = 1024;
egress.p4d gj !
headers.p4 65 apply {
ingress.p4 66 forwarding.apply();
lab7.mn 67 if(hdr.tcp.isvalid()){
parser.p4 68 }l
69 }
70 }

Figure 19. Checking the type of the packet.

Step 5. If a packet is a TCP packet, add the following code to compute the flow ID.

compute flow id();

® ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

@ EXPLORER headers.p4 ingress.p4 @
v LAB7 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 55 table monitored flows{
@ controller.py 61 }'
deparser.p4 62 ) size = 1024;
egress.p4 gi
headers.p4 65 apply {
ingress.p4 66 forwarding.apply();
lab7.mn 67 if(hdr.tcp.isvalid()
parser.p4 68 compute flow id();
69 }
70 }
71}

Figure 20. Computing the flow ID.

Step 6. Add the following code to identify if the flow is new. A flow with an ID not
maintained by the table monitored flowslis a new flow.

if (monitored flows.apply () .miss) {

}
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® ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

I-_f‘; EXPLORER headers.p4 ingress.p4 @
+ LAB7 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 55 table monitored flows{
@ controller.py 61 }_
deparser.p4 62 J size = 1024;
63 }
egress.pd 64
headers.p4 65 apply {
ingress.p4 66 forwarding.apply();
lab7.mn 67 if(hdr.tcp.isvalid()){
parser.p4 68 ute flow id();
69 if(monitored flows.apply().miss){
70
71 }
72 }
73 )

Step 7. Add the following code to send a digest to the control plane if the flow is new.

digest (1, meta.flow id);

® ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

[f': EXPLORER headers.p4 ingress.p4 @
v LAB7 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 g; e et Tt
@ controller.py 64
deparser.p4 65 apply {
egress.p4 66 forwarding.apply();
headers.p4 67 if(hdr.tcp.isValiq( ) A{
68 compute flow id();
RSP 69 if(moni{orednflows.applyt ) .miss){
i 70 digest(1,meta.flow id);|
parser.p4 71 }
72 }
73 }

Figure 22. Notifying the control plane using a digest.

Step 8. Add the following code to update the flow’s number of bytes if it is not new.

else{
update number of bytes();
}
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@ ingress.p4 - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

Lf‘z EXPLORER headers.p4 ingress.p4 ®
v LAB7 ngress.p4
basic.p4 5 control MyIngress(inout headers hdr,
checksum.p4 ;g [
@ controller.py 64
deparser.p4 65 apply {
egress.p4 66 forwarding.apply();
headers.p4 67 if(hdr.tcp.is\lalic_!()}{
68 compute flow id();
ingress.pa 69 if(moniEored_flows.apply\‘ ).miss){
lab7.mn 70 digest(1,meta.flow id);
parser.p4 71 }
72 else{
73 update_number_of _bytes();
74 ¥
75 }
76 }

Figure 23. Updating the number of bytes.

Step 9. Press to save the changes.

5 Creating the controller application

Step 1. Click on the controller.py file to display its content. Use the file explorer on the
left-hand side of the screen to locate the file.

controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

EXPLORER headers.p4 ngress.p4 @ controllerpy X
« LAB7 LERLA @& controller.py
basic.p4 1  import runtime CLI, struct, nnpy, threading
checksum.p4 2 from sswitch_runtime import SimpleSwitch
controller.py 3 from sswitch_runtime.ttypes import *
deparser.p4 5 class SimpleSwitchAPI(runtime CLI.RuntimeAPI):
egress.p4 6 @staticmethod
headers.p4 7 def get thrift services():
ingress.p4 8 return [("simple switch", SimpleSwitch.Client)]
lab7.mn 9
parser.pa 10 def init (self, pre type, standard client, mc client, s

-
[

runtime CLI.RuntimeAPI. init (self, pre type,
standard client, mc_cl
13 self.sswitch client = sswitch client

Figure 24. Inspecting the controller.py file.

¥}

Step 2. Define the dictionary by adding the code below. The dictionary will
maintain the information of the flows.

flows = {}
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® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help
headers.p4 ingress.p4 % controller.py ®

@ controller

import runtime CLI, struct, nnpy, threading
from sswitch runtime import SimpleSwitch
from sswitch runtime.ttypes import *

flows = {}

class SimpleSwitchAPI(runtime CLI.RuntimeAPI):
@staticmethod
def get thrift services():
return [("simple switch", SimpleSwitch.Client)]

Figure 25. Defining dictionary [Elows|.

D OVWONOWUVMEWNM

[

Step 3. Scroll down to the function[Listen for digests|and define the controller logic
by adding the following lines.

while True:
message = sub.recv ()
on_message recv (message, controller)

® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

headers.p4 ingress.p4 @ controllerpy @
1
@ controller.py
51
52 def listen_ for_digests(controller):
53 sub = nnpy.Socket(nnpy.AF SP, nnpy.SUB)
54 socket = controller.client.bm mgmt get info().notifications socket
55 sub.connect(socket)
56 sub.setsockopt(nnpy.SUB, nnpy.SUB SUBSCRIBE, '')
57 #### Define the controller logic below ###
58 while True:
59 message = sub.recv()
60 on_message recv(message, controllerﬂ
61

Figure 26. Defining the controller logic in the function [listen for digests|

The code in the figure above implements a loop that listens for incoming digests (see line
43) and calls the[function on message recv|(see line 44). Note that function
will halt the execution until it receives a digest.

Step 4. Scroll down to the function and define the following variables.

msg = msg[32:]
offset = 2
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® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

headers.p4 ingress.p4 @ controllerpy e
) §
@ controller.py
52 def listen for digests(controller):
58 while True:
61
62 def on_message recv(msg, controller):
63 global flows
64 , ., ctx id, list id, buffer id, num = struct.unpack("<iQiiQi", msg[:32])
65 msg = msg[32:]
66 offset = 2
67
68 #For listening to the next digest
69 controller.client.bm learning ack buffer{ctx id, list id, buffer id)

Figure 27. Defining variables in the function on _message recv].

The variables in the figure above correspond to the digest and the offset. Note that the
first 32 bytes are skipped because they store some metadata related to the digest and the
switch. The offset value indicates the number of bytes corresponding to the flow ID (i.e.,
16 bits).

Step 5. Define the receiving logic by adding the following code.

for m in range (num) :
flow id, = struct.unpack(“!H”, msg[O:offset])
print (“New flow with ID: ”, flow id,” is detected.”)
flows[flow id] = {“number of bytes”:0}
controller.do table add(“monitored flows NoAction ” + str(flow_id) + “ => ")
msg = msg[offset:]

® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help
headers.p4 ingress.p4 @ controller.py ®

@ controller.py
52 def listen for _digests(controller):

58 while True:

61

62 def on_message recv(msg, controller):

63 global flows

64 _, _, ctx id, list id, buffer id, num = struct.unpack("<iQiiQi", msg[:32])
65 msg = msg[32:]

66 offset = 2

67 for m in range(num):

68 flow id, = struct.unpack("!'H", msg[0:offset])

69 print("New flow with ID: ", flow id," is detected.")

70 flows[flow _id] = {"number of bytes":0}

71 controller.do table add("monitored flows NoAction " + str(flow id) + " => ")
72 msg = msg[offset:]|

73 #FOr L1SLENLng LO LNe Next dilgest

74 controller.client.bm learning_ack buffer(ctx_id, list_id, buffer_id)

75

Figure 28. Defining receiving logic.
The code in the figure above is explained as follows:

e Line 68: Unpacks from the digest the flow ID.
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e Line 69: Prints the received flow ID.

e Line 70: Define a new entry for the received flow in the dictionary. The flow
ID (i.e., [Elow_id) is used as the key.

e Line 71: Adds an entry to the table monitored flows|that matches the flow ID
and executes the action NoAction|. By adding this entry, we inform the data plane
that consequent packets with this flow ID do not belong to a new flow.

e Line 72: Points to the next 8 bytes in to avoid reading the same digest in case
there are two or more messages sent to the control plane simultaneously (see
Figure 22).

Step 6. Scroll up and call the function [Listen for digests|from the main function by
adding the line below.

listen for digests(runtime api)

® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

headers.p4 ingress.p4 @ controller.py ®

24 def main():

32 stangara_ctlient, mc_cllent, SSW1TCn_CL1ent = runtime CLL.TNr1TT_connect(

34 )

35

36 runtime CLI.load json_config(standard client, args.json)

37 runtime _api = SimpleSwitchAPI(args.pre, standard client, mc_client, sswitch client)
38

39 #######H## Forwarding rules are defined below #########

40 runtime_api.do table add("forwarding forward " + str(l) + " => " + str(2) + " ")
41 runtime _api.do table add("forwarding forward " + str(2) + " => " + str(1) + " ")
42

43 ##H###R#R# Start Collecting thread #########

44

45

46 ######### Call the function listen for digest below #########

47 Ilisten_for_digests(runtime_apiﬂ

48

Figure 29. Calling the function[Listen for digests|.

Step 7. Scroll down and add the following code under the function
[fetrieve measurements| [pre time| will store the current timestamp.

pre time = datetime.now () .timestamp ()
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® controller.py - lab7 - Visual S

File Edit Selection View Go Run Terminal Help
headers.p4 ingress.p4 % controllerpy @
& controller.py

61 def on message recv(msg, controller):

T ey

72 #For listening to the next digest

73 controller.client.bm learning ack buffer(ctx id, list id, buffer_id)
74

75  def retrieve measurements():

76 import time, json, socket

77 from datetime import datetime

78 global flows

79

80 while True:

81 ##_Add the code below ###

82 pre time = datetime.now().timestamp()
83

Figure 30. Defining the function|[retrieve measurements|

Step 8. Add the code below to iterate over the monitored flows and retrieve the
corresponding number of bytes.

for flow id in flows.copy():
old number of bytes = flows[flow id][‘number of bytes’]

total number of bytes = register read(flow id)
new number of bytes = total number of bytes - old number of bytes
flows[flow id] [ ‘number of bytes’] = total number of bytes

® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help
headers.p4 ingress.p4 @ controller.py @

@ controller.py
61 def on message recv(msg, controller):
AT ke Iﬁlu!\.\nulu: .

72 #For listening to the next digest

73 controller.client.bm learning ack buffer(ctx id, list id, buffer id)
74

75 def retrieve measurements():

76 import time, json, socket

77 from datetime import datetime

78 global flows

79

80 while True:

81 ### Add the code below ###

82 pre time = datetime.now().timestamp()

83 for flow id in flows.copy():

84 old number of bytes = flows[flow id]['number of bytes']

85 total _number of bytes = register read(flow_id)

86 new number of bytes = total number of bytes - old number of bytes
87 flows[flow _id]['number of bytes'] = totalinumberiofibyteﬂ
88

Figure 31. Retrieving per-flow number of bytes.

Step 9. Add the code below to calculate and print the throughput. The [i f| statement only
prints the throughput if it is larger than 10 Mb/s.

thoughput = new number of bytes*8/1000000
if (throughput > 10):
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print (“The throughput of flow: “,flow id, “ is ”, throughput, “Mb/s”)

® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help
headers.p4 ingress.p4 @ controller.py ®

@ controller.py
61 def on message recv(msg, controller):

73 controller.client.bm learning ack buffer(ctx id, list id, buffer id)

74

75  def retrieve measurements():

76 import time, json, socket

77 from datetime import datetime

78 global flows

79

80 while True:

81 ### Add the code below ###

82 pre_time = datetime.now().timestamp()

83 for flow id in flows.copy():

84 old number of bytes = flows[flow id]['number of bytes']

85 total number of bytes = register read(flow id)

86 new number of bytes = total number of bytes - old number of bytes
87 flows[flow id]['number of bytes'] = total number of bytes

88 throughput = new number of bytes*s /1000000

89 if (throughput > 10):

90 print("The throughput of flow: ",flow id, "is ",throughput," Mb/s")
91

Figure 32. Calculating and printing the throughput.
Step 10. Add the code below to retrieve the number of bytes once per second.

post time = datetime.now () .timestamp ()
tmie.sleep(l + pre time - post time)

® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

headers.p4 ingress.p4 % controller.py @

75 def retrieve measurements():

76 import time, json, socket

77 from datetime import datetime

78 global flows

79

80 while True:

81 ### Add the code below ###

82 pre_time = datetime.now().timestamp()

83 for flow id in flows.copy():

84 old number of bytes = flows[flow id]['number of bytes']

85 total number of bytes = register read(flow id)

86 new number of bytes = total number of bytes - old number of bytes
87 flows[flow id]['number of bytes'] = total number of bytes

88 throughput = new number of bytes*8 /1000000

89 if (throughput > 10):

20 print("The throughput of flow: ",flow id, "is ",throughput,” Mb/s")
91 post_time = datetime.now().timestamp()

92 time.sleep(1l + pre_time - post_timeﬂ

93

Figure 33. Setting the querying period to 1 second.

Step 11. Scroll up to the main function then define and start a new thread to call the

function [retrieve measurements|
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report measurements th = threading.Thread(targer=retrieve measurements)
report measurements th.start ()

® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help
headers.p4 ingress.p4 @ controller.py @

@ controller.py
24  def main():

29 services = runtime CLI.RuntimeAPI.get thrift services(args.pre)

30 services.extend(SimpleSwitchAPI.get thrift services())

31

32 standard client, mc client, sswitch client = runtime CLI.thrift connect(

33 args.thrift ip, args.thrift port, services

34 )

35

36 runtime CLI.load json_config(standard client, args.json)

37 runtime api = SimpleSwitchAPI(args.pre, standard client, mc_client, sswitch client)
38

39 ####HH### Forwarding rules are defined below #########

40 runtime api.do table add("forwarding forward " + str(l) + " => " + str(e) + " ")
41 runtime api.do table add("forwarding forward " + str(@) + " => " + str(l) + " ")
42

43 #aigpusnd Start Collecting thread ###s#sssss

44 report_measurements th = threading.Thread(target=retrieve measurements)

45 report measurements th.start()

46

Figure 34. Calling the function [report measurements|.

Step 12. Press to save the changes.

6 Loading the P4 program

In this section, you will compile and load the P4 binary and the controller program in
switch s1. You will also verify that the files reside in switch filesystem.

6.1 Compiling and loading the P4 program to switch s1

Step 1. Issue the following command in the terminal panel inside VS Code to compile the
program.

p4c basic.p4
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® controller.py - lab7 - Visual Studio Code

File Edit Selection View Go Run Terminal Help

r_l_"; EXPLORER headers.p4 ngress.p4 @ controller.py ®
« LAB7 @ controller.py
basic.json 24 def main():
basic.p4 29 services = runtime CLI.RuntimeAPI.get thrift services(args.p
basic.pai 30 services.extend(SimpleSwitchAPI.get thrift services())
31
Sl 32 standard client, mc client, sswitch client = runtime CLI.thr
@ controller.py 33 args.thrift ip, args.thrift port, services -
(18{)3!'59[})4 34 )
egress.p4 35
headers.p4 36 runtime CLI.load json config(standard client, args.json)
ingress.p4 37 runtime api = SimpleSwitchAPI(args.pre, standard client, mc
lab7.mn 38 . .
39 ###H#E## Forwarding rules are defined below #########
PEEEAL 40 runtime api.do table add("forwarding forward " + stri1) + "
41 runtime api.do table add("forwarding forward " + str(0) + "
42
43 ###HHR#E Start Collecting thread #########
B report_measurements th = threading.Thread(target=retrieve me
45 report measurements th.start()
46
47 ###awa## Call the function listen for digest below ########
48 listen_for_digests(runtime_api)
49
50
51

PROBLEMS OUTPUT TERMINAL PORTS DEBUG CONSOLE

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/lab7$
admin@lubuntu-vm:~/P4-perfSONAR_Labs/1ab7%

Figure 35. Compiling a P4 program.

Step 2. Type the command below in the terminal panel to push the basic.json file to the
switch s1’s filesystem. The script accepts as input the JSON output of the p4c compiler,
and the target switch name. If asked for a password, type the password [password].

push to switch basic.json sl

PROBLEMS OUTPUT TERMINAL PORTS DEBUG CONSOLE

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/lab7$ p4c basic.p4

oadmin@lubuntu-vm:~/P4-perfSONAR_Labs/lab7$|push to switch basic.json sl|
[sudo] password for admin:
admin@lubuntu-vm:~/P4-perfSONAR_Labs/lab7$ |]

Figure 36. Pushing the basic.json file to switch s1.

Step 3. Type the command below in the terminal panel to push the controller.py file to
the switch s1’s filesystem.

push to switch controller.py sl
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PROBLEM OUTPUT  TERMINAL  PORT EBUG CON

@ admin@lubuntu-vm:~/P4-perfSONAR_Labs/lab7$ p4c basic.p4

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/lab7$ push to switch basic.json sl
[sudo] password for admin:

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/lab7$|push to switch controller.py sll
admin@lubuntu-vm:~/P4-perfSONAR_Labs/lab7$

Figure 37. Pushing the controller.py file to switch s1.

6.2 Verifying the configuration

Step 1. Click on the MinEdit tab in the start bar to maximize the window.

*= qterminal - 2 windows I MiniEdit "Host: h1" controller...tudio Code

Figure 38. Maximizing the MiniEdit window.

Step 2. Right-click on the P4 switch icon in MiniEdit and start the Terminal.

File Edit Run Help

& |

¢ P4 Switch Options L

"

|Termina! |

Figure 39. Starting the terminal on the switch.

Note that the switch is running on an Ubuntu image started on a Docker container. Thus,
you will be able to execute any Linux command on the switch terminal.

Step 3. Issue the command on the terminal of the switch s1 that was opened in the
previous step.

1s

root@sl: /behavioral-model

Figure 40. Displaying the contents of the current directory in the switch s1.
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The figure above shows that the switch contains the basic.json and controller.py files that
were pushed after compiling the P4 program and creating the controller application.
7 Configuring switch s1

In this section, you will map switch s1 interfaces to the ports in the P4 program and start
the switch daemon. Then, you will load the rules to populate the match action tables.

Step 1. Start the switch daemon by typing the following command.

simple switch -i 0@sl-eth0 -i 1@sl-ethl basic.json &

root@s1l: /behavioral-model - O X

:/behavioral-model#|simple switch -i ©@sl-eth® -i 1@sl-ethl basic.json &

Figure 41. Starting the switch daemon and mapping the logical interfaces to Linux interfaces.
Step 2. In switch s1 terminal, press Enter to return the CLI.

root@s1l: /behavioral-model

root@sl:/behavioral-model# simple switch -i 0@sl-eth® -i 1@sl-ethl basic.json &
[1] 68

root@sl:/behavioral-model# Calling target program-options parser

Adding inter 51-eth® as port ©

Adding interface sl-ethl as port 1

root@sl:/behavioral-model# [}

Figure 42. Returning to switch s1 CLI.

8 Testing and verifying the P4 program

This section shows the steps to run a controller and observe the pre-flow throughput
monitored by the application.

8.1 Starting the controller application

Step 1. In switch s1 terminal, start the controller by running the following command.

python controller.py
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root@s1l: /behavioral-model

root@sl:/behavioral-model#|python controller.py
Obtaining JSON from switch...

Done

Adding entry to exact match table forwarding
match key: EXACT-00:01

action: forward

runtime data: 00:00

Entry has been added with handle ©

Adding entry to exact match table forwarding
match key: EXACT-00:00

action: forward

runtime data: 00:01

Entry has been added with handle 1

Figure 43. Starting the controller in switch s1.

8.2 Starting data transfer between h1 and h2

Step 1. Right-click on host h2 and select Terminal. This opens the terminal of host h2 and
allows the execution of commands on that host.

File Edit Run Help

X

P
m = =
a s1 2 Host Options

Terminal

Figure 44. Opening a terminal on host h2.

Step 2. On host h2’s terminal, type the following command to start Iperf3 server.
tool is used to perform network throughput tests. option specifies that h2 will be
acting as the server.

iperf3 -s
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"Host: h2"

root@lubuntu-vm: /home/admin# |iperf3

Figure 45. Starting Iperf3 server on h2.

Step 3. On host hl’s terminal, type the following command to start data transfer with
h2.[-d option specifies that h1 will be acting as the client.

iperf3 -c 10.0.0.2

"Host: h1"

root@lubuntu-vm: /home/admin# [iperf3 -c 10.0.0.2
Connecting to host 10.0.0.2, port 5201
[ 7] local 10.0.0.1 port 39102 connected to 10.0.0.2 port 5201
ID] Interval Transfer Bitrate Retr Cwnd
0.00-1.00 6.79 MBytes 56.9 Mbits/sec 66 38.2 KBytes

.00-2.00 .97 MBytes 50.0 Mbits/sec 58 .0 KBytes

.00-3.00 .97 MBytes 50.0 Mbits/sec 84 .1 KBytes

.00-4.00 .84 MBytes 49.0 Mbits/sec .7 KBytes
.00-5.00 . MBytes 57.3 Mbits/sec 24.0 KBytes

.00-6.00 . MBytes .2 Mbits/sec .7 KBytes

Figure 46. Sending data between h1 and h2.

8.3 Inspecting the measurements retrieved by the control plane

Step 1. Navigate back to switch s1 terminal and inspect the output.
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root@sl: /behavioral-model

New flow with ID: 57295 1is detected.

Adding entry to exact match table monitored flows
match key: EXACT-df:cf

action: NoAction

runtime data:

Entrv ha e with handle ©

New flow 50068 1is de cted.

Adding entry to exact match table monitored flows
match key: EXACT-c3:94

action: NoAction

runtime data:

Entry has been added with handle 1

New flow with ID 61390 1is detected.

Adding entry to exact match table monitored flows
match key: EXACT-ef:ce

action: NoAction

runtime data:

Fntrv has been added with handle 2

New flow t ) is detected.

Adding entry to ¢ . natch table monitored flows
match key: XACT-03:96

action: NoAction

runtime data:

Entry has been added with handle 3

The throughput of flow: 61390 1s .112

The throughput of flow: 61390 is .844

The throughput of flow: 61390 is .512

The throughput of flow: 61390 is 5.052 Mb/s
The throughput of flow: 61390 is 66.48 Mb/s
The throughput of flow: 61390 is .268 Mb/s
The throughput of flow: 61390 is .02

The throughput of flow: 61390 is .644

The throughput of flow: 61390 is .688

The throughput of flow: 61390 is .028

Figure 47. Inspecting the controller’s log in switch s1.

The figure above shows that the 4 new flows are detected. This occurs because the
packets from hl to h2 are considered one flow and the packets from h2 to hl are
considered another flow. Moreover, the Iperf3 tool has two channels per connection, one
data channel, and one control channel’. Thus, we have a total of 4 flows.

This concludes lab 7. Stop the emulation and then exit out of MiniEdit.
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Lab 8: Collecting P4 measurements using perfSONAR’s archiver
Overview

This lab demonstrates how to collect the measurements calculated by P4 using a
perfSONAR archiver. The user will start by defining a new pipeline in Logstash to ingest
and process the measurements received from the switch. Logstash is a data processing
pipeline that accepts data from multiple sources, provides flexible data processing, and
forwards the processed data to the final destination. The user will then configure the
control plane of the switch to connect and send the measurements to Logstash. After that,
the user will configure Grafana to display the measurements.

Objectives
By the end of this lab, students should be able to:

Define the workflow of the archiving layer of perfSONAR.

Configure and append new pipelines to Logstash.

Connect the control plane to Logstash.

Connect Logstash to OpenSearch.

Visualizing the measurements collected by P4 in a Grafana dashboard.

uhwWwNE

Lab settings
The information in Table 1 provides the credentials of the machine containing Mininet.

Table 1. Credentials to access Client machine.

Device Account Password

Client admin password

Lab roadmap
This lab is organized as follows:

Section 1: Introduction to perfSONAR’s archiving layer.
Section 2: Lab topology.

Section 3: Configuring new pipeline in Logstash.
Section 4: Configuring the control plane of the switch.
Section 5: Loading the P4 program.

Section 6: Connecting Grafana to OpenSearch.

Section 7: Testing and verifying the application.

Nou,s~wnNe
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1 Introduction to perfSONAR’s archiving layer

perfSONAR’s archiving layer is responsible for storing time-series data about the tests that
were performed. This layer adopts the plug-in architecture, where the user can choose
which software to use in this layer. The default archiver used by perfSONAR is the
combination of Logstash and OpenSearch?. Logstash is a data processing pipeline that
accepts data from multiple sources, provides flexible data processing, and forwards the
processed data to the final destination?. OpenSearch is a search and analytical suite that
supports data storage, real-time application monitoring, and log analytics3.

The APIs used by perfSONAR layers to communicate are REST-based. REST APIs
communicate via the HTTP protocol. When a test is performed in perfSONAR, the tools
layer forwards the measurements to the scheduling layer. The scheduling layer formats
the data in JavaScript Object Notation (JSON) and forwards it to Logstash. The input plugin
used to connect the scheduling layer and Logstash is the HTTP plugin. Because the tools
in perfSONAR produce different measurements, Logstash has a dedicated input-output
path for each tool. After receiving a report from the input plugin, Logstash processes it
using its filters such that each filter's output is the next filter's input. The processed report
is then forwarded to the OpenSearch output plugin. The plugin appends the metadata
required by OpenSearch to ingest and store the report.

1.1 Lab scenario

In this lab, the user will connect the P4 switch with Logstash to store the measurements.
As depicted in Figure 1, the user will utilize the TCP input plugin. The plugin requires
configuring the IP address and the port of the source application. The user will also
configure a new pipeline in Logstash responsible for processing and storing the
measurements received from the switch. The control plane will perform the necessary
processing on the retrieved measurements from the data plane, eliminating the need for
any new filters in Logstash. The measurements received from the P4 switch are directly
forwarded from the TCP input plugin to the OpenSearch output plugin. The output plugin
then adds the necessary metadata and stores the reports in OpenSearch. Finally, the user
will connect Grafana to OpenSearch and visualize the collected measurements.
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: perfSONAR P4 switch |
| ! O : Raw measurements
I| Tools layer | | Data plane | :
: ? ? : [] : Report_v1
: | O:R 2
|| Scheduling layer | | Control plane | : :Report_v
D e — — |

] 0

Logstash ' Grafana
A 4 A 4

|
! |
! |
‘ HTTP input plugin ‘ ‘ TCP input plugin ‘ : :
! £ é Lé |
|

" e
, L """ Opensearch |

: — ~— :

E E

. L IS &

’ OpenSearch output plugin F : = = :

Figure 1. Lab scenario. The control plane formats the raw measurements extracted from the data
plane to create structured reports (Report_v1). Logstash receives the reports via the TCP input
plugin, adds the metadata required by the OpenSearch database, and forwards the new reports
(Report_v2) to OpenSearch.

SENIE

2 Lab topology

Let’s get started by loading a simple Mininet topology using MiniEdit. The topology
comprises two end hosts a P4 switch, and a perfSONAR’s archiver. The control plane of
the switch uses interface ethO to send the measurements to the archiver.

h1i sl h2
=
< > R
b h1-ethO sl-eth1 \F sl-eth2 h2-eth0 =
X eth0 X
10.0.0.1 10.0.0.2

ethO0

I
Archiver

Figure 2. Lab topology.

Step 1. A shortcut to MiniEdit is located on the machine’s desktop. Start MiniEdit by
double-clicking on MiniEdit’s shortcut. When prompted for a password, type fpassword|.
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Computer

MiniEdit

Terminal

Figure 3. MiniEdit shortcut.
Step 2. In the MiniEdit application, load the topology by clicking on File then Open.

Navigate to the /ab8 folder and search for the topology file called lab8.mn and click on
Open. A new topology will be loaded to MiniEdit.

File | Edit Run Help

New

Open

Save

Export Level 2 Script - Open - 0 X

Quit Directory: | /home/admin/P4-perfSONAR_Labs/lab8 I

e 8 1255 ™)
\ 4 ]
p— File name: lab8.mn Open
= Files of type: Mininet Topology (*.mn) = Cancel

Figure 4. MiniEdit’s Open dialog.

Step 3. The network must be started. Click on the Run button located at the bottom left
of MiniEdit’s window to start the emulation.
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Stop l.,__Ji

Figure 5. Running the emulation.

21 Starting the end hosts

Step 1. Right-click on host h1 and select Terminal. This opens the terminal of host h1l and
allows the execution of commands on that host.

File Edit Run Help

LEs

R
-

h1 Host Options |s1 h2
Terminal I
archiver

Figure 6. Opening a terminal on host h1l.

Step 2. Test connectivity between host h1 and host h2 by issuing the command below.

ping 10.0.0.2 -c 4
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"Host: h1"
alubuntu-vm:/home/admin#|ping 10.0.0.2 -c 4
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

--- 10.0.0.2 ping statistics
4 packets transmitted, © received, 100% packet loss, time 3071ms

ubuntu-vm:/home/admin# I

Figure 7. Connectivity test using command.
The figure above shows unsuccessful connectivity between host hl and host h2. This
result happens because there is no P4 program loaded on the switch.
3 Configuring new pipeline in Logstash
In this section, you will implement a new Logstash pipeline to process the measurements
arriving from the P4 switch. The user will first inspect the structure of the pipeline used
by the pScheduler layer. You will then configure a pipeline for P4.
3.1 Inspecting pScheduler pipeline

Step 1. Right-click on the archiver and select Terminal. This opens the terminal of the
archiver and allows the execution of commands on it.

File Edit Run Help

R

5
N ___ =
h1. s1 h2.

@

archivi Docker Options

[Terminal |

Figure 8. Opening a terminal on the archiver.

Step 2. On the opened terminal, type [no| and press Enter.
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@archiver:/

[WARNING: Be sure you remember the username and password you create with this

;script as root will no longer be able to login via SSH once this command comp
letes. If you are using SSH as root now, your session should continue until y
lou logout.

Would you like to create a sudo user and disable root SSH? [yes] no

[root@archiver /1# |}

Figure 9. Skipping initial configuration in the archiver.

Step 3. Type the command below in the terminal. command prints the contents of
the file to the standard output. The file [/etc/logstash/pipelines.yml]| maintains the
paths for the configuration files of Logstash’s pipelines.

cat /etc/logstash/pipelines.yml

@archiver:/

* . conf

Figure 10. Retrieving the path to the pipeline used by pScheduler.

The figure above shows that the configuration files of the pipeline with ID pscheduler are
located under the directory [/usr/lib/perfsonar/logstash/pipeline/| and

have extension.

Step 4. Type the command below to navigate to the configuration files of the pScheduler
pipeline.

cd /usr/lib/perfsonar/logstash/pipeline/

@archiver:/

[root@archiver /]#|cd /usr/llb/perfsonar/Logstagh/plpellne/I

Figure 11. Navigating to the configuration files.

Step 5. Type the command below to list the configuration files.

1s
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@archiver:/usr/lib/perfsonar/logstash/pipeline

[root@archiver pipeline]#| ls
01-inputs.conf 05-geoip.conf 06-result trace.conf

02 ler common.conf 06-result latency.conf 99-outputs.conf
03-normalize endpoints.conf 06-r 1t rtt.conf
04-is08601-duration.conf

[root@archiver pipelinel#

Figure 12. listing the configuration files.

The figure above shows that pscheduler pipeline has a total of 10 configuration files. The
file[01-inputs.conf |defines the input plug-ins used to receive data by the pipeline. The
file [99-outpus.conf| defines the list of output plug-ins used to send the data out of the
pipeline. The remaining files define the filters that process the data traversing the pipeline.

Step 6. Type the command below to inspect the contents of [01-inputs.conf]

cat Ol-inputs.conf

@archiver:/usr/lib/perfsonar/logstash/pipeline

[root@archiver pipelinel# |cat ©1-inputs.conf
input {
http {
host => "localhost"’
port => "11283" # ACII 112=p,
}
}

[root@archiver pipelinel# |j

Figure 13. Inspecting the contents of [01-inputs.conf]

The figure above shows that the pscheduler pipeline uses the input plug-in and
operates on|localhost]| port{11283|

Step 7. Type the command below to inspect the contents of [99-outputs.conf]|.

cat 99-outputs.conf

@archiver:/usr/lib/perfsonar/logstash/pipeline

[root@archiver pipeline]#|cat 99-outputs.conf
output {
#IT has [test][type] create index using that in name.
if [testlftypel {
‘ search {
hosts => ["${opensearch output host}"]
ssl certificate verification => false
user => "${opensearch output user}"
password => "${opensearch output password}’
index => "pscheduler %{[test][type]}-%{+YYYY.MM.dd}"

[root@archiver pipelinel]# I
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Figure 14. Inspecting the contents of [99-outputs.conf].

The figure above shows that the pscheduler pipeline uses the output plug-in.
The field specifies the index at which the data is to be stored in OpenSearch. It
index of the data is required to perform queries and is used while setting up the
connection between Grafana and OpenSearch.

3.2 Creating P4 pipeline

Step 1. Type the command below in the terminal to edit the pipelines.yml]file. [vi]is a
text editor.

vi /etc/logstash/pipelines.yml

@archiver:/usr/lib/perfsonar/logstash/pipeline

[root@archiver pipelinel]# |vi /etc/logstash/plpellnes.ymll

Figure 15. Opening [pipelines.yml|file.

Step 2. After opening[pipelines.yml] press[i] to enable editing.

Step 3. Add the code below to define the path to a new pipeline.

- path.config: /usr/lib/perfsonar/logstash/P4/pipeline/*.conf
pipeline.id: p4

@archiver:/usr/lib/perfsonar/logstash/pipeline

-/logstash/conf.d/*.conf

perfsonar/logstash/pipeline/*.conf

onfig ST ; logstash/P4/pipeline/*.conf
pipeline.id:

Figure 16. Editing pipelines.yml|file.

In this step, a new path is added that points to the configuration files of the P4 pipeline.
The ID of this pipeline is set to [p4 Note that the directory
[[usr/lib/perfsonar/logstash/P4/pipeline|does not exist yet. We will be creating it
and adding the configuration files in the next steps.

Step 4. Press Esc, type [:wq, then press Enter to save and exit the file.
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@archiver:/usr/lib/perfsonar/logstash/pipeline

path.config: /etc/logstash/conf.d/*.conf

pipeline.id: main

path.config: /usr/lib/perfsonar/logstash/pipeline/*.conf
pipeline.id: pscheduler

path.config: /usr/lib/perfsonar/logstash/P4/pipeline/*.conf
pipeline.id: p4

Figure 17. Saving and exiting [pipelines.yml|file.

Step 5. Type the command below to create the directory [/usr/lib/perfsonar/|

logstash/P4|.

mkdir /usr/lib/perfsonar/logstash/P4

@archiver:/usr/lib/perfsonar/logstash/pipeline

darchiver pipeline]#|mkdir fusrﬁlefperfserarﬁ1@gstaswfp4l

Figure 18. Creating directory |/usr/lib/perfsonar/logstash/P4]

Step 6. Type the command below to create the directory [/usr/1ib/perfsonar/|
[Logstash/P4/pipeline].

mkdir /usr/lib/perfsonar/logstash/P4/pipeline

@archiver:/usr/lib/perfsonar/logstash/pipeline

[root@archiver pipeline]# |mkdir /usr/llb/perfsonar/logstash/P4/p1pellnel

Figure 19. Creating directory [/usr/1lib/perfsonar/logstash/P4/pipelinel

Step 7. Type the command below to navigate to the directory [/usr/1ib/perfsonar/]

[Logstash/P4/pipeline].

cd /usr/lib/perfsonar/logstash/P4/pipeline

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline - x‘

[root@archiver pipeline]#|cd /usr/lib/perfsonar/logstash/P4/pipeline
[root@archiver pipelinel]# |}

Figure 20. Navigating to the directory |/usr/1ib/perfsonar/logstash/P4/pipelinel

3.3 Configuring P4 pipeline

Step 1. Type the command below to create and open [01-inputs.conf|file.
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vi O0l-inputs.conf

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

[root@archiver pipeline]#|vi Ol~1nputs.conf|

Figure 21. Creating and opening|[01-inputs. conffile.

Step 2. After opening[01-inputs.conf], press [i/ to enable editing.

Step 3. Type the code below in [01-inputs.conffile.

input {
tcp |
port => “11183”
}
}

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

input {
tcp {

port => "11183'

Figure 22. Configuring TCP input plugin.

In the code above, we configure the P4 pipeline to use the TCP input plugin and listen on
port [11183]. Any requests received on port 11183 will be processed by the P4 pipeline.
Note that any port not reserved by another process can be used.

Step 4. Press Esc, type [:wq], then press Enter to save and exit the file.

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

input {
tep {
port => "11183"'
}
}

Figure 23. Saving and exiting [01-inputs. conflfile.

Step 5. Type the command below to create and open [02-process message.conffile.

vi 02-process message.conf

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

[root@archiver pipeline]#|vi 02-process n'xessage.confl
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Figure 24. Creating and opening[02-process message.conf]file.

This file will represent the only filter Logstash needs for processing the measurements
from the control plane. Logstash wraps all received measurements under a message
object and adds its own metadata (e.g., the time the measurement was received) as the
headers of this message. This filter is responsible for unpacking the measurement from
the message object. Note that we will be using the same script used by perfSONAR to
unpack its measurements.

Step 6. After opening[02- process message.conf], press[i] to enable editing.

Step 7. Type the code below in[02- process message.conf|file.

filter {
if [message] {
ruby {
path => “/usr/lib/perfsonar/logstash/ruby/pscheduler proxy nomal
ize.rb”

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

Figure 25. Configuring message processing filter.

The filter checks if the arriving measurement has the message object (i.e., has the
message key). For the measurements that satisfy the condition, the filter applies the logic
described in the Ruby application located at [/usr/1ib/perfsonar/logstash/ruby/|

pscheduler proxy normalize.rb

Step 8. Press Esc, type [:wq, then press Enter to save and exit the file.

Step 9. Type the command below to create and open [03-outputs.conffile.

vi 03-outputs.conf

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

[root@archiver pipeline]#|vi 03~outp|,1ts.confl

Figure 26. Creating and opening[03-outputs. conf|file.

Step 10. After opening [03-outputs.conf|, press[i| to enable editing.
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Step 11. Type the code below in [03-outputs.conf{file.

output {
if [metric name] {
opensearch {
hosts => [“${opensearch output host}”]
ssl certificate verification => false
user => admin
password => 1NBIAomOxvbVg9hiutdY
index => “p4 %{[metric name]}-%{+YYYY.MM.dd}"”

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

output {
if [metric name] {
opensearch {
hosts => ["${opensearch output host}"]
ssl certificate verification => false
user => admin
password => 1INBIAomOxvbvVq9hiutdY
index => "p4 %{[metric name]}-%{+YYYY.MM.dd}"

Figure 27. Configuring OpenSearch output plugin.

In the code above, we are using the output plugin. field specifies the

location of the OpenSearch service. Note that the variable[$ {opensearch output host}]
is a Logstash environment variable defined in the file [/etc/perfsonar/logstash/|
[Logstash sysconfig] [usr]and password|fields specify the credentials that will be used
by Logstash to access OpenSearch. Their values are stored in [/etc/perfsonar/|
lopensearch/opensearch loginl. [index] field specifies the index where the
measurements are stored in OpenSearch. This index will be used by Grafana to point to
the measurements collected by OpenSearch from the P4 switch. Note that different
metrics collected by the P4 switch will have different index names because we are using
the field of reports coming from the P4 switch as part of the index. The
structure of the P4 report will be described in the next section.

Step 12. Press Esc, type [:wd], then press Enter to save and exit the file.

Step 13. Type the command below to restart Logstash and load the P4 pipeline.

systemctl restart logstash.service

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

garchiver pipelinel# emctl restart logstash.service ||

Figure 28. Restarting Logstash.

4 Configuring the control plane of the switch
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In this section, you will configure the switch's control plane to retrieve the measurements
from the data plane, process the measurements to create a report that Logstash can
ingest, connect to Logstash, and periodically report the measurements to the archiver.
The P4 program is already compiled for you.

41 Loading the environment

Step 1. Launch a Linux terminal by double-clicking on the icon located on the desktop.

Computer

MiniEdt

Terminal

Figure 29. Shortcut to open a Linux terminal.

The Linux terminal is a program that opens a window and permits you to interact with a
command-line interface (CLI). A CLl is a program that takes commands from the keyboard
and sends them to the operating system to perform.

Step 2. In the terminal, type the command below. This command launches the Visual
Studio Code (VS Code) and opens the directory where the P4 program for this lab is
located.

code P4-perfSOANR Labs/Lab8

admin@lubuntu-vm: ~

File Actions Edit View Help

admin@lubuntu-vm: ~ (<]
admin@lubuntu-vm:~$ |code P4-perfSONAR_Labs/Labs|}

Figure 30. Loading the development environment.
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Step 3. Click on the controller.py file to display its content. Use the file explorer on the
left-hand side of the screen to locate the file. This file will run on the control plane of the
switch.

controller.py - Lab8 - Visual Studio Code

File Edit Selection View Go Run Terminal Help
EXPLORER @ controller.py X

~ LABB b EE L & & controller.py

basic.json 1 import runtime CLI, struct, nnpy, threading
basic.p4 2 from sswitch runtime import SimpleSwitch
basic.p4i 3 from sswitch runtime.ttypes import #
checksum.p4 :
6 flows = {}
deparser.pd 7
egress.p4 8 class SimpleSwitchAPI(runtime CLI.RuntimeAPI)
headers.p4 9 @staticmethod
ingress.p4 10 def get_thrift_services? ): . . .
lab8.mn i; return [("simple switch", SimpleSwitch.Client)]
parser.p4 13 def init (self, pre type, standard client, mc client,

14 runtime CLI.RuntimeAPI._ init_ (self, pre_type,
Figure 31. Accessing[controller.pylfile.

4.2 Inspecting the controller

Step 1. Scroll down and inspect the function [listen for digests]

@ controller.py x
& controller.py

52 def listen_for digests(controller):

53 sub = nnpy.Socket (nnpy.AF_SP, nnpy.SUB)

54 socket = controller.client.bm mgmt get info().notifications socket
55 sub.connect (socket)

56 sub.setsockopt(nnpy.SUB, nnpy.SUB SUBSCRIBE, '

57 ##H# Continuously lsiten for digests ###f

58 while True:

59 message = sub.recv()

60 on_message recv(message, controller)

61

Figure 32. Inspecting function[Listen for digests|.

The function [Iisten for digests|continuously listens for digests from the data plane.
For each digest, the function calls on_message recv] on message recv]is responsible
for extracting the information from the digests.

Step 2. Scroll down and inspect the function on message recv]
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@ controller.py x

@ controller.py

63
64
65
66
67
68
69
70
71
72
73
74

def on_message recv(msg, controller):
global flows
~, ctx id, list id, buffer id, num = struct.unpack("<iQiiQi", msg[:32])

[

msg = msg[32:]
offset = 2
for m in range(num):
flow id, = struct.unpack("!H", msg[8:offset])
flows[flow id] = {"number of bytes":0}
| controller.do table add("registerd flows NoAction " + str(flow id) + " == "+ " ")
| msg = msg[offset:]

controller.client.bm learning ack butter(ctx id, list id, butter_id)

Figure 33. Inspecting function jon message recv]

The code in the figure above is explained as follows:

4.3

Line 66: Skip the first 32 bytes because they store some metadata related to the
digest and the switch.

Line 67: The offset value indicates the number of bytes corresponding to the flow
ID (i.e., 16 bits).

Line 69: Unpacks from the digest the flow ID.

Line 70: Define a new entry for the received flow in the dictionary, a global
dictionary responsible for maintaining information about the flows detected by
the data plane. The flow ID (i.e., [fEIow_id)) is used as the key.

Line 71: Adds an entry to the table monitored flows|that matches the flow ID
and executes the action [NoAction|. By adding this entry, we inform the data plane
that consequent packets with this flow ID do not belong to a new flow.

Line 72: Points to the next 8 bytes in to avoid reading the same digest in case
there are two or more messages sent to the control plane simultaneously (see
Figure 22).

Configuring the connection with Logstash

Step 1. Scroll down and inspect the function [report measurements| This function is
responsible for periodically extracting the measurements from the data plane and
reporting them to the archiver.
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@ controller.py

L

contro I )
def report measurements():
import time, json, socket

from datetime import datetime
global flows

~ o un

(V=R =]

(=]

#iA R Add the code to connect to Logstash ###d#SdaEs
socket = socket.socket(socket.AF INET, socket.SOCK STREAM)
host = # Add the IP of the archiver here

port = # Add the port number defined by Logstash here
socket.connect((host, port))

print("Connected to", host, "on port", port)

[=a T W R S WY I o8 Iy =)

00 00 00 ©0 00 @0 00 @0 =~ =1 = =] =]

=~

while True:
### Add the code below ###

o oo
oo

Figure 34. Inspecting the function [report measurements|.

The variable host]and port]in the code above are the IP address of the archiver and the
port number defined previously by Logstash in the P4 pipeline (i.e., 11183).

Step 2. Navigate to the archiver and issue the command below to get the IP addresses of
the interfaces.

ifconfig

@archiver:/usr/lib/perfsonar/logstash/P4/pipeline

ifconfic
UP, BRO

runs ® frame 0
1 ® overruns @ carrier @ collisions @
UNNING, mtu 1500

k 255.255.¢ broadcast 172.17.255.255
(Ethernet)

- @ collisions @

Figure 35. Inspecting the function [report measurements].

The figure above shows two interfaces, archiver-eth0], and [eth0] (there is also the
loopback interface, but it is not shown in the figure). Interface archiver—-eth0] connects
the archiver with the data plane of the switch. Interface connects the archiver to
the control plane of the switch, and its IP address (i.e.,[172.17.0.2) will be used by the
control plane of the switch to connect to Logstash.

Step 3. Navigate back to the controller and assign the value

variable and to the variable.

”172.168.0.2"

to the
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% controller.py @
@ controller.py

75 def report measurements():

76 import time, json, socket

77 from datetime import datetime

78 global flows

79

80 #E##HRER R AAH# Add the code to connect to Logstash ############H###H###
81 socket = socket.socket(socket.AF INET, socket.SOCK STREAM)

82 host = "172.17.0.2" # Add the IP of the archiver here

83 port = 11183 # Add the port number defined by Logstash here

84 socket.connect( (host, port))

85 print("Connected to", host, "on port", port)

Figure 36. Appending the IP address and the port number.

44 Configuring the data retrieving and reporting process

Step 1. Type the code below inside the while loop. will store the current
timestamp. It will be used to set the period of data retrieving from the data plane and
reporting to the archiver.

pre time = datetime.now() .timestamp ()

% controller.py ®

@ controller.py
75 def report measurements():

76 import time, json, socket

77 from datetime import datetime

78 global flows

79

80 #iHHHRRR#R# Add the code to connect to Logstash ##########H#H#HI##H
81 socket = socket.socket(socket.AF INET, socket.SOCK STREAM)

82 host = "172.17.0.2" # Add the IP of the archiver here

83 port = 11183 # Add the port number defined by Logstash here
84 socket.connect((host, port))

85 print("Connected to", host, "on port", port)

86

87 while True:

88 ‘ ### Add the code below ###

89 | |pre_time = datetime.now().timestamp(m

90

Figure 37. Defining the variable fpre time].

Step 2. Add the code below to iterate over the monitored flows and retrieve the
corresponding number of bytes.

for flow id in flows.copy() :
old number of bytes = flows[flow id] [ ‘number of bytes’]
total number of bytes = register read(flow id)
new number of bytes = total number of bytes - old number of bytes
flows[flow id] [ ‘number of bytes’] = total number of bytes
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@ controller.py ®

@ controller.py

75  def report_measurements():

80 #H##RRE# Add the code to connect to Logstash ##########HH##HIH
81 socket = socket.socket(socket.AF INET, socket.SOCK STREAM)

82 host = "172.17.0.2" # Add the IP of the archiver here

83 port = 11183 # Add the port number defined by Logstash here

84 socket.connect( (host, port))

85 print("Connected to", host, "on port", port)

86

87 while True:

88 ### Add the code below ###

89 pre time = datetime.now().timestamp()

90 for flow id in flows.copy():

91 old number of bytes = flows[flow id]['number of bytes']

92 total number of bytes = register read(flow id)

93 new number of bytes = total number of bytes - old number of bytes
94 flows[flow id]['number of bytes'] = total number of bytes

95

Figure 38. Retrieving per-flow number of bytes.

Step 3. Add the code below to calculate the throughput.

throughput = new number of bytes*8

@ controller.py ®

@ controller.py

75 def report measurements():

80 #iH AR aR#R# Add the code to connect to Logstash ##############HH#H
81 socket = socket.socket(socket.AF_INET, socket.SOCK STREAM)

82 host = "172.17.0.2" # Add the IP of the archiver here

83 port = 11183 # Add the port number defined by Logstash here

84 socket.connect((host, port))

85 print("Connected to", host, "on port", port)

86

87 while True:

88 ### Add the code below ###

89 pre time = datetime.now().timestamp()

90 for flow id in flows.copy():

91 old number of bytes = flows[flow id]['number of bytes']

92 total number of bytes = register read(flow id)

93 new_number of bytes = total number of bytes - old number of bytes
94 flows[flow id]['number of bytes'] = total number of bytes

95 | throughput = new number of bytes*g|

a6

Figure 39. Calculating the throughput.

In the code above, the throughput is measured in bits per second as the number of bytes
will be retrieved once per second from the data plane and then divided by 8.

Step 4. Add the code below to process the throughput measurement and create the
report.

if (throughput > 10000000) :

report={“flow id”:flow id, “metric name”:”throughput”,”throughput”:

throughput\ ,”report time”:datetime.now().strftime (“"$Y-%m-%dT%H:%M:%S.%f%z) }
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@ controller.py ®

2

75 def report measurements():

87 while True:

88 ### Add the code below ###

89 pre _time = datetime.now().timestamp()

90 for flow id in flows.copy():

91 old number of bytes = flows[flow id]['number of bytes']

92 total _number of bytes = register read(flow id)

93 new number of bytes = total number of bytes - old number of bytes

94 flows[flow id]['number of bytes'] = total number of bytes

95 throughput = new number of bytes*s

96 if(throughput > 10000000):

97 report = {"flow id":flow_id,"metric_name":"throughput","throughput":throughput \
98 ,"report tlme":datetime.nowlh.strftime'“%Y-:m-idT%H:;M:lS.%f%z”nH
Q9

Figure 40. Creating the report from the throughput measurement.

The if condition checks if the throughput is larger than 10 Mbps, and consequently, the
control plane will only report the measurements of the flows with throughput larger than
10 Mbps.

The fields of the created report are utilized as follows:

e [flow id”:flow id: This key-value pair is used to specify the ID of the flow
that this report belongs to. It will be used by Grafana to group the measurements.

e Mmetric name”:”throughput”]: This key-value pair is used by the OpenSearch
output plugin to (1) validate that an arriving measurement is from the control
plane of P4 and (2) define the index inside the OpenSearch database.

e [throughput”:throughput:] This key-value pair stores the value of the
throughput measurement.

® |“report time”:datetime.now () .strftime (“sY-Sm-$dTSH:3$M:%S5.%f%z) }:

This key-value pair is used by OpenSearch to sort the measurements by the time
they were retrieved from the data plane. Note that we are casting the

to string format because we have to convert the report from a
Python object to JSON formatted string before sending it to Logstash.

Step 5. Add the code below to convert the report into JSON format and send it to the
archiver.

report = json.dumps (report)
report += “\n”
socket.sendall (report.encode () )

Page 22



Lab 8: Collecting P4 measurements using perfSONAR’s archiver

% controller.py ®

@ controller.py

75  def report measurements():

87 while True:

88 ### Add the code below ###

89 pre_time = datetime.now().timestamp()

90 for flow_id in flows.copy():

91 old number of bytes = flows[flow id]['number of bytes']

92 total number of bytes = register read(flow id)

83 new_number of bytes = total number of bytes - old number of bytes

94 flows[flow_id]['number of bytes'] = total number of bytes

95 throughput = new number of bytes*s

96 if(throughput > 10000000):

97 report = {"flow id":flow_id,"metric name":"throughput","throughput":throughput \
98 ,"report time":datetime.now().strftime("%Y-%m-%dT%H:%M:%S.%f%z" )}
99 report = json.dumps(report)

100 report += "\n"

101 socket.sendall(report.encode())

102

Figure 41. Sending the report to the archiver.
Step 6. Add the code below to query the data plane once per second.

post time = datetime.now () .timestamp ()
while (post time - pre time < 1):
post time = datetime.now () .timestamp ()

@ controller.py ®

@ controller.py

75 def report measurements():

87 while True:

88 ### Add the code below ###

89 pre_time = datetime.now().timestamp()

90 for flow id in flows.copy():

91 old number of bytes = flows[flow id]['number of bytes']

92 total number of bytes = register read(flow id)

93 new _number of bytes = total number of bytes - old number of bytes
94 flows[flow_id]['number of bytes'] = total number_of bytes

95 throughput = new_number of bytes*8

96 if(throughput > 10000000) :

97 report = {"flow id":flow id,"metric_name":"throughput”,"throughput”:throughput \
98 ,"report time":datetime.now().strftime("%Y-%m-%dT%H:%M:%S.%f%z")}
99 report = json.dumps(report)

100 report += "\n"

101 socket.sendall(report.encode())

102 post time = datetime.now().timestamp()

103 while(post_time - pre_time < 1):

104 \ post _time = datetime.now().timestamp(ﬂ

105

Figure 42. Setting the querying period to 1 second.

Step 7. Scroll up to the main function then define and start a new thread to call the

function [report measurements|.

report measurements th = threading.Thread(targer=report measurements)
report measurements th.start ()
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@ controller.py @

2
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

cont

r

r.py

def main():

args = runtime CLI.get parser().parse args()
args.pre = runtime CLI.PreType.SimplePreLAG

services = runtime CLI.RuntimeAPI.get thrift services(args.pre)
services.extend(SimpleSwitchAPI.get thrift services())

standard client, mc client, sswitch client = runtime CLI.thrift connect(
args.thrift _ip, args.thrift port, services
)

runtime CLI.load json config(standard client, args.json)
runtime api = SimpleSwitchAPI(args.pre, standard client, mc_client, sswitch client)

##Hu#u### Define forwarding rules below below #########
runtime api.do table add("forwarding forward " + str(l) + " => " + str(2)

+
runtime api.do table add("forwarding forward " + str(2) + " => " + str(1) + " "

##nauaa### Define and start collecting thread #########

report measurements th = threading.Thread(target=report measurements)
report_measurementsith.start(ﬂ

#####u### Call the function listen for digest below #########
listen for digests(runtime api)

Figure 43. Calling the function [report measurements|.

Step 8. Press to save the changes.

5

Loading the P4 program

In this section, you will load the P4 binary and the controller program in switch s1. You
will also verify that the files reside in the switch filesystem.

5.1

Compiling and loading the P4 program to switch s1

Step 1. Type the command below in the terminal panel to push the basic.json file to switch
s1’s filesystem. The script accepts as input the JSON output of the p4c compiler, and the
target switch name. If asked for a password, type the password [password].

push to switch basic.json sl
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File Edit Selection View Go Run Terminal Help

EXPLORER @ controller.py X
~ LAB8 & controller.py

basic.json 25 def main():

basic.p4 26 args = runtime CLI.get parser().parse args()

basic.p4i 27

checksum.p4 28 args.pre = runtime CLI.PreType.SimplePreLAG

@ controller.py 29 i . . . .

30 services = runtime CLI.RuntimeAPI.get thrift services(args.pre

deparser.p4 31 services.extend(SirﬁpleSwitchAPI.get thrift services())

egress.p4 32 - -

headers.p4 33 standard client, mc_client, sswitch client = runtime CLI.thrif

ingress.p4 34 args.thrift ip, args.thrift port, services

lab8.mn 35 )

parser.p4 36
37 runtime CLI.load json config(standard client, args.json)
38 runtime api = SimpleSwitchAPI(args.pre, standard client, mc cl.
39
40 ####wR### Define forwarding rules below below #########
41 runtime_api.do_table add("forwarding forward " + str(l) + " =>
42 runtime api.do table add("forwarding forward " + str(2) + " =>
43
44
45 | ####### Define and start collecting thread #########
46 report measurements th = threading.Thread(target=report measur
A7 rannrt maacuramantc th ctart/( )

PROBLEMS QUTPUT TERMINAL PORTS DEBUG CONSOLE

0admin@lubuntu—vm:-/P4-perfSONAR_Labs/Lab8$|pu5h_t0_switch basic.json 51|
[sudo] password for admin:
admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab8$ l

Figure 44. Pushing the basic.json file to switch s1.

Step 2. Type the command below in the terminal panel to push the controller.py file to
switch s1’s filesystem.

push to switch controller.py sl

PROBLEMS QUTPUT TERMINAL PORTS DEBUG CONSOLE

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab8$ push to switch basic.json sl
[sudo] password for admin:

® admin@lubuntu-vm:~/P4-perfSONAR_Labs/Lab8$ |push to switch controller.py slf
admin@lubuntu-vm:~/P4-perfSONAR Labs/Labg%

Figure 45. Pushing the controller.py file to switch s1.

5.2  Verifying the configuration

Step 1. Click on the MinEdit tab in the start bar to maximize the window.

@OM0D WO

Y = ) - * gterminal - 2 windows I MiniEdit XTerm - 3 windows

Figure 46. Maximizing the MiniEdit window.

Step 2. Right-click on the P4 switch icon in MiniEdit and start the Terminal.
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File Edit Run Help

R

|

hl 5 P4 Switch Options

Terminal

@

archiver

Figure 47. Starting the terminal on the switch.

Note that the switch is running on an Ubuntu image started on a Docker container. Thus,
you will be able to execute any Linux command on the switch terminal.

Step 3. Issue the command on the terminal of the switch s1 that was opened in the
previous step.

1s

root@sl: /behavioral-model

Figure 48. Displaying the contents of the current directory in the switch s1.

The figure above shows that the switch contains the basic.json and controller.py files that
were pushed after compiling the P4 program and creating the controller application.
5.3 Configuring switch s1

In this section, you will map switch s1 interfaces to the ports in the P4 program and start
the switch daemon. Then, you will load the rules to populate the match action tables.

Step 1. Start the switch daemon by typing the following command.

simple_switch -i 0@sl-ethO -i 1@sl-ethl -i 2@sl-eth2 basic.json &
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root@sl: /behavioral-model

witch -1 ¢ l-eth® -1i

Figure 49. Starting the switch daemon and mapping the logical interfaces to Linux interfaces.
Step 2. In switch s1 terminal, press Enter to return the CLI.

root@sl: /behavioral-model

Figure 50. Returning to switch s1 CLI.

6 Connecting Grafana to OpenSearch

In this section, you will follow the process of configuring Grafana to access the
measurement results stored in the archiver. Grafana operates within a Docker container
and can be accessed via a web interface. To enable this connection, the user will need to
specify the data source, which, in this scenario, is the OpenSearch database hosting the
P4 measurements.

6.1 Running Grafana

Step 1. Go back to the Linux terminal by clicking on the icon in the taskbar.

J Shell No. 1
> TIMELINE

admin@lubuntu-vm: ~

gterminal - 2 windows [ MiniEdit XTerm - 3 windows

Figure 51. Returning to the Linux Terminal.

Step 2. In the Linux Terminal, issue the following command to start the Docker container
that implements Grafana. If a password is required, type [password|.

sudo docker run -d -p 3000:3000 grafana/grafana-oss
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admin@lubuntu-vm: ~
File Actions Edit View Help

admin@lubuntu-vm: ~ (]

docker run -d

61 ] ' ) eca711b1
admin@Llubuntu-vm:

Figure 52. Running Grafana.

6.2 Accessing Grafana

Step 1. Open the web browser by clicking on the icon located in the taskbar.

Y5 @ ¢ *- M - qterminal-2windows [l MiniEdit XTerm - 3 windows

Figure 53. Opening the web browser.

Step 2. In the address bar type the following URL to access Grafana’s web interface. An
authentication webpage will be displayed.

localhost:3000

) Mozilla Firefox

& New Tab X +

C Q| localhost:3000)

Figure 54. Accessing Grafana’s web interface.

Step 3. Type as the username and as the password. Then, click on Log
In.
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5 ) Grafana — Mozilla Firefox

e 2 Grafana X +

& C O [ o localhost:3000

Welcome to Grafana

Emall or username

aamin

Figure 55. Authenticating the admin user in Grafana’s web interface.

6.3 Configuring Grafana’s data source

Step 1. Click on the three-line icon next to Home and select Administration>Plugins as

shown in the figure below.
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Figure 56. Configuring Grafana’s data sources.

Step 2. In the search entry box, type opensearch. Then, click on the result as shown in the
figure below.
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Home Administration

% Administration

Plugins

lo
Sort

By name (A-Z

Figure 57. Searching for the OpenSearch plugin.

Step 3. Click on Install to install the plugin.

Home » Administration Plugins

® Administration OpenSearCh

Install

Grafana Labs 4,

I Plugins

OpenSearch Grafana Data Source
Figure 58. Installing the OpenSearch plugin.

6.4 Configuring an OpenSearch data source

Step 1. Once the installation is complete, click on Create a OpenSearch data source.
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Home » Administration Plugins

® Administration OpenSearCh

Data - 2.16.1 Grafana Labs 4 5 49 Gr.

I Plugins Uninstall Create a OpenSearch data source

OpenSearch Grafana Data Source
Figure 59. Creating an OpenSearch data source.

Step 2. Set the data source name as P4 measurements as shown in the figure below.

Default L ]

Figure 60. Setting the data source name.

Step 3. Configure the following URL as shown in the figure below. This URL points towards
the database of perfSONAR1.

https://172.17.0.2/opensearch

® Administration OpenSearCh

I Data sources

Name () A m EE Default L ]

Figure 61. Setting the data source URL.
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Step 4. Scroll down and enable the Basic auth option as shown in the figure below.

& Administration Auth

Basic auth @ | With Credentials

I Data sources

TLS Client Auth @ With CA Cert
Skip TLS Verify ®

Forward OAuth Identity ® @

Basic Auth Details
User

Password

Figure 62. Enabling basic authentication.

Step 5. In the Auth section, toggle on the Skip TLS Verify option.

& Administration Auth
Basic auth @  With Credentials
I Data sources

TLS Client Auth @ With CA Cert

Skip TLS Verify

Forward OAuth Identity

Basic Auth Details
User

Password

Figure 63. Skipping TLS verification.

Step 6. In Grafana, input the credentials as the username and password.

e User:

e Password:[INBI2omOxvbVg9hiutdy]

Note that you can copy and paste this password from the file called
OpenSearch_password.txt located on the Desktop.
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@& Administration Auth

Basic auth @ With Crede

l Data sources

TLS Client Auth ® With CA Cert
Skip TLS Verify

Forward OAuth Identity

Basic Auth Details
User admin

Password (I LTI Tl L]} .l..|

Figure 64. Authenticating into the OpenSearch database.

Step 7. In Grafana, scroll down to the OpenSearch details section and type for the
index name field. character implies that any index that starts with the pattern [p4]
should be considered.

OpenSearch details

& Administration
When the connected OpenSearch instance is upgraded, the configured

®

I Data sources

Index name pd* Pattern
Time field name
Serverless

Get Version and Save

Figure 65. Setting the index name.
Step 8. Type the following entry as the Time field name.

report time

OpensSearch details

& Administration
When the connected OpenSearch instance is upgraded, the configured

o W

I Data sources

Index name p4* Pattern

Time field name report_time
Serverless

Get Version and Save

Figure 66. Setting the time field name.
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Step 9. Click on Get Version and Save to test the connection with the OpenSearch
database. The output will indicate the current version.

OpenSearch details

& Administration
When the connected OpenSearch instance is upgraded, the configured ve

I Data sources

Index name D * Pattern
Time field name report_time
Serverless

sion Open rch : Get Version and Save

Figure 67. Getting the database version.

Step 10. Scroll down and click on Save & test to save the configured data source.

Data links

+ Add

Index OK. Note: No date field named report_time found

Explore Delete Save & test

Figure 68. Saving the configuration.

7 Testing and verifying the application

This section shows the steps to run a controller and observe the pre-flow throughput
monitored by the application.

71 Starting the controller application

Step 1. In switch s1 terminal, start the controller by running the following command.

python controller.py
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root@sl: /behavioral-model

yython controller.py

forwarding

matc
action:

forwarding
matc
action
runtime data:
= th handle 1
2 on port 11183

Figure 69. Starting the controller in switch s1.
The figure above shows that the control play has successfully connected to Logstash
running on the archiver.
7.2 Starting data transfer between h1 and h2

Step 1. Right-click on host h2 and select Terminal. This opens the terminal of host h2 and
allows the execution of commands on that host.

File Edit Run Help

R
- ___ = L
51 Host Options

| ITernﬂnaI '

archiver

Figure 70. Opening a terminal on host h2.

Step 2. On host h2’s terminal, type the following command to start Iperf3 server.
tool is used to perform network throughput tests. option specifies that h2 will be
acting as the server.

iperf3 -s
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Figure 71. Starting Iperf3 server on h2.

Step 3. On host h1’s terminal, type the following command to start data transfer with
h2.[-d option specifies that h1l will be acting as the client.

iperf3 -c 10.0.0.2

"Host: h1l"
root@lubuntu-vm: /home/admin# |ips¢ -c 10.
ting to h : :
local 190.0.0. nort 37156 connected to 10.0.0.2
Int L T i Bitr
Q.00 .00 e 7 MBytes 61.6 Mb
45.4 Mbits/
.6 Mbits/

3.3 Mbits

.1 Mbits

Figure 72. Sending data between h1 and h2.

7.3 Displaying the measurement results in a dashboard

Step 1. Navigate back to Grafana.

Step 2. Click on the +icon in the upper right of the screen and select New dashboard.
= Home > Admini n > ces JpenSearc New dashboard

PPL enabled ® mp rd

Create alert rule

@& Administration

Figure 73. Creating a new dashboard.

Step 3. Click on + Add visualization.
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Home

Start your new dashboard by adding a visualization

+ Add visualization

Figure 74. Adding a graph.

Step 4. On the right panel, in the Panel options, add a Title and a Description. This graph

will display the throughput tests.

Throughput measurements
15 | All

v Panel options
Title

Throughput measurements

Description

Transparent background

Data source A r Querysinspector L

Figure 75. Setting the graph title and the description.

Step 5. Change the time range by clicking on the icon located on the upper part and

selecting the Last 5 minutes option.

New dashboard

Fill

Absolute time range
From

Last 5 minutes Al

v Panel options

Apply time range

Description

ooks like you haven't used this time Last 6 hours
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Figure 76. Adjusting the time range to 5 minutes.

Step 6. Press the refresh button to see the changes.

Figure 77. Refreshing the Panel.

Step 7. In the Querry panel, change the metric from Count to Average, as shown in the
figure below.

Throughput measurements

Count

Average

Query inspector

Min

Extended Stats

Figure 78. Displaying the maximum values.

Step 8. In the adjacent box, select throughput from the list.

~ Tooltip
Tooltip mode

Single

+ Query + Expression throughput

Figure 79. Selecting the throughput metric.

Step 9. Scroll down and click on the + next to the Group by row.
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Panel links

Repeat options

Tooltip
o

Single

Legend
+ Query + Expression

Figure 80. Selecting the throughput results.

Step 10. In the newly added row, select to group the measurements into their
corresponding flows.

Query inspector

v Tooltip

itip mode

metric_name.keywor Single

metric_name
v Legend
Top 10, Order by: Term value  +
bility

Figure 81. Selecting the throughput results.

Step 11. Click on the Top 10, Order by: Term Value, and set Min Doc Count to 1. Now
Grafana will only display the flows with at least one reported measurement in the last 5
minutes.

Tooltip

Single

© Legend

Figure 82. Setting Min Doc Count to 1.

Step 12. In the panel on the right, scroll down to reach the Standard options section.
Select Data rate/ bits/sec(lIEC) option for the Unit field to change the unit bits/second.
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Throughput mea

Figure 83. Adjusting unit to bits per second.

Step 13. In the panel on the right, Scroll up to reach the Graph syles section. Select Always
option for the Connect null values field so the throughput measurements will be displayed
as a graph and not as points.

+ Query

Figure 84. Adjusting unit to bits per second.

Step 14. Click on Apply to save the changes.
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Figure 85. Applying the changes to the dashboard.

Step 15. Click on the A~ sign at the top right corner and select 5s. Grafana will now refresh
the Panel every 5 seconds.

Figure 86. Setting auto-refresh interval.

Step 16. Extend the Panel to the maximum length possible.

hroughput measurements

Figure 87. Extending panel’s length.

Step 17. On the h1 terminal, type the command below to run an iperf3 test between h1
and h2. Use to set the duration of the set to 100 seconds. Use to set the
number of data transfers to two.

iperf3 -c 10.0.0.2 -t 100 -P 2
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"Host: h1"

/home/admin#|iperf3 -c 10.0.0.2 -t 100 -P 2

t 10.0.0.2, port 5201
0.0.0.1 port 36520 connected to 10.0.0.2 port 5201
10.0.0.1 port 36522 connected to 10.0.0.2 port 5201

Figure 88. Starting two data transfers between h1 and h2.

Step 18. Navigate back to Grafana and monitor the throughput of the two data transfers.

Figure 89. Monitoring the throughput of the iperf3 test.

This concludes lab 8. Stop the emulation and then exit out of MiniEdit.
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