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Science DMZ Overview
• The Science DMZ is a network designed for big science data transfers1

• It is designed to support high-throughput high-latency applications

1E. Dart, L. Rotman, B. Tierney, M. Hester, J. Zurawski, “The 

science dmz: a network design pattern for data-intensive 

science,” International Conference on High Performance 

Computing, Networking, Storage and Analysis, Nov. 2013.



Science DMZ Overview
• The Science DMZ is a network designed for big science data transfers on WANs1

• Main elements:
➢ High throughput, friction-free WAN paths

➢ Security tailored for high speeds

➢ Data Transfer Nodes (DTNs)

➢ End-to-end monitoring / perfSONAR



USC’s Science DMZ
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P4 Switches
• A P41 Programmable Data Planes (PDP) is a domain-specific processor for 

networking

• It enables the programmer to
➢ Define and parse new protocols

➢ Customize packet processing functions

➢ Measure events occurring in the data plane 

       with high precision

➢ Offload applications to the data plane
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Reproduced from N. McKeown. Creating an End-to-End Programming Model for Packet 
Forwarding. Available: https://www.youtube.com/watch?v=fiBuao6YZl0&t=4216s 

https://www.youtube.com/watch?v=fiBuao6YZl0&t=4216s


USC’s Science DMZ
• Self-Driving Science DMZ

➢ Taps provide a copy of packets to the P4 PDPs 

➢ PDPs run P4 apps to track connections and 
compute per-flow measurements

➢ Measurements are used by the controller to 
create/update rules applied to the core switch 

➢ Updated measurements are visualized in the P4-
perfSONAR
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USC’s Science DMZ
• Self-Driving Science DMZ

➢ Taps provide a copy of packets to the P4 PDPs 

➢ PDPs run P4 apps to track connections and 
compute per-flow measurements

➢ Measurements are used by the controller to 
create/update rules applied to the core switch 

➢ Updated measurements are visualized in the P4-
perfSONAR
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Use Case – Buffer Sizing
• The size of a router’s buffer has implications on the network performance

• Large buffer → excessive delays

• Small buffer → packet losses, low link utilization

• Stanford rule: 
➢ Buffer = 𝐶 ∗ 𝑅𝑇𝑇

√𝑁

➢ N is the number of long (persistent over time) flows traversing the port; C is the capacity of 
the port; and RTT is the average round-trip time

• Operator hardcodes the buffer size based on typical traffic



Use Case – Buffer Sizing
• Instead of using a fixed-size buffer, the proposed scheme dynamically modifies it

• The P4-SW1 passively computes
➢ Number of long flows

➢ Average RTT

➢ Queueing delays

➢ Packet loss rates

• The control plane sequentially searches for a 

    buffer that minimizes delays and losses
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Use Case – Buffer Sizing
• Demo: Buffer sizing



Use Case – Buffer Sizing
• Demo: Buffer sizing



Use Case – P4 perfSONAR
• perfSONAR is a measurement tool and key component of the Science DMZ

• It helps troubleshoot performance issues (e.g., finding soft failures)

• It relies on active tools that provide coarse-grained measurements

• perfSONAR provides APIs that enable 

    a programmer to extend its functionality
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Use Case – P4 perfSONAR
• The P4 switch adds timestamps, produces measurements, computes statistics

• Statistics and measurements are sent to the P4-perfSONAR

• The P4-perfSONAR characterizes traffic and visualizes data on the dashboard
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Use Case – P4 perfSONAR
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