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Science DMZ Overview

The Science DMZ is a network designed for big science data transfers’

* Itis designed to support high-throughput high-latency applications
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Science DMZ Overview

* The Science DMZ is a network designed for big science data transfers on WANS'

Border

Storage NAPerfSONAR!
device

* Main elements:
» High throughput, friction-free WAN paths Lab

Enterprise
network

» Security tailored for high speeds
» Data Transfer Nodes (DTNSs)
» End-to-end monitoring / perfSONAR

switches

Lab

Science DMZ |

Friction-free high-latency WAN path
== Friction-induced low-latency LAN path
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USC’s Science DMZ

* References NAT, security ~ Border
appliances router
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P4 Switches

A P47 Programmable Data Planes (PDP) is a domain-specific processor for
networking (o) o). o)

* It enables the programmer to [ Cmi‘:i‘.?::’;"z‘;ii‘i;‘..uﬂ
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» Define and parse new protocols

PD-API, P4Runt|’mel Data Plane
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» Customize packet processing functions Key Action Action data
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» Measure events occurring in the data plane fleds, tuples, | ook | DstIP=IP2. Dstport=p4
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P4 Switches

A P47 Programmable Data Planes (PDP) is a domain-specific processor for

networking
105 Packet forwarding speeds
* It enables the programmer to —= CPU
] ] Switch chip 12.8 Tbps

» Define and parse new protocols 10

» Customize packet processing functions 5 10°

» Measure events occurring in the data plane g 10

with high precision 8 1o

» Offload applications to the data plane Lot

101
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Reproduced from N. McKeown. Creating an End-to-End Programming Model for Packet
Forwarding. Available: 2v=fi =
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https://www.youtube.com/watch?v=fiBuao6YZl0&t=4216s

USC’s Science DMZ

* Self-Driving Science DMZ
» Taps provide a copy of packets to the P4 PDPs

NAT, security Border
appliances router

» PDPs run P4 apps to track connections and

compute per-flow measurements

» Measurements are used by the controller to
create/update rules applied to the core switch

» Updated measurements are visualized in the P4-

perfSONAR sorage, storage. Storage,
INstruments instruments
MIRC Library Engr. bldg. IT datacenter  Science bldg.
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USC’s Science DMZ

* Self-Driving Science DMZ

» Taps provide a copy of packets to the P4 PDPs
. Actions (knobs) Measurements / stats (dials)
» PDPs run P4 apps to track connections and Dgigtdqﬂp; :;geg;:zs .
compute per-flow measurements gUpdate perfSONAR ~ [€ I ID D I
measurements |:| = m LI
» Measurements are used by the controller to ' TPU" / Closed-
. . |
create/update rules applied to the core switch contro
. . . SC|ence DMZ updated rules Line-rate computation
» Updated measurements are visualized in the P4- Fromtaps | 9 : .
oo B e
perfSONAR CoreSW|tch DoE | S \ y \ y
(legacy) - o 4
4 perfSONAR Per-packet PDP switches
visibility

Al UNIVERSITY OF CLEMS“‘N

Savannah River
@ National Laboratory- KM South Carolina

=K



Use Case — Buffer Sizing

* The size of a router’s buffer has implications on the network performance

Large buffer > excessive delays

Small buffer > packet losses, low link utilization

Stanford rule:

> Buffer = 28T
VN

» N is the number of long (persistent over time) flows traversing the port; C is the capacity of
the port; and RTT is the average round-trip time

Operator hardcodes the buffer size based on typical traffic
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Use Case — Buffer Sizing

* Instead of using a fixed-size buffer, the proposed scheme dynamically modifies it

* The P4-SW1 passively computes
» Number of long flows NAT secuty  Border WAN
» Average RTT
» Queueing delays

> Packet loss rates

* The control plane sequentially searches for a

buffer that minimizes delays and losses
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Use Case — P4 perfSONAR

 perfSONAR is a measurement tool and key component of the Science DMZ
* It helps troubleshoot performance issues (e.g., finding soft failures)

* It relies on active tools that provide coarse-grained measurements
 perfSONAR provides APIs that enable

a programmer to extend its functionality
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Use Case - P4 perfSONAR

* The P4 switch adds timestamps, produces measurements, computes statistics

e Statistics and measurements are sent to the P4-perfSONAR
* The P4-perfSONAR characterizes traffic and visualizes data on the dashboard

Core switch (legacy)
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A\ Notsecure  129.252.166

o) 88 P4 perfSONAR / P4-DMZ Real Deployment & <@ it B & (@ Lasti5minutes v Q & 5+ O
>
Q Filters T
v Top Flows
W 3
By Flow ID
Eg Flow ID Source IP Destination IP Total Volume Average Rate #Packets
@ 262 129.252.166.8 206.196.179.183 21.0GB 5.42 Gb/s 13996495
1798 129.252.166.5 134.174.110.14 19.0GB 176 Mb/s 12659731
e 392 129.252.166.2 150.100.210.147 7.82 GB 3.13Gb/s 5211618
486 129.252.166.8 128.111.17471 3.93GB 3.15Gb/s 2574935
1173 150.100.210.147 129.252.166.2 3.46 GB 1.46 Gb/s 2343710
733 129.252.166.8 206.196.179.183 2.43GB 4.86 Gb/s 1436002
269 10.152.61.255 129.252.166.5 406 MB 541 Mb/s 288062
1279 10.152.61.255 129.252.166.5 405 MB 360 Mb/s 270724
v Top Flows by Source
By Volume
Source IP Total Volume #Flows
10.152.61.255 2.74 GB 12
150.100.210.147 3.46 GB 1
129.252.166.2 7.82 GB 1
By Rate
Source IP Peak + Average #Flows
{§} 10.152.61.255 1.17 Gb/s 258 Mb/s 12
O 150.100.210.147 2.57 Gb/s 1.46 Gb/s 1
& 129.252.166.2 3.27 Gb/s 3.13 Gb/s 1
@ v Top Flows by Destination
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