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Introduction

* Reconnaissance is the practice of information gathering. How this is applied to
network security is when attackers attempt to gain information about the network’s
topology and vulnerabillities.

« A modern-day firewall is designed to monitor incoming and outgoing traffic in order to
decide whether to allow or block specific based off rules.

* In order to prevent attackers from gaining information about a network, zone
protection profiles using Reconnaissance Protection can be used to defend against
port scans and host sweeps.
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Background Information

 Reconnaissance (or recon) attacks is the
action of unauthorized discovery and mapping
of networks and vulnerabilities

 When directed at an endpoint, such as a PC, a recon
attack is also called host profiling.

« If successful, an attacker can see which ports are
active and open.

* Recon attacks are more than likely accompanied by a
more intrusive attack such as DoS attack.
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root

t@bt:

# nmap -sU 10.10.19.202

Starting Nmap 4.68 ( http://nmap.org ) at 2012-03-03 21:43 EST
Interesting ports on 10.10.19.202:

Not shown:

PORT
S3/u
88/u
123
135/
137/
138/
161/
389/
445/
464/
S00/

dp
dp

/udp

udp
udp
udp
udp
udp
udp
udp
udp

1032/udp
1034/udp
1059/udp
3456/udp
4500/udp

MAC Address:

1472 closed
STATE
open|filtered
open|filtered
open|filtered
open
open|filtered
open|filtered
open|filtered
open|filtered
open|filtered
open|filtered
open|filtered
open|filtered
open|filtered
open|filtered
open|filtered
open|filtered

ports

SERVICE
domain
kerberos-sec
ntp

msrpc
netbios-ns
netbios-dgm
snmp

Ldap
microsoft-ds
EES )
1sakmp

1ad3
activesync-notify
nimreg
IISrpc-or-vat
sae-urn

00:50:56:98:00:9F (VMware)

Nmap done: 1 IP address (1 host up) scanned i1n 15.72 seconds

NetLab lab 14: Discovering Security Threats and Vulnerabilities




Background Information

* Next Generation Firewall System
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network Internet

h1

h2

OOO

h3 |

Figure 1. Network topology.

« Zones protect the network by segmenting it into smaller, more easily managed areas.

« Zones also prevent uncontrolled traffic from flowing through the firewall. This is because each
interface has to be assigned a Zone. Therefore, this prevents inappropriate traffic from entering
a zone it does not belong
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Proposed Solution and Implementation

« Creating a zone protection and vulnerability protection profile are critical to protecting the
network and are the best methods of fending off a Reconnaissance and Scan Attack.

INSIDE - OUTSIDE

« Zone protection and vulnerability protection have created a net of defense from external
sources gaining valuable information on the network.

« We will be creating unique profiles on our Next Generation Firewall to ward off these types of
attacks as well as ensuring the proper ports are sealed off to these types of attacks.
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N MAP and hplng3 l |Se Starting Nmap 6.00 ( http://nmap.org ) at 2012-05-17 12

Host is up
Not shown:

N

« Nmap and Hping3 are open-source tools used
for cyber defense and attacks
| _http-t1 i},;!

« Nmap scans for network devices and open ports 9529/ tcp ope
Jevice typei"ge ¢
Running: Linux 2,658

« We used Nmap to identify tcp/udp ports that 05 CPE: cpe: /o :1inux ‘KOTREBNBNERE" /o Linux:kemel ;3

ails: Linux 2.67sZ%smemamwssislinux 2.6.38 - 3.0

could be flooded and attacked Network Distance: 2 hops

: Linux; CPE: cpe:/o:linux:kernel
« Hping3 was used to perform a flood attack on
open ports of the network and was an

:~# hping3 -h

exemplary of how the firewall was able to deny A O e ot heto

--version show version

root@ddos: ~ e ® O

the pings § e I or x icrossonas, for oot vioe)
--faster alias for -i uleee® (100 packets for second)
° N d H - 3 d t I th t --‘F'Lood' sent‘packets as fast as possible. Don't show replies.
5 oo r tput
map and Hping3 commands are tools that can n Cnumersc  niners? out

--interface interface name (otherwise default routing interface)

be used by any hacker to get into the targeted b e e e

- --bind bind ctrl+z to ttl (default to dst port)
t k - --unbind unbind ctrl+z
ne Wor --beep beep for every matching packet received

default mode TCP
-0 --rawip RAW IP mode
-1 --icmp ICMP mode
-2 --udp UDP mode
-8 --scan SCAN mode.
Example: hping --scan 1-30,70-90 -S www.target.host




Conclusion

« With the implementation of a zone and
vulnerability protection profiles, we
can ensure a high level of security and

safety are maintained. The probability | ... . . — .2
that information behind the firewall will wia N cxeraes

be breached, altered, or compromised
by malicious external actors will be
greatly reduced.

L (X
— Interfaces / Virtual : Packet Buffer :

[} Name Type Systems Zone Protection Profile Protection Log Setting Enabled Included Networks Excluded Networks

[T} Inside 1 layer3 ethernetl/2 Recon_Protect any none

(V] Outside layer3 ethermnetl/1 Recon_Protect any nene
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