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Victim
* Understand and utilize a next-generation Firewall \ S S

FW 1 Management FW 2 Management

* Implement a protection policy against SYN attacks

192.168.100.0/24 192.168.200.0/24

PC2

* Protect a network against SYN and similar attacks e / 20301130124 s

Attacker
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SYN Flooding

A SYN flood is a type of denial-of-
service (DDoS) attack which aims to
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make a server unavailable to
legitimate traffic. / Open port. Waiting for ACK’.

Open port. Waiting for ACK..
Open port. Waiting for ACK'
Open port. Waiting for ACK'.

Connections
exhausted

N4
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Types of SYN Floods

Direct Attack Spoofed Attack Distributed Attack
Attacker does not IP address is masked to Attack created using a
mask their IP address hide the attacker's botnet

identity
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Flood Protection

Random Early

SYN Cookies
Drop
Drops only traffic Drops all traffic
that fails the SYN
handshake randomly
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DoS Protection Profile ®

Name I Dos protection|
Description

Type Aggregate (@) Classified

Flood Protection | Reseurces Protection

SYNFlood ~ UDPFlood  ICMPFlood  ICMPv6Flood  Other IP Flood

SYN Flood
O Action | SYN Cookies -
Activate Rate (connections/s) 0
Max Rate (connections/s) | 1000000

Block Duration (s) | 300

Classified DoS protection is used
with source-IP-only tracking to

reduce resources

Set the action to SYN cookies

192.168.100.254
FW 1 Management

192.168.200.254
FW 2 Management

Implement the profile into the Victim _,'
security policy to block PC2

192.168.200.0/24

203.0.113.0/24
Inside 1 Outside Inside 2

Attacker
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Policy OFF Policy ON

&~ *ens160 - " X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae NG Qe2EFESEQAQQE mae X[ QeanEF I =S QQQHE
e S l I S N [tcp.flags.syn == 1 <] | + | W |tep.flags.syn == 1 [x] -+
No. Time Source Destination Protocol Length Info - No. Time Destination Protocol Length Info o}
72885 25.446231949 203.0.113.65 192.168.100.10 ce 6@ 35691 —~ 80 [SYN] Seq=0@ 2 45 113.1¢ 1 1
72886 25.446233858 203.0.113.65 192.168.100.10 TCP 60 35692 ~ 80 [SYN] Seq=0
72889 25.446236055 203.0.113.65 192.168.160.10 Tce 60 35693 ~ 80 [SYN] Seq=0
72891 25.446248079 203.0.113.65 192.168.100.10 ce 60 35694 - 80 [SYN] Seq=0
.o . 72892 25.446248653 203.0.113.65 192.168.100.10 TCcP 60 35695 ~ 80 [SYN] Seq=0
The CIass'f'ed prof'le blocks the 72895 25.446268876 203.0.113.65 192.168,100.10 TCP 60 35697 ~ 80 [SYN] Seq=0
72896 25.446269238 203.0.113.65 192.168.1008.18 TCcP 60 35696 — 80 [SYN] Seq=0
72899 25.446286163 203.8.113.65 192.168.108.18 Tce 6@ 35698 ~ 80 [SYN] Seq=6@ ~

. b

appropriate source IP . '

Frame 136: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface ensit@, id @
Ethernet II, Src: VMware 8a:91:c4 (00:50:56:8a:91:c4), Dst: VMware_94:14:2f (00:50:56:94:14:2f)
Internet Protocol Version 4, Src: 142.256.185.100, Dst: 192.168.100.10

Transmission Control Protocol, Src Port: 443, Dst Port: 34828, Seq: 0, Ack: 1, Len: ©

Frame 266: B6 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface ensi6@, id @
Ethernet II, Src: VMware_Ba:91:c4 (00:508:56:8a:91:c4), Dst: VMware_94:14:2f (80:50:56:94:14:2f)
Internet Protocol Version 4, Src: 203.0.113.10, Dst: 192.168.100.10

Internet Control Message Protocol

Wireshark and Palo monitors show
the network is protected

80 50 56 94 14 2f 00 50 56 8a 91 c4 0B 6@ 45 80 PV /PV E 00 50 56 94 14 2f 00 50 56 8a 91 c4 68 8@ 45 cO PV--/ PV E
08 3c 6e B2 00 00 71 86 bd aB 8e fa 69 64 cb a8 <n--q id ©0 48 40 ac 06 80 3f 61 d9 8b cb BG 71 6a c@ a8 H@- - -? q
64 Ba 1 bb 88 Oc 11 aa 11 c4 62 ba 74 df ab 12 d t 64 Ba B3 01 5e 14 B0 00 ©0 0@ 45 00 08 2c cb c9 d - A E:--,

ff ff 35 f1 00 00 82 84 05 96 04 92 08 Ba 70 54 5 pT 00 00 3r 06 47 Oc cO a8 64 Ga cb B0 71 43 00 50 70 d -qC-P

PCl can access the netWO k 17 b8 08 ee 47 41 01 63 03 08 GA c4 Of ad 74 c9 fa 50 9e 49 5f 60 12 60 6@ 5f 57 toY I

00 09 02 94 82 18

O 7 wireshark_ens160_...016_HK5Gaq.pcapng  Packets: 706147 - Displayed: 349659 (49.5%) Profile: Default O ¥  wireshark_ens160_20220625135635_52zniG.pcapng  Packets: 561 - Displayed: 10 (1.8%) Profile: Default
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Conclusion

* Create a policy utilizing SYN cookies to allow legitimate traffic
* Protect a network against SYN and similar attacks
* Effectively prevented the SYN attack

e Future Work



