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• Motivation

• USC Cloud system (NETLAB)

• FABRIC testbed

• Leveraging NETLAB and FABRIC for education

• Access to the vLabs



Motivation for Virtual Labs and Academic Cloud
• According to the IEEE and ACM1, the IT curriculum should emphasize “learning IT core 

concepts with authentic practice” and “use of professional tools and platforms”

➢ “It is not enough to simply attend courses and read books. Hands-on learning is essential…”

• Using physical laboratories has been challenging

➢ Difficult to scale

➢ Expensive (space, maintenance, staff)

➢ Since COVID-19 emerged, the capacity of labs has been further reduced (distance requirements)

31. Information Technology Curricula 2017, ACM/IEEE Joint Committee. Online: https://tinyurl.com/4nqqwa5m. 

https://tinyurl.com/4nqqwa5m


Motivation for Virtual Labs and Academic Cloud
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• “The Missing Millions”(NSF report – Oct. 2021. https://tinyurl.com/5awhdazy)

• A report on what can be done to reach out those who are yet to be engaged in STEM 

workforce

• 15 focus groups, experts on research computing infrastructure

➢ “The present research computing and data ecosystems look impenetrable to many of those not yet 
engaged…”

➢ “Lower barriers to entry, but build up the controls at the same time”

➢ “Invest in cyberinfrastructure and community laboratories at the edge, enabling broader and more 
diverse participation in science and engineering”

➢ “Explore investments in research computing and data infrastructure approaches that are easily 
accessible (such as GUIs, science apps, and field tools)”

https://tinyurl.com/5awhdazy


Academic Cloud

• The University of South Carolina (USC) (SC), the Network Development Group (NDG) 

(NC), and Stanly Community College (SCC) (NC) are deploying the Academic Cloud

•  A system dedicated to teaching, training, and research

• The Academic Cloud provides remote-access capability to lab equipment via Internet

• It seamlessly pools and shares resources (CPU, memory, storage) from four data 

centers; resources are allocated to run virtual laboratories
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Academic Cloud

• Data center locations: USC (South Carolina), SCC (North Carolina), NDG (IL), and 

Idaho National Laboratory (ID)
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Internet

Learner

Pod request / 
update via LTI

Portal system or LMS (Canvas, 
Blackboard) via a regular browser

On demand pod 
creation from sites

Real-time pod 
visualization 

update via LTI

Pod for 
vLab

Intro to P4 
w/BMv2

Data center

Front-end portals

Intro to P4 
w/Tofino

Advanced 
P4 w/BMv2

Advanced 
P4 w/Tofino

Academic Cloud Engine: 

schedule of pods, routing 

requests, etc.

LMS: Learning Management System. LTI: Learning Tools Interoperability



Inside a Data Center

• Hosts 1-n store virtual  machines 

(VMs) for virtual labs

• Management server runs vCenter, 

Management Software (NETLAB+)

• Partnership with Network 

Development Group (NDG)1

71. Network Development Group (NDG). Online: https://netdevgroup.com

https://netdevgroup.com/


• Example: Stanly Community College
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Inside a Data Center

Device Cores Storage (TBs) RAM Memory (GB)
Server 1 (management SCC) 20 12 264
Server 2 (hosting vLabs pods) 32 4 768
Server 3 (hosting vLabs pods) 32 4 768
Server 4 (hosting vLabs pods) 32 4 768
Server 5 (hosting vLabs pods) 32 4 768
Server 6 (hosting vLabs pods) 32 4 768
Server 7 (hosting vLabs pods) 48 1.92 768
Server 8 (hosting vLabs pods) 48 1.92 768
Server 9 (hosting vLabs pods) 48 1.92 768

TOTAL 324 37.76 6408



Libraries

• A library consists of between 10-20 

lab experiments

• Each experiment includes a 

detailed, guided step-by-step 

manual
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Pod Design – Example 1: Fully Virtual Pod

• A virtual laboratory experiment requires a pod of devices, or simply pod

• Example: Cybersecurity Fundamentals
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Pod for Cybersecurity Fundamentals Library Cybersecurity  Fundamentals Library

Lab Topic
1 Reconnaissance: Scanning with NMAP, Vulnerability Assessment with OpenVAS
2 Remote Access Trojan (RAT) using Reverse TCP Meterpreter
3 Escalating Privileges and Installing a Backdoor
4 Collecting Information with Spyware: Screen Captures and Keyloggers
5 Social Engineering Attack: Credentials Harvesting and Remote Access through Phishing Emails
6 SQL Injection Attack on a Web Application
7 Cross-site Scripting (XSS) Attack on a Web Application
8 Denial of Service (DoS) Attacks: SYN/FIN/RST Flood, Smurf attack, and SlowLoris
9 Cryptographic Hashing and Symmetric Encryption

10 Asymmetric Encryption: RSA, Digital Signatures, Diffie-Hellman
11 Public Key Infrastructure: Certificate Authority, Digital Certificate
12 Configuring a Stateful Packet Filter using iptables
13 Online Dictionary Attack against a Login Webpage
14 Intrusion Detection and Prevention using Suricata
15 Packet Sniffing and Relay Attack
16 DNS Cache Poisoning
17 Man in the Middle Attack using ARP Spoofing
18 Understanding Buffer Overflow Attacks in a Vulnerable Application
19 Conducting Offline Password Attacks



DEMO – Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Organization of Lab Manuals

Each lab starts with a section Overview
• Objectives 

• Lab settings: passwords, device names

• Roadmap: organization of the lab

Section 1
• Background information (theory) of the topic being covered (e.g., match-action tables)

• Section 1 is optional (i.e., the reader can skip this section and move to lab directions)

Section 2… n
• Step-by-step directions

20



Virtual Labs

Programmable data plane devices 

1. P4-DPDK Security

2. Introduction to P4-DPDK

3. Cybersecurity Applications with P4 Programmable Data 

Planes

4. P4 Programmable Data Planes: Applications, Stateful 

Elements, Custom Packet Processing

5. Introduction to P4 Programmable Data Plane Switches

6. Introduction to P4 Programmable Data Plane Switches with 

Intel’s Tofino

7. P4 Monitoring Applications

https://highspeednetworks.net/ 

Traditional Protocols

8. Software-defined Networking (SDN)

9. Open vSwitch

10. Network Tools and Protocols

11. Introduction to IPv6

12. Open Shortest Path First (OSPF)

13. Introduction to BGP

14. MPLS and Advanced BGP

Cybersecurity, Management, and Science DMZs

15. Zeek IDS/IPS

16. Cybersecurity Fundamentals

17. perfSONAR 5

18. P4-perfSONAR

19. Network Management Tools

20. High-speed Networks: A Tutorial

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining 

https://highspeednetworks.net/
https://research.cec.sc.edu/cyberinfra/cybertraining


Demo – Collecting Information with Spyware Lab
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Demo Cybersecurity Fundamentals, Lab 4: Collecting Information with Spyware 
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USC’s Local Usage



Cybertraining on FABRIC
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FABRIC Testbed
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• FABRIC is an NSF-funded international infrastructure for at-scale experimentation 

and research

• Areas include networking, cyber, distributed computing, storage, 5G, ML, etc.

• Equipment is located at commercial collocation spaces, U.S. national labs, and 

campuses – 29 FABRIC sites



Cybertraining on FABRIC
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• FABRIC is a real network with physical propagation delays and high-speed links

• With its integrated JupyterHub, it can be ideal for cybertraining: 

➢ P4 programmable switches/NICs

➢ High-speed networks (SDMZ)

➢ PerfSONAR

➢ Measurement and telemetry

➢ Cybersecurity (Zeek, Suricata, etc.)

➢ Etc.



Labs on P4 Programmable Data Planes over FABRIC
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Queue Measurement Lab
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• BMv2 software switch is running on StarLight

• Microseconds granularity

Queue Occupancy



FABRIC Node
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• FABRIC nodes have the following:

➢ FPGA-based SmartNICs (P4-
programmable)

➢ P4 Tofino switches

➢ Offload NICs (NVIDIA ConnectX, 
100Gbps)

• New SmartNICs will be added to 

FABRIC

➢ NVIDIA/Mellanox Bluefield-2/3

➢ Intel IPU

➢ P4-programmable Xilinx FPGA

➢ Maybe others, if available.

https://app.diagrams.net/?page-id=N71mBETvyvawWOnfYNR8&scale=auto#G1-GBmjds8M8v5qutHeZ2EL6y2mZIw7Za4


Access to the vLabs – Academic Cloud (USC)
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• The lab libraries and their PDF contents can be found at:

• Platform link:

• To obtain an account, send an email to choueiri@email.sc.edu

➢ Your full name, institution and role, email address

➢ Lab libraries of interest

• User guide on how to use the platform:

https://tinyurl.com/cilab-cybertraining

https://netlab.cec.sc.edu

https://tinyurl.com/cilab-userguide



Access to the vLabs – FABRIC
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• Sign-up for an account on FABRIC

• Create or enroll into a FABRIC project:

• If you are a professor, create a new project and assign your students to it

• Once you login into JupyterHub, you will see the P4 labs under the FABRIC-

examples provided for you

https://tinyurl.com/fabric-account

https://tinyurl.com/fabric-project



Contact Information
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• Elie Kfoury

    ekfoury@email.sc.edu 

• Jorge Crichigno

jcrichigno@cec.sc.edu 

• Jennifer Kim

jkim@internet2.edu

• CI Lab Website

https://research.cec.sc.edu/cyberinfra/ 

mailto:ekfoury@email.sc.edu
mailto:jcrichigno@cec.sc.edu
mailto:jkim@internet2.edu
https://research.cec.sc.edu/cyberinfra/
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