
Collaborative Research: CyberTraining: Implementation: Medium: CyberTraining 

on Accelerating Infrastructure Workloads using Next-Generation SmartNICs/DPUs

PI: Elie Kfoury (USC), Co-PI: Jorge Crichigno (USC), 

Co-PI: Ana Hunsinger (Internet2 - MS-CC)

In collaboration with UNC Chapel Hill (FABRIC Team)

PI: Paul Ruth (RENCI), Mert Cevik (RENCI)

Start Date: August 1st, 2024

https://www.nsf.gov/awardsearch/showAward?AWD_ID=2417823&HistoricalAwards=false

2025 MS-CC Annual Meeting

Thursday, May 29, 2025

1

https://www.nsf.gov/awardsearch/showAward?AWD_ID=2417823&HistoricalAwards=false


Growth of CPU Performance
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• End of Moore’s Law and Dennard Scaling, and the limit of Amdahl’s Law

• The industry is turning to domain-specific accelerators (DSAs)

• A DSA is a hardware engine specialized on a particular application domain



Smart Network Interface Cards (SmartNICs)
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• SmartNICs/DPUs use domain-specific processors to customize packet processing
• Programmable packet processing pipeline, regular expression, encryption/decryption, etc.

• The domain-specific processors are typically ASIC or FPGA-based

• SmartNICs also include general-purpose CPU cores for managing the system



Accelerating IDS/IPS Functions
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• Intrusion Detection/Prevention System (IDS/IPS) functions can be offloaded to the 

SmartNIC
➢ Traffic bypass, Deep Packet Inspection (DPI), signature matching, etc.

Suricata bypass function

M. Gonen. Accelerating the Suricata IDS/IPS With NVIDIA BlueField DPUs. Available: https://tinyurl.com/ys8n6mmz

https://tinyurl.com/ys8n6mmz


Cryptographic Functions Offload
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• SmartNICs support hardware accelerators for offloading cryptographic operations:
• Symmetric encryption

• Asymmetric encryption

• True Random Number Generator (TRNG)

• Etc.
TLS hardware offload

B. Tuaf, T. Gilboa, T. Toukan. kTLS Offload Performance Enhancements for Real-life Applications. Available: https://tinyurl.com/bdewpxh5



Cryptographic Functions Offload
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• SmartNICs support hardware accelerators for offloading cryptographic operations:
• Symmetric encryption

• Asymmetric encryption

• True Random Number Generator (TRNG)

• Etc.

Large data transfers encryption (TLS offload)

Kfoury, E., et al. "Evaluating Encryption Overhead and Offload Techniques in High-Speed Data Transfers.“, in submission.
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• SmartNICs is accelerating file compression and decompression operations

• The experiment shows results for compression algorithms over seven datasets

(De)Compression Offload

Li, Yuke, et al. "Characterizing lossy and lossless compression on emerging BlueField DPU architectures." 2023 IEEE Symposium on High-Performance 
Interconnects (HOTI). IEEE, 2023.



USC’s Cloud
• USC’s cloud is a purpose-built cloud for teaching, training, and research

• It is supported by the NSF Cybertraining program

➢ seeks to prepare and grow the national workforce supporting research
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FABRIC Testbed
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• FABRIC is an NSF-funded international infrastructure for at-scale experimentation 

and research

• Areas include networking, cyber, distributed computing, storage, 5G, ML, etc.

• Equipment is located at commercial collocation spaces, U.S. national labs, and 

campuses – 29 FABRIC sites
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Workshops
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• Workshop tomorrow at 8:30 AM, focusing on cybersecurity

• 2025 Internet2 Technology Exchange (TechEx), Dec 8-12, Denver, CO

• FABRIC KNIT Workshops

• Supercomputing conference

• Online workshops

• More information on workshops and training resources:

https://research.cec.sc.edu/cyberinfra/workshops

https://research.cec.sc.edu/cyberinfra/workshops


Additional Slides
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• SmartNICs is accelerating pattern matching through regular expression accelerators

Deep Packet Inspection Offload

Mazloum, A., et al. "Toward Fingerprinting Encrypted C2 Traffic in the Data Plane.“, in submission.
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