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About MS-CC





MS-CC Purpose

• Increase access to cyberinfrastructure 
(CI) capabilities across academic 
disciplines

• Enhance communication between 
researchers, IT professionals,  
campus leadership, and between 
institutional members

• Support IT for research-enabled 
professional and career development

• Collective advocacy and partnerships

MS-CC Guiding Principles

Inclusion    |     Innovation    |    Stakeholder Value

MS-CC Stakeholders

• Researchers, educators, and 
students

• IT/CI professionals

• Campus leadership

• Industry partners

• Foundations and funding agencies

MS-CC Origins







Strength in Numbers. Power of Community.

• Join a vibrant community where you can collaborate, receive support, and advocate for our 

collective needs.

• Participate in MS-CC governance and committees.

• MS-CC organizes workshops at HBCUs, TCUs, and Internet2 events, and provides funding 

support for MS-CC participants.

• MS-CC facilitates community-driven experience sharing to support and raise awareness 

around key topics of interest to MS-CC participants.

• Participate in regional workshops about the importance of IT for Research.

• Stay apprised of funding, collaborator and community offerings.

Join NOW: https://www.ms-cc.org/join

https://www.ms-cc.org/join
https://www.ms-cc.org/join
https://www.ms-cc.org/join
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About USC Cyberinfrastructure Lab

The goal of the Cyberinfrastructure (CI) lab is to investigate issues in high-speed networks and 
Internet of Things (IoT), and to find solutions to the technical problems in these areas. Topics 
include:

● Protocol enhancements for high-speed networks using programmable data plane switches
● Testing and performance measurements in high-throughput high-latency environments
● Networking and Telecommunications
● Offline scalable intrusion detection systems
● Malware characterization affecting IoT devices

In addition, the CI Lab develops training material for Science demilitarized zones (Science DMZs). 
The Science DMZ is a network specifically designed to facilitate the transfer and sharing of very 
large scientific data (big data) across geographically separated sites.





USC Motivation for Virtual Labs and Academic Cloud

● According to the IEEE and ACM1, the IT curriculum should emphasize “learning IT core

concepts with authentic practice” and “use of professional tools and platforms”

○ “It is not enough to simply attend courses and read books. Hands-on learning is essential…”

● Using physical laboratories has been challenging

○ Difficult to scale

○ Expensive (space, maintenance, staff)

○ Since COVID-19 emerged, the capacity of labs has been further reduced (distance requirements)

151. Information Technology Curricula 2017, ACM/IEEE Joint Committee. Online: https://tinyurl.com/4nqqwa5m. 

https://tinyurl.com/4nqqwa5m


Motivation for Virtual Labs and Academic Cloud
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● “The Missing Millions”(NSF report – Oct. 2021. https://tinyurl.com/5awhdazy)

● A report on what can be done to reach out those who are yet to be engaged in

STEM workforce

● 15 focus groups, experts on research computing infrastructure

○ “The present research computing and data ecosystems look impenetrable to many of those not
yet engaged…”

○ “Lower barriers to entry, but build up the controls at the same time”

○ “Invest in cyberinfrastructure and community laboratories at the edge, enabling broader and more
diverse participation in science and engineering”

○ “Explore investments in research computing and data infrastructure approaches that are easily
accessible (such as GUIs, science apps, and field tools)”

https://tinyurl.com/5awhdazy
https://tinyurl.com/5awhdazy
https://tinyurl.com/5awhdazy
https://tinyurl.com/5awhdazy
https://tinyurl.com/5awhdazy
https://tinyurl.com/5awhdazy
https://tinyurl.com/5awhdazy
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Vision: A Comprehensive Ecosystem Built for Access

Technology alone is insufficient. True democratization requires the right 

tools, structured pedagogy, and an activating community. 



Academic Cloud

• The University of South Carolina (USC) (SC), the Network Development Group (NDG)

(NC), and Stanly Community College (SCC) (NC) are deploying the Academic Cloud

• A system dedicated to teaching, training, and research

• The Academic Cloud provides remote-access capability to lab equipment via Internet

• It seamlessly pools and shares resources (CPU, memory, storage) from four data

centers; resources are allocated to run virtual laboratories

18



Academic Cloud

• Data center locations: USC (South Carolina), SCC (North Carolina), NDG (IL), and Idaho

National Laboratory (ID)

19LMS: Learning Management System. LTI: Learning Tools Interoperability



Inside a Data Center

• Hosts 1-n store virtual machines

(VMs) for virtual labs

• Management server runs vCenter,

Management Software (NETLAB+)

• Partnership with Network

Development Group (NDG)1

201. Network Development Group (NDG). Online: https://netdevgroup.com

https://netdevgroup.com/


•Example: Stanly Community College
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Inside a Data Center

Device Cores Storage (TBs) RAM Memory (GB)
Server 1 (management SCC) 20 12 264
Server 2 (hosting vLabs pods) 32 4 768
Server 3 (hosting vLabs pods) 32 4 768
Server 4 (hosting vLabs pods) 32 4 768
Server 5 (hosting vLabs pods) 32 4 768
Server 6 (hosting vLabs pods) 32 4 768
Server 7 (hosting vLabs pods) 48 1.92 768
Server 8 (hosting vLabs pods) 48 1.92 768
Server 9 (hosting vLabs pods) 48 1.92 768

TOTAL 324 37.76 6408



Libraries

• A library consists of between 10-20

lab experiments

• Each experiment includes a

detailed, guided step-by-step

manual

22



Pod Design – Example 1: Fully Virtual Pod

• A virtual laboratory experiment requires a pod of devices, or simply pod

• Example: Cybersecurity Fundamentals

23

Pod for Cybersecurity Fundamentals Library Cybersecurity  Fundamentals Library



DEMO – Cloud System

24
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spyware-2x.mp4

http://drive.google.com/file/d/1gyNfiLRH2kHU7ndAH1ybUsd-8H9Lrcpz/view


Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Using the Cloud System
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Organization of Lab Manuals

• Each lab starts with a section Overview

• Objectives

• Lab settings: passwords, device names

• Roadmap: organization of the lab

• Section 1

• Background information (theory) of the topic being covered (e.g., match-action tables)

• Section 1 is optional (i.e., the reader can skip this section and move to lab directions)

• Section 2… n

• Step-by-step directions

33



Virtual Labs

Programmable data plane devices 

1. P4-DPDK Security

2. Introduction to P4-DPDK

3. Cybersecurity Applications with P4 Programmable Data 

Planes

4. P4 Programmable Data Planes: Applications, Stateful 

Elements, Custom Packet Processing

5. Introduction to P4 Programmable Data Plane Switches

6. Introduction to P4 Programmable Data Plane Switches with 

Intel’s Tofino

7. P4 Monitoring Applications

https://highspeednetworks.net/

Traditional Protocols

8. Software-defined Networking (SDN)

9. Open vSwitch

10. Network Tools and Protocols

11. Introduction to IPv6

12. Open Shortest Path First (OSPF)

13. Introduction to BGP

14. MPLS and Advanced BGP

Cybersecurity, Management, and Science DMZs

15. Zeek IDS/IPS

16. Cybersecurity Fundamentals

17. perfSONAR 5

18. P4-perfSONAR

19. Network Management Tools

20. High-speed Networks: A Tutorial

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

https://highspeednetworks.net/
https://research.cec.sc.edu/cyberinfra/cybertraining


Demo – Collecting Information with Spyware Lab
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Demo Cybersecurity Fundamentals, Lab 4: Collecting Information with Spyware 
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USC’s Local Usage



Cybertraining on FABRIC
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FABRIC Testbed
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• FABRIC is an NSF-funded international infrastructure for at-scale experimentation

and research

• Areas include networking, cyber, distributed computing, storage, 5G, ML, etc.

• Equipment is located at commercial collocation spaces, U.S. national labs, and

campuses – 29 FABRIC sites



Cybertraining on FABRIC
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● FABRIC is a real network with physical propagation delays and high-speed links

● With its integrated JupyterHub, it can be ideal for cybertraining:

○ P4 programmable switches/NICs

○ High-speed networks (SDMZ)

○ PerfSONAR

○ Measurement and telemetry

○ Cybersecurity (Zeek, Suricata, etc.)

○ Etc.



Labs on P4 Programmable Data Planes over FABRIC
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Queue Measurement Lab
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• BMv2 software switch is running on StarLight

• Microseconds granularity

Queue Occupancy



FABRIC Node
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● FABRIC nodes have the following:

○ FPGA-based SmartNICs (P4-
programmable)

○ P4 Tofino switches

○ Offload NICs (NVIDIA ConnectX,
100Gbps)

● New SmartNICs will be added to

FABRIC

○ NVIDIA/Mellanox Bluefield-2/3

○ Intel IPU

○ P4-programmable Xilinx FPGA

○ Maybe others, if available.

https://app.diagrams.net/?page-id=N71mBETvyvawWOnfYNR8&scale=auto#G1-GBmjds8M8v5qutHeZ2EL6y2mZIw7Za4


Access to the vLabs – Academic Cloud (USC)
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• The lab libraries and their PDF contents can be found at:

• Platform link:

• To obtain an account, send an email to choueiri@email.sc.edu

⮚ Your full name, institution and role, email address

⮚ Lab libraries of interest

• User guide on how to use the platform:

https://tinyurl.com/cilab-cybertraining

https://netlab.cec.sc.edu

https://tinyurl.com/cilab-userguide



Access to the vLabs – FABRIC
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• Sign-up for an account on FABRIC

• Create or enroll into a FABRIC project:

• If you are a professor, create a new project and assign your students to it

• Once you login into JupyterHub, you will see the P4 labs under the FABRIC-

examples provided for you

https://tinyurl.com/fabric-account

https://tinyurl.com/fabric-project



Contact Information
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• Elie Kfoury

ekfoury@email.sc.edu

• Jorge Crichigno

jcrichigno@cec.sc.edu

• CI Lab Website

https://research.cec.sc.edu/cyberinfra/

• Jennifer Kim

jkim@internet2.edu

• MS-CC Website
https://ms-cc.org

mailto:ekfoury@email.sc.edu
mailto:ekfoury@email.sc.edu
mailto:ekfoury@email.sc.edu
mailto:ekfoury@email.sc.edu
mailto:ekfoury@email.sc.edu
mailto:jcrichigno@cec.sc.edu
https://research.cec.sc.edu/cyberinfra/
https://research.cec.sc.edu/cyberinfra/
https://research.cec.sc.edu/cyberinfra/
https://research.cec.sc.edu/cyberinfra/
https://research.cec.sc.edu/cyberinfra/
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