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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

Contents
OVEIVIBW ..ttt ee e e e e e e e ettt ettt e e e e e e e e e eeeeeete et eeeabs b s e e seeaeaeeeeeeereeeaennssnnnnnnananns 3
(0] o) [=To 4 1= PSP PUPRRPPTPPPPRR 3
(1= o3 o) o To] [0 =4V ST PPPPTPP 3
(1] Y=Y T =L UPPPRTPP 4
(1] o o Y- o [ 4 I- T o JO PP 4
N [ 0] 1 o Yo [0 o 1RO PP 4
2 Configuring administrative information .........ccccovvviiiiiii i 5
2.1 AdING @ WED USEI ..eeiiiiieiiiiiiiiee ettt e e e s s sbaa e e e s s saaeaeeesennns 5
2.2 Accessing the administrative information interface.......ccoccceviviiiieiiinciieeenns 7
2.3 Filling up administrative information..........ccccceivviiiiiii i 7
2.4 Adding node Metadata .....cccueiiiiiiiiiiie e 11
2.5  AddiNg @ COMMUNITY ..vviiiiiiiiiiiee et e e s s sbaeeeee s 13
2] =T =T a1l PP PP 16

Page 2



Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI
Overview

This lab provides an introduction to perfSONAR Toolkit. It shows how to configure the
administrative information of a perfSONAR node using the Graphical User Interface (GUI).

Objectives

By the end of this lab, the user will:

Understand perfSONAR GUI.

Access to perfSONAR Toolkit GUI.

Configure the administrative information.

Visualize the administrative information of a perfSONAR node.

PwnNpE

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled as perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The
perfSONAR nodes run a Linux CentOS 7, and the Client runs a lightweight Linux
distribution (Lubuntu). The Client host is used to access perfSONAR graphical user
interface.

Border
router

@ Client g perfSONAR2

.20 .10

1 2
192.168.2.0/24 R2

i

192.168.3.0/24

.10

g perfSONAR3 g

Figure 1. Lab topology.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

Lab settings
The information in Table 1 provides the credentials to access to perfSONAR nodes.

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONARS3.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap
This lab is organized as follows:

1. Section 1: Introduction.
2. Section 2: Configuring Administrative Information.

1 Introduction

Networks are designed to support diverse mixtures of hardware and protocols, especially
in large collaborations. Interoperability takes precedence in most cases, along with local
control and policy being preserved. Reason that, actions taken by one organization can
affect the performance of users in another organization. A global monitoring framework
is required to reliably discover and mitigate these issues. Monitoring within a single
domain is a common and accepted practice but cross-domain performance monitoring is
difficult to do with traditional tools?.

perfSONAR is a tool which offers web services-based infrastructure from collecting and
diagnosing network performance. perfSONAR makes it possible to diagnose problems on
networks quickly and easily, providing a collection of tools for performing and sharing
end-to-end network measurements. perfSONAR is used to diagnose performance issues
such as latency, achievable bandwidth, packet loss, and many others?. While perfSONAR
is currently focused on reporting network metrics, it is designed to be flexible enough to
handle new metrics from technologies as middleware or monitoring?.

The perfSONAR project is currently deployed in over 1,700 locations around the world. Its

main feature relies on network troubleshooting. perfSONAR has been developed through
an international collaboration led by Internet2, ESnet, Indiana University, and GEANT?.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

The perfSONAR Toolkit Graphical User Interface (GUI) is a fully enclosed measurement
infrastructure packaged as a Linux distribution. perfSONAR Toolkit GUI belongs to the
visualization layer, as shown in the figure 2. In this lab, the user will configure the
administrative information using perfSONAR Toolkit GUI.

Discovery

Traceroute pSConfig
Viewer 2L WebAdmin

Visualization

pSConfig

Archiving

1 — 1 1

uonensiboay 3sin1as dn)oo

paris-

» iperf3 iperf nuttcp ping tracepath traceroute R te

Figure 2. perfSONAR layers?.

2 Configuring administrative information

The perfSONAR Toolkit GUI allows the user to enter contact and location information
about a perfSONAR node. Once the perfSONAR Toolkit is installed and it is booted for the
first time, the first step consists on adding a user with the privileges to edit and manage
the administrative information.

21 Adding a web user
The perfSONAR Toolkit provides utilities for adding, deleting and modifying user’s
privileges to access the web interface. All of these tasks can be done through the

perfSONAR command-line interface (CLI).

Step 1. In the topology, click on perfSONAR1 and enter the username and
password [admin. Note that the password will not be displayed while typing it.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

ent0S Linux 7 (Core)
Kernel 3.10.8-957.108.1.e17.x86_64 on an xB86_64

perfsonarl login: jadmin

Last login: Mon Apr 15 18:12:88 on ttyl
elcome to the perfSONAR Toolkit v4.1.6-1.el?

ou may create accounts to manage this host through the web interface by rumning the following as ro
ot :

susr/libsperfsonar/scripts/nptoolkit-conf igure.py
e web interface should be available at:

https://[host addressl/toolkit
[admin@perfsonarl ~1§ _

Step 2. In order to create a new user, type the command displayed down below. If a
password is required, type as password.

sudo /usr/lib/perfsonar/scripts/nptoolkit-configure.py

[admin@perfsonarl “15|sudo susr/lib/perfsonar/scripts/nptoolkit-configure.py
[sudo] password for admin:
perf SONAR Toolkit customization script

. Manage Web Users

. exit

ke a selection: _

Step 3. Select Manage Web Users typing 2| and then hit Enter to proceed.

erf SONAR Toolkit customization script

1. Change Timezone
2. Manage Web Users
xit

> a selection:|Z_

»lcome to the perfSONAR Toolkit user administration program.
This program will help you administer users.
You may configure any of the options below with this program:
. Add a new user
Delete a us
% > a ll\l.[..\ ll«l,‘;‘(l..l)l'd

8.

ake a selection: |1

Step 5. Type as the username and as the password, the user will be required
twice to enter the password. Notice that the password will not be displayed while typing
it. In the future, the user can change the password running the same script and selecting

option 3.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

2.2  Accessing the administrative information interface

Step 1. On the Client host, open web browser located on the desktop.

PCManFM-Qt
File Manager

'

Terminal

Firefox Web
Browser,

PUTTY SSH
Client

z

FileZilla

Wireshark

Step 2. On the address bar, type the IP address of perfSONAR1 Toolkit node which is
192.168.1.10. The user will see the perfSONAR Toolkit web interface.

perfSONAR Toolkit | perfSONAR-Toolkit - Mozilla Firefox

File Edit View History Bookmarks Tools Help
@ perfSONAR Toolkit | perf* x | 4

IR w'.‘\|192.163,1‘10",\,uk1| - 90 noe =
perfS@NAR Toolkit on perfSONAR-Toolkit

sl Host Information (Log in for more
: # Edit info)
Q perfSONAR-Toolkit
Details v
Organization:
Address: TP Syncec Yes
Administrator:
No
Machine Yes
AN 4GB
: ‘ : ‘ Details v
esmond ~ Running 2.1.3-1.el7 View @
Isregistration Running 4.1.6-1.el7 View 2 # On-demand testing tools
owamp ~ Running 3.5.8-1.el7 861 View &' Reverse ping (&
pscheduler ~ Running 1.1.6-2.el7 View & Reverse traceroute &'
psconfig Running 4.1.6-1.e17 View 2 Reverse tracepath &
Traceriite Visialzation [2
twamp ~ Running 3.5.8-1.el7 862 View 7 e e

23 Filling up administrative information
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

In this section the user will fill out a form with the corresponding administrative
information. Note that the information provided in this section is just for training
purposes, and it is valid only for this lab. The user may change this information depending
on the characteristics of the node.

Step 1. Click on edit.

perfSONAR Toolkit | perfSONAR-Toolkit - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ perfSONAR Toolkit | perf* x | +

e o ® 192.168.1.10/t0¢ w In o & =
pel'fs@'NAR Toolkit on perfSONAR-Toolkit Log In © Configuration ?Help
ul Host Information (Log in for more
info)
9 perfSONAR-Toolkit
De!
Organization:
Address:
Administrator:
N
Yes
Services
4GB
De
esmond ~ nning 2.1.3-1.el7 View &
Isregistration Rur g 4.1.6-1.el7 View @
owamp ~ inning 3.5.8-1.el7 861 View &
pscheduler ~ Rur g 1.1.6-2.el7 View &
psconfig Running 4.1.6-1.el7 View (2
twamp ~ inning 3.5.8-1.el7 862 View (7

Step 2. The user will be given an authentication screen. Type as the User Name
and as the Password then, click on OK.

«  perfSONAR Toolkit | peri x | +

X ® @ & https:/192.168.1.10/t00lk o mweoe® =

perfS @NAR Toolkit on perfSONAR-Toolkit Login @ Configuration 2Help

Ll Host Information (Log In for more
Info)

9 perfSONAR-Toolkit

Organization:
Address:
Administrator:

Authentication Required

https://192.168.1.10 is requesting your username and password. The site says: “Password
Required”

Yes
User Name:  admin
4GB
pPassword: | 900ee| ‘
esmond ~
Isregistration ) g 41.6-1.el7 View 4 # On-demand testing tools
owamp ~ r g 3.5.8-1.el7 861 View &' Reverse ping (&'
pscheduler ~ Running 1.1.6-2.el7 View 2 Reverse traceroute (2!
psconfig nning 41.6-1.el7 View 2 Reverse tracepath &

Step 3. In this step the user will fill a form with the administrative information. This
information may change depending on the organization, administrator information, and
location of the node. Fill the form with the following information:

e Organization Name: The name of the organization to which this host belongs.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

e Administrator Name: The full name of a person to contact about this host.

e Administrator email: The email address where correspondence regarding this host
may be sent. Since this e-mail address should be used only for communication
related to the operations of the specific node, it is highly recommended that a role
or group e-mail address is used instead of a personal one.

e (City: The city where the host resides.

e Country: The country where the host resides.

e State/Province: The state, province or other country-specific region where the
host resides. May be the 2-letter abbreviation if applicable.

e ZIP/Postal Code: The postal code of the location where the host resides.

e [atitude: The latitude of the host as a decimal number between -90 and 90. Note
that if you are in the southern hemisphere, this value should be negative.

e Longitude: The longitude of the host as a decimal number between -180 and 180.
Note that if the node is in the western hemisphere, this value should be negative.

United States = South Carolina

atitude ongitude

You've made changes that haven't been saved.

Step 4. Click on the check box in order to agree to the perfSONAR Policy.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

Administrator Name

Admir

admin@admin.cor
Ity

Columbia
Country State/Province
United States = South Carolina
Latitude ongitude
34.00¢ 5

You've made changes that haven't been saved.

All the information you provide on this page will be Resources
sent recorded and made publicly available on the
bal perfSONAR Lookup Service. For privacy reasons. E 2 Y
we recommend you use a ame and :
Managing C¢

related emall addre:

obligatic he perfSONAR project. See our Privacy

Policy for mo formation.
I @ | agree to the perfSONAR Privacy Polic I
ZIP/Postal Code

Cancel

Administrator Name

Administrator Ema:

admin@admin.com
ity

Columbia
Country State/Province
United States v South Carolina
atitude

34.0007104 81.03

You've made changes that haven't been saved.

Step 6. After applying the changes,

All the information you provide on this p Resources
L recorded and made publicly availa
3l perfSONAR Lookup Service. For privacy reasons. Editing nf Y
Inaging Cc anit
Any personal
will be on your own
will by no means represent an
e perfSONAR project. See oul
re Information
@ 1agree to the perfSONAR Privacy Policy
ZIP/Postal Code
Cancel Save

the user will see the administrative information on

the public dashboard. To see this information, click on View public dashboard.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

pel’fS(DNAR Toolkit on perfSONAR-Toolkit View public dashboard © Configuration ?Help

Resources

Step 7. The user can verify the given information on the public dashboard of perfSONAR
Toolkit.

perfS{BNAR Toolkit on perfSONAR-Toolkit Login © Configuration 2 Help
Ll Host Information (Log In for more
. 2 Edit info)
9 perfSONAR-Toolkit
Det
Organization: Univer: h Carolina
Address: Columbia, S US (map)
Administrator: Administrator (admin@admin.com)
e e Test Host
Services ~
R&E Only
g r Yes
esmond ~ Running 2.1.3-1.el7 View @
4GB
Isregistration Running 4.1-1.el7 View &' 5
eta
owamp ~ Running 3.5.8-1.el7 861 View @
pscheduler ~ S 11527 View 2 # On-demand testing tools
psconfig Running 4151817 View Z Reverse ping 7
twamp ~ Running 3.58-1.el7 862 View e
tra: z
Test Results Configure tests & Traceroute Visualization
Search Results for the last.

24 Adding node metadata

The perfSONAR project maintains a graphical interface to the services directory of all
perfSONAR nodes. The node metadata are tags that can be used to describe a host in the
global node directory page. There are two types of metadata tags:

e Node Role: It describes the node roles in the domain. It helps potential users of
this node to recognize the place of node installation in the domain of the owner.
The user can select multiple roles for a node.

e Node Access Policy: It is used to indicate the access policy for a node. These
policies could be: public access node, private with no access, R&E only, or with
limited access. The user can select only one Access Policy for a node.

Page 11



Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

Step 1. Click on Edit, if the user is required to authenticate, type as the username

and as password.

perfSONAR Toolkit | perfSONAR-Toolkit - Mozilla Firefox

File Edit View History Bookmarks Tools Help
@ perfSONAR Toolkit | perf- x | +

¢ o ® 192.168.1.10/t00lk RO +4 n@oe& =

perfS@NAR Toolkit on perfSONAR-Toolkit Log In @ Configuration 2Help

Ll Host Information (Log in for more
. # Edit info)
@ perfSONAR-Toolkit (ZER]
e De
Organization:
Address:
Administrator:
No
e Yes
Services
4GB
) De!
esmond ~ Running 2.1.3-1.el7 View &'
Isregistration Running 4.1.6-1.el7 View 2
owamp ~ inning 35.8-1.el7 861 View @
pscheduler ~ Running 1.1.6-2.el7 View 2
psconfig Running 4.1.6-1.el7 View 2
Trace @
twamp ~ Running 3.5.8-1.el7 862 View (2 Ll ME

Step 2. In order to add a Node Role, under Metadata, click on the field Node Role. A drop-
down list shows with possible values. Click on Test Host value to select it. The user can
repeat this step to add more tags.

Metadata

Node Role Node Access Policy

Site Interna
Science DMZ
Exchange Point
oo
Default Path
Backup Path

<+ Add a community

Step 3. In order to add a Node Access Policy, under Metadata, click in the field Node
Access Policy. A drop-down list shows with possible values. Click on a R&E Only.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

Metadata
Node Role Node Access Policy
x Test Host x A
Access Policy Notes public
Private
Communities Limited
+A r

Step 4. The user may also add a descriptive note in Access Policy Notes field which is a
human readable text that can optionally be added to help further describe the access

policy.

Metadata
Node Role Node Access Policy
« Test Host x R&E Only x 7
Access Policy Notes

Communities

Step 5. Click Save to apply the changes.

2.5 Adding a community

Communities are self-defined tags that can be used as a means to search for a host on the
Global node directory page. There are two ways to select from existing communities,
either by selecting from the list of existing communities or by typing the known
community (note that communities are case-sensitive).

Step 1. Under Communities, click the field Select communities. A list will be shown with
existing communities. Select one, for example ESNet.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

Communities

IESNed l

ESnet

Esnet
esnet

Esnet

Step 2. The user can also create a community tag clicking on Add a Community. An entry
box will be displayed.

Communities

[ [<ESNet

4+ Add a community

Step 3. Write the community name. For example, type UofSC and then click on Add.

Communities

x ESNet

4 Add a community

‘ uofsd Add

Step 4. Click on the checkbox to agree with perfSONAR policy.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

Organization Name

University of South Carolina

Administrator Name

Administrator

Administrator Email

admin@admin.com

All the information you provide on this page will be
sent, recorded and made publicly available on the
global perfSONAR Lookup Service. For privacy
reasons, we recommend you use a role or group
name and related email address to be registered.
Any personal information you would provide will be
on your own responsibility and will by no means
represent an obligation for the perfSONAR project.
See our Privacy Policy for more information.

City o agree to the perfSONAR Privacy Policy
Columbia

Country State/Province ZIP/Postal Code
United States v South Carolina = 29201

Latitude Longitude
34.0007104 -81.0348144

Step 5. Click con Save to apply the changes.

= UofSC

= ESNet

You've made changes that haven't been saved.

Cancel

Step 6. Click on View public dashboard.

perfS@NAR Toolkit on perfSONAR-Toolkit

View public dashboard

© Configuration ?Help

a ratior
Organization Name
University of South Carolina
Administrator Name
Administrat

Administrator Ema

admin@admin.com
City

Columbia

Country State/Province

United States South Carolina

All the information you provide on this page will be Resources
sent recorded and made publicly available on the

global perfSONAR Lookup Service. For privacy reasons, Editing
we recommend you use a role or group name and
related email address to be registered. Any personal
information you would provide will be on your own

responsibility and will by no means represent an
obligation for the perfSONAR project. See our Privacy
Policy for more information

¥ | agree to the perfSONAR Privacy Policy

ZIP/Postal Code

Step 7. The user can verify the given information on the public dashboard of perfSONAR
Toolkit.
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Lab 1: Configuring Administrative Information Using perfSONAR Toolkit GUI

perfSGBNAR Toolkit on perfSONAR-Toolkit Login © Configuration ?Help

P
B
}

o

Q perfSONAR-Toolkit s

Organization: Uni
Address: Columb
Administrator: Ad

il Host Information (Log In for more

info)

Services

esmond ~ ning 2.1.3-1.el7 View & Yes

Isregistration Running 4.1.6-1.el7 View ' 4GB

owamp ~ u g 3.5.8-1.el7 861 View &2 Details

pscheduler ~ aning 1.1.6-2.e17 View &

o ESNet
psconfig Running 4.1.6-1.el7 View @' UofscC
twamp ~ ning 3.5.8-1.el7 862 View &'

# On-demand testing tools

Test Results Configure tests & Reverse ping &'

Sea

ch:

N L erse traceroute ('
Results for the last.

This concludes Lab 1.
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Lab 2: perfSONAR Metrics and Tools

Overview

This lab introduces the reader to network metrics using perfSONAR tools. It also explains
how to use perfSONAR tools to measure the parameters that can affect the performance
of networks.

Objectives
By the end of this lab, the user will:

1. Understand about network metrics.
2. Perform measurement test using perfSONAR tools.
3. Comprehend measurement results.

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled as perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The
perfSONAR nodes run a Linux CentOS 7, and the Client runs a lightweight Linux
distribution (Lubuntu). The Client host is used to access perfSONAR graphical user
interface.

@ Client perfSONAR2

.20 .10

2
192.168.2.0/24 R2

|

192.168.3.0/24

.10

g perfSONAR3 g

Figure 1. Lab topology.
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Lab 2: perfSONAR Metrics and Tools
Lab settings

The information in Table 1 provides the credentials to access to perfSONAR nodes.

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONAR3.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap

1. Section 1: Introduction.
2. Section 2: Throughput Measurement Tools.
3. Section 3: Latency Measurement Tools.
4. Section 4: Trace Tools.
1 Introduction

The only effective way to qualify and quantify the usage and behavior of a network is
performing measurement tests. Knowing the network behavior is critical to diagnose
network problems and performance issues. Metrics are quantitative and qualitative way
to verify if a network achieves a desired behavior. Network managers are interested to
measure the performance or availability of services. Therefore, the most typical metrics
are connectivity, latency, packet loss rate, bandwidth and throughput. These metrics are
introduced as follows:

e Connectivity: It determines whether two hosts can establish a connection
between each other through the network.

e Latency: It is the time it takes for a packet to arrive form the source node to the
destination host. Latency is also referred as network delay and can be measured
in one-way or two-way latency. Two-way delay is also known as Round-Trip Time
(RTT).

e Packet loss rate: It is the rate at which packets are being lost in their transit from
the source to the destination host. Packets being lost means that the packet does
not arrive to the intended destination.
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Lab 2: perfSONAR Metrics and Tools

e Bandwidth: Depending on the context, the term is used to describe either the
physical link capacity in terms of signaling or the maximum actual data rate of a
specific network link or a path can transfer.

e Throughput: It is a measure for amount of data being transferred across a link or
network at a certain time.

Discovery

Traceroute pSConfig
Viewer L] WebAdmin

Visualization

pSConfig

Archiving

il [ = =y - §—— — . —— . ———f-——————
paris-
traceroute

uonensibay asinas dnyoon

1 iperf3 iperf nuttcp ping tracepath traceroute

Figure 2. perfSONAR layers®.

perfSONAR tools provide the test to measure network metrics. These tools can be
combined to provide a picture of the capabilities of a network. This lab is aimed to provide
a brief description about the tools used by perfSONAR to run throughput, latency and
trace measurements. These tests are delivered by the Tools layer as shown in the figure
2. In the following sections the user will use the tools available in the Tool layer to run
throughput, latency and trace tests.

2 Throughput measurement tools

In this section the user will run measurement tests using iperf3 and nuttcp. By default,
perfSONAR uses iperf3. These tools are used by perfSONAR to measure the throughput.
First, the user will run throughput tests using iperf3 commands. Secondly, the user will
measure the throughput using nuttcp commands. Finally, there is a brief analysis about
the differences between the tools.

2.1 iperf3

iperf3 is a real-time network throughput measurement tool. It is an open source and
cross-platform client-server application that can be used to measure the throughput
between the two end devices. Typical iperf3 output contains a time-stamped report of
the amount of data transferred and the measured throughput.
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Lab 2: perfSONAR Metrics and Tools
The user interacts with iperf3 using the command. The basic iperf3 syntax used
on both the client and the server is as follows:

iperf3 [-s|-c] [options]

Step 1. Open perfSONAR1 and enter the username and password [admin|. Note that
the password will not be displayed while typing it.

Cent0S Linux 7 (Core)
ernel 3.18.8-957.18.1.el17.x86_64 on an xB86_64

narl login: jadmin
word :
; login: Mon Apr 15 18:12:88 on ttyl
*lcome to the perfSONAR Toolkit v4.1.6-1.el?

You may create accounts to manage this host through the web interface by running the following as ro
t:

susr/libsperfsonarsscripts/snptoolkit-conf igure.py
The web interface should be available at:

ittps://[host addr l/toolkit
[admin@perfsonarl

Step 2. To launch iperf3 in server mode, run the command in perfSONAR1
command line. The parameter in the command above indicates that the host is
configured as a server. Now, the server is listening on port 5201 waiting for incoming
connections.

admin@perfsonarl ~1$ |iperf3

Server listening on 5261

Step 3. Open perfSONAR2 and enter the username and password [admin|. Note that

the password will not be displayed while typing it.
ent0S Linux 7 (Core)
[Kernel 3.10.8-957.1.3.el17.x86_64 on an xB6_64
perfsonarZ login:|admin
Password:
ast login: Mon Apr 15 16:31:27 on ttyl
lcome to the perfSONAR Toolkit v4.1.5-1.el?

ou may create accounts to manage this host through the web interface by rumming the following as ro
ot :

susr/libsperfsonar/scripts/nptoolkit-conf igure.py

e web interface should be available at:

jhttps://[host addressl/toolkit
[admin@perfsonar2 ~1$5 _

Step 4. Now to launch iperf3in client mode, run the command |iperf3 -c 192.168.1.10]
in perfSONAR2 node. The parameter in command above indicates that the host is
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configured as an iperf3 client. The parameter 192.168.1.10 is the IP address of the server
in this case, perfSONAR1 node.

[admin@perfsonarZ “15 iperf3 -c 192.168.1.108
Jomnecting to host 192.168.1.18, port 52041

51 local 192.168.2.18 port 48698 conmected to 192.168.1.18 port 52081

ID] Interval Transfer Bitrate Retr Cuwnd

a.86-1. sec 716 MBytes 6. Gbits/sec 3¢ 635 KBytes

.88-2. sec 696 MBytes 5. Gbits/sec 624 KBuytes
.88-3. sec 684 MBytes 3 Gbits/sec A 752 KBytes
.B8-4. sec 689 MBytes Gbits/sec 611 KBytes
.88-5. sec 748 MBytes Gbits/sec 619 KBuytes
.88-6. sec 741 MBytes Gbits/sec 595 KBytes
.88-7. sec 725 MBytes Gbits/sec 829 KBytes
.B8-8. sec 698 MBytes Gbits/sec £ 452 KBytes
.88-9. sec 658 MBytes Gbitss/sec 568 KBytes
.88-18.88 sec 694 MBytes . Gbits/sec 827 KBytes

i
2
3
4
5
6
7
8
9

oo ocnan

ID1 Interval Transfer Bitrate
. 0.88-18.88 sec 6.87 GBytes 5.91 Gbitss/sec sender
51 0.88-18.84 sec 6.85 GBytes 5.87 Gbitss/sec receiver

iperf Done.
[admin@perfsonar2 ~1§ _

Once the test is completed, a summary report on both the client and the server is
displayed containing the following data:

e |D: identification number of the connection.

e Interval: time interval to periodically report throughput. By default, the time
interval is 1 second.

e Transfer: how much data was transferred in each time interval.

e Bitrate: the measured throughput in in each time interval.

e Retr: the number of TCP segments retransmitted in each time interval. This field
increases when TCP segments are lost in the network due to congestion or
corruption.

e (Cwnd: indicates the congestion windows size in each time interval. TCP uses this
variable to limit the amount of data the TCP client can send before receiving the
acknowledgement of the sent data.

The summarized data, which starts after the last dashed line, shows the total amount of
transferred data 6.87 GBytes and the throughput 5.89 Gbps. Note that the results may
vary.

Step 5. In order to stop the server, go back to perfSONAR1 CLI and press[Ctr1+d. The user
will see the throughput results in the server side too. The summarized data on the server
is similar to the client side and must be interpreted in the same way.

2.2 Nuttcp
nuttcp is a network performance measurement tool intended for use by network and
system managers. Its most basic usage is to determine the raw TCP/UDP network layer

throughput by transferring memory buffers from a source system across an
interconnecting network to a destination system, either transferring data for a specified
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time interval, or alternatively transferring a specified number of bytes. In addition to
reporting the achieved network throughput, nuttcp also provides additional useful
information related to the data transfer such as user, system, and wall-clock time,
transmitter and receiver CPU utilization, and loss percentage for UDP transfers.

The user interacts with nuttcp using the command. The basic nuttcp syntax used
on both the client and the server is as follows:

nuttcp [options] dest IP

Step 1. To launch nuttcp in server mode, run the command in perfSONAR1 CLI
as shown in the figure below.

nuttcp -S

[admin@perfsonarl 1§ nuttcp -S

[admin@perfsonarl ~1$ _

Step 2. To launch nuttcp in client mode, run the command shown below in perfSONAR2
CLI. The parameter indicates the time interval for the results will be every 1 second.
The parameter 192.168.1.10 is the IP address of the server perfSONAR1.

nuttcp -il 192.168.1.10

[admin@perfsonarZ ~1$ nuttcp -il 192.168.1.18

669.37508 / 1 sec 5615.1189 Mbps 16 retrans 4155 KB-cwnd
611.6875 1 sec = 5131.1759 Mbps 179 retrans 20888 KB-cwnd
641.2500 1 sec = 5378.8937 Mbps 189 retrans 778 KB-cund
659.080008 : G sec = 5528.4244 Mbps 54 retrans 784 KB-cund
649.5000 1. sec = 5448.2781 Mbps 168 retrans 766 KB-cund

1

1

1

1

1

& &

NN NN NN N NN

672.8625 sec = 5637.8154 Mbps 151 retrans 757 KB-cund
676.3758 sec = 5673.8391 Mbps 36 retrans 776 KB-cund
653.87508 sec 5485.8133 Mbps retrans 731 KB-cund
613.0000 sec 5142.1961 Mbps retrans 691 KB-cuwnd
618.8625 sec = 5117.6775 Mbps retrans 677 KB-cund

o w w wwuwnnn

EEEEEEEE]

=

6485.4513

s 18. sec = 5416.6847 Mbps 22 »#TX 22 #RX 1853 retrans 684 KB-cwnd 8.31 msRTT
[admin@perfsonar2 ~1$

Once the test is completed, a summary report just on the client. Each line contains the
following data:

e Transferred Data: how much data was transferred in each time interval.

e Time Interval: how long it takes between each transferred data.

e Bitrate: the measured throughput in in each time interval.

e Retransmissions: the number of TCP segments retransmitted in each time interval.
This field increases when TCP segments are lost in the network due to congestion
or corruption.

e (Congestion Window: indicates the congestion windows size in each time interval.
TCP uses this variable to limit the amount of data the TCP client can send before
receiving the acknowledgement of the sent data.
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The summarized data indicate that 6485.4513 MBytes where transferred in 10.04
seconds. This is equivalent to 5416.6847 Mbps. The results also show the CPU usage
which in this case is 22% for either the transmitter (TX) and the receiver (RX). The number
of retransmissions is 1053, the mean size of congestion windows is 684 KBytes and the
Round-Trip Time (RTT) is 0.31ms.

Step 3. To stop the server, go back to perfSONAR1 CLI and type the command
ruteed)

[admin@perfsonarl 15 |pkill nuttcp

[admin@perfsonarl ~1$ _

The main differences between iperf3 and nuttcp are that nuttcp also measures the CPU
usage and Round-Trip Time (RTT). However, in nuttcp the user only sees the test report
in the client side.

3 Latency measurement tools

perfSONAR uses ping and owping to measure the latency. By default, perfSONAR uses
ping to measure the latency. In the following sections, the user will measure the latency
using ping command. Then, the user will use owping command. Finally, there is a brief
analysis about the differences between the tools.

3.1 Ping

The ping command sends Internet Control Message Protocol (ICMP) echo request
messages to the destination computer and waiting for a response. The number of
messages returned to the requester is a key factor to measure the round-trip time and
the packet loss. perfSONAR uses this tool to measure both. In addition, this command is
also useful to test the connectivity. The basic syntax of ping is as follows:

ping [options] dest IP
Step 1. In order to run a ping test, in perfSONAR1 CLI, type the command shown

below. The parameter indicates how many packets are going to be sent to the
destination host. The destination IP address is 192.168.2.10.

ping -c 10 192.168.2.10
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“19 |ping -c 18 192.168.2.10
(192.168.2.18) 56(84) bytes of data.
192.168. : icmp_seq=1 tt1=63 time=0.442
bytes .168. ¢ icmp_seq=2 tt1=63 time=8.488
bytes Z.168. : icmp_seq=3 ttl1=63 time=0.376
bytes .168. : icmp_seq=4 tt1=63 time=0.384
bytes fr .168. : icmp_seq=5 tt1=63 time=08.399
bytes 2.168. ¢ icmp_seq=6 ttl1=63 time=0.383
bytes .168. : icmp_seq=7 ttl=63 time=08.373
bytes f 192.168. ¢ icmp_seq=8 tt1=63 time=08.399
bytes 192.168. : icmp_seq=9 ttl=63 time=0.367
bytes 192.168. ¢ icmp_seq=18 tt1=63 time=0.484 ms

BABABRA DB

--- 192.168.2.18 ping statistics -—-

18 packets transmitted, 18 received, 87 packet loss, time 9888ms
ettt minzavg/max/mdev = 8.367,8.393/8.442/8.828 ms
[admin@perfsonarl ~1§ _

The result above indicates that all ten packets were received successfully by perfSONAR2
node (192.168.2.10) (0% packet loss) and that the minimum, mean, maximum, and
standard deviation of the Round-Trip Time (RTT) were 0.367, 0.393, 0.442 and 0.028
milliseconds respectively.

Step 2. In order to run a ping test, in perfSONAR1 CLI, type the command shown
below. The parameter indicates how many packets are going to be sent to the
destination host. The destination IP address is 192.168.3.10.

ping -c 10 192.168.3.10

[admin@perfsonarl 1§ ping -¢c 18 192.168.3.18
(192.168.3.18) 56(84) bytes of data.
.168.3.18: icmp_seq=1 tt1=62 time=8.632
.168.3 ! icmp_seq=2 tt1=62 time=8.513
.168.3 : icmp_seq=3 ttl1=62 time=8.458
.168.3 : icmp_seq=4 tt1=62 time=8.583
.168.3.18: icmp_seq=5 tt1=62 time=8.479
.168.3.18: icmp_seq=6 tt1=62 time=8.535
.168.3 : icmp_seq=7 ttl1=6Z2 time=08.544
.168.3 : icmp_seq=8 ttl1=62 time=8.551
.168.3 : icmp_seq=9 ttl1=62 time=8.623
.168.3 : icmp_seq=18 tt1=62 time=B.554 ms

.18 ping statistics -—-
18 packets transmitted, 18 received, 8% packet loss, time 8999ms
rtt minsavg/max/mdev = 8.458,8.539/8.632/8.855 ms
[admin@perfsonarl ~1$ _

The result above indicates that all ten packets were received successfully by perfSONAR3
node (192.168.3.10) (0% packet loss) and that the minimum, mean, maximum, and
standard deviation of the round-trip time (RTT) were 0.458, 0.539, 0.632 and 0.055
milliseconds respectively.

3.2 Owping

The owping is a command line client application and a policy daemon used to determine
one-way latencies between hosts. With roundtrip-based measurements, it is hard to
isolate the direction in which congestion is experienced. One-way measurements solve
this problem and make the direction of congestion immediately apparent. Since traffic
can be asymmetric at many sites that are primarily producers or consumers of data, this
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allows for more informative measurements. One-way measurements allow the user to
better isolate the effects of specific parts of a network on the treatment of traffic’.

The basic syntax of owping is as follows:

owping [options] dest IP

Step 1. In perfSONAR1 command line type the command shown below. The destination
IP address is 192.168.2.10. The results are going to be displayed after approximately 12.9
seconds.

owping 192.168.2.10

[admin@perfsonarl ~1$ jowping 192.168.2.18
pproximately 12.9 seconds until results available

owping statistics from [perfsonar11:9278 to [192.168.2.181:9688
[SID: cBaBB20aeB6583f a4d4?f abbe?966599
first: 20819-84-19T22:35:39.326
last: 2819-84-19T22:35:48.827
188 sent, B lost (8.88062), B duplicates
one-way delay min/median/max = 8.129/8.4/137 ms, (err=8.751 ms)
ne-way jitter = 1.7 ms (P95-P58)
jhops = 1 (consistently)
no reordering

--- owping statistics from [192.168.2.181:9311 to [perfsonar11:8997 ---
cBa80810aeB6503f a52cbc4342f £ 6£ b46
2819-84-19T22:35:39.253
2819-84-19T22:35:48.588

188 sent, B lost (8.8882), B duplicates

one-way delay min/median/max = 8.8925/8.3/167 ms, (err=8.751 ms)

ne-way jitter = 8.6 ms (P95-P58)

jhops = 1 (comsistently)

no reordering

[admin@perfsonarl ~1$

The figure above indicates results from perfSONAR1 (192.168.1.10) to perfSONAR2
(192.168.2.10). The source and destination ports number are 9278 and 9680 respectively.
All packets were received successfully by perfSONAR2 node (192.168.2.10) (0% packet
loss). The minimum, median and maximum one-way latency values were 0.129, 0.4 and
137 milliseconds respectively. The one-way jitter is 1.7 milliseconds, it takes 1 hop to
reach the destination consistently, which means there no other way get that destination.
Finally, there is not packet reordering.

The test result from perfSONAR2 (192.168.2.10) to perfSONAR1 (192.168.1.10) are similar
to the previous one. In this case, the source and destination ports are 9311 and 8997
respectively. All packets were received successfully by perfSONAR1 node (192.168.1.10)
(0% packet loss). The minimum, median and maximum one-way latency values were
0.0925, 0.3 and 167 milliseconds respectively. The one-way jitter is 0.1 milliseconds, it
takes 1 hop to reach out the destination and there is not packet reordering.
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Step 2. In perfSONAR1 command line type the command shown below. The destination
IP address is 192.168.3.10. The results are going to be displayed after approximately 12.9
seconds.

owping 192.168.3.10

[admin@perfsonarl ~1$ lowping 192.168.3.10
Approximately 12.9 seconds until results available

--- owping statistics from [perfsonar11:9938 to [192.168.3.181:9468 ---
ID: cBaBB38aecBb5872a1d4aaB88d1e38b59
2819-84-19T22:49:15.154
2819-84-19T22:49:25.116
188 sent, B lost (8.8882), B duplicates
ne-way delay min/median/max = 8.19/8.5/41.3 ms, (err=1.64 ms)
ne-way jitter = 8.1 ms (P95-P58)
jhops = 2 (consistently)
no reordering

-—— owping statistics from [192.168.3.181:9943 to [perfsonar1]:8938 --—-
ISID: cBa8B18aeBb50872a2322da?9e5d89f ce
first: 20819-84-19T22:49:15.872
last: 2819-84-19T22:49:25.217
168 sent, @ lost (8.888%), B duplicates
one-way delay min/median/max = 8.144/8.4/14.5 ms, (err=1.64 ms)
ne-way jitter = 8.1 ms (P95-P58)
jhops = 2 (consistently)
10 reordering

[admin@perfsonarl ~1$ _

The results shown above are similar to the previous one. In this case, test results are from
perfSONAR1 (192.168.1.10) to perfSONAR3 (192.168.3.10). The source and destination
ports number are 9930 and 9460 respectively. All packets were received successfully by
perfSONAR3 node (192.168.3.10) (0% packet loss). The minimum, median and maximum
one-way latency values were 0.19, 0.5, 41.3 milliseconds. The one-way jitter is 0.1
milliseconds, it takes 2 hops to reach out the destination and there is not packet
reordering.

By the other hand, test results from perfSONAR3 (192.168.3.10) to perfSONAR1
(192.168.1.10) are like the first one. In this case, the source and destination ports number
are 9943 and 8938 respectively. All packets were received successfully by perfSONAR1
node (192.168.1.10) (0% packet loss). The minimum, median and maximum one-way
latency values were 0.144., 0.4, 14.5 milliseconds respectively. The one-way jitter is 0.1
milliseconds, it takes 2 hops to reach out the destination and there is not packet
reordering.

4 Trace test
Trace tests are networking tools which allow to discover the path a data packet takes to
go from a source node to a destination node. The trace tools which perfSONAR uses are

traceroute, tracepath and paris-tracepath. In this section, the user will run trace tests
using these tools. By default, perfSONAR uses traceroute.
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41 Traceroute

Traceroute displays the path that a packet took as it traveled through the network. It also
displays times which are the response times that occurred at each stop along the route.
If there is a connection problem or latency connecting to a site, it will be perceived
analyzing these times. The user will be able to identify which of the hops along the route
may cause a problem3.

The basic syntax of traceroute is as follows:

traceroute[options] dest IP

Step 1. In perfSONAR1 command line type the command shown below. The IP address of
the destination is 192.168.2.10.

traceroute 192.168.2.10

[admin@perfsonarl 15 [traceroute 192.168.2.18
traceroute to 192.168.2.18 (192.168.2.18), 38 hops max, 68 byte packets

1 gateway (192.168.1.1) B8.373 ms 8.252 ms 0.182 ms
2 192.168.2.18 (192.168.2.18) B8.439 ms 0.487 ms 0.382 ms
[admin@perfsonarl ~1$ _

In the figure above, there are several rows divided into columns on the report. Each row
represents a hop along the route. In each hope, the packet gets its next set of directions.
Each row is divided into five columns. A sample row is shown below:

HOP NUMBER IP ADDRESS RTT1 RTT 2 RTT 3
1 192.168.1.1 0.373 ms 0.252 ms 0.182 ms
2 192.168.2.10 0.439 ms 0.407 ms 0.302 ms

e HOP NUMBER: It represents the number of the hop along the route. In this case,
it takes two hops to reach out the destination.

e |P ADDRESS: The second column has the IP address of the destination; the
previous hope has the IP address of the router. If it is available, the domain name
will also be listed.

e RTT Columns: The next three columns display the round-trip time (RTT) for the
packet to reach that point and return to the source host. This measure is listed in
milliseconds. There are three columns because the traceroute sends three
separate signal packets. This is to display consistency, or a lack thereof, in the
route.

Step 2. In perfSONAR1 command line type the command shown below. The IP address of
the destination is 192.168.3.10.

traceroute 192.168.3.10
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[admin@perfsonarl 71§ [traceroute 192.168.3.10
raceroute to 192.168.3.18 (192.168.3.18), 38 hops max, 68 byte packets
1 gateway (192.168.1.1) 8.383 ms 0.286 ms 0.228 ms

2 192.168.2.2 (192.168.2.2) B8.577? ms 0.551 ms 0.525 ms
3 192.168.3.18 (192.168.3.18) B8.677? ms B8.649 ms 0.631 ms
[admin@perfsonarl ~1$

In the figure above, there are several rows divided into columns on the report. Each row
represents a hop along the route. In each hope, the packet gets its next set of directions.
Each row is divided into five columns. A sample row is shown below:

HOP NUMBER IP ADDRESS RTT1 RTT 2 RTT 3
1 192.168.1.1 0.383 ms 0.286 ms 0.228 ms
2 192.168.2.2 0.557 ms 0.551 ms 0.525 ms
3 192.168.3.10 0.677 ms 0.649 ms 0.631 ms

e HOP NUMBER: It represents the number of the hop along the route. In this case,
it takes three hops to reach out the destination.

e |P ADDRESS: The second column has the IP address of the destination; the
previous hope has the IP address of the router. If it is available, the domain name
will also be listed.

e RTT Columns: The next three columns display the round-trip time (RTT) for the
packet to reach that point and return to the source host. This measure is listed in
milliseconds. There are three columns because the traceroute sends three
separate signal packets. This is to display consistency, or a lack thereof, in the
route.

4.2 Tracepath

This tool traces a path from the source to destination discovering the Maximum
Transmission Unit (MTU) along this path. It uses UDP port or some random port. The
difference with traceroute is that this tool includes less options and it is not required to
be a superuser to run the tests.

The basic syntax of tracepath is as follows:

tracepath[options] dest IP

Step 1. In perfSONAR1 command line type the command. The IP address of the
destination is 192.168.2.10.

tracepath 192.168.2.10

[admin@perfsonarl ~1§ [tracepath 192.168.2.
17: [LOCALHOSTI pmtu 15608
1: gateway 8.336ms
1: gateway 8.152ms

192.168.2.18 8.353ms tH
Resume: pmtu
[admin@perfsonarl
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The first column shows the hop number, the second column shows the IP address or
Domain name. The third column shows the Round-Trip Time (RTT) for the packet to reach
that point and return to the source host. At the end a resume is displayed, in this case the
user will see the Path MTU.

Step 2. In perfSONAR1 command line type the command. The IP address of the
destination is 192.168.3.10.

tracepath 192.168.3.10

[admin@perfsonarl ~1§ |tracepath 192.168.3.18

17: [LOCALHOSTI pmtu 1568

1: gateway 08.337ms
gateway 8.158ms

1

2: 192.168.2.2 0.488ms

3: 192.168.3.18 8.468ms tH
Resume: pmtu 15608

[adminBperfsonarl ~1$

Similarly, the first column shows the hop number, the second column shows the IP
address or Domain name. The third column shows the round-trip time (RTT) for the packet
to reach that point and return to the source host. At the end a resume is displayed, in this
case the user will see the Path MTU.

4.3 Paris traceroute

Paris traceroute is a new version of the traceroute network diagnosis tool. It addresses
problems caused by load balancers with the initial traceroute implementation. By
controlling the flow identifier of the probes, it is able to follow accurate paths in networks
with load balancers. It is also able to find all the load balanced paths to the destination.
Finally, it complements its output with information extracted from the received packets,
allowing a more precise analysis of the discovered paths. Paris traceroute, by controlling
packet header contents, obtains a more precise picture of the actual routes that packets
follow*.

To exemplify this idea, a topology is presented in the leftmost portion of figure 3, where
A is a router that balances load across two paths, via routers B or C. The middle figure
illustrates what the result might show with classic traceroute. The figure on the right is
the result using Paris traceroute.
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Source Node Source Node Source Node
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Destination Destination Destination
Node Node Node

Figure 3. Paris traceroute behavior.

The basic syntax of traceroute is as follows:

paris-traceroute [options] dest IP

Step 1. In perfSONAR1 command line type the command shown below. The IP address of
the destination is 192.168.2.10 The user may be required to authenticate, in that case
type as the password, notice that the password will not be displayed while typing
it.

sudo paris-traceroute 192.168.2.10

[admin@perfsonarl ~19 |sudo paris-traceroute 192.168.2.10

[sudo] password for admin:

raceroute to 192.168.2.18 (192.168.2.18), 38 hops max, 38 bytes packets
1 gateway (192.168.1.1) 1.876ms 1.874ms 1.876ms

2 192.168.2.18 (192.168.2.18) 8.319ms 8.386ms 8.361ms

[admin@perfsonarl ~1§ _

Notice that it is not possible to prove the concept of Paris traceroute in the current lab
topology.

The results of Paris-traceroute test are interpreted in the same way of traceroute test. In
the figure above, there are several rows divided into columns on the report. These results
arereordered in the table below. Each row represents a hop along the route. In each hope,
the packet gets its next set of directions. Each row is divided into five columns. A sample
row is shown below:

HOP NUMBER IP ADDRESS RTT1 RTT 2 RTT 3
1 192.168.1.1 1.076 ms 1.074 ms 1.076 ms
2 192.168.2.10 0.319 ms 0.306 ms 0.301 ms
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e HOP NUMBER: It represents the number of the hop along the route. In this case,
it takes two hops to reach out the destination.

e |P ADDRESS: The second column has the IP address of the destination; the
previous hope has the IP address of the router. If it is available, the domain name
will also be listed.

e RTT Columns: The next three columns display the round-trip time (RTT) for the
packet to reach that point and return to the source host. This measure is listed in
milliseconds. There are three columns because the traceroute sends three
separate signal packets. This is to display consistency, or a lack thereof, in the
route.

Step 2. In perfSONAR1 command line type the command shown below. The IP address of
the destination is 192.168.3.10 The user may be required to authenticate, in that case
type as the password, notice that the password will not be displayed while typing
it.

sudo paris-traceroute 192.168.3.10

[admin@perfsonarl ~1§ |sudo paris-traceroute 192.168.3.10

raceroute to 192.168.3.18 (192.168.3.18), 38 hops max, 38 bytes packets
1 gateway (192.168.1.1) 1.828ms 1.823ms 1.822ms

2 192.168.2.2 (192.168.2.2) 8.357ms 18.135ms 18.136ms

3 192.168.3.18 (192.168.3.18) 8.489ms 8.478ms 8.465ms

[admin@perfsonarl ~1$

The results should be interpreted as the traceroute tool. In the figure above, there are
several rows divided into columns on the report. Each row represents a hop along the
route. In each hope, the packet gets its next set of directions. Each row is divided into
five columns. A sample row is shown below:

HOP NUMBER IP ADDRESS RTT1 RTT 2 RTT 3
1 192.168.1.1 1.028 ms 1.023 ms 1.022 ms
2 192.168.2.2 0.357 ms 10.135 ms 10.136 ms
3 192.168.3.10 0.489 ms 0.470 ms 0.465 ms

e HOP NUMBER: It represents the number of the hop along the route. In this case,
it takes three hops to reach out the destination.

e |P ADDRESS: The second column has the IP address of the destination; the
previous hope has the IP address of the router. If it is available, the domain name
will also be listed.

e RTT Columns: The next three columns display the round-trip time (RTT) for the
packet to reach that point and return to the source host. This measure is listed in
milliseconds. There are three columns because the traceroute sends three
separate signal packets. This is to display consistency, or a lack thereof, in the
route.

This concludes Lab 2.
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Lab 3: Configuring Regular Tests Using perfSONAR Graphical User Interface
Overview

This lab introduces the reader to perfSONAR Toolkit. At the end of this lab, the user will
configure regular tests using perfSONAR Toolkit Graphical User Interface (GUI) in a Wide
Area Network (WAN).

Objectives
By the end of this lab, the user will:

Configure regular test using perfSONAR GUI.

Store measurement data.

Set the parameters of the tests.

Conduct regular tests and measure the performance on a WAN.
Visualize the measurement results.

bk wnN e

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu).
The Client host is used to access perfSONAR graphical user interface.

Client g perfSONAR2

.10

2
192.168.2.0/24 R2

A

192.168.3.0/24

.10

perfSONAR3

Figure 1. Lab topology.
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Lab settings

The information in Table 1 provides the credentials to access to perfSONAR nodes and

the Client host.

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONARS3.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap

This lab is organized as follows:

1. Section 1: Introduction.

2. Section 2: Configuring regular tests.

3. Section 3: Configuring R1 and R2 to emulate a Wide Area Network (WAN).

1 Introduction

perfSONAR toolkit brings a web user interface to configure, manage and display test
results as throughput, latency and packet loss. A core function of the perfSONAR Toolkit
is to run regularly scheduled network measurements. The user can define the tests
through the toolkit’s graphical user interface (GUI).

perfSONAR Toolkit GUI is component the visualization layer as shown in the figure 2.
perfSONAR includes many other utilities responsible for visualizing the measurement
results. The user can configure regular tests using perfSONAR Toolkit GUI. In general, the
user will not invoke any tools directly but, instead use the graphical user interface to
execute them. perfSONAR Toolkit GUIl interacts with the archiving layer which at the same
time interacts with the scheduling layer that is responsible on deliver the requested test.
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Discovery

Traceroute pSConfig :
Vo MaDDash WebAdmin Toolkit Ul

Esmond pSConfig

pScheduler

uonensibay asinias dnyoo]

i i ) paris-
iperf3 iperf nuttcp ping tracepath traceroute e oute ---

TWAMP OWAMP

Figure 2. perfSONAR layers?.

2 Configuring regular tests
perfSONAR Toolkit provides the tools to run regularly scheduled network measurements.
The user can define the tests which run through the toolkit’s web interface. In this section

the user will access the web user interface to run the measurement and storage of tests
such as throughput, one-way ping and loss.

21 Accessing the web user interface

Step 1. On the Client host, open web browser located on the desktop.

PUTTY SSH
Client

z

FileZilla

Wireshark




Lab 3: Configuring Regular Tests Using perfSONAR Graphical User Interface

Step 2. On the address bar, type 192.168.2.10. That is the IP address of perfSONAR2
toolkit node. The user will see the perfSONAR toolkit web interface.

perfSONAR Toolkit | perfSONAR-Toolkit - Mozilla Firefox

@ perfSONAR Toolkit | peri' X | +

<o —oe TTIE

perfS€BNAR Toolkit on perfSONAR-Toolkit Login @ Configuration 2Help

|l Host Information (Log In for more

. # Edit Info)
9 perfSONAR-Toolkit
Det
Organization:
Address:
Administrator:
No
Yes
Services
4GB
Det
esmond ~ Rur g 2.1.3-1.el7 View &
Isregistration Running 41-1.e17 View 2 # On-demand testing tools
owamp ~ Running 3.5.8-1.el7 861 View &' e ping &'
pscheduler ~ Running 1.1.5-2.el7 View 2
psconfig inning 4.1.5-1.el7 View 2
»
twamp ~ Running 35.8-1.el7 862 View 2 J

2.2 Configuring throughput test

Step 1. In the section Test Results, click on Configure Test.

Lul Host Information (Log in for more
- # Edit Info)
9 perfSONAR-Toolkit ]
Organization:
Address:
Administrator:

Services

FN
[n]
@

esmond ~ Running 2.1.3-1.el7 View &'
Isregistration Running 4.1-1el7 View &
owamp ~ inning 3.5.8-1.el7 861 View &'
pscheduler ~ Running 1.1.5-2.el7 View &
psconfig Running 41.51.el7 View 2
twamp ~ Running 35.8-1.el7 862 View 7 Traceroute Visualization (2

M Other services

Test Results Configure tests &
Global node directory &'
Search Results for the last

1 week

Step 2. In this step, the user could be required to authenticate. Type as the
username, and as the password.
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perfS@NAR Toolkit on perfSONAR-Toolkit

il Host Information (Log In for more

. # Edit Info)
9 perfSONAR-Toolkit
Detal
Organization: T 3
o Authentication Required 0
Administrator: hitps://192.168.2.10 is requesting your usemname and password. The site says: “Password No
Required”
Yes
User Name:  admin
Services
4GB
Password: | 99000
Deta

esmond ~

Isregistration Running 4.1-1.el7 View 2 # On-demand testing tools
owamp ~ Running 3.5.8-1.el7 861 View & Reverse ping ('

pscheduler ~ Running 1.1.5-2.l7 View 2 Reverse traceroute (7
psconfig unning 4.1.5-1.el7 View (2 Reverse tracepath

twamp ~ Running 35.8-1.el7 862 View 2 Traceroute Visualization G

Step 3. Click on + Test to access to the test configuration form.

perfSGBNAR Toolkit on perfSONAR-Toolkit View public dashboard © Configuration 2?Help
#Home / Configuration / Tests
Administrative Information Host
All scheduled tests Rasarire

A Throughput tests will be running 0% of the time
Configuring Tests
Configure tests between this host and other hosts.

View by: T Host

Step 4. A drop-down list shows to choose the test type. Select Throughput to proceed
with the configuration.

Add Test

Test parameters

Type

Choose ©

Step 5. A new window will appear prompting the user for the parameters of the test. Type
the Test name/description as Throughput Test.
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Add Test

Test parameters

Type
Throughput 24
Test name/description Test Status
Throughput Tes| Q Enabled
Interface Protocol
Default - TCP
Time between tests Units Test duration
6 Hours - 20

+ Advanced Parameters

Units

Seconds -

Step 6. Select the interface ens32, notice that the perfSONAR2 node IP address will be

displayed at the interface.

Add Test

Test parameters
Type

Throughput ¥

Test name/description Test Status

Throughput Test Q Enabled

Interface Protocol
ens32 - 192.168.2.10 - TCcP

Time between tests Units Test duration
6 Hours - 20

+ Advanced Parameters

Step 7. Set Time between tests to 1, and Units to minutes.

will be 20 seconds.

Units

Seconds =

and the duration of each test
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Add Test . “

Test parameters
Type

Throughput ¥

Test name/description

Test Status
Throughput Test Q Enabled

Interface Protocol

ens32 - 192.168.2.10 - TCP -
Time between tests Units Test duration Units

1 Minutes - 20 Seconds >
+ Advanced Parameters

In a production network, the time interval between tests is around 1 hour however, the

user will set the interval between tests to 1 minute in order to have the results
propagated.

Add Test “

Test parameters
Type

Throughput v

Test name/desc

cription Test Status

Throuput Test Q Enabled

Interface Protoco
ens32-192.168.2.10 > TCP =
Time between tests Units Test duration Units
Minutes = 20 Seconds =
+ Advanced Paramete

Step 8. Scroll down until Test members section. In Hostname/IP type the IP address of
perfSONAR1 node 192.168.1.10. In the Host description type perfSONAR1.
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Interface Protocol
ens32 - 192.168.2.10 - TCP -
Time between tests Units Test duration Units
1 Minutes - 20 Seconds .

<+ Advanced Parameters
Test members

HOST DESCRIPTION
+ Add Test Member(s)

Enter host information below to add new test members, or browse communities to add more test members.

Hostname/IP Host descrlpuon

I 192.168.1.10 ‘ perfSONAR1| 1Pva (¥ IPV6 L

Step 9. Click on Add host to save the changes

Interface Protocol
ens32 - 192.168.2.10 - TCcP -
Time between tests units Test duration Units
1 Minutes - 20 Seconds .

+ Advanced Parameters
Test members
HOST DESCRIPTION
+ Add Test Member(s)
Enter host information below to add new test members, or browse communities to add more test members.

Hostname/IP Host description

192.168.1.10 ‘ perfSONART| 1Pv4 1Pv6 L

Step 10. Similarly, in Hostname/IP type the IP address of perfSONAR3 node 192.168.3.10.
In the Host description type perfSONAR3.
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Interface Protocol
ens32 - 192.168.2.10 - TCP -
Time between tests Units Test duration Units
1 Minutes - 20 Seconds -

+ Advanced Parameters
Test members

HOST DESCRIPTION PV

192.168.1.10 perfSONAR1 iPv4 (A 1pve (J o

+ Add Test Member(s)

Enter host information below to add new test members, or browse communities to add more test members.

Hostname/IP Host description
192.168.3.10 perfSONAR3 1Pv4 (S 1Pve L

Step 11. Click on Add host to save the changes.

Interface Protocol
ens32 - 192.168.2.10 - TCP -
Time between tests units Test duration units
1 Minutes - 20 Seconds -

+ Advanced Parameters
Test members

HOST DESCRIPTION PV

192.168.1.10 perfSONAR1 1Pv4 (A 1pve ([ 5}

+ Add Test Member(s)

Enter host information below to add new test members, or browse communities to add more test members.

Hostname/IP Host description

192.168.3.10 perfSONAR3 1Pv4 (¥ IPV6 L

Add host

Step 12. In order to save the changes, click on OK.
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Test members

192.168.1.10 Pvd & IPv6 o

192.168.3.10 IPv6 a
<+ Add Test Men )

Enter host information below to add new test members, or browse communities to add more test members

Hostname/IP Host description

Step 13. To save the test click on Save.

Toolkit on perfSONAR-Toolkit

Administrative Information ~ Hc
All scheduled tests Resources
A Throughput tests will be running 0% of the time

Config T
Configure tests between this host and other hosts. + Host +Test
View by Host
Throughput Test Throughput - TCP 1 minute 2 hosts o LA |

You've made changes that haven't been saved. Save

Step 14. Click on View public dashboard to get back to main page and see the throughput
results.

perfS@NAR Toolkit on perfSONAR-Toolkit

All scheduled tests Resources
A Throughput tests will be running 233% of the time

Configure tests between this host and other hosts. + Host +Test

View by: Host

Throughput -

TP 1 minute 2 hosts o L

Throughput Test
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Step 15. After 3 minutes the data will be propagated thus, refresh the browser and scroll

down until the Test Result section.

owamp ~ Running 3.5.8-1.el7 861 View &'
pscheduler ~ Running 1.1.5-2.el7 View (£
psconfig Running 4.1.5-1.el7 View &
twamp ~ Running 3.5.8-1.el7 862 View &'
Test Results Configure tests &
Search Results for the last.
1 week x>
A
+ 4.72 Gbps 2 n/a +n/a
Detalls «n/a «n/a «n/a
2 y 2 + 4.79 Gbps s n/a »n/a
Detalls | Traceroute @ «n/a «n/a «n/a
. Showing 1 to 2 of 2 entries n

The result above indicates the throughput is 4.72 Gbps, when the source is 192.168.2.10
and the destination is 192.168.3.10. Then, when the source is 192.168.2.10 and the
destination is 192.168.3.10, the throughput is 4.79 Gbps. Notice that the latency and loss

results are not available. Note that the results may vary.

23 Configuring latency and packet loss tests

Step 1. In the section Test Results, click on Configure Test. In this step, the user could be

required to login. If that the case, type as the username, and as the

password.
Ll Host Information (Log In for more
it Iinfo)
9 perfSONAR-Toolkit ——
Organization: e
Address:

Administrator:

Services

I
[n]
@

esmond ~ Rur g 2.1.3-1.el7 View &'
Isregistration Running 4.1-1.el7 View @ /4 On-demand testing tools
owamp ~ inning 35.8-1.el7 861 View (7 Reverse ping ('
pscheduler ~ Running 1.1.5-2.el7 View &' Rever
psconfig Running 4.1.5-1.el7 View (2
Traceroute Visualization &
twamp ~ Running 35.81.el7 862 View (2 e
M Other services
Test Results Configure tests &
Global node directory '
Search Results for the last

1 week
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Step 2. Click on +Test to access to the test configuration form.

perfseNAR Toolkit on perfSONAR-Toolkit View public dashboard & Configuration 2 Help

Administrative Information Host

All scheduled tests Resources

+Host

A Throughput tests will be running 0% of the time
Configuring Tests
Configure tests between this host and other hosts.

View by: T Host

Step 3. Adrop-down list shows to choose the test type. Select One-way latency to proceed
with the configuration.

Add Test

Test parameters
Type

Choose type ~

- Choose type —

Throughput

Ping

Traceroute

Step 5. A new window will appear prompting the user for the parameters of the test. Type
the Test name/description as Latency Test.

Add Test

Test parameters
Type

One-way latency -

Test name/description Test Status

Interface

Default =

+ Advanced Parameters

Step 6. Select the interface ens32, notice that the perfSONAR2 node IP address will be
displayed at the interface.
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Add Test Cance

Test parameters
Type

One-way latency -

Test name/description Test Status

Latency Test () Enabled

Interface

I ens32 - 192.168.2.10 I hd

+ Advanced Parameters

Step 7. Scroll down until Test members section. In Hostname/IP type the IP address of
perfSONAR1 node 192.168.1.10. In the Host description type perfSONAR1.

Test name/description Test Status

Latency Test Q Enabled

Interface

ens32 - 192.168.2.10 -
+ Advanced Parameters
Test members

HOST DESC
4+ Add Test Member(s)

Enter host information below to add new test members, or browse communities to add more test members.

Hostname/IP Host description

I 192.168.1.10 perfSONAR1 | 1Pva (4 IPV6 L

Step 8. Click on Add host to save the changes
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Test name/description Test Status

Latency Test Q Enabled

Interface

ens32 - 192.168.2.10 -
+ Advanced Parameters

Test members

HOST C

4+ Add Test Member(s)

Enter host information below to add new test members, or browse communities to add more test members.

Hostname/IP Host dES(rlplIOll

192.168.1.10 perfSONAR1 1Pva (A 1Pv6 L

Step 10. Similarly, in Hostname/IP type the IP address of perfSONAR3 node 192.168.3.10.
In the Host description type perfSONAR3.

Test name/description Test Status

Latency Test Q Enabled

Interface

ens32 - 192.168.2.10 v

+ Advanced Parameters

Test members

HOST DESCR

192.168.1.10 perfSONAR1 1Pva (M 1pve L o

+ Add Test Member(s)

Enter host Information below to add new test members, or browse communities to add more test members.

Hostname/IP Host description

I 192.168.3.10 perfSONAR3

Add host

Step 11. Click on Add host to save the changes.

| 1Pv4 ¥ IPV6
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Test name/description Test Status

Latency Test Q Enabled

Interface

ens32 - 192.168.2.10 v

+ Advanced Parameters
Test members

HOST

192.168.1.10 perfSONAR1 1pva (4 1pve o

+ Add Test Member(s)

Enter host Information below to add new test members, or browse communities to add more test members.

Hostname/IP Host description

192.168.3.10 perfSONAR3 IPv4 (¥

Step 12. In order to save the changes, click on OK.

Test members

HOST DESCRIPTION IPV
192.168.1.10 perfSONAR1 IPva @ IPv6 |
192.168.3.10 perfSOANR3 IPv4 ¥ IPV6 |

<+ Add Test Member(s)

Enter host information below to add new test members. or browse communities to add more test members.

Hostname/IP Host description
IPv4 @
Cancel

Step 13. To save the test click on Save.

IPv6 L

IPV6
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perfS@NAR Toolkit on perfSONAR-Toolkit

View public dashboard

& Configuration ?Help

Administrative Information Host

All scheduled tests

A Throughput tests will be running 233% of the time

Configure tests between this host and other hosts. H N
+ Host + Test

View by: T Host

Throughput -
TCP

Throughput Test 1minute  2hosts o L]

You've made changes that haven't been saved.

Resources

Configuring Tests

Cancel Save

Step 14. Click on View public dashboard to get back to main page and see the throughput

results.

perfS@NAR Toolkit on perfSONAR-Toolkit

View public dashboard

& Configuration ?Help

Administrative Information Host

All scheduled tests

A Throughput tests will be running 233% of the time

A This host is configured with bott dwidth and one-way latency tests. Bandwidth tests can interfere wit

Configure tests between this host and other hosts. + Host +Test

View by: T Host

One-way

latency 2 hosts o L |

Latency Test

Resources

Configuring Tests

Step 15. After 3 minutes the data will be propagated thus, refresh the browser and scroll

down until the Test Result section.
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owamp ~ Running 3.5.8-1.el7 861 View &'
pscheduler ~ Running 1.1.5-2.el7 View &'
psconfig Running 4.1.5-1.el7 View &
twamp ~ Running 3.5.8-1.el7 862 View (@'

Test Results (2 Results) Configure tests &
Search: Results for the last...
1 week

A

» 3.08 Gbps » 1.96 20
Details | Traceroute = «n/a « 2,69 «0

» 2.45 Gbps 5138 >0
Detalls | Traceroute = « 1.37 Gbps «-7.49 -0

- Showing 1 to 2 of 2 entries n

The result above indicates that the throughput, latency and loss are 3.08 Gbps, 1.96ms
and 0% respectively, when the source is 192.168.2.10 and the destination is 192.68.1.10.
When the source is 192.168.1.10 and the destination is 192.168.2.10, the throughput is
not available yet, the latency and loss are 2.69ms and 0% respectively. In the next row,
when the source is 192.168.2.10 and the destination is 192.68.3.10, the results of the
throughput, latency and loss are 2.45 Gbps, 13.8ms and 0% respectively. On the other
row, when the source is 192.168.3.10 and the destination is 192.168.2.10, the throughput,
latency and loss are 1.37 Gbps, -7.49ms and 0% respectively. Note that the results may
vary.

3 Configuring R1 and R2 to emulate a Wide Area Network (WAN)

In this section, the user will modify the routers R1 and R2 in order to emulate a WAN using
Network Emulator (NETEM) commands. The first modification consists in adding delay to
the routers interface and, the second one consists in adding packet loss. At the end the

user will visualize on the web interface how these changes affect the performance of the
network.

3.1 Adding delay to interface connecting to network 192.168.2.0/24

In this section, the user will add a 50ms delay to the router R1 and router R2 using NETEM
commands.

Step 1. On the topology, click on R1 and enter the username and as
password. Note that the password will not be displayed while typing it.
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ent0S Linux 7 (Core)
Kernel 4.19.1-1.el?7.elrepo.xB86_64 on an xB86_64

root

Step 2. To identify the interface connected to the network 192.168.2.0/24, in R1

command line, type the command [i £config}. This command displays information related
to the network interfaces in the local device.

[rootBR1 ~1# ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1568
inet 192.168.1.1 netmask 255.255.255.8 broadcast 192.168.1.255
inetb feBB::1db9:17ab:218f :Z23a7? prefixlen 64 scopeid Bx28<1ink>
ether B88:58:56:ae:9a:bd txqueuelen 1888 (Ethernet)
RX packets 38 bytes 2753 (2.6 KiB)
RX errors B dropped 8 overruns 8 frame 8
TX packets 32 bytes 2839 (2.7 KiB)
TX errors B dropped 8 overruns B carrier B8 collisions @

ens36: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15608
inet 203.8.113.2 netmask 255.255.255.8 broadcast 283.8.113.255
inetb feBB::claB:dBce:dde9:24ce prefixlen 64 scopeid Bx28<1link>
ether B8:58:56:ae:8f :fa txqueuelen 1888 (Ethernet)
RX packets 128 bytes 12751 (12.4 KiB)
RX errors 8 dropped 4 overruns 8 frame 8
TX packets 235 bytes 18898 (18.4 KiB)
TX errors B8 dropped 8 overruns 8 carrier 8 collisions 8

ens37: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1568
inet 192.168.2.1 netmask 255.255.255.8 broadcast 192.168.2.255
inetb fe808::46d7:42e:b419:21a1 prefixlen 64 scopeid Bx28<1ink>
ether B8:58:56:ae:e4:84 txqueuelen 1888 (Ethernet)
RX packets 138 bytes 18161 (9.9 KiB)
RX errors B8 dropped 8 overruns 8 frame 8
TX packets 7?3 bytes 6898 (6.7 KiB)
TX errors 8 dropped B8 overruns 8 carrier B8 collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.8.8.8
inetb ::1 prefixlen 128 scopeid Bx18<host>
loop txqueuelen 1888 (Local Loopback)
RX packets 8 bytes 8 (8.8 B)
RX errors 8 dropped 8 overruns B8 frame 8
TX packets 8 bytes 8 (8.8 B)
TX errors B8 dropped 8 overruns B8 carrier 8 collisions 8

[root@R1 “1# _

The output of the command indicates that R1 has three interfaces. The
interface ens37 connects R1 to the network 192.168.2.0/24 and is configured with the IP
address 192.168.2.1. Thus, this interface must be used for emulation.

Step 3. In order to add a 50ms delay, in R1 CLI type the following command:

sudo tc gdisc add dev ens37 root netem delay 50ms

[root@R1 " 1# |sudo tc gdisc add dev ens3? root netem delay SBms
[root@R1 ~1# _

Step 4. On the topology, click on R2 and enter the username and as

password. Note that the password will not be displayed while typing it.
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ent0S Linux 7 (Core)
Kernel 4.19.1-1.el?7.elrepo.x86_64 on an xB86_64

root

Step 5. To identify the interface connected to the network 192.168.2.0/24, in R2
command line, type the command [i £config). This command displays information related
to the network interfaces in the local device.

[rootBRZ ~1#t |ifconfig
ens33: flags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1568
inet 192.168.3.1 netmask 255.255.255.8 broadcast 192.168.3.255
inetb feBB::258:56ff :feae:eddc prefixlen 64 scopeid Bx28<1ink>
ether 88:58:56:ae:e5:dc  txqueuelen 1888 (Ethernet)
RX packets 1813392857 bytes 1488074592733 (1.3 TiB)
RX errors B dropped 8 overruns 8 frame 8
TX packets 1217711915 bytes 2989379957458 (2.6 TiB)
TX errors B dropped 8 overruns 8 carrier B8 collisions 8

ns37: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1568
inet 192.168.2.2 netmask 255.255.255.8 broadcast 192.168.2.255
inetb feBB::18a6:2962:4b7e:c2la prefixlen 64 scopeid Bx28<1link>
ether 88:58:56:ae:96:6a txqueuelen 1888 (Ethernet)
RX packets 12131375683 bytes 1799533693195 (1.6 TiB)
RX errors B8 dropped 18 overruns 8 frame 8
TX packets 1816668699 bytes 2482663289617 (2.1 TiB)
TX errors B8 dropped 8 overruns B8 carrier 8 collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.8.8.8
inet6 ::1 prefixlen 128 scopeid 8x18<host>
loop txqueuelen 1888 (Local Loopback)
RX packets 468 bytes 37528 (36.6 KiB)
RX errors 8 dropped 8 overruns 8 frame 8
TX packets 468 bytes 37528 (36.6 KiB)
TX errors B dropped B overruns B carrier B collisions 8

. 1%

The output of the command indicates that R2 has two interfaces. The interface
ens37 connects R2 to the network 192.168.2.0/24. Thus, this interface must be used for
emulation.

Step 6. In order to add a 50ms delay, in R2 command line type the command:
sudo tc gdisc add dev ens37 root netem delay 50ms

[rootBRZ “1#|sudo tc gdisc add dev ens37 root netem delay SBms

[root@RZ ~1# _

Step 7. After 3 minutes the data will be propagated thus, refresh the browser and scroll
down until the Test Result section.
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Ll Host Information
esmond ~ R 2.1.3-1.el7 View @

Isregistration ning 4.1.6-1.el7 View @

owamp R 8 3.5.8-1.el7 861 View @ Deta
pscheduler g 1.1.6-2.el7 View#'

psconfig ning 4.1.6-1.el7 View @ Public

twamp g 3.5.8-1.el7 862 View @

Test Results Configure tests & Detalls

earct Results for the last

/# On-demand testing tools
1 hour

&

1.48 Gbps 313 0
1.37 Gbps 203 0 7

1.63 Gbps 313 0 lization &
1.48 Gbps 20.3 0

The results of the throughput, latency and loss are 1.63 Gbps, 31.3ms and 0% respectively,
when the source is 192.168.2.10 and the destination is 192.68.3.10. On the other hand,
when the source is 192.168.3.10 and the destination is 192.168.2.10, the throughput,
latency and loss are 1.48 Gbps, 20.3ms and 0% respectively. Note that the results may
vary.

3.2 Adding packet loss to interface connecting to network 192.168.2.0/24

In this section, the user will add a 40% packet loss to the routers R1 and R2 using Network
Emulator (NETEM) command line.

Notice that 40% of loss is unrealistic for real WANSs. This value is used in order to have
the data propagated during this lab.

Step 1. Open R2 and enter the username and password as password|. Note that the
password will not be displayed while typing it.

Step 2. To identify the interface connected to the network 192.168.2.0/24, in R1

command line, type the command [i £config}. This command displays information related
to the network interfaces in the local device.
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[root@BR1 “1# [ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15608
inet 192.168.1.1 netmask 255.255.255.8 broadcast 192.168.1.255
inetb feBB::1db9:17ab:218f :23a7 prefixlen 64 scopeid Bx28<1ink>
ether B8:58:56:ae:9a:bd txgueuelen 1888 (Ethernet)
RX packets 38 bytes 2753 (2.6 KiB)
RX errors 8 dropped 8 overruns 8 frame 8
TX packets 32 bytes 2839 (2.7 KiB)
TX errors 8 dropped B8 overruns B carrier 8 collisions 8

ens36: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15688
inet 283.8.113.2 netmask 255.255.255.8 broadcast 283.8.113.255
inett fedl laB:dBce:dde9:24ce prefixlen 64 scopeid Bx28<1ink>
ether 88:5 6:ae:8f :fa txqueuelen 1888 (Ethernet)
RX packets 128 bytes 12751 (1Z2.4 KiB)
RX errors 8 dropped 4 overruns 8 frame @
TX packets 235 bytes 18898 (18.4 KiB)
TX errors B dropped 8 overruns B8 carrier B8 collisions 8

ens37: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15608
inet 192.168.2.1 netmask 255.255.255.8 broadcast 192.168.2.255
inetb fe808::46d7:42e:b419:21a1 prefixlen 64 scopeid Bx28<1ink>
ether B8:58:56:ae:e4:84 txqueuelen 1888 (Ethernet)
RX packets 138 bytes 18161 (9.9 KiB)
RX errors 8 dropped 8 overruns 8 frame @
TX packets 73 bytes 6898 (6.7 KiB)
TX errors B8 dropped B8 overruns B carrier 8 collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.68.8.8
inetb ::1 prefixlen 128 scopeid Bx18<host>
loop txqueuelen 1888 (Local Loopback)
RX packets 8 bytes 8 (8.8 B)
RX errors 8 dropped 8 overruns 8 frame @
TX packets 8 bytes 8 (8.8 B)
TX errors B8 dropped B8 overruns B carrier 8 collisions 8

[root@R1 ~1# _

The output of the command indicates that R1 has also three interfaces with
the same names. The interface ens37 connects R1 to the network 192.168.2.0/24. Thus,
this interface must be used for emulation.

Step 3. In order to add 40% packet loss, in R1 command line type:
sudo tc gdisc change dev ens37 root netem delay 50ms loss 40%

[root@R1 "1# sudo tc gdisc change dev ens3? root netem delay SUms loss 487
[root@R1 “1# _

Step 4. Open R2 and enter the username and password as password|. Note that the
password will not be displayed while typing it.

Step 5. To identify the interface connected to the network 192.168.2.0/24, in R2
command line, type the command [i £config}. This command displays information related
to the network interfaces in the local device.
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[rootBRZ ~1# |ifconf ig
ens33: flags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1568
inet 192.168.3.1 netmask 255.255.255.8 broadcast 192.168.3.255
inetb feBB::258:56ff :feae:eSdc prefixlen 64 scopeid Bx28<1link>
ether BB:58:56:ae:e5:dc  txqueuelen 1888 (Ethernet)
RX packets 1813392857 bytes 1488874592733 (1.3 TiB)
RX errors B8 dropped 8 overruns 8 frame @
TX packets 1217711915 bytes 2989379957458 (2.6 TiB)
TX errors @ dropped 8 overruns 8 carrier 8 collisions 8

ens3?7: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15608
inet 192.168.2.2 netmask 255.255.255.8 broadcast 192.168.2.255
inetb fe8B::18a6:2962:4b7e:c2la prefixlen 64 scopeid Bx28<1ink>
ether BB:58:56:ae:96:6a txqueuelen 1888 (Ethernet)
RX packets 12131375683 bytes 1799533693195 (1.6 TiB)

RX errors B8 dropped 18 overruns 8 frame @
TX packets 1816668699 bytes 2482663209617 (2.1 TiB)
TX errors @ dropped 8 overruns 8 carrier 8 collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.0.8.8
inetb ::1 prefixlen 128 scopeid Bx18<host>
loop txqueuelen 1888 (Local Loopback)
RX packets 468 bytes 37528 (36.6 KiB)
RX errors B dropped 8 overruns 8 frame 8
TX packets 468 bytes 37528 (36.6 KiB)
TX errors B8 dropped 8 overruns 8 carrier 8 collisions 8

[root@RZ ™ 1#

Notice that the interface ens37 is connected to the network 192.168.2.0/24.

Step 6. In order to add a 40% packet loss, type in R2 command line, type:

sudo tc gdisc change dev ens37 root netem delay 50ms loss 40%

[rootBRZ ™1# sudo tc gdisc change dev ens3?7 root netem delay SBms loss 487
[root@RZ ™~ 1#

Step 7. Go back to the Client host to see how these changes affect the performance.

sregistratipn g 4.1.6-1.el7

pscheduler 1.1.6-2.el7

twamp 3.5.8-1.el7 862

Test Results (2 Results) Configure tests &
Searct Results for the last
/& On-demand testing tools
1.62 Gbps 269 6.262%
1.21 Gbps -17.9 39.643%
1.23 Gbps 724 61.667% s z
1.26 Gbps -24.9 42.389%
Showing 1 to 2 of 2 entrie: n R Other services

The results of the throughput, latency and loss are 1.23 Gbps, 72.4ms and 61.667%
respectively, when the source is 192.168.2.10 and the destination is 192.68.3.10. On the
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other hand, when the source is 192.168.3.10 and the destination is 192.168.2.10, the
throughput, latency and loss are 1.26 Gbps, -24.9ms and 42.389% respectively.

This concludes Lab 3.
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Overview

This lab introduces the reader to pScheduler commands, and how to use the default and
specific tools to run latency, throughput and trace tests. It demonstrates how to invoke
the pScheduler command to properly run a measurement test using the available tools.

Objectives
By the end of this lab, the user will:

Understand pScheduler commands.

Measure latency using owamp, twamp and ping tools.

Run throughput tests using iperf3 and nuttcp tools.

Use traceroute, tracepath and paris-tracecoute tools to identify the hops from a
source to a destination.

PwnNnpE

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu).
The Client host is used to access perfSONAR graphical user interface.

@ Client perfSONAR2

" .20 .10

2
192.168.2.0/24 R2

1

192.168.3.0/24

10

perfSONAR3

Figure 1. Lab topology.

Page 3



Lab 4: Configuring Regular Tests Using pScheduler CLI Part |

Lab settings

The information in Table 1 provides the credentials to access to perfSONAR nodes.

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONARS3.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap

This lab is organized as follows:

PwnNpE

1 Introduction

Section 1: Introduction.
Section 2: Latency tests.
Section 3: Throughput tests.
Section 4: Trace Tests.

pScheduler is responsible for managing the execution of network measurements, or more
generally tasks, in perfSONAR. When the user wants to run a network measurement on
perfSONAR, it is performed through pScheduler command-line. pScheduler is part of the
scheduling layer, as it is shown in the figure 2. The scheduling layer is responsible for:

e Finding time-slots to run the tools while avoiding scheduling conflicts that would
negatively impact results.

e Executing the tools and gathering results.
e Sending to the results to the archiving layer (if needed).
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Visualization

Traceroute

Discovery

pSConfig
Viewer MaDDash WebAdmin

Archiving

)|iperf3 iperf nuttcp ping tracepath traceroute

Esmond pSConfig

pScheduler

uonesibay asinias dn)ooT]

paris-
traceroute

Figure 2. perfSONAR layers>.

pScheduler handles the coordination, execution and optionally storage of the task
requested. Many of the tools pScheduler executes could be run independently of
pScheduler. However, pScheduler provides additional features that the tool by itself does
not provide. These features are listed below:

Measurement Integrity: pScheduler maintains a schedule of all measurements to
be run and will not allow any measurements to run simultaneously if doing so
would adversely affect the result in a significant way. For instance, it will not run
two throughput tests at the same time as the competition for resources could
affect the results of each. In contrast, it will run latency tests in the background as
the low resource consumption does not significantly affect results of parallel tests.
Simplified Coordination: In addition to simplifying coordination during task
execution, pScheduler will contact each end device and handle bringing up any
daemons as required. It also has a plug-in architecture that allows for sending the
result elsewhere, such as a long-term storage system, as well the measurement
completes.

Access Control: pScheduler has a limits system that allows the definition of rules
about who can run what type of measurements and other rules such as how long
a test can run, and which tests are allowed to run in a specific node.

Diagnostics: pScheduler provides the tools to visualize the schedule. It specifies
when a task ran, is running or will run. Additionally, it keeps for some amount of
time information about the outcome, including whether the result was a failure
or not, which can be useful for diagnosing issues within a network.

In addition to these foundational features, pScheduler allows plug-ins for new tests,
tools and archivers to be written. This means that pScheduler allows extensions to
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perform new type of measurements or other functions, as well as the ability to have
their results sent to new types of storage and/or analysis tools.

In this lab, the user will run latency, throughput and trace tests using pScheduler
command-line interface (CLI). These tests include, latency, throughput and traceroute
measurements.

1.1 The pScheduler command

The user interacts with perfSONAR using command. The pScheduler
command is the primary way for the command-line to create new pScheduler tasks®. The
basic syntax is as follows:

pscheduler command [args] (1)

[pscheduler]: command used to interact with perfSONAR.
[command]: describes the type of test that will be performed. These commands could be

task commands or administrative and diagnosis commands, and each command has its
own lists of arguments [args|. The task commands are listed as follows:

e [tasK: give pScheduler a task that consists of making one or more measurements.

e [result]: fetch and display the results of a single, previously-concluded run by its
URL.

e |watch attach to a task identified by URL and show run results as they become
available.

e [cancel]: stop any future runs of a task.

The following commands are for diagnosis and administrative:

e [ping: determine if pScheduler is running on a host.

® [clocK: check and compare the clocks on pScheduler hosts.

e [debug: Enable debugging on the internal part of pScheduler.

e [diags]: Produce a diagnostic dump for the perfSONAR team to use in resolving
problems.

For more information about pScheduler tasks, diagnosis, and administrative commands,
the user can get access to the help by typing on the perfSONAR command-line:

pscheduler -help

To get more details about a specific command, using the format of the command (1) type:

pscheduler [command] --help

2 Latency tests
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In this section, the user will run latency measurement tests using pScheduler tools.
pScheduler uses One-Way Ping (OWPING), Two-Way Ping (TWPING) and Round-Trip Time
(RTT) to measure the latency as shown in the tools layer in figure 2. First, the user will run
a latency test using the default configuration then, the user will specify a tool to run a
latency test.

21 One-way ping

In this part, the user will run a latency test between perfSONAR1 (192.168.1.10) and
perfSONAR2 (192.168.2.10). The default tool used to perform this measurement is one-
way ping (owping), as shown in figure 2. The user interacts with pScheduler using
command-line interface (CLI).

Step 1. On the topology, click on perfSONAR1 then, enter the username and
password [admin. Note that the password will not be displayed while typing it. Proceed
similarly with perfSONAR2 and perfSONARS3.

ent0S Linux 7 (Core)
Kernel 3.10.8-957.1.3.el17.x86_64 on an x86_64
perfsonarl login: |admin

Last login: Wed Jan 38 15:14:47 on ttyl
elcome to the perfSONAR Toolkit v4.1.5-1.el?

ou may create accounts to manage this host through the web interface by rumming the following as ro
ot :

susr/libsperfsonar/seripts/nptoolkit-conf igure.py
1e web interface should be available at:

https://[host addressl/toolkit
[admin@perfsonarl ~19

Step 2. In perfSONAR1 command line, follow command format (1) and type:

pscheduler task latency --source 192.168.1.10 --dest 192.168.2.10

[pscheduler]: command to interact with perfSONAR.

[cask: pScheduler command to specify a measurement test.

[Latency]: test type.

[--source]: specify where the test should originate, in this case it is perfSONAR1
node (192.168.1.10).

[--dest]: destination node, in this case it is the perfSONAR2 node (192.168.2.10).
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[admin@perfsonarl ~15|pscheduler task latency --source 192.168.1.18 --dest 192.168.2.18
[Submitting task...

ask URL:

https:/,192.168.1.18/pscheduler/tasks/Becdf b95-aBf 2-4f ?f -9ac3-987858d6f 79f

unning with tool ’owping’

Fetching first run...

ext scheduled run:
https:/,192.168.1.18/pscheduler/tasks/Becdf b35-aBf 2-4f ?f -9ac3-987858d6f 79f /runs/9d621b92-3bc1-4f 3c-
854-23c1a19432cf
[Starts 2819-85-87T18:48:46Z ("7 seconds)
[Ends 20819-85-87T18:41:87Z (728 seconds)

iting for result...

The default tool used by pScheduler to run the default test is one-way ping (owping) tool.
The task is scheduled, and the results are shown below. There are three sections in the
report:

e Packet Statistics: It shows a summary of the number of sent and received packets,
as well as the number packet lost, duplicated and reordered. The Packet Statistics
of the last test is shown in the table 2.

e One-way Latency Statistics: It summarizes the One-way Latency Statistics as
shown in the table 3 and a Histogram of the delay values.

e TTL Statistics: It shows the time-to-live statistics. The results are shown in the table
4, where the values do not vary.

In order to navigate through the result summary, press [shift+Page Up|to scroll up
[Shift+Page Down|to scroll down.
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188 packets
Received ..... 188 packets
Lost 8 packets
Duplicated ... 8@ packets
Reordered .... B packets

Latency Statistics

Median
Minimum ....
Maximum ....

25th Percentile ...
75th Percentile ...
95th Percentile ...

P95 = POl oo
PP - PAh oo
Uariance Sevs
Std Deviation ....

packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
2 packets
packets
packets
packets
packets
packets
packets
packets
packets
packets

b et b b b N = U= OO WANS D

1.
p
¥,
p
1.
1.
2 8
1.
¥,
¥,
p
1.
1.
1.
1.
1.
¥,
¥,
1.
Z.

Statistics

Median
Minimum
Maximum

25th Percentile ...

?5th Percentile ...

95th Percentile ...
istogram:

254: 188 packets

o further runs scheduled.

Table 2. Packet Statistics.

Packet Sent
Packet Received
Packet Lost
Packet Duplicated
Packet Reordered

100 packets
100 packets
0 packets
0 packets
0 packets

Table 3. One-way Latency Statistics.

Delay Median
Delay Minimum
Delay Maximum
Delay Mean

1.33ms
1.26ms
2.03ms

1.34ms
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Delay Mode 1.36ms
Delay 25" Percentile 1.30ms
Delay 75" Percentile 1.36ms
Delay 95" Percentile 1.43ms
Max Clock Error 6.75ms
Histogram
z
1261.271281.29131311.321.351.341.351.361.371.38 1.4 1.411451441521612.03
Milliseconds

Figure 3. One-way Latency Statistics Histogram.

Table 4. TTL Statistics.

TTL Median 254
TTL Minimum 254
TTL Maximum 254

TTL Mean 254
TTL Mode 254
TTL 25" Percentile 254
TTL 75" Percentile 254
TTL 95" Percentile 254

2.2 Two-way ping
In the following steps, the user will specify a tool to run a two-way ping (twping) test
between perfSONAR1 (192.168.1.10) and perfSONAR2 (192.168.2.10) using pscheduler

command-line.

Step 1. In perfSONAR1 command line, follow command format (1) and type:

pscheduler task —--tool twping latency --source 192.168.1.10 --dest 192.168.2.10

[pscheduler]: command to interact with perfSONAR.

[cask: pScheduler command to specify a measurement test.
--tool]: command to specify the tool.

twping]: tool for two-way ping measurement.

[Latency]: test type.
[--source]: specify where the test should originate, in this case it is perfSONAR1

node (192.168.1.10).
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e [-dest] the destination node, in this case it is the perfSONAR2 node
(192.168.2.10).

[admin@perfsonarl “1$ [pscheudler task --tool twping latency --source 192.168.1.18 --dest 192.168.2.1

-bash: pscheudler: command not found
[admin@perfsonarl 19 pscheduler task --tool twping latency --source 192.168.1.18 --dest 192.168.2.1
4

Waiting for result...

In this case, the user specifies two-way ping (twping) as the tool to run the measurement
test. The task is scheduled, and the results are shown below. The report format is like the
latency report.

In order to navigate through the result summary, press [shift+Page Up|to scroll up
[Shift+Page Down|to scroll down.
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188 packets
Received 188 packets
Lost @ packets
Duplicated ... 8 packets
Reordered .... B packets

Latency Statistics

Median ..
Minimum .
Maximum .

25th Percentile ...
?5th Percentile ...
95th Percentile ...

P95 - P58
P?5 - P25 .
Variance
Std Devia

¢ 1 packets
: 3 packets
: 3 packets
: 7 packets
: 18 packets
: 8 packets
¢ 11 packets
¢ 16 packets
: 14 packets
packets
packets
packets
packets
packets
packets
packets
packets
packets

1.
1.
1.
1.
1.
)
1.
1.
2.
2.
2.
2.
L
L
2.
2.
2.
2.

== NWA NN S

Statistics

ian
Minimum

Mean ....

25th Percentile ...

?5th Percentile ...

95th Percentile ...
istogram:

254: 188 packets

o further runs scheduled.

Table 5. Packet Statistics.

Packet Sent
Packet Received
Packet Lost
Packet Duplicated
Packet Reordered

100 packets
100 packets
0 packets
0 packets
0 packets

Table 6. One-way Latency Statistics.

Delay Median
Delay Minimum
Delay Maximum
Delay Mean
Delay Mode

1.99ms
1.92ms
2.21ms
2.00ms
1.99ms
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Delay 25" Percentile 1.97ms
Delay 75" Percentile 2.01ms
Delay 95" Percentile 2.07ms
Max Clock Error 8.67ms
Histogram
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Figure 4. One-way Latency Statistics Histogram.

Table 7. TTL Statistics.

TTL Median 254
TTL Minimum 254
TTL Maximum 254

TTL Mean 254
TTL Mode 254
TTL 25 Percentile 254
TTL 75" Percentile 254
TTL 95" Percentile 254

2.3 Round-Trip Time (RTT)

In this part, the user will run a Round-Trip Time (RTT) test is between perfSONAR1
(192.168.1.10) and perfSONAR2 (192.168.2.10) of the given topology, see figure 1. First,
the user is going to type a pScheduler command to run a test in perfSONAR1 command-
line, then the user will repeat the same test in perfSONAR3 (192.168.3.10) command-line.

Step 1. In perfSONAR1 command line, follow command format (1) and type:

pscheduler task rtt --source 192.168.1.10 --dest 192.168.2.10

[pscheduler]: command to interact with perfSONAR.

[cask: pScheduler command to specify a measurement test.

[ctt]: test type.

[--sourcel: it specifies where the test should originate, in this case it is perfSONAR1
node (192.168.1.10).

[--dest]: destination node, in this case it is the perfSONAR2 node (192.168.2.10).
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[admin@perfsonarl 715 |pscheduler task rtt --source 192.168.1.18 --dest 192.168.2.10
Submitting task...

ask URL:
https://192.168.1.18/pscheduler/tasks/285cb?b9-97d2-4a19-b2f e-4d39448265682

2019-81-38T21:59:87Z (718 seconds)
iting for result...

192.168.2. 64 Bytes TIL 63 8.3518 ms
192.168.2.18 64 Bytes TIL 63 8.3588 ms
192.168.2. 64 Bytes TIL 63 8.3618 ms
192.168.2. 64 Bytes TIL 63 8.3768 ms
192.168.2.

64 Bytes TIL 63 08.2908 ms

B/ Packet Loss RTT Min/Mean/Max/StdDev = 6.2900608,8.347000/08.3760006,0.032008 ms

o further runs scheduled.
[admin@perfsonarl ~1§ _

The result above indicates that all five packets were received successfully by perfSONAR2
node (192.168.2.10) (0% packet loss) and that the minimum, mean, maximum, and
standard deviation of the Round-Trip Time (RTT) were 0.290, 0.347, 0.376 and 0.032
milliseconds respectively.

3 Throughput tests
In this section, the user will run throughput measurement tests using pScheduler tools.
These tools are iperf, iperf3 and nuttcp as shown in the tools layer in the figure 2. First,

the user will run a throughput test using the default configuration then, the user will
specify a tool to run a latency test.

3.1 iPerf3

The following throughput test is between perfSONAR1 node (192.168.1.10) and
perfSONAR2 node (192.168.2.10). The tool used to run the default test is iperf3.

Step 1. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10

e [pscheduler: command to interact with perfSONAR.

e [tasK: pScheduler command.

e [throughput]: test type.

e [--source]: specify where the test should originate, in this case it is perfSONAR1
node (192.168.1.10).

e [--dest]: destination node, in this case it is the perfSONAR2 node (192.168.2.10).
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[admin@perfsonarl 715 |pscheduler task throughput source 192.168.1.18 --dest 192.168.2.18
ubmitting task...

ask URL:

1tips:/7192.168.1.18/pscheduler/tasks/B85d8af ad-8896-4284-ad28-4deba3ch8674

wming with tool ’iperf3’

etching first run...

ext scheduled run:

1tips:/,192.168.1.18/pscheduler/tasks/B5d8af ad-8896-4284-ad28-4deba3ch8674/runs/69129988-9f b1-4d95-
138-£722286f57d1

tarts 2019-81-38T22:41:34Z (78 seconds)
Ends 2819-81-38T22:41:53Z (718 seconds)

aiting for result...

Stream ID 5
Throughput Retransmits Current Window
Gbps 791 918.683 KBytes
7 Gbps 231 829.78 KBytes
8 Gbps a 974. KBytes
8. Gbps 227 802. KBytes
8.23 Gbps a 932. KBytes
8. Gbps 289 845.63 KBytes
8.33 Gbps a 999.12 KBytes
8 Gbps 251 822. KBytes
8 Gbps a 935. KBytes
8 Gbps 281 889.43 KBytes

.a
.4
.a
.a
.8
.a
.a
.8
.8

Throughput Retransmits
8.28 Gbps 2878

o further runs scheduled.
[adminBperfsonarl ~15

Shortly after starting the test submission, the user will see that the tool used to run the
test is iperf3. The results above list the throughput every second (Interval), the number
of retransmissions (Retransmits) and current windows size. At the end, it is summarized
the time interval when the test took place, in this case form 0 seconds to 10 seconds, the
throughput is 8.20 Gbps and the number of retransmissions is 2070.

3.2 Nuttcp

The following throughput test is between perfSONAR1 node (192.168.1.10) and
perfSONAR2 node (192.168.2.10). The tool used to this test is nuttcp.

Step 1. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler task —--tool nuttcp throughput --source 192.168.1.10 --dest
192.168.2.10 -il

e [pscheduler: command to interact with perfSONAR.

e [tasK: pScheduler command.

e |--tool]: command to specify the tool.

e [nuttcp): tool used to run the test.

e [throughput]: test type.

e [--source]: specify where the test should originate, in this case it is perfSONAR1
node (192.168.1.10).

e [--dest]: destination node, in this case it is the perfSONAR2 node (192.168.2.10).

e [i1]: indicates the interval is 1 second.
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[admin@perfsonarl ~1§ |[pscheduler task --tool nuttcp throughput --source 192.168.1.18 --dest 192.168.
2.18 -il

Submitting task...

Task URL:

https:/,192.168.1.18/pscheduler/tasks/b9e3ef ?72-375f -4e8a-88ba-f4acfabb92f 8

Running with tool ’nuttcp’

Fetching first run...

Next scheduled run:
https://192.168.1.18/pscheduler/tasks/b9e3ef 72-375f -4eB8a-88ba-f 4acf abb92f 8/runs/f 88f cbed-aef 6-4b98-8
dBd-63Z2eBba37d50

Starts 2019-86-86T8A:11:51Z (77 seconds)

Ends 2019-86-86T88:12:87Z (715 seconds)

Waiting for result...

Run did not complete: Failed

Diagnostics from 192.168.1.18:
susr/bin/nuttcp -p 5181 -P 5881 -4 -T 18 -i 1 192.168.2.18

763.8625
744.6875 MB
746 .3125
713.2568
738.6258
783.7568
728 .5008
733.6875
739.6258
748.9375

-

NSNS NN N NN

SecC
Sec
Sec
sSec
SecC
Sec

64808.6354 Mbps 2214 retrans 535 KB-cwnd
6247 .2351 Mbps 151 retrans 888 KB-cwnd
6268 .4228 Mbps A retrans 929 KB-cwnd
5983.2485 Mbps 322 retrans 687 KB-cwnd
6128.9267 Mbps B retrans 862 KB-cund
59683.8697 Mbps 274 retrans 694 KB-cwnd
A sec = 6844.3385 Mbps B retrans 883 KB-cund

sec 6154.2353 Mbps 27?7 retrans 781 KB-cwnd

sec 6284 .2585 Mbps A retrans 938 KB-cwnd

sec 6214.5891 Mbps 344 retrans 779 KB-cuwnd

L T T T T T T I

— = s e

CEEEEEEEEL:

7357.4375

N
-
®

sec 6155.7772 Mbps 28 «TX 23 ZRX 3582 retrans 786 KB-cwnd 8.37 msRTT

Error from 192.168.1.18:
No error.

Diagnostics from 192.168.2.18:
susr/bin/nuttcp -S -1 --nofork -p

Error from 192.168.2.18:
No error.

No further runs scheduled.
[adminBperfsonarl ~1§ s_

The results above indicate that the test did not failed. After that it is shown the nuttcp
command used to run the task from local host or perfSONAR1 node (192.168.1.10). The
summarized data indicates that 8133.3174 MB were transferred in 10.03 seconds. This is
equivalent to 6800.8015 Mbps. The results also show the CPU usage, which in this case is
20% for the transmitter (TX) and 24% for the receiver (RX). The number of retransmissions
is 1052, the congestion windows size is 951 KB, and the Round-Trip Time (RTT) is 0.31m:s.
In addition, it is shown the nuttcp command used to run the server in perfSONAR2 node
(192.168.2.10). Finally, there is a report indicating that there is not any error from
perfSONAR2 node.

In order to navigate through the result summary, press [shift+Page Up|to scroll up
[Shift+Page Down|to scroll down.

4 Trace tests
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In this section, the user will run trace measurement tests using pScheduler tools. These
tools are traceroute, tracepath and paris-traceroute as shown in the tools layer in the
figure 2. First, the user will run a trace test using the default configuration then, then the
user will specify a tool to run a latency test.

41 Traceroute

Traceroute measures the path that a packet took as it traveled around the Internet to the
website. It also displays the response times that occurred at each stop along the route. If
there is a connection problem or latency connecting to a site, it will show up in these
response times. The user will be able to identify which of the hops along the route may
cause a problem3.

Step 1. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler task trace --source 192.168.1.10 --dest 192.168.3.10

[admin@perfsonarl ~1$ [pscheduler task trace --source 192.168.1.18 --dest 192.168.3.18

https:/,192.168.1.18/pscheduler/tasks/e?daf 2bb-748f -426b-841b-5342e9eb693e
Runming with tool ’traceroute’
Fetching first run...

Next scheduled run:
https:/,192.168.1.18/pscheduler/tasks/e?daf 2bb-748f -426b-841b-5342e9ebb693e/runs/e88aa588-1c?a-484f -b
8b5-527c31399f 67

Starts 2019-86-86T88:19:83Z (78 seconds)

Ends 2819-86-86T8A:19:11Z (77 seconds)

Waiting for result...

1 gateway (192.168.1.1) 8.2 ms
2 192.168.2.2 8.9 ms
3 192.168.3.18 8.9 ms

No further runs scheduled.
[admin@perfsonarl ~1$

Shortly after submitting the test, the default tool used to run the test is traceroute. In the
figure above, there are several rows divided into columns on the report. Each row
represents a hop along the route. In each hop, the packet gets its next set of directions.
Each row is divided into five columns. A sample row is shown below:

HOP NUMBER IP ADDRESS RTT
1 192.168.1.1 0.2 ms
2 192.168.2.2 0.9 ms
3 192.168.3.10 0.9 ms

e HOP NUMBER: It represents the number of the hop along the route. In this case,
it takes two hops to reach the destination.

e |P ADDRESS: The second column has the IP address of the destination; the
previous hop has the IP address of the router. If it is available, the domain name
will also be listed.
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e RTT: The next column displays the Round-Trip Time (RTT) for the packet to reach
that point and return to the source host. This measure is listed in milliseconds.

4.2 Tracepath

Tracepath traces a path from the source to destination, discovering the Maximum
Transmission Unit (MTU) along this path. It uses UDP port or some random port. The
difference from traceroute is that this tool includes less options and the user is not
required to be a superuser to run the tests. pScheduler allows the selection of the tool

tracepath using the command.
Step 1. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler task —--tool tracepath trace --source 192.168.1.10 --dest
192.168.3.10

[admin@perfsonarl “1§|pscheduler task --tool tracepath trace --source 192.168.1.18 --dest 192.168.3.
18
ubmitting task...
ask URL:
lhttps:/,192.168.1.18/pscheduler/tasks/?112f 20e-448f -468f -96ad -f B886e74f ab4
Rumming with tool ’tracepath’
Fetching first run...

ext scheduled run:
Ihttps://192.168.1.18/pscheduler/tasks/7112f 28e-448f -468f -96ad -f BB86e74f ab4/runs/6a87f851-738d-4b3b-8|
dB-e956f67e?3fd
[Starts 2019-685-89T10:23:56Z (78 seconds)
[Ends 2819-85-89T18:25:31Z (7188 seconds)
iting for result...

gateway (192.168.1.1) 8.148 ms mtu 1588 bytes
192.168.2.2 8.389 ms mtu 1588 bytes
192.168.3.18 8.461 ms mtu 1588 bytes host-unreachable

o further runs scheduled.
[admin@perfsonarl ~1$ _

The first column shows the hop number, the second column shows the IP address or
Domain name. The third column shows the Round-Trip Time (RTT) for the packet to reach
that point and return to the source host. The last column shows the Maximum
Transmission Unit (MTU) size.

HOP NUMBER IP ADDRESS RTT MTU
1 192.168.1.1 0.148 ms 1500 bytes
2 192.168.2.2 0.389 ms 1500 bytes
3 192.168.3.10 1.4 ms 1500 bytes

4.3 Paris traceroute

Paris traceroute is a new version of the traceroute network diagnosis tool. It addresses
problems caused by load balancers with the initial traceroute implementation. By
controlling the flow identifier of the probes, it can follow accurate paths in networks with
load balancers. It is also able to find all the load balanced paths to the destination. Finally,
it complements its output with information extracted from the received packets, allowing
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a more precise analysis of the discovered paths. Paris traceroute, by controlling packet
header contents, obtains a more precise picture of the actual routes that packets follow?*.
The user can select paris-traceroute tool using pScheduler command.

Step 1. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler task —--tool paris-traceroute trace --source 192.168.1.10 --dest
192.168.3.10

[admin@perfsonarl ~1§ |pscheduler task --tool paris-traceroute trace --source 192.168.1.18 --dest 192
.168.3.10
[Submitting task...
ask URL:
lhttps:/,192.168.1.18/pscheduler/tasks/B8f5d73d-162d-4865-bBa3-726c87d4abad

ext scheduled run:
1ttps://7192.168.1.18/pscheduler/tasks/88f5d73d-162d-4865-b8a3-726c87d4abad/runs/5c89c788-47b1-408f a-a

nds 2819-85-89T108:33:53Z (722 seconds)
iting for result...

gateway (192.168.1.1) 8.241 ms
192.168.2.2 8.343 ms
192.168.3.18 4.515 ms

o further runs scheduled.
[admin@perfsonarl ~19

Notice that it is not possible to prove the idea of Paris traceroute in the current lab
topology.

After the task is submitted, the user can see that the tool selected is paris-traceroute. The
results of Paris-traceroute test are interpreted in the same way of traceroute test. In the
figure above, there are several rows divided into columns on the report. These results are
reordered in the table below. Each row represents a hop along the route. In each hop, the
packet gets its next set of directions. Each row is divided into five columns. A sample row
is shown below:

HOP NUMBER IP ADDRESS RTT
1 192.168.1.1 0.241 ms
2 192.168.2.2 0.343 ms
3 192.168.3.10 4.515 ms

e HOP NUMBER: It represents the number of the hop along the route. In this case,
it takes two hops to reach out the destination.

e |P ADDRESS: The second column has the IP address of the destination; the
previous hop has the IP address of the router. If it is available, the domain name
will also be listed.

e RTT Columns: The next three columns display the Round-Trip Time (RTT) for the
packet to reach that point and return to the source host. This measure is listed in
milliseconds. There are three columns, because the traceroute sends three
separate signal packets. This is to display consistency, or a lack thereof, in the
route.
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This concludes Lab 4.
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Lab 5: Configuring Regular Tests Using pScheduler CLI Part 2
Overview

This lab continues the description of pScheduler commands, and how to use it to run
measurement tests between perfSONAR nodes. This lab is focused on running a
pScheduler task from other nodes, repeating, exporting and importing tasks. In addition,
the tools to visualize the schedule are presented. Finally, the user will learn about the
procedure to cancel a task.

Objectives
By the end of this lab, the user will:

Understand pScheduler commands.
Run tasks from other perfSONAR nodes.
Repeat a specific task.

Export and import pScheduler tasks.
Use the visualization tools.

Cancel a specific task.

A

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu).
The Client host is used to access perfSONAR graphical user interface.

@ Client perfSONAR2
S

.20 .10

2
192.168.2.0/24 R2

A1

192.168.3.0/24

10

perfSONAR3

Figure 1. Lab topology.
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Lab settings

The information in Table 1 provides the credentials to access to perfSONAR nodes.

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONARS3.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap

The lab includes the following tasks:

oukwnNE

1 Introduction

Section 1: Introduction.
Section 2: Running tasks from other perfSONAR nodes.
Section 3: Repeating tasks.
Section 4: Exporting and importing tasks.
Section 5: Viewing the schedule.
Section 6: Cancelling tasks.

pScheduler is responsible for managing the execution of network measurements, or more
generally tasks, in perfSONAR. When the user wants to run a network measurement on
perfSONAR, it is performed through pScheduler command-line. pScheduler is part of the
scheduling layer, as it is shown in the figure 2. The scheduling layer is responsible for:

e Finding timeslots to run the tools while avoiding scheduling conflicts that would
negatively impact results.

e Executing the tools and gathering results.
e Sending to the results to the archiving layer (if needed).
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Visualization

Discovery

Traceroute pSConfig
Viewer MEDRRS WebAdmin

Archiving

= =) | )| = | —— il i

Esmond pSConfig

Configuration

pScheduler

uonensibay 3sinias dn)oo

iperf3 iperf nuttcp ping tracepath traceroute ST

Figure 2. perfSONAR layers3.

pScheduler handles the coordination, execution and optionally storage of the task
requested. Many of the tools pScheduler executes could be run independently of
pScheduler. However, pScheduler provides additional features that the tools by itself
does not provide. These features are listed below:

In

Measurement Integrity: pScheduler maintains a schedule of all measurements to
be run and will not allow any measurements to run simultaneously, if doing so, it
would adversely affect the result in a significant way. For instance, it will not run
two throughput tests at the same time as the competition for resources could
affect the results of each. In contrast, it will run latency tests in the background as
the low resource consumption does not significantly affect results of parallel tests.
Simplified Coordination: In addition to simplify coordination during task execution,
pScheduler will contact each end device and handle bringing up any daemons as
required. It also has a plug-in architecture that allows to send the result elsewhere,
such as a long-term storage system, as well the measurement completes.

Access Control: pScheduler has a limits system that allows the definition of rules
about who can run what type of measurements and other rules as how long a test
can run, and which tests can run in a specific node.

Diagnostics: pScheduler provides the tools to visualize the schedule. It specifies
when a task ran, runs or will run. Additionally, it keeps for some amount of time
information about the outcome, including whether the result was a failure or not,
which can be useful for diagnosing issues with in a network.

addition to these foundational features, pScheduler allows plug-ins for new tests,

tools and archivers to be written. This means that pScheduler allows extensions to
perform new type of measurements or other functions as well as to have their results
sent to new types of storage and/or analysis tools.
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1.1 The pScheduler command

The user interacts with perfSONAR using command. The pScheduler
command is the primary way from the command-line to create new pScheduler tasks®.
The basic syntax is as follows:

pscheduler command [args] (1)

[pscheduler]: command used to interact with perfSONAR.
[command]: it describes the type of test that will be performed, these commands could be

task commands or administrative and diagnosis commands, each command has its lists of
arguments [args|. The task commands are listed as follows:

e [tasK: give pScheduler a task that consists of making one or more measurements.

e [result]: fetch and display the results of a single, previously-concluded run by its
URL.

e [watch: attach to a task identified by URL and show run results as they become
available.

e [cancel]: stop any future runs of a task.

The following commands are for diagnosis and administrative:

e [ping: determine if pScheduler is running on a host.

® [clocK: checks and compare the clocks on pScheduler hosts.

e [debug]: Enable debugging on the internal part of pScheduler.

e [diags]: Produce a diagnostic dump for the perfSONAR team to use in resolving
problems.

For more information about pScheduler tasks, diagnosis and administrative commands,
the user get access to the help typing on the perfSONAR command-line:

pscheduler --help

To get more details about a specific command, using the format of the command (1) type:

pscheduler [command] —--help

2 Running tasks from other perfSONAR nodes

pScheduler determines where to submits a task based on the test parameters. Where a
task needs to be submitted is called the lead participant. For many tests run by perfSONAR,
a switch which specifies where the test should originate and is also the lead
participant. In this section the user will run a throughput test using pScheduler commands.
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This test will be submitted by perfSONAR1 node (192.168.1.10), however, the tests will
run between perfSONAR2 (192.168.2.10) and perfSONAR3 (192.168.3.10) nodes.

Step 1. On the topology, click on perfSONAR1 then, enter the username and
password [admin|. Note that the password will not be displayed while typing it. Proceed
similarly with perfSONAR2 and perfSONAR3 nodes.

ent0S Linux 7 (Core)
ernel 3.10.8-957.1.3.el7.x86_64 on an x86_64
perfsonarl login:| admin

Last login: Wed Jan 38 15:14:47 on ttyl
elcome to the perfSONAR Toolkit v4.1.5-1.el?

'ou may create accounts to manage this host through the web interface by rumming the following as ro
ot :

susr/libsperfsonar/scripts/nptoolkit-conf igure.py
e web interface should be available at:

https://[host addressl/toolkit
[admin@perfsonarl ~19

Step 2. In perfSONAR1 command line, follow command format (1) and type:

pscheduler task throughput --source 192.168.2.10 --dest 192.168.3.10

e [pscheduler]: is the command to interact with perfSONAR.

e [taskl: is a pScheduler command to specify a measurement test.

e [throughput]: specifies the test.

e [-source]: is to specify where the test should originate, in this case it is
perfSONAR1 node (192.168.1.10)

[-dest]: is the destination node, in this case is the perfSONAR3 node
(192.168.3.10).
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[admin@perfsonarl ~15 |pscheduler task throughput --source 192.168.2.18 --dest 192.168.3.14
Submitting task...
ask URL:
1tips://7192.168.2.18/pscheduler/tasks/eb89680824-d868-4d78-87f a-58549¢c35e1d9
wming with tool ’iperf3’
[Fetching first run...

ext scheduled run:
Ihttps:/,192.168.2.18/pscheduler/tasks/eb898824-d868-4d78-87f a-58549c35e1d9/runs/66f bdc?76-25f5-4abd -a
18e-94f e92c3cbec
Starts 2019-85-89T16:88:22Z (78 seconds)
Ends 2819-85-89T16:88:41Z (718 seconds)
iting for result...

Stream ID 5
Interval Throughput Retransmits Current Window

.8 - 7.25 Gbps 8 7.58 MBytes
6.75 Gbps 619 1.89 MBytes
6. Gbps 423 948. KBytes
6.51 Gbps 86 648.78 KBytes
6. Gbps 68 726. KBytes
6. Gbps 169 647. KBytes
6.56 Gbps a 757.38 KBytes
6. Gbps 34 634. KBytes
6. Gbps 187 728.34 KBytes
6. Gbps 29 629. KBytes

COIIOIIID®®

.8
.8
.8
1.8
.8
.8
.8
.8
.8

ummary
Interval Throughput Retransmits
6.66 Gbps 1535

o further runs scheduled.
[admin@perfsonarl ~1$

Shortly after starting the test submission, the user will see that the tool used to run the
test is iperf3. The results above, lists the throughput every second (Interval), the number
of retransmissions (Retransmits) and current windows size. At the end, it is summarized
the time interval when the test took place, in this case form 0 seconds to 10 seconds, the
throughput is 6.66 Gbps and the number of retransmissions is 1535.

In this example, the command above is run on perfSONAR1 node (192.168.1.10), then the
node will submit the task to pefSONAR2 node (192.168.2.10) and the test will be run
between perfSOANR2(192.168.2.10) and perfSONAR3 (192.168.3.10).

3 Repeating tasks

A task can be configured to run periodically. In this section, it is shown step by step how
to repeat throughput and RTT tasks using pScheduler command. First the user will
configure pScheduler to run a throughput task every 30 seconds. Then, the user will run
an RTT task every 45 seconds. Any pScheduler task can be configured to run repeatedly
by adding options to the task command:

e [--start TIMESTAME it runs the first iteration of the task at [TIMESTAMS,.

® |--repeat DURATION|: Repeat runs atintervals of DURATION|
e |--max-runs N Allow the task to run up to N times.

e [--until TIMESTAMBE: Repeat runs of the task until TIMESTAME,.

e [--slip DURATION Allow the start of each run to be as much as later
than their ideal scheduled time. If the environment variable [PSCHEDULER SLIFis
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present, its value will be used as a default. Failing that, the default will be PT5M.
Notice that the slip value also applies to non-repeating tasks.

e [--sliprand: Randomly choose a timeslot within the allowed slip instead of
choosing earliest available.

Step 1. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler task --repeat PT20M --max-runs 10 rtt --dest 192.168.2.10

[pscheduler]: is the command to interact with perfSONAR.
® |--repeat PT20M: is a pScheduler command that configure the task to be
repeated every 20 minutes.

e [tasK: is a pScheduler command to specify a measurement test.
e [throughput]: is the test type.
o is the destination node, in this case it is perfSONAR2 node (192.168.2.10).

Notice that the source node is not explicit, this means that the source node is
perfSONAR1 (192.168.1.10).

[admin@perfsonarl “1§ |pscheduler task --repeat PTZBM --max-runs 18 rtt --dest 192.168.2.18
[Submitting task...

ask URL:

jhttps://localhost/pscheduler/tasks/631bbBcd-f92c-4de?-be3e-18c88a455chb

[Runming with tool ’ping’

etching first run...

ext scheduled run:
jhttps://localhost/pscheduler/tasks/631bbBcd-f92c-4de?-be3e-18c88a455cbb/runs/6b4eaB48-al1?5-4ebe-8c?3

2819-85-89T19:25:38Z (718 seconds)
aiting for result...

192.168.2. 64 Bytes TIL 63 68.3108 ms
192.168.2. 64 Bytes TIL 63 0.2808 ms
192.168.2. 64 Bytes TIL 63 8.3648 ms
192.168.2. 64 Bytes TIL 63 8.3618 ms
192.168.2. 64 Bytes TIL 63 8.4578 ms
RTT Min/Mean/Max/StdDev = B8.28060008,8.354000,/8.457000/8.062608 ms

ext scheduled run:

[Starts 20819-85-89T19:45:19Z (71187 seconds)

The figure above shows the first measurement of the round-trip time. Notice that the task
is going to be repeated 10 times in 20 minutes.

Step 2. To return to the CLI, press [ctr1+c|. Notice that the task will keep running.

4 Exporting and importing tasks to JSON

The user can export a pScheduler task to a Java Script Object Notation (JSON) file. The
JSON version of a task specification can be sent to the standard output without scheduling

using the command.
Step 1. In perfSONAR1 command line, follow the command format (1) and type:
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pscheduler task --repeat PT3M —--export throughput --source 192.168.1.10 --dest
192.168.2.10 > my test 1

e [pscheduler]: is the command to interact with perfSONAR.

e [tasK: is a pScheduler command to specify a measurement test.

e |--repeat PT3M:isa pScheduler command that configure the task to be repeated
every 3 minutes.

e [--export] is to indicate that the task will not be executed but stored.

[chroughput]: is the test type.

[--source]: is to specify where the test should originate, in this case it is

perfSONAR1 node (192.168.1.10).

is the destination node, in this case it is perfSONAR2 node (192.168.2.10).
e [ my task 1] is to create a file where the task is going to be stored.

[admin@perfsonarl ~1$ [pscheduler task --repeat PT3M --export throughput --source 192.168.1.18 --dest
192.168.2.18 > my_test_1

[admin@perfsonarl “1§ _

Step 2. In order to visualize the file, type [cat my test 1]. A JSON file will be displayed.
This file contents a pScheduler task, however this task is not running. Notice also that the
task might be invalid because tasks are not validated until they are submitted for
scheduling.

admin@perfsonarl “1$ cat my_test 1

[
"schedule": {

“repeat”: “PT3M"

": "192.168.2.18",

»

"source": "192.168.1.18"
¥,
"type": “throughput"

¥
B
[admin@perfsonarl ~19

Step 3. AJSON file that was previously exported or generated elsewhere can be imported
using the command. In perfSONAR1 command line, follow the command
format (1) and type:

pscheduler task --import my test 1

e [pscheduler]: is the command to interact with perfSONAR.

e [tasK: is a pScheduler command to specify a measurement test.

e [y test 1] is the file that contains the task.
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[admin@perfsonarl 1§ pscheduler task import my_test_1
[Submitting task...
ask URL:
1ttps://192.168.1.18/pscheduler/tasks/eacefele-b725-411a-89f4-31a4328f 8712
uming with tool ’iperf3’
[Fetching first run...

ext scheduled run:
1tips://192.168.1.18/pscheduler/tasks/eacefele-b?725-411a-89f4-31a4326f 8712/ runs/14785f €8-dc18-4be5-9
af 3-¢585116d43818
tarts 2019-85-89T18:85:28Z (77 seconds)
[Ends  2819-85-89T18:85:39Z (718 seconds)
iting for result...

Stream ID 5
Interval Throughput Retransmits Current Window
.83 Gbps 991 893.42 KBytes
Gbps 157 754. KBytes
Gbps 131 596. KBytes
Gbps 132 674.77 KBytes
Gbps a 836. KBytes
Gbps 64 713. KBytes
Gbps 9 566.17 KBytes
Gbps a 758.86 KBytes
Gbps a 889.43 KBytes
Gbps 172 676.22 KBytes

OO ®
CORADOND OO

Throughput Retransmits
5.97 Gbps 1656

ext scheduled run:
1tips://192.168.1.18/pscheduler/tasks/eacefele-b725-411a-89f4-31a4328f 8712 /runs/67a2c999-8181-48e1-8
[84e-488bcbh?7eb6b6b8

tarts 2819-85-89T18:35:28Z (71779 seconds)

Step 4. To return to the CLI, press [ctr1+c|. Notice that the task will keep running.

5 Viewing the schedule
In this section, it is presented two visualization tools, pScheduler monitor and
pScheduler schedule. The tests scheduled in the last section still running. The user will

use pScheduler commands to visualize the schedule.

5.1 pScheduler monitor

The [pscheduler monitor]command provides top-like output of what the schedule is
doing in near real time. It takes the following form:

Step 1. In perfSONAR1 command line, follow the command format (1) and type:
pscheduler monitor

[admin@perfsonarl ~1§ |pscheduler monitor

The user will see the scheduled tests. These tests have a status depending on whether
they have already run or are still waiting to do so. Possible status values are:

e Pending: This run is scheduled to execute at some point in the future.
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e On Deck: This run is scheduled to execute and will begin execution very soon.

® Running: This run is in the middle of execution.

e (Cleanup: This run completed execution and is doing some final operations.

e Finished: The run has already executed and finished successfully.

e Overdue: The run was scheduled to execute at a certain time in the past but did
not. It may get executed soon if it is not beyond a certain threshold.

e Missed: The run was scheduled but did not execute at its given time. This can
happen if the scheduler was not running at the allotted time or the task was
paused.

e Failed: The run failed to complete for some reason.

e Non-Starter: The run could not be scheduled because there were no timeslots
that could accommodate the constraints.

e Canceled: The task was cancelled before the run was executed.

2819-85-89T14:26:24-84:80 pScheduler Monitor perfsonarl

2819-85-89T18:23: Finished trace --dest 192.168.3.18 --source 192.168.1.18
2819-85-89T18:33: Finished trace --dest 192.168.3.18 --source 192.168.1.18
194: Finished throughput --dest 192.168.3.18
2819-85-89T17:89: Finished rtt --dest
2819-85-89T17:11: Finished rtt --dest
2819-85-89T17:13: Finished rtt --dest
2819-85-89T17:15: Finished rtt --dest
2819-85-89T17:17: Finished rtt --dest
2819-85-89T17:19: Finished rtt --dest
2819-85-89T17:21: Finished rtt --dest
2819-85-89T17:23: Finished rtt --dest
2819-85-89T17:25: Finished rtt --dest
2819-85-89T17:27: Finished rtt --dest
2819-85-89T18:85: Finished throughput --source 192.
2819-85-89T18:22: Finished rtt --dest 192.168.2.18
2819-85-89T18:23: Finished throughput --source 192.
2819-85-89T18:24: Finished rtt --dest 192.168.2.18

NNNNNNNNNN

2819-85-89T18:26: On Deck rtt --dest 192.168.2.160
2819-85-89T18:28: Pending rtt --dest 192.168.2.160
2819-85-89T18:29: Pending throughput --source 192.
2819-85-89T18:30: Pending rtt --dest 192.168.2.10
2819-85-89T18:32: Pending throughput --source 192.
2819-85-89T18:32: Pending rtt --dest 192.168.2.168
2819-85-89T18:34: Pending rtt --dest 192.168.2.18
2819-85-89T18:35: Pending throughput --source 192.
2819-85-89T18:36: Pending rtt --dest 192.168.2.18
2819-85-89T18:38: Pending throughput --source 192.
2819-85-89T18:38: Pending rtt --dest 192.168.2.168
2819-85-89T18:48: Pending rtt --dest 192.168.2.160
2819-85-89T18:41: Pending throughput --source 192.
2819-85-89T18:44: Pending throughput --source 192.
2819-85-89T18:47: Pending throughput --source 192.
2819-85-89T18:508: Pending throughput --source 192.
2819-85-89T18:53: Pending throughput --source 192.

Step 2. To exit from pScheduler monitor, press [Ctr1+c|.

5.2 pScheduler schedule

The pscheduler schedulelcommand asks pScheduler to fetch scheduled task runs
from the past, present or future and display them as text.

Step 1. In perfSONAR1 command line, follow the command format (1) and type:
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pscheduler schedule

[admin@perfsonarl ~1$ pscheduler schedule

2819-85-89T18:38:28Z - 2ZU19-U5-HYT18:34 (On Deck)

rtt --dest 192.168.2.18 (Run with too &,
1ittps://localhost/pscheduler/tasks/d46a6222-2ddd-48a4-986a-99df5579¢212/runs/155d7165-89cB-48ad -bSda
aaf?7a991455c

2819-85-89T18:32:22Z - 2819-85-89T18:32:41Z (Pending)

throughput source 192.168.1.18 dest 192.168.2.18 (Run with tool ’iperf3’)
1ttps://localhost/pscheduler/tasks/f44818ab-cbal-4fc?-867a-a4848c4b6b85/runs/12564426-1378-4e99-b6f f
-?f658ae4d5bb

2819-85-89T18:32:28Z - 2819-85-89T18:32:39Z (Pending)
rtt --dest 192.168.2.18 (Run with tool ’ping’)

https://localhost/pscheduler/tasks/d46a622Z2-2ddd-48a4-986a-99df 5579212/ runs/€985217c-fBeb-4ald-8a37?
beB819cddcf 25

2819-85-89T18:34:282 - 2819-85-89T18:34:39Z (Pending)

rtt --dest 192.168.2.18 (Run with tool ’ping’)
1ittps://localhost/pscheduler/tasks/d46a6222-2ddd-48a4-986a-99df 55 212/runs/8327a96b-dbca-4f 2d -8f bb|
1db78b63625c

2019-85-89T18:35:22Z - 20819-85-89T18:35:41Z (Pending)

throughput source 192.168.1.18 d 192.168.2.18 (Run with tool ’iperf3’)
s7localhost/pscheduler/task 44818ab-cbal-4fc?-867a-a4848c4b6b85/runs/1e932f62-e3f 2-4dc8-b3bf

-4e178791c59d

Step 2. To exit from pScheduler schedule, press[ctr1+d.

6 Canceling tasks

So far there are two pscheduler tasks running. In this section, the user will cancel the
scheduled Round-Trip Time (RTT) and throughput tasks which are running.

Step 1. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler schedule --filter-test rtt

[admin@perfsonarl 71§ [pscheduler schedule filter-test rtt

2819-85-89T19:45:192 - Z¥19-685-89T19745738Z (Pending)

tt --dest 192.168.2.18 (Run with tool ’ping’)
https://localhost/pscheduler/tasks/631bbBcd-f92c-4de?-be3e-18c88a455cbb/runs/b14caSb1-c399-4448-a413
b3B1aadSfc8a

2819-85-89T28:85:19Z - 2819-85-89T7208:85:38Z (Pending)
rtt --dest 192.168.2.18 (Run with tool ’ping’)

https://localhost/pscheduler/tasks/631bbBed -f92c-4de?-be3e-18cB88a455cbb/runs/828d34eb-f434-4f c2-b65c
-88d44cB8c349

2819-85-89T208:25:19Z - 20819-85-897208:25:38Z (Pending)
dest 192.168.2.18 (Run with tool ’ping’)
https://localhost/pscheduler/tasks/631bbBcd -f92c-4de?-be3e-18c88a455cbb/runs/de3ac3f6-4337-47b6-98c5
dc3433b83fc2
[admin@perfsonarl ~1$

The user will see the scheduled task for Round-Trip Time (RTT) measurement.
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Step 2. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler cancel https://localhost/pscheduler/tasks/[url]

Replace with the first three characters of the last task URL. In this example, the
first three characters of the task is [631], these characters may vary then, press Tab key
to autocomplete the following characters. Press Enter to cancel the task.

ddminﬁperfﬁnndr1 ~1$ |pscheduler cancel https://localhost/pscheduler/tasks/631bb8cd-f92c-4de?-be3e-1
ic88a455chbb

admin@perfsonarl ~19

Step 3. In perfSONAR1 command line, type the command [pscheduler monitor|to
visualize the schedule.

2819-85-89T15:32:18-84:080 pScheduler Monitor

2819-85-89T18:41: Finished throughput --source
2819-85-89T18:44: Finished throughput --source
2819-85-89T18:47: Finished throughput --source
2819-85-89T18:58: Finished throughput --source
2819-85-89T18:53: Finished throughput --source
2819-85-89T18:56: Finished throughput --source
2819-85-89T18:59: Finished throughput --source
2819-85-89T19:82: Finished throughput --source
2819-85-89T19:685: Finished throughput --source
2819-85-89T19:688: Finished throughput --source
2819-85-89T19:11: Finished throughput --source
2819-85-89T19:14: Finished throughput --source

$17: Finished throughput --source
2819-85-89T19:28: Finished throughput --source
2819-85-89T19:23: Finished throughput --source
2819-85-89T19:25: Finished rtt --dest 192.168.2.18
2819-85-89T19:26: Finished throughput --source 192.
2819-85-89T19:29: Finished throughput --source 192.
2819-85-89T19:32: On Deck throughput --source 192.
2819-85-89T19:35: Pending throughput --source 192.
2819-85-89T19:38: Pending throughput --source 192.
2819-85-89T19:41: Pending throughput --source 192.
2819-85-89T19:44: Pending throughput --source 192.
2819-85-89T19:47: Pending throughput --source
2819-85-89T19:58: Pending throughput --source
2819-85-89T19:53: Pending throughput --source
2819-85-89T19:56: Pending throughput --source
2819-85-89T19:59: Pending throughput --source
2819-85-89T208:82 : Pending throughput --source

:85: Pending throughput --source
2819-85-89T20:88 : Pending throughput --source
2819-85-89T260:11: Pending throughput --source
2819-85-89T20:14: Pending throughput --source
2819-85-89T28:17: Pending throughput --source
2819-85-89T20:208: Pending throughput --source

N N
NNNNNNNNNNNNNNN
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o

NNNNNNNNNNNNNNNNNNN

The user will notice that all the Round-Trip Time (RTT) tasks are finished and there are not
more tasks like this scheduled.

Step 4. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler schedule --filter-test throughput

The user will see the scheduled task for round-trip time (RTT) tests.
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admin@perfsonarl ~1§ |pscheduler schedule filter-test throughput
2819-85-89T19:: 22 - 2B19-85-89T19:35:41Z  (Pending)
throughput sour 192.168.1.18 d 192.168.2.18 (Run with tool ’iperf3’)
ittps://localhost/pscheduler/tasks/f44818ab-cbal-4fc?-867a-a4848c4b6bBS5/runs/BeaZbf 35-287a-45d3
758914649f 3d

2819-85-89T19:38:22Z - 2819-85-89T19:38:41Z (Pending)

throughput --sour 192.168.1.18 --d 192.168.2.18 (Run with tool ’iperf3’)
https://localhost/pscheduler/task 1818ab-cbal-4fc?-867a-a4848c4b6bB5/runs/de3d63e9-41c4a-1868-bB4f
1Z2dabfdf45a6

2819-85-89T19:41:222 2819-85-89T19:41:41Z (Pending)
throughput sour 192.168.1.18 --dest 192.168.2.18 (Run with tool ’iperf3’)

s7localhost/pscheduler/tasks/f44818ab-cbal-4fc?7-867a-a4848c4b6b85/runs/9f be3b67-14a7-4ael
a9466284dbbe

2819-85-89T19: 22Z - 2819-85-89T1 ‘41Z (Pending)

throughput sour 19Z2.168.1.18 d 192.168.2.18 (Run with tool ’iperf3’)
https://localhost/pscheduler/tas 44818ab-cbal-4fc?-867a-a4848c4b6bBS/runs/766bd658-72e2-4e22
98bcB911c9f a

2819-85-89T19:47:22Z - 2819-85-89T19:47:41Z (Pending)

throughput --source 192.168.1.18 --dest 192.168.2.18 (Run with tool ’iperf3’)
https://localhost/pscheduler/tasks/f44818ab-cbal-4fc?-867a-a1848c4b6bB5/runs/1888448f -9e39-4d5c-98ef
23B8cd?889b4c

Step 5. In perfSONAR1 command line, follow the command format (1) and type:

pscheduler cancel https://localhost/pscheduler/tasks/[url]

Replace with the first three characters of the last task URL. In this example, the
first three characters of the task is [f44], these characters may vary then, press Tab key
to autocomplete the following characters. Press Enter to cancel the task.

[admin@perfsonarl ~1§ pscheduler cancel https://localhost/pscheduler/tasks/f44818ab-cbal-4fc?-867a-a
4848c4bbbBS
[admin@perfsonarl ~1§ _

Step 6. In perfSONAR1 command line, type the command [pscheduler monitor|to
visualize the schedule.

2A19-85-89T15:34:24-84:88 pScheduler Mo

2819-85-89T18:44: Finished throughput --source 192.
2819-85-89T18:47: Finished throughput --source 192.
2819-85-89T18:58: Finished throughput --source 192.
2819-85-89T18:53: Finished throughput --source 192.
2819-85-89T18:56: Finished throughput --source 192.
2819-85-89T18:59: Finished throughput --source 192.
2819-85-89T19:82: Finished throughput --source 192.
2819-85-89T19:85: Finished throughput --source 192.
2819-85-89T19:88: Finished throughput --source 192.
2819-85-89T19:11: Finished throughput --source 192.
2819-85-89T19:14: Finished throughput --source 192.
2819-85-89T19:17: Finished throughput --source 192.
2819-85-89T19:28: Finished throughput --source 192.
2819-85-89T19:23: Finished throughput --source 192.
2819-85-89T19:25: Finished rtt --dest 192.168.2.18
2819-85-89T19:26: Finished throughput --source 192
2819-85-89T19:29: Finished throughput --source 192.
2819-85-89T19:32: Finished throughput --source 192.

N N N
NNNNNNNNNNNN NN
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The user will notice that all the tasks are finished and there are not more tasks scheduled.

This concludes lab 5.
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Lab 6: Bandwidth-delay Product and TCP Buffer Size

Overview

This lab explains the Bandwidth-Delay Product (BDP) in Wide Area Networks (WAN) and
how to perform TCP Tuning in a perfSONAR node to modify the buffer size. Throughput
measurements are also conducted in this lab to verify the buffer size configuration using
pScheduler commands.

Objectives
By the end of this lab, the user will:

Understand Bandwidth-Delay Product (BDP).
Define TCP window size.

TCP window size calculation.

Change buffer size with sysctl.

Emulate WAN using NETEM commands.
Visualize the results on pScheduler report.

S

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu).
The Client host is used to access perfSONAR graphical user interface.

@ Client perfSONAR2

" .20 .10

2
192.168.2.0/24 R2

1

192.168.3.0/24

10

perfSONAR3

Figure 1. Lab topology.
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Lab settings
The information in Table 1 provides the credentials to access to perfSONAR nodes.

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONARS3.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap

The lab includes the following tasks:

1. Section 1: Introduction.

2. Section 2: Emulating 2 Gbps high-latency WAN.

3. Section 3: BDP and buffer size experiments.

4. Section 4: Modifying the buffer size and throughput test.
1 Introduction

1.1 TCP buffers

Consider Figure 1, which shows a data transfer between a sender and a receiver. At the
sender side, TCP receives data from the application layer and places it in the TCP buffer.
Typically, TCP fragments the data in the buffer into Maximum Segment Size (MSS) units
and passes the newly formed segments (application-layer data plus TCP header) to the
network layer. In this example, the MSS is 100 bytes. A segment stored in the TCP send
buffer will only be removed from the buffer when a corresponding acknowledgement is
received. If the send buffer is full, TCP blocks the application from sending new data. Each
segment carries a sequence number, which is the byte-stream number of the first byte in
the segment. The corresponding acknowledgement (Ack) carries the number of the next
expected byte (e.g., Ack-101 acknowledges bytes 1-100, carried by the first segment).

At the receiver side, TCP receives data from the network layer and places it into the TCP
receive buffer. TCP delivers the data in order to the application layer. The implication here
is that bytes contained in a segment, say segment 2 (bytes 101-200), cannot be delivered
to the application layer before the bytes contained in segment 1 (bytes 1-100) are
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delivered to the application layer. At any given time, the TCP receiver indicates to the TCP
sender how many bytes the latter can send. This reflects how much free buffer space is
available at the receiver.

To Application

From Application (in-order delivery)
l TCP send buffer TCP receive buffer T

[ 801-900 |[ 701-800 | ... 201-300 |[ 101-200 |[ 1-100 ]
Seq. number

[ 201-300 |[ 101-200 |[ 1-100 | (first byte in segment)

I — f
To Network .. | 501-600 | [ 401-500 ] From Network
‘_
[ Ack-101 | [ Ack201 ]

Ack number (next expected byte)

Figure 1. TCP send and receive buffers.

1.2 Bandwidth-delay product

In many Wide Area Networks (WANSs) connecting geographically separated locations, the
Round-Trip Time (RTT), which is the time it takes for a small packet to travel from sender
to receiver and then back to the sender, is dominated by the propagation delay. Long
RTTs along with TCP buffer size can have important implications for the efficiency of the
bandwidth utilization and throughput. As an example, consider a 10 Gbps WAN with a 50-
millisecond RTT. Assume that the TCP send and receive buffer sizes are set to 1 Mbyte (1
Mbyte = 10242 bytes = 1,048,576 bytes = 1,048,576 - 8 bits = 8,388,608 bits). At 10 Gbps,
this number of bits is approximately transmitted in:

# bits _ 8,388,608
transmission rate 10 - 10°

tx = 0.84 milliseconds.

l.e., if at t = 0 the TCP sender starts transmitting, at t = 0.84 milliseconds the content in
TCP send buffer has been completely sent. At this point, TCP must wait for the
corresponding acknowledgements, which will only start arriving at t = 50 milliseconds.
This means that the sender only uses 0.84/50 or 1.68% of the available bandwidth.

The solution to that above problem lies in allowing the sender to continuously transmit
segments until the corresponding acknowledgments arrive back. Note that the first
acknowledgement arrives after RTT = 50 milliseconds. The number of bits that can be
transmitted in this time period is given by bandwidth of the channel in bits per second
multiplied by the RTT. This quantity is referred to as the Bandwidth-Delay Product (BDP).
For the above example, the buffer size must be greater than or equal to the BDP:

TCP buffer size > BDP = (10 - 10°)(50 - 1073) = 500,000,000 bits = 62,500,000 bytes.

The first factor (10 - 10°) is the bandwidth; the second factor (50 - 1073) is the RTT. For
practical purposes/configuration, the TCP buffer can be also expressed in Mbytes (1
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Mbyte = 10242 bytes) or Gbytes (1 Gbyte = 1024 bytes). The above expression, in Mbytes,
is:

TCP buffer size = 62,500,000 bytes = 59.6 Mbytes =~ 60 Mbytes.

1.3 Practical observations on setting TCP buffer size

Linux systems configuration. When configuring the buffer size in Linux systems, it is
important to note that Linux assumes that half of the send/receive TCP buffers are used
for internal kernel structures. Thus, only half of the buffer size is used to store segments.
This implies that if a TCP connection requires certain buffer size, then the administrator
must configure the buffer size equals to twice the bandwidth-delay product. For the
previous example, the TCP buffer size must be:

TCP buffer size > 2 - BDP = 2 - 60 Mbytes = 120 Mbytes.

Packet loss scenarios. TCP provides a reliable, in-order delivery service. In this context,
reliability means that bytes successfully received must be acknowledged. The sender will
only release (free the memory) a segment stored in its TCP send buffer after it receives
the corresponding acknowledgement. In-order delivery means that the receiver only
delivers bytes to the application layer in sequential order. This has some performance
implications, as illustrated next. Consider Figure 2, which shows a TCP receive buffer.
Assume that the segment carrying bytes 101-200 was lost in transit. Although the receiver
has successfully received bytes 301-900, they cannot be delivered to the application layer
until bytes 101-200 are received. Note that the receive buffer may become full, thus
preventing the reception of additional bytes beyond byte 900. Thus, the sender will be
blocked, and the bandwidth will be underutilized (eventually, the sender will retransmit
the segment 101-200).

To Application
(in-order delivery)

TCP receive buffer T

| 501-600 || 401-500 || 301-400 |
| 801-900 || 701-800 || 601-700 |

3

From Network

Figure 2. TCP receive buffer. Although bytes 301-900, they cannot be delivered to the application
layer until the segment carrying bytes 101-200 are received.

To fully utilize the available bandwidth, the TCP send and receive buffer must be large
enough to prevent such situation.

1.4 TCP window size calculated value
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The receiver must constantly communicate with the sender to indicate how much free
buffer space is available in the TCP receive buffer. This information is carried in a TCP
header field called window size. The window size has a maximum value of 65,535 bytes,
as the header value allocated for the window size is two bytes long (16 bits; 216-1 = 65,535).
However, this value is not large enough for high-bandwidth high-latency networks.
Therefore, TCP window scale option was standardized in RFC 1323. By using this option,
the calculated window size may be increased up to a maximum value of 1,073,725,440
bytes.

When advertising its window, a device also advertises the scale factor (multiplier) that
will be used throughout the session. The TCP window size is calculated as follows:

Scaled TCPy;, = TCPy;, - Scaling Factor

Consider the following example. For an advertised TCP window of 2,049 and a scale factor
of 512, then the final window size is 1,049,088 bytes. Figure 3 displays a packet inspected
in Wireshark protocol analyzer for this numerical example.

» Flags: 0x010 (ACK)
Window size value: 2049
[Calculated window size: 1049088]
[Window size scaling factor: 512]

Figure 3. Window Scaling in Wireshark.

1.5 Zero window

When the TCP buffer is full, a window size of zero is advertised to inform the other end
that it cannot receive any more data. When a client sends a TCP Window of zero, the
server will pause its data transmission, and waits for the client to recover. Once the client
is recovered, it digests data and informs the server to resume the transmission by setting
again the TCP Window.

2 Emulating 2 Gbps high-latency WAN

In this section, the user will emulate a high-latency WAN by introducing a 100ms delay to
the network. Specifically, the user will set 50ms delay to the router R1 and 50ms delay to
router R2 using Network Emulator (NETEM) commands. Additionally, the bandwidth
between perfSONAR1 and perfSONAR3 nodes will be set to 2 Gbps using Token Bucket
Filter (TBF). In order to verify, the user will run a throughput test using pScheduler
commands.

Step 1. On the topology, click on router R1 and enter the username [root|and password
as password. Note that the password will not be displayed while typing it.
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Kernel 4.19.1-1.el?7.elrepo.x86_64 on an x86_64

root

Step 2. To identify the interface connected to the network 192.168.2.0/24, in router R1
command line, type the command [i £config). This command displays information related
to the network interfaces in the local device.

[root@BR1 ™ 1# [ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15608
inet 192.168.1.1 netmask 255.255.255.8 broadcast 192.168.1.255
inetb feBB::1db9:17ab:218f :23a7? prefixlen 64 scopeid BxZ28<1ink>
ether B8:58:56:ae:9a:bd txqueuelen 1888 (Ethernet)
RX packets 38 bytes 2753 (2.6 KiB)
RX errors 8 dropped 8 overruns 8 frame @
TX packets 32 bytes 2839 (2.7 KiB)
TX errors B8 dropped B8 overruns B carrier 8 collisions @

ens36: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15608
inet 283.8.113.2 netmask 255.255.255.8 broadcast 283.8.113.255
inetb feBB::claB:dBce:dde9:24ce prefixlen 64 scopeid Bx28<1ink>
ether 88:58:56:ae:8f :fa txqueuelen 1888 (Ethernet)
RX packets 128 bytes 12751 (12.4 KiB)
RX errors B8 dropped 4 overruns 8 frame @
TX packets 235 bytes 18898 (18.4 KiB)
TX errors @ dropped 8 overruns 8@ carrier B8 collisions 8

ens37: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1568
inet 192.168.2.1 netmask 255.255.255.8 broadcast 192.168.2.255
inetb feBB::46d7:42e:b419:21a1 prefixlen 64 scopeid BxZ28<1ink>
ether B8:58:56:ae:e4:84 txqueuelen 1888 (Ethernet)
RX packets 138 bytes 18161 (9.9 KiB)
RX errors 8 dropped 8 overruns 8 frame @
TX packets 73 bytes 6898 (6.7 KiB)
TX errors 8 dropped 8 overruns B carrier 8 collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.8.8.8
inetb ::1 prefixlen 128 scopeid Bx18<host>
loop txqueuelen 1888 (Local Loopback)
RX packets 8 bytes 8 (8.8 B)
RX errors B8 dropped 8 overruns B frame @
TX packets 8 bytes 8 (8.8 B)
TX errors 8 dropped 8 overruns 8 carrier 8 collisions 8

[root@R1 “1# _

The output of the indicates that router R1 has three interfaces. The interface
ens37 connects router R1 to the network 192.168.2.0/24. Thus, this interface must be
used for emulation.

Step 3. In order to add a 50ms delay, in router R1 CLI type the following command:
sudo tc gdisc add dev ens37 root handle 1: netem delay 50ms

[root@PR1 "1# sudo tc gdisc add dev ens3?7 root handle 1: netem delay 5S58ms

[root@ER1 ™ 1#

Step 4. In order to set the bandwidth, type the command shown below. This command
sets the bandwidth to 2 Gbps on router R1 ens37 interface. The parameters are the
following:
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° !ii!ﬂ::hgbﬁ
e [purst]: 500,000
e [limit]: 50,000,000

sudo tc gdisc add dev ens37 parent 1: handle 2: tbf rate 2gbit burst 500000
limit 50000000

[root@R1 “1# |sudo tc gdisc add dev ens37 parent 1: handle 2: tbf rate Z2gbit burst 580808088 limit 50000
\al4[%]
[root@PR1 ™ 1#

Step 5. On the topology, click on R2 and enter the username and as
password. Note that the password will not be displayed while typing it.

ent0S Linux 7 (Core)
Kernel 4.19.1-1.el?7.elrepo.x86_64 on an xB86_64

root

Step 6. To identify the interface connected to the network 192.168.2.0/24, in R2
command line, type the command [i £config}. This command displays information related
to the network interfaces in the local device.

[root@RZ2 ™1 |ifconfig
ens33: flags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 15608
inet 192.168.3.1 netmask 255.255.255.8 broadcast 192.168.3.255
inetb feBB::258:56ff :feae:eSdc prefixlen 64 scopeid Bx28<1ink>
ether 88:58:56:ae:e5:dc  txqueuelen 1888 (Ethernet)
RX packets 1813392857 bytes 1488874592733 (1.3 TiB)
RX errors B dropped 8 overruns 8 frame 8
TX packets 1217711915 bytes 2989379957458 (2.6 TiB)
TX errors 8 dropped 8 overruns B8 carrier B8 collisions 8

ns3?7: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1508
inet 192.168.2.2 netmask 255.255.255.8 broadcast 192.168.2.255
inetb feBB::18a6:2962:4b7e:c2la prefixlen 64 scopeid Bx28<1link>
ether 88:58:56:ae:96:6a txqueuelen 1888 (Ethernet)
RX packets 1213137583 bytes 1799533693195 (1.6 TiB)
RX errors B8 dropped 18 overruns 8 frame 8
TX packets 1816668699 bytes 2482663289617 (2.1 TiB)
TX errors B dropped 8 overruns 8 carrier B8 collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.6.8.08

ineté ::1 prefixlen 128 scopeid Bx18<host>

loop txqueuelen 1888 (Local Loopback)

RX packets 468 bytes 37528 (36.6 KiB)

RX errors B dropped 8 overruns 8 frame 8

TX packets 468 bytes 37528 (36.6 KiB)

TX errors B dropped B8 overruns B carrier B collisions 8

[root@BRZ ™ 1#
The output of the command indicates that R2 has two interfaces. The interface
ens37 connects R2 to the network 192.168.2.0/24. Thus, this interface must be used for

emulation.

Step 7. In order to add a 50ms delay, in R2 command line type the command:
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sudo tc gdisc add dev ens37 root netem delay 50ms

[root@RZ " 1# |sudo tc gdisc add dev ens37 root netem delay 5S58ms

[rootBRZ ~1#

Step 8. To verify if the parameters where applied, on the topology, click on perfSONAR1
node and login entering the username and password [admin. Note that the
password will not be displayed while typing it.

ent0S Linux 7 (Core)
Kernel 3.10.8-957.1.3.e17.x86_64 on an xB86_64

perfsonarl login:|admin

Last login: Wed Jan 38 15:14:47 on ttyl
elcome to the perfSONAR Toolkit v4.1.5-1.el?

ou may create accounts to manage this host through the web interface by rumming the following as ro
ot :

susr/libsperfsonar/scripts/nptoolkit-conf igure.py
e web interface should be available at:

https://[host addressl/toolkit
[admin@perfsonarl ~1$

Step 9. In perfSONAR1 command line, type the following command to verify if the delay
was applied:

pscheduler task rtt —--source 192.168.1.10 --dest 192.168.3.10

o is the command to interact with perfSONAR.

o is a pScheduler command.

o is the test type.

o is to specify where the test should originate, in this case it is
perfSONAR1 node (192.168.1.10).

o is the destination node, in this case it is perfSONAR3 (192.168.3.10).

[admin@perfsonarl “15 |[pscheduler task rtt source 192.168.1.18 dest 192.168.3.18
submitting task...

ask URL:

1ttps://192.168.1.18/pscheduler/tasks/68f a346d-bB28-4419-9884-14189b5ae252

Runming with tool ’ping’

[Fetching first run...

ext scheduled run:
jhttps:/,192.168.1.18/pscheduler/tasks/68f a346d-bB28-4419-9884-1d189b5ae252/runs/?c8b57dd-5f af -4874-9
65-5e34be967b76
Starts 2820-81-83T21:51:38Z (77 seconds)
[Ends 2020-81-83T21:51:49Z (718 seconds)
iting for result...

192.168.3.18 64 Bytes TIL 62 RTT 100.08008
192.168.3. 64 Bytes TIL 62 RTT 1068.0808688
192.168.3. 64 Bytes TIL 62 RTT 100.6000
192.168.3. 64 Bytes TIL 62 RTT 100.6000
192.168.3. 64 Bytes TIL 62 RTT 100.808688

7 Packet Loss RTT Min/Mean/Max/StdDev 100 .536080808.,1808 .59800808,186 . 7618888 .217088 ms

o further runs scheduled.
[admin@perfsonarl ~19
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The result above indicates that all five packets were received successfully (0% packet loss)
and that the minimum, average, maximum, and standard deviation of the Round-Trip
Time (RTT) were 100.53, 100.59, 100.761 and 0.217 milliseconds, respectively. The output
above verifies that delay was injected successfully, as the RTT is approximately 100ms.

Step 10. To verify the throughput, in perfSONAR1 command line, type the following
command:

pscheduler task throughput --source 192.168.1.10 --dest 192.168.3.10

o is the command to interact with perfSONAR.

J is a pScheduler command.

o is the test type.

o is to specify where the test should originate, in this case it is
perfSONAR1 node (192.168.1.10).

o is the destination node, in this case it is perfSONAR3 (192.168.3.10).

[admin@perfsonarl "1§ |pscheduler task throughput source 192.168.1.18 dest 192.168.3.18
submitting task...
ask URL:
https:/,192.168.1.18/pscheduler/tasks/4c56e9f f -9f 6d-428f -8d53-e42a2B8a122f f
Runmming with tool ’iperf3’
Fetching first run...

ext scheduled run:
https://192.168.1.18/pscheduler/tasks/4c56e9f f -9f 6d-428f -8d53-e42a2B8a122f f /runs/d564a625-b91b-4e?5-b
865-bdebeb2c3ef B
tarts 2620-81-83T22:83:41Z (76 seconds)
[Ends 2028-81-83T22:84:88Z (718 seconds)
iting for result..

Throughput Retransmits Current Window
144.49 Mbps a 3.58 MBytes
1.86 Gbps 1945 17.78 MBytes
1.42 Gbps a 17.78 MBytes
1.41 Gbps a 17.75 MBytes
1.39 Gbps a 17.86 MBytes
1.14 Gbps 222 8.98 MBytes
782.55 Mbps 9.88 MBytes
782.55 Mbps 9.12 MBytes
734.88 Mbps 9.38 MBuytes
765.44 Mbps 9.75 MBytes

Throughput Retransmits
946 .62 Mbps 2167

o further runs scheduled.
admin@perfsonarl ~15

Notice the measured throughput now is around 950 Mbps, which is different than the
value assigned in the rule. In the following section, the user will modify the send and
receive TCP buffer size in order to achieve 2 Gbps bandwidth.

3 BDP and buffer size experiments

In a connection-oriented protocol such as TCP, BDP plays an important role as it
represents the amount of buffering required on both senders and receivers (transmitting
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end-hosts). In connections that have a small BDP (either because the link has a low
bandwidth or because the latency is small), buffers are usually small. However, in high-
bandwidth high-latency networks, where the BDP is large, a larger buffer is required to
achieve the maximum theoretical bandwidth.

3.1 Window size in sysctl
In this section, the user will set different values the corresponding sysct/ keys, which is

used for dynamically changing parameters in the Linux operating system. It allows users
to modify kernel parameters dynamically without rebuilding the Linux kernel.

The sysctl key for the receive window size is jnet.ipv4.tcp rmen] and the send window
size isjnet.ipv4.tcp wmen].

Step 1. To read the current receiver window size value of perfSONAR1 node, type the
following command:

sysctl net.ipv4.tcp rmem

[admin@perfsonarl “15|sysctl net.ipvd.tcp_rmem
net . ipvd.tcp_rmem = 4896 87388 33554432

[admin@perfsonarl ~1§ _

Step 2. To read the current send window size value of perfSONAR1 node, type the
following command:

sysctl net.ipv4.tcp wmem

[admin@perfsonarl “15|sysctl net.ipuvd.tcp_wmem
net . ipvd.tcp_wmem = 46896 65536 33554432

[adminBperfsonarl ~19

The returned values of both keys (net.ipv4.tcp rmen and jnet.ipv4.tcp wmenl) are
measured in bytes. The first number represents the minimum buffer size used by each
TCP socket. The middle one is the default buffer which is allocated when applications
create a TCP socket. The last one is the maximum receive buffer that can be allocated for
a TCP socket. Note that similar results are displayed in perfSONAR2 and perfSONAR3. For
simplicity, in this section is just shown the values on perfSONAR1 node.

The default values used by in perfSONAR nodes are:

e Minimum: 4,096
e Default: 65,536
e Maximum: 33,554,432

Note that the maximum value is 32 Mbytes. However, to achieve the maximum
throughput, it is necessary to set the send and receive TCP buffer size to at least twice
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Bandwidth-Delay Product (2 - BDP). In the previous test (2 Gbps, 100ms delay), the buffer
size was not modified on end-hosts namely, perfSONAR1 and perfSONAR3 nodes.

The BDP for the above test is:
BDP = (2 - 109) - (100 - 10‘3) = 200,000,000 bits = 25,000,000 bytes = 25 Mbytes.

Note that twice BDP is around 50 Mbytes thus, this value is significantly greater than the
maximum buffer size (32 Mbytes), and therefore, the pipe is not getting filled, which leads
to network resources underutilization (see section 1.3).

4 Modifying buffer size and throughput test

This section repeats the throughput test after modifying the buffer size on perfSONAR1
and perfSONAR3 nodes according to the formula described above. This test assumes the
same network parameters introduced in the previous test therefore, the bandwidth is
limited to 2 Gbps and the RTT (delay or latency) is 100ms. The send and receive buffer
sizes should be set to at least 2 - BDP. Use 25 Mbytes value for the BDP instead of
25,000,000 bytes (1 Mbyte = 10242 bytes).

BDP = 25 Mbytes = 25 - 10242 bytes = 26,214,400 bytes
TCP buffer size = 2 - BDP = 226,214,400 bytes = 52,428,800 bytes

Step 1. To change the TCP receive-window size value, type the following command on
perfSONAR1 CLI. If a password is required, type as the password. Note that the
password will not be displayed while typing it. The values set are: 4,096 (minimum),
65,536 (default) and 52,428,800 (maximum, calculated by doubling the BDP).

sudo sysctl -w net.ipvé4.tcp rmem=’'4096 65536 52428800’

[admin@perfsonarl ~15|sudo sysctl -w net.ipud.tcp_rmem="4896 65536 52428808°
net . ipvd.tep_rmem = 4896 65536 52428888

[admin@perfsonarl ~1$

The returned values are measured in bytes. 4,096 represents the minimum buffer size
that is used by each TCP socket. 65,536 is the default buffer which is allocated when
applications create a TCP socket. 52,428,800 is the maximum receive buffer that can be
allocated for a TCP socket.

Step 2. To change the current send-window size value, type the following command on
perfSONAR1 CLI. The values set are: 4,096 (minimum), 65,536 (default) and 52,428,800
(maximum, calculated by doubling the BDP).

sudo sysctl -w net.ipvé4.tcp wmem='4096 65536 52428800’

[admin@perfsonarl ~15 [sudo sysctl -w net.ipv4.tcp_wmem="4896 65536 52428808’
net.ipvd.tcp_wmem = 4896 65536 52428800

[admin@perfsonarl ~1§ _
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Step 3. To verify if the parameters were applied, on the topology, click on perfSONAR3
node and login entering the username and password [admin. Note that the
password will not be displayed while typing it.

ent0S Linux 7 (Core)
Kernel 3.18.8-957.1.3.el17.x86_64 on an xB6_64
perfsonar3 login:|admin

Last login: Wed Jan 38 16:55:14 on ttyl
elcome to the perfSONAR Toolkit v4.1.5-1.el?

ou may create accounts to manage this host through the web interface by runmning the following as ro

ot :
susr/lib/perfsonar/scripts/nptoolkit-conf igure.py
he web interface should be available at:

https://[host addressl-/toolkit
[admin@perfsonar3 ~1§ _

Step 4. To change the TCP receive-window size value, type the following command on
perfSONAR1 CLI, if a password is required, type as password. Note that the
password will not be displayed while typing it. The values set are: 4,096 (minimum),
65,536 (default) and 52,428,800 (maximum, calculated by doubling the BDP).

sudo sysctl -w net.ipvé4.tcp rmem=’'4096 65536 52428800’

[admin@perfsonar3 ~15|sudo sysctl -w net.ipuvd.tcp_rmem="4896 65536 524288688’
net.ipud.tcp_rmem = 4896 65536 52428800

[admin@perfsonar3 ~1§ _

The returned values are measured in bytes. 4,096 represents the minimum buffer size
that is used by each TCP socket. 65,536 is the default buffer which is allocated when
applications create a TCP socket. 52,428,800 is the maximum receive buffer that can be
allocated for a TCP socket.

Step 5. To change the current send-window size value, type the following command on
perfSONAR1 CLI. The values set are: 4,096 (minimum), 65,536 (default) and 52,428,800
(maximum, calculated by doubling the BDP).

sudo sysctl -w net.ipv4.tcp wmem='4096 65536 52428800’

[admin@perfsonar3 ~ 15 sudo sysctl -w net.ipvd.tcp_wmem="4896 65536 52428860’
net . ipvd.tcp_wmem = 4896 65536 52428800

[admin@perfsonar3 ~19

Step 6. To verify the if after the configuration the throughput is achieved, go back to
perfSONAR1 CLI and type the following command:

pscheduler task throughput --source 192.168.1.10 --dest 192.168.3.10

o is the command to interact with perfSONAR.
o is a pScheduler command.
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o is the test type.

o is to specify where the test should originate, in this case it is
perfSONAR1 node (192.168.1.10).

o is the destination node, in this case it is perfSONAR3 (192.168.3.10).

[admin@perfsonarl ~15 [pscheduler task throughput --source 192.168.1.18 --dest 192.168.3.18
ubmitting task...

[ask URL:

1ttps:/7192.168.1.18/pscheduler/tasks/8183667f -f dba-4ec9-83cb-e41e3e?acba?

wming with tool ’iperf3’

Fetching first run...

ext scheduled run:
https:/,192.168.1.18/pscheduler/tasks/8183667f -f dba-4ec9-83cb-e41e3e?acba?/runs/e4bd4d43-fed
Be-82b7e1871be9
Starts 2020-81-83T22:16:58Z (76 seconds)

‘nds 2828-81-83T22:17:89Z (718 seconds)

aiting for result...

Stream ID 5

Interval Throughput Retransmits Current Window
.8 - 149.84 Mbps 3.58 MBytes

1.69 Gbps 52.48 MBytes

1.88 Gbps 52.48 MBytes
.92 Gbps 52.48 MBytes
.81 Gbps 26.24 MBytes
.73 Gbps 26.24 MBytes
.91 Gbps 26.24 MBytes
.92 Gbps 26.24 MBytes
.91 Gbps 26.24 MBytes
.91 Gbps 26.24 MBytes

1.8
2.8
3.8
4.8
5.8
6.8
7.8
8.8
9.8
1

o000 ®

Throughput Retransmits
1.68 Gbps 196

o further runs scheduled.
[admin@perfsonarl ~15 _

Note that the measured throughput now is approximately 2 Gbps, which is similar to the
value assigned in the rule (2 Gbps).

This concludes Lab 6.
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Lab 7: Configuring Tasks using pSConfig Template
Overview

This lab presents a template framework for describing and configuring pScheduler tasks
known as pSConfig. The lab describes the steps to create and interpret the parts of a
pSConfig template. The user will use this template to run regular test in a perfSONAR node.

Objectives

By the end of this lab, the user will:

Understand the structure of pSConfig template.
Create a pSConfig configuration file.

Publish a pSConfig configuration file.
Verify tasks using pScheduler monitor.

PwnNpE

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu).
The Client host is used to access perfSONAR graphical user interface.

Border
router

@ Client perfSONAR2

" .20 .10

1 2
192.168.2.0/24 R2

Nl

192.168.3.0/24

10

perfSONAR3

Figure 1. Lab topology.
Lab settings
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The information in Table 1 provides the credentials to access to perfSONAR nodes.

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONARS3.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap
The lab includes the following tasks:

Section 1: Introduction.

Section 2: The pSConfig file structure.

Section 3: Publishing a pSConfig template.

Section 4: Running the pSConfig pScheduler Agent.
Section 5: Viewing Scheduled Tasks.

ukwnN e

1 Introduction

The perfSONAR Configuration (pSConfig) is a template-based setup for describing and
configuring a topology of tasks. A task is defined as a measurement test to be performed
using pScheduler. The topology defines how multiple tasks are interrelated. Overall, the
goal of pSConfig is to simplify the scheduling of such tasks as well as maintenance of
visualization components when managing more than one perfSONAR node.

The basic pSConfig workflow is shown in Figure 2 and consists of three key steps:

1. Atemplate file is defined using the machine-readable JavaScript Object Notation
(JSON) file format to describe the task topology of the perfSONAR hosts.

2. This file is then published to the web where it is read by an agent to perform
specific operations.

3. Agentsread the pSConfig template. An agent is a software that reads one or more
pSConfig templates and uses the information to perform a specific function. The
pScheduler agent which reads template files and submits related measurement
tests to pScheduler and, the MaDDash agent, which reads template files to
generate dashboard in order display the measurement results. Overall this lab
focuses on the first step of building a sample JSON template file.
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In this lab, the user will understand how the file is created. Secondly, the user will
publish the template in order to be accessible by any node in the topology. Then, the
template will be read by an agent. Finally, the user will verify the tasks using
pScheduler monitor.

Step 1: Create pSconfig template

Step 2: Publish template to web

& \\ ||

Step 3: Agents read template §

Figure 2. pSConfig workflow?.

2 The pSConfig file structure

Basically, a pSConfig file has six components: addresses, groups, tests, archives, schedules
and tasks. These components are put all together to perform measurement tests. In this
section all these components are explained. For that purpose, there is available a pSConfig
template in perfSONAR2 node. The user will not modify this file during the lab. This file
will be useful to explain the structure of pSConfig template. In addition, this template will
be used by an agent to run measurement test in the current lab topology.

Step 1. In order to visualize the pSConfig template, open perfSONAR2 and enter the

username and password [admin]. Note that the password will not be displayed while
typing it.
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Cent0S Linux 7 (Core)
Kernel 3.18.8-957.1.3.el17.x86_64 on an xB6_64

perfsonarZ login:|admin

Password :

Last login: Wed Jun 12 22:48:24 on ttyl
lelcome to the perfSONAR Toolkit v4.1.5-1.el?

You may create accounts to manage this host through the web interface by rumming the following as ro
ot :

susr/lib/perfsonar/scripts/nptoolkit-conf igure.py
The web interface should be available at:

https://[host addressl/toolkit
[admin@perfsonar2 ~1§ _

Step 2. After login, type the command shown below, a pSConfig template will be
displayed. Use the arrows to scroll up/down into the file.

nano /home/template.json

GNU nano 2.3.1 File: /homestemplate. json

_meta":{
"display-name": "perfSONAR Lab"
¥,

"archives": {
"esmond_archive_1": {
Yarchiver": “esmond",
Ydata": {
“measurement-agent”: “{« scheduled_by_address #}",
“url”: “https:,/,192.168.2.18/esmond/perfsonar/archive/"

“addresses": {
"perfSONARL": { “address": “192.168.1.18" I,
"perfSONARZ": { “address": “192.168.2.18" I,
"perfSONAR3": { “address": “192.168.3.18" }
¥,

“"groups": {

"loss_group”: {

“type": “mesh",

“addresses": [
{"name": “perfSONAR1"},
{"name": “perfSONARZ"},
{"name": “perfSONAR3"}

1

“"throughput_group"”: {
“type”: "mesh”,
[ Read 89 lines (Converted from DOS format - Warning: No write permission) 1
(& Get Help 1] WriteOut lii Read File Prev Page (6 Cur Pos
i fij] Justify Next Page To Spell

Step 3. Press to close the window. The user could repeat the previous steps
anytime along this lab.

21 Addresses
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The address is the most basic unit of a template. An address is a collection of properties
that act as the unit of input to a task. This address is not necessarily connected to an
interface or host. It is simply an object with properties. The figure 3 illustrates the idea.

X X
4

Figure 3: Representation of three addresses?.

Each shape has certain properties such as the form and the color. In pSConfig these
properties can be used when constructing a task.

Step 1. In perfSONAR2 type nano /home/template.json|, a pSConfig template will be
displayed.

Step 2. Go to the line 17. To see the actual line number press [ctr1+d.

“addresses": {
“perfSONAR1": { “address": “192.168.1.18" 1},
“perfSONARZ": { “address": "192.168.2.18" 3,

"perfSONAR3": { “address": “192.168.3.18" }
3,

In this configuration file these addresses are specified with the names and IP addresses
of perfSONAR1, perfSONAR2 and perfSONAR3.

2.2 Groups

A group describes the way to combine addresses when building the list of tasks. All groups
have a type that provides the base for how addresses are combined. Currently, pSConfig
support three group types.

221 Mesh

The first group type is mesh. A group of type mesh pairs every address against every other

address in the group. A mesh group is shown in the figure 4. Notice that the three
addresses are paired in six groups.
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Pair 1

Pair 2
Addresses

Pair 3

Pair 4

Pair 5

Pair 6

Figure 4: Mesh group?.

The user could visualize the group configuration following the next steps:

Step 1. In perfSONAR2 type nano /home/template.json|, a pSConfig template will be
displayed.

Step 2. Go to the line 22. To see the actual line number press[ctri+d

"groups": {

"loss_group"”: {

"type": “mesh",

“addresses": [
{"name": “perfSONAR1"},
{"name": “perfSONARZ"},
{"name": “perfSONAR3"}

1

i

“"throughput_group"”: {
"type": “mesh",
"addresses": [
{ "name": “perfSONAR1" I,
{ "name": “perfSONARZ" 1},
{ "name": “perfSONAR3" }

The user will see there are two groups, loss_group and throughput_group. The group type
for both is mesh and the nodes involved in these groups are perfSONAR1, perfSONAR2
and perfSONAR3.

2.2.2 Disjoint

The second group type is disjoint. A group of type disjoint pairs every address in one group
(Group A) with every address in another group (Group B). Both groups can have one or
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more addresses. A mesh group is shown in the figure 5. Notice that the three addresses
are paired in four groups.

Group

“A"Addresses “B" Addresses ra

‘ . . group.type = disjoint

Pair 2

Pair 3

Pair 4

eoce

Figure 5: Disjoint group?.

The pSconfig template of this lab does not provide an example for this type of group.
However, a JSON object for this type of group is described below.

"type": "disjoint",
"a-addresses": [
{"name": "circlel"}

1,
"b-addresses": [

{"name": "circle2"},
{"name": "circle3"}

2.2.3 List

The final group type is called list. A group of type list returns each address independently.
It is the only current type that does not pair addresses. Instead, it just generates a one-
dimensional list of addresses. The figure 5 illustrate a list group type.

Group
| Addresses @ -
I Address 2
I Address 3

Figure 6: List group?.

The pSconfig template of this lab does not provide an example for this type of group.
However, a JSON object for this type of group is described below.

"type": "lj_st",

Page 9



Lab 7: Configuring Tasks using pSConfig Template

"addresses": [
{"name": "perfSONAR1"},
{"name": "perfSOANR2"},
{"name": "perfSONAR3"}
]
}
2.3 Tests

Test objects define the parameters of the job to be carried out by the task. These
parameters are interpreted by the agent and then it is delivered to pScheduler to run the
task.

Step 1. In perfSONAR2 type nano /home/template.json|, a pSConfig template will be
displayed.

Step 2. Go to the line 41. To see the actual line number press|ctrl+c|.

"tests": {
“"throughput_test": {

“type": “throughput",

"spec": {
“source": “"{# address[B] #}",
"dest": "{« address[1]1 #3}",
“duration": “"PT18S"

¥

"source": “"{z address[B1 #3}",
"dest": “{# address[11 #3}"

The user will see there are two tests, throughput_test and loss_test. The specification for
the throughput _test is given by the source and destination addresses. The value of these
keys are address[0] and address[1] respectively. These values represent the addresses in
the group pairs. Finally, the duration of the test is specified with the key duration, in this
case the value is PT10S which means the test duration will last 10 seconds. The loss_test
uses the toll rtt to measure the packet loss ratio. The specification indicates that the
source and destination addressed will be taken also from each group pair.

24 Schedule
Schedule objects tell the agent how often a task will be scheduled and how long the test

is going to inactive after each run. Schedule objects are borrowed directly from
pScheduler.

Step 1. In perfSONAR2 type nano /home/template.json|, a pSConfig template will be
displayed.
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Step 2. Go to the line 61. To see the actual line number press [ctr1+c|.

"schedules": {
"schedule_PT2M": {
"repeat’: “PTZM",

Ysliprand": true,
vslip": “PTZM"

In the pSConfig template is defined one schedule named schedule_PT2M which will tell a
task using it to run on a random interval between every 2-4 minutes. The repeat property
is an ISO8601 duration telling a task that uses it to repeat at least every two minutes. The
slip says that it can run up to 2 minutes later than that (i.e. 4 minutes). Finally, sliprand
tells it to randomly choose an interval between those two values for each run. This is
commonly done to prevent tests from bunching together at the beginning of a time
interval.

2.5 Archives

Archive objects are optional components of the template that tell agents where the
results of the described tasks are to be stored. Archive objects at a minimum have an
archiver field that indicates the type of archive and a data field containing archive-specific
parameters. Archive objects in pSConfig are taken directly from pScheduler.

Step 1. In perfSONAR2 type jnano /home/template.json, a pSConfig template will be
displayed.

Step 2. Go to the line 6. To see the actual line number press[ctr1+d.

Yarchives": {
“esmond_archive_1": {
“archiver": "esmond",
"data": {
“measurement-agent”: “{« scheduled_by_address #}",

"url": “https:/,192.168.2.18,/esmond/perfsonar/archive/"

The archiver tag esmond_archive_1 that can be referenced in other areas of the template.
The archiver type is ESnet Monitoring Daemon (esmond). This definition also uses the
template variable {% scheduled_by address %} which is replaced with an address
property associated with the address object representing the agent that will schedule the
task. The url key specify the location to store the measurement data. In this case, the data
will be stored in perfSONAR2 node.

2.6 Tasks

Ataskis a job to do consisting of a test to be carried out, scheduling information and other
options. A task in pSConfig means the same thing as a task in pScheduler. Template
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variables allow pSConfig to access properties of the task components listed in the
previous sections to connect the various pieces of the task together. Figure 7 shows
representation of a task definition.

- !
(7, i S
. &
- ! ' = e~
e "T.’.’TT’.'.'.'..’.’.’T iiiii "T.’.’.’T'. iiii ’ .
| | \
Template Variable: Template Variable:
Address 1 Color  Address 2 Color Schedule Archive

Figure 7. Task definition?.

The squares represent the two addresses (source and destination) defined in a test. In
this figure, those addresses are represented by colors. After the test definition, it is
scheduled according to the parameters in the schedule object. Finally, the results are
stored into an archiver, this feature is optional.

Step 1. In perfSONAR2 type nano /home/template.json|, a pSConfig template will be
displayed.

Step 2. Go to the line 69. To see the actual line number press[ctri+d

"tasks": {
"throughput_task": {
“"throughput_group",
": "throughput_test",
"schedule": “schedule_PTZM",
Yarchives": [ "esmond_archive_1" 1,
Y meta": {
“display-name": “Throughput Test"
3

"loss_task": {
"group": “loss_group",
"test": "loss_test",
"schedule": “schedule_PTZM",
"archives": [ "esmond_archive_1" 1,
Y meta": {

"display-name": "Loss Test"

In this object, there are two tasks, one for throughput measurements tagged as
throughput_task and another for packet loss measurements tagged as loss_task. The
group attribute is referred to throughput_group and loss_group specified before in the
group object. The schedule and archiver have the same key values for both tasks. Finally,
a metadata key is specified with the name of each task, those values are identifier. At this
point, the template describes the task topology and can be published to be accessed by
all perfSONAR node in the topology.
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Step 3. Press to close the window. The user could repeat the previous steps
anytime along this lab

3 Publishing a pSConfig template
In this section, the user will verify the pSConfig file and the it will be published. It is
necessary to publish this template to make it accessible to all perfSONAR nodes in the

topology.

Step 1. To check the syntax, in perfSONAR2 command line type the command shown
below. If the JSON file syntax is correct, the user will see the script on the screen.

jq . /home/template.json

[admin@perfsonarz ~19|jq . ~home/template. json
{

Step 2. To publish the file, type the following command:

sudo psconfig publish /home/template.json

Type as the password, notice that the password will not be displayed while typing
it.
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[admin@perfsonarZ “15|sudo psconfig publish shomestemplate. json
[sudo] password for admin:
Buccess?! File saved to susr/lib/perfsonar/web-psconf ig/template. json

Published file can be accessed at https://localhost/psconfig/template. json

xecute the following on a host runmming an agent to use this file:

psconf ig remote add “https://localhost/psconfig/template. json"

[admin@perfsonar2 ~19

Now the template is published in [https://192.168.2.10/psconfig/template.json)|,
and can be accessed by perfSONAR1, perfSONAR2 and perfSONAR3 nodes.

At this point, the user has configured MaDDash server. In this section, perfSONAR1 and
perfSONAR3 nodes, are going to run the pSConfig agent published on
|https://192.168.2.10/psconfig/template.jsonL

4 Running the pSConfig pScheduler Agent

The role of the pSConfig pScheduler Agent is to read pSConfig templates and generate a
set of pScheduler tasks. The figure 8 describes this role®.

P Toolkit GUI PSConlgl WebAdmin |

“ €IC A €rC A
' ' !
JSON; {JSON; {JSON; {JSON

| I |

psconfig-pscheduler-agent

L
pscheduler @i pscheduler [l pscheduler @ pscheduler

Figure 8. Workflow of the pScheduler Agent®.
The process depicted in the figure 8 includes the following steps:
e Read the configured templates.
e Determine the pScheduler tasks to schedule.
e Communicate with the appropriate pScheduler servers to ensure the tasks are

created.

These steps are completed whenever one of the following events occur:
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e The agent starts.

e The default local configuration file remains unchanged within a certain time
period. By default, this value is 1 minute.

e If no changes, on a configurable interval after the start of the last run. By default,
these steps are run every 1 hour.

Step 1. On the topology click on perfSONAR1 node and login typing as the
username and as the password.

ent0S Linux 7 (Core)
Kernel 3.18.8-957.1.3.e17.x86_64 on an xB86_64

perfsonarl login:|admin

Last login: Wed Jan 38 15:14:47 on ttyl
elcome to the perfSONAR Toolkit v4.1.5-1.el?

'ou may create accounts to manage this host through the web interface by rumming the following as ro
ot :

susr/libsperfsonar/scripts/nptoolkit-conf igure.py
he web interface should be available at:

1ttps://[host addressl/toolkit
[admin@perfsonarl ~1$

Step 2. To run the pSConfig Agent in perfSONAR1 node, type the following command:

sudo psconfig remote add “https://192.168.2.10/psconfig/template.json”

If required, type as the password.

[admin@perfsonarl ~15 sudo psconfig remote add "https:/,192.168.2.18/psconf ig/template. json"
[sudo] password for admin:
=== pScheduler Agent ===

eplaced existing remote configuration for https:/,192.168.2.18/psconf ig/template. json
[admin@perfsonarl ~1$

At this point the pSconfig template is run by a pScheduler agent. Notice that the pSConfig
template is published in perfSONAR2 node and the task are running in perfSONAR1.
5 Viewing Scheduled Tasks

Step 1. In order to visualize the tasks defined in the pSConfig template, on perfSONAR1
command line type [pscheduler monitoxr]to visualize the ongoing tests.

[admin@perfsonarl ~15 |pscheduler monitor

The user will see a screen with the schedule of tests. These tests have a status
depending on whether they have already run or are still waiting to do so. Possible status
values are:
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e Pending: This run is scheduled to execute at some point in the future.

e On Deck: This run is scheduled to execute and will begin execution very soon.

® Running: This run is in the middle of execution.

e (Cleanup: This run completed execution and is doing some final operations.

e Ffinished: The run has already executed and finished successfully,

e Overdue: The run was scheduled to execute at a certain time in the past but did
not. It may get executed soon if it is not beyond a certain threshold.

e Missed: The run was scheduled but did not execute at its given time. This can
happen if the scheduler was not running at the allotted time or the task was
paused.

e Failed: The run failed to complete for some reason.

e Non-Starter: The run could not be scheduled because there were no timeslots
that could accommodate the constraints.

e Canceled: The task was cancelled before the run was executed.

£A19-84-23T19:21:18-84:680 pScheduler Monitor

£819-84-23T23:18: Finished throughput --duration PT18S --source
:18: Finished rtt --dest 192.168.3.18 --source 192.

Finished throughput --duration PT18S --source

:119: Finished rtt --dest 192.168.2.18 --source 192.
819-84-23T23:28: Finished throughput --duration PT18S --source

819-84-23T23:21: On Deck rtt --dest 192.168.3.18 --source 192.
£819-84-23T23:21: On Deck throughput --duration PT18S --source

On Deck rtt --dest 192.168.3.18 --source 192.

Pending rtt --dest 192.168.2.18 --source 192.

Pending throughput --duration PT18S --source

Pending rtt --dest 192.168.2.18 --source 192.

Pending rtt --dest 192.168.3.18 --source 192.

Pending throughput --duration PT18S --source
A19-84-23T23:25: Pending throughput --duration PT18S --source
A19-84-23T23:25: Pending throughput --duration PT18S --source
£A19-84-23T23:26: Pending rtt --dest 192.168.2.18 --source 192.
£A19-84-23T23:26: Pending throughput --duration PT18S --source
A19-84-23T23:27: Pending rtt --dest 192.168.3.18 --source 192.
A19-84-23T23:28: Pending rtt --dest 192.168.2.18 --source 192.
A19-84-23T23:28: Pending throughput --duration PT18S --source
£A19-84-23T23:28: Pending rtt --dest 192.168.3.18 --source 192.
A19-84-23T23:29: Pending throughput --duration PT18S --source
£819-84-23T23:38: Pending rtt --dest 192.168.2.18 --source 192.
£819-84-23T23:38: Pending throughput --duration PT18S --source
£819-84-23T23:31: Pending rtt --dest 192.168.3.18 --source 192.
819-84-23T23:31: Pending throughput --duration PT18S --source
819-84-23T23:31: Pending rtt --dest 192.168.2.18 --source 192.
819-84-23T23:32: Pending rtt --dest 192.168.3.18 --source 192.
P819-84-23T23:32: Pending throughput --duration PT18S --source
819-84-23T23:33: Pending throughput --duration PT18S --source
£819-84-23T23:34: Pending rtt --dest 192.168.3.18 --source 192.

Pending rtt --dest 192.168.2.18 --source 192.

Pending throughput --duration PT18S --source
£A19-84-23T23:35: Pending rtt --dest 192.168.2.18 --source 192.

The results above indicate that several round-trip time test rtt and throughput tests are
running approximately each 2 minutes. The user will see the status, the source and the
destination IP addresses. In addition, the duration of the rtt test is shown besides it.

Step 2. To exit from pScheduler monitor, press [Ctrl+d|.

This concludes Lab 7.
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Lab 8: perfSONAR Monitoring and Debugging Dashboard
Overview

This lab presents the perfSONAR Monitoring and Debugging Dashboard (MaDDash). This
tool is aimed to collect large amounts of measurement data and display them in a two-
dimensional grid referred to as a dashboard.

Objectives
By the end of this lab, the user will:

Configure MaDDash in order to visualize regular tests.

Run pSConfig agents on perfSONAR nodes.

Configure a central measurement archive.

Check the grids using MaDDash administrator web interface.
Visualize the measurement data on the dashboard.

u b WN B

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu).
The Client host is used to access perfSONAR graphical user interface.

Client g perfSONAR2

.10

2
192.168.2.0/24 R2

Nt

192.168.3.0/24

.10

perfSONAR3

Figure 1. Lab topology.

Lab settings
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The information in Table 1 provides the credentials to access to perfSONAR nodes and
the Client host.

Table 1. Credentials to access perfSONAR1, perfSONAR2, perfSONAR3 and Client.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap

This lab includes the following tasks:

1. Section 1: Introduction.
2. Section 2: Configuring MaDDash server.
3. Section 3: Configuring perfSONAR nodes.
4. Section 4: Checking the grids.
5. Section 5: Visualizing the dashboard.
6. Section 6: Adding packet loss to interface connecting to network
192.168.2.0/24.
1 Introduction

In scientific collaboration environments, computational and instrumentational resources
are often physically distributed over the Wide Area Networks (WAN). Collaborators work
remotely in different centers and require access to instruments. As large number of data
flows move between centers, data visualization becomes an important tool in facilitating
network monitoring.

The Monitoring and Debugging Dashboard (MaDDash) is a software package for
perfSONAR. It collects and presents two-dimensional monitoring data as a set of grids
referred to as a dashboard. Many monitoring systems emphasize one-dimensional graphs,
however network managers can face difficulties presenting the measurement data as
complexity increases. Therefore, MaDDash provides the tools to create, configure and
synchronize tests which are running on multiple hosts. These results can then be accessed
using a REST APl which provides the building blocks for components such as the included
web interface that presents the data as a set of grids?.
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MaDDash is a part of the visualization layer, as shown in the figure 2. It can run a pSConfig
template and can retrieve the measurement data of other perfSONAR nodes through the
ESnet Monitoring Daemon (Esmond), which is a system for collecting, storing, visualizing
and analyzing large sets of timeseries data.

Discovery

Traceroute pSConfig
Viewer Bepbat WebAdmin

Visualization

Esmond pSConfig

Archiving

pScheduler

1L 1L 1L 1 1 E 1 1L
= 110 = 1 = 10 = 10 = 1L 1L 1
paris-
traceroute

uone.)sifay 9a1nIas dnyooT

liperf3 iperf nuttcp ping tracepath traceroute

Figure 2. perfSONAR layers?.

2 Configuring MaDDash server

In this section the user will configure a MaDDash server in order run and collect
measurement data. First, the user will open firewall to allow http/https traffic. Second,
the user will publish a pSConfig template to run the measurement tests in the server and
the other nodes. Then, it is shown how to configure the central measurement archive.
Finally, the user will run a pSConfig MaDDash agent.

21 Allow http and https traffic to MaDDash server

In order to provide access the server, it is necessary to open the firewall to allow
http/https traffic.

Step 1. Login to perfSONAR2 typing the username and password [admin]. Note that
the password will not be displayed while typing it.

Page 5



Lab 8: perfSONAR Monitoring and Debugging Dashboard
ent0S Linux 7 (Core)
[Kernel 3.18.8-957.1.3.el7.x86_64 on an xB6_64
perfsonar2 login:|admin

Last login: Sun Jan 27 17:27:33 on ttyl
elcome to the perfSONAR Toolkit v4.1.5-1.el?

ou may create accounts to manage this host through the web interface by ruming the following as ro

ot :
»usr/libsperfsonar/scripts/nptoolkit-conf igure.py
he web interface should be available at:
jhttps://[host addressl/toolkit

'abrt-cli status’ timed out
[admin@perfsonarz ~15 _

Step 2. To allow traffic through the http port (80) type the command shown below. The
user will be required to enter the password as [admin]. Notice that the password will not

be displayed while typing it.
sudo firewall-cmd --permanent --add-port=80/tcp

[admin@perfsonarZ 1§ [sudo firewall-cmd --permanent --add-port=88-tcp

e trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for admin:
lsuccess
[admin@perfsonarz ~19

Step 3. Similarly, to allow traffic through the http port (443) type the command shown
below.

sudo firewall-cmd --permanent --add-port=443/tcp

[admin@perfsonarZ “1$ |sudo firewall-cmd --permanent --add-port=443/tcp
[sudo] password for admin:

lsuccess

[adminB@perfsonarZ ~1$ firewall-cmd --reload

Authorization failed.
Make sure polkit agent is rumning or run the application as superuser.
[admin@perfsonar2 ~1$ sudo firewall-cmd --reload
lsuccess
[admin@perfsonar2 ~15

Step 4. To apply the changes, type the following command:

sudo firewall-cmd --reload

[admin@perfsonarZ ~15 |sudo firewall-cmd --reload
lsuccess
[admin@perfsonar2 ~1$

2.2 Publishing pSConfig agent

In this lab, the user is provided a template. This template is a pSConfig archive which runs
pScheduler tasks. It is necessary to publish this template to make it accessible to all

perfSONAR nodes.
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Step 1. Inthe directory /home/, the user will find the pSConfig agent template.json, which
runs pScheduler tasks. To check for errors, type the command shown below. If the JSON
file syntax is correct, the user will see the script echoed on the screen.

jg . /home/template.json

[admin@perfsonarZz 15 |jg . shome/template. json

Step 2. To publish the template, type the command shown below. The script will be
available at https://192.168.2.10/psconfig/template.json.

sudo psconfig publish /home/template.json

[admin@perfsonarZ 15 sudo psconfig publish /home/template. json
[Success? File saved to susr/lib/perfsonar/web-pscontig/template. json

[Published file can be accessed at https://localhost/psconfig/template. json
[Execute the following on a host rumning an agent to use this file:

psconf ig remote add “https://localhost/psconfig/template. json”

[admin@perfsonar2 ~1§ _

Now, the pSConfig template is published and can be accessed by perfSONAR1 and
perfSONAR3 nodes.

2.3 Configuring central measurement archive

Each host will collect measurement data specified in the pSConfig template. This

measurement data will be stored into a centralized database, the ESnet Monitoring
Daemon (esmond). Esmond is a system for collecting, storing, visualizing and analyzing
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large sets of timeseries data. In order to store measurement data, each host needs to
authenticate to the Central Measurement Archive esmond.

To allow each node to store its measurement data, the user will use the following
command format:

sudo /usr/sbin/esmond manage add user ip address admin <IP_ADDRESS>

e [sudd]: enables the execution of the command with higher security privileges.

e |/usr/sbin/esmond manage|: is the route to the script to register a perfSONAR
node.

® |add user ip address| is a script which allows a perfSONAR node to have
access to the central measurement archive and store its measurement data.

e [admin]: is the administrator password.

e [KIP ADDRESS>: is the IP address of the perfSONAR node to be registered.

Step 1. To allow perfSONAR1 node to store its measurement data, in perfSONAR2 CLI type
the command shown below. The user will be required to enter the password as [admin)|.
Notice that the password will not be displayed while typing it.

sudo /usr/sbin/esmond manage add user ip address admin 192.168.1.10

[admin@perfsonarZ ~15|sudo susr/sbinsesmond_manage add_user_ip_address admin 192.168.1.18
cassandra_db [INFO1 Checking/creating column families
andra_db [INFO1 Schema check done
ssandra_db [DEBUG] Opening ConnectionPool
ssandra_db [INFO1 Connected to [’ localhost:9168° 1
[INFO1 Checkingscreating column families
[INFO1 Checking/creating columm families
[INFO1 Schema check done
cassandra_db [INFO1 Schema check done
cassandra_db [DEBUG] Opening ConnectionPool
cassandra_db [DEBUG] Opening ConnectionPool
- N [INFO1 Connected to [’ localhost:9168° ]
cassandra_db [INFO1 Connected to [’ localhost:9168° 1
User admin exists
Setting metadata POST permissions.
ps metadata | Can add ps metadata
ps metadata i Can change ps metadata
ps metadata i Can delete ps metadata
ps point to point subject i Can add ps point to point subject
ps point to point sub ject Can change ps point to point subject
ps point to point subject i Can delete ps point to point sub ject
ps event types i Can add ps event types
i ps event types i Can change ps event types
ps event types i Can delete ps event types
ps metadata parameters | Can add ps metadata parameters
ps metadata parameters i Can change ps metadata parameters
ps metadata parameters i Can delete ps metadata parameters
ps network element subject i Can add ps network element sub ject
i ps network element su i Can change ps network element subject
i ps network element subject i Can delete ps network element sub ject
Setting timeseries permissions.
IP 192.168.1.18/32 already assigned to admin, skipping creation
[admin@perfsonar2 ~19

Step 2. To allow perfSONAR2 node to store its measurement data, in perfSONAR2 CLI type
the following command:

sudo /usr/sbin/esmond manage add user ip address admin 192.168.2.10
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[admin@perfsonarZ ~15|sudo susr/sbinsesmond_manage add_user_ip_address admin 192.168.2.18

cassandra_db
cassandra_db

sandra_db

sandra_db
cassandra_db
cassandra_db
cassandra_db
cassandra_db

[INFO1 Checking/creating columm
[INFO]1 Schema check done
[DEBUG] Opening ConnectionPool
[INFO1 Connected to [’ localhost
[INFO1 Checkingscreating column
[INFO1 Checking/creating column
[INFO1 Schema check done

[INFO1 Schema check done

families

19168’ 1

families
families

cassandra_db [DEBUG] Opening ConnectionPool
cassandra_db [DEBUG] Opening ConmnectionPool
cassandra_db [INFO1 Connected to [’ localhost:9168° 1
cassandra_db [INFO1 Connected to [’ localhost:9168° 1

User admin exists
Setting metadata POST permissions.
ps metadata | Can add ps metadata

ps metadata
ps metadata
ps point to point subject i
ps point to point subject i Can change ps point to point subject
ps point to point subject | Can delete ps point to point subject
ps event types i Can add ps event types

]

i Can change ps metadata
i

i

i

i

i ps event types i Can change ps event types
i

i

i

i

i

i

Can delete ps metadata
i Can add ps point to point subject

ps event types | Can delete ps event types

ps metadata parameters i Can add ps metadata parameters

ps metadata parameters i Can change ps metadata parameters

ps metadata parameters i Can delete ps metadata parameters

ps network element subject i Can add ps network element subject

ps network element subject i Can change ps network element sub ject

i ps network element subject i Can delete ps network element sub ject

Setting timeseries permissions.
Creating entry for IP 192.168.2.18 belonging to admin
[admin@perfsonar2 ~1§ _

Step 3. To allow perfSONAR3 node to store its measurement data, in perfSONAR2 CLI type
the following command:

sudo /usr/sbin/esmond manage add user ip address admin 192.168.3.10

[ddmlnﬂperf@nndr/ “19|sudo rsusr/sbinsesmond_manage add_user_ip_address admin 192.168.3.18
[INFO1 Checking/creating column families
[INFO1 Schema check done

cassandra_db
cassandra_db
sandra_db
sandra_db
cassandra_db
cassandra_db

[DEBUG] Opening ConmectionPool
[INFO1 Connected to [’ localhost
[INFO] Checkings/creating column
[INFO1 Checking eating column
[INFO]1 Schema check done

[INFO]1 Schema check done

19168’ 1

families
families

cassandra_db [DEBUG] Opening ConnectionPool
cassandra_db [DEBUG] Opening ConmectionPool
cassandra_db [INFO1 Connected to [’ localhost:9168° 1
cassandra_db [INFO1 Connected to [’ localhost:9168° 1
User admin exists
SPttlnq metadata POST permissions.
i ps metadata | Can add ps metadata
s metadata | Can change ps metadata
metadata | Can delete ps metadata
s point to point subj
point to point sub ject Can change ps point to point subject
point to point subject | Can delete ps point to point subject
s event types Can add ps event types

Can add ps point to point sub ject

s event types Can delete ps event types
s metadata parameters | Can add ps metadata parameters

metadata parameters | Can change ps metadata parameters
ps metadata parameters i Can delete ps metadata parameters
ps network element subject i Can add ps network element sub ject
ps network element subject i Can change ps network element sub ject
]

Can delete ps network element subj

i

i

i

i

i

i i
i ps event types i Can change ps event types
i i
i

i

i

i

i ps network element sub ject
Setting timeseries permissions.
Creating entry for IP 192.168.3.18 belonging to admin

admin@perfsonar2 ~19
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24 Running pSConfig MaDDash agent

The role of the pSConfig MaDDash agent is to read pSConfig templates and generate a
set of grids to be displayed by MaDDash.

Step 1. In perfSONAR2 command line type the command shown below to publish the
MaDDash agent at the given URL.

sudo psconfig remote add “https://192.168.2.10/psconfig/template.json”

[admin@perfsonarZz ~15 sudo |psconfig remote add “https:/,192.168.2.18/psconf ig/template. json"”
=== pScheduler Agent ===
Added remote configuration https:/-192.168.2.18/psconf ig/template. json

=== MaDDash Agent ===
Added remote configuration https://192.168.2.18/psconf ig/template. json
[adminB@perfsonarz ~19

Step 2. Now, perfSONAR2 node is collecting measurement data specified in the pSConfig
template. To proceed, the user will restart Apache Cassandra database typing the
command shown below:

sudo systemctl restart cassandra

[adminB@perfsonar2 ~15 [sudo systemctl restart cassandra
[admin@perfsonarl ~18

Step 3. In order to restart MaDDash server, type the following command:
sudo systemctl restart maddash-server

[admin@perfsonarZ ~15 |sudo systemctl restart maddash-server
[admin@perfsonar2 ~1$

Step 4. To restart MaDDash agent, type the following command:

sudo systemctl restart psconfig-maddash-agent

[adminBperfsonarZ ~15|sudo systemct]l restart psconfig-maddash-agent

[admin@perfsonard ~1$ _

Step 5. At this point MaDDash web interface is set up and running. To check it, go to the
topology and login to the Client host and open the web browser.
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PCManfM-Qt
FileManager

'

Terminal

Firefox Web
Browser

PUTTY S5H
Client

z

FileZilla

Wireshark

Step 7. In order to access to the dashboard, type the following URL
https://192.168.2.10/maddash-webui/. If the web server is running, the user will see the
MaDDash web user interface.

MaDDash - Monitoring and Debugging Dashboard - Mozilla Firefox

MaDDash - Monitoringand I X | 4+

> C @ AR * § n o ®

My perfSONAR Dashboard

= Dashboards = Reports & Settings

Last page refresh time: June 15, 2019 19:40:53 PM Eastern Daylight Time

More information on MaDDash available here

3 Configuring perfSONAR nodes

At this point, the MaDDash server has been configured. In this section, the user will
configure perfSONAR1 and perfSONAR3 nodes in order to run the pSConfig agent
published on https://192.168.2.10/psconfig/template.json.

Step 1. On the topology click on perfSONAR1 node and login typing as the
username and as the password.

3.el?7.x86_64 on an x86_64

marl login: | admin
rd :
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Step 2. To add a remote pSConfig template on perfSONAR1, type the command shown
below. The user will be required to enter the password as [admin. Notice that the
password will not be displayed while typing it.

sudo psconfig remote add --configure-archives
“https://192.168.2.10/psconfig/template.json”

[admin@perfsonarl ~15 [sudo psconfig remote add --configure-archives "https://192.168.2.18/psconf ig/t
mplate. json"
[sudo] password for admin:

=== pScheduler Agent ===
Added remote configuration https://192.168.2.18/psconf ig/template. json
[admin@perfsonarl ~1$ _

Step 3. On the topology, click on perfSONAR3 node and login with typing as the
username and as the password.

ent0S Linux 7 (Core)
[Kernel 3.18.8-957.1.3.el7.x86_64 on an x86_64

perfsonar3 login: |admin

Step 4. To add a remote pSConfig template on perfSONAR3 type the command shown
below. The user will be required to enter the password as [admin. Notice that the
password will not be displayed while typing it.

sudo psconfig remote add --configure-archives
“https://192.168.2.10/psconfig/template.json”

[admin@perfsonar3 ~19 sudo psconfig remote add --conf igure-archives "https:/,/192.168.2.18/psconfig/t
emplate. json"
Lsudol password for admin:

=== pScheduler Agent ===
fidded remote configuration https://192.168.2.18/psconf ig/template. json
[admin@perfsonar3 e | _

4 Checking the grids

At this point, the MaDDash server is running and collecting data. It takes time to have the
measurement data propagated and displayed on the grid. To avoid waiting, the user will
access the MaDDash Administrator Web Interface. The administrator web interface
allows privileged users to perform special operations on the dashboard. The allowed
operations are:

e Re-scheduling a check to run at a certain time.

e Scheduling an event, such as a maintenance window, that may impact check
results.

e Viewing and canceling existing events.

The steps that follow describe how to reschedule a check event. This check event will
propagate measurement data on the dashboard immediately.
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Step 1. On the Client host, click con Dashboards > perfSONAR Lab. The user will see the
dashboard, but in this case the measurement data is not displayed because by default it
needs time to be propagated and visualized on the dashboard.

My perfSONAR Dashboard

= Dashboards = Reports & Settings

perfSONAR Lab Last page refresh time: June 15, 2019 19:57:49 PM Eastern Daylight Time
o ; Lab Dashboard
rids »

perfSONAR Lab - Loss Test - Ping Loss

M Loss rate is <= 0.001% Loss rate is > 0.001% [l Loss rate is >= 0.1% [l Unable to find test data [l Check has not run yet

A Found a total of 1 problem and it is affecting the entire grid

POrfSONAR1

Z
]
%
EZ
pertsONAR! [

perrsonarz [l W
perrsoNAR3 [l Il

perfSONAR Lab - Throughput Test - Throughput

W Throughput >= 1Gbps Throughput < 1Gbps [l Throughput <= .5Gbps [l Unable to find test data [l Check has not run yet

1 Found a total of 1 problem and it is affecting the entire grid

perfSONAR3 [l

Step 2. To display the measurement data on the dashboard immediately, the user will
modify the Server Settings to schedule a Check. To proceed, click on Settings > Server
Settings.

My perfSONAR Dashboard

= Dashboards = Reports = @ Settings

Auto Refres;l » Last page refresh time: March 01, 2019 03.56:53 AM Coordinated Universal Time

Colors »

Server Settings. .. |

More information on MaDDash available here

Step 3. The user will be required to authenticate. To proceed type username and

password [admin].

Authentication Required =
My perfSONAR Dashboard X
http//192.168.2.10 requires a username and password.

Your connection to this site is not private.
= Dashboards = Reports © Settings

User Nay admi t page refresh time: March 01, 2019 03.56:53 AM Coordinated Universal Time
ser Name:  admin

Password:

LogIn Cancel

Step 4. The user will see the Administrator Web Interface. Click on Reschedule Check. This
will force the dashboard to show the measurement data as sooner than it would
otherwise.
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MaDDash Administration

_ Schedule Event
Checks »
Events »

Reschedule Check

.
","‘,‘:‘:‘ 1‘,‘,‘-“1‘1

Add Event View/Delete Events

Step 5. Select the grid name as perfSONAR Lab — Throughput.

MaDDash Administration

Re-schedule Checks

Select checks that match the following filters:

Checks »

Bocis Grid name is| perfSONAR Lab - Throughput |- + || - |
AND
Row name is any lt Il - Filter on row and column simultaneously
AND
Column name is any + -]
AND

Check name is any +1-]

Re-schedule checks to run at KIERIZIGE] v Coordinated Universal Time

Step 6. To apply the configuration, click on Schedule.

MaDDash Administration

Re-schedule Checks
Select checks that match the following filters:
Grid name is |perfSONAR Lab - Throughput | - | + |1 - |

Checks »

Events

Row name is any [+ ] | - Filter on row and column simultaneously
Column name is any +1-]

Check name is any + -]

Re-schedule checks to run at KIERTPIRE] 17:25 8 Coordinated Universal Time

[Schodu

Step 7. Select the grid name as perfSONAR Lab — Loss Test.
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MaDDash Administration

Re-schedule Checks

@ Successfully updated 6 checks

Sedect checks that match the following filters
Grid nome BJper'SONAR Lab - Loss Test - 1] - | +

Row name IS any + | - Fier on row and column ssmultaneously
AND

Column name 15 any + .
AND

Check name 5 any .

Re-schedule checks 1o run at KR Coordinated Uneversal Time

Re-schedule Checks

@ Successfully updated 6 checks

Select checks that match the following filters:
Grid name is |perfSONAR Lab - Loss Test-F « | + || - |

AND

Row name is any | + | - Filter on row and column simultaneously
AND

Column name is any + |-
AND

Check name is any +1-]

Re-schedule checks to run at RIgPIFIGE] Coordinated Universal Time

5 Visualizing the dashboard

Step 1. In order to access the dashboard, type the following URL
https://192.168.2.10/maddash-webui/. |f the web server is running, the user will see
MaDDash web user interface.

MaDDash - Monitoring and Debugging Dashboard - Mozilla Firefox

MaDDash - Monitoringand I X | 4

c 192.168.2.10/maddash-webu - 9 noe® =

@ i
My perfSONAR Dashboard

= Dashboards = Reports & Settings

Last page refresh time: June 15, 2019 19:40:53 PM Eastern Daylight Time

More information on MaDDash available here

Step 2. In the Web User Interface select Dashboard > perfSONAR Lab
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My perfSONAR Dashboard

= Dashboards = Reports © Settings
perfSONAR Lab | Last page refresh time: March 01, 2019 04:11:02 AM Coordinated Universal Time
All Grids »

More information on MaDDash available here

Step 3. The user will see the Throughput and Loss Dashboards which are from
perfSONAR1, perfSONAR2 and perfSONAR3 nodes. To visualize the results in a timing
graph, the user can click on any green square and the browser will open a new tab. On
the Throughput dashboard, click on square located on first row and third column to
visualize de results of the throughput test between perfSONAR1 and perfSONAR3 nodes.

My perfSONAR Dashboard

= Dashboards = Reports © Settings

Last page refresh time: March 12, 2019 17.21:33 PM Coordinated Universal Time

perfSONAR Lab Dashboard

perfSONAR Lab - Loss Test - Ping Loss

B Loss rate s <= 0.001% Loss rateis >0001% [l Lossrateis >=0.1% [ Unable to find test data [l Check has not run yet

@No problems found in grid

perfSONART

perfSONARL
perfsonarz il

perfsonar: I

B W pefsonar?

@
Ed
@
£
2
|

perfSONAR Lab - Throughput Test - Throughput

[ Throughput >= 1Gbps Throughput < 1Gbps  [JJl] Throughput <= 5Gbps [l Unable to find test data [ Check has not run yet

@No problems found in grid

perfSONARL

W perfsonar2

B W pefsonar?

perfSONARL
perfsonarz il

perfsonar: IR

Step 4. In this graph the results collected since the pScheduler agents started are shown,
and the user can visualize the throughput when the source is 192.168.1.10 and the
destination is 192.168.3.10. To adjust the time range, select an appropriate value on
Report range to see the results with more detail. The throughput graph shows
bidirectional throughput, failures and retransmissions on the same plot. Below, the timing
graph of the packet loss and latency are displayed.
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Source Destination Report range

92.168.3.10 92.168.1.10

Tue 03/12/2019 to Tue 03/12/2019

5:56:50 (GMT+0 17:55:50 (GMT+0
== —

Throughput (ipv

(ipv4)

Packet Loss %

Latency ms (ipv4)

6 Adding packet loss to interface connecting to network 192.168.2.0/24

In this section, the user will add a 10% packet loss to the router R1 and router R2 using
Network Emulator (NETEM) commands. This change will affect the performance of the
network. The user will see the effects on the dashboard.

Step 1. Open router R2 and enter the username and password password|. Note that
the password will not be displayed while typing it.

ent0S Linux 7 (Core)
Kernel 4.19.1-1.el?7.elrepo.x86_64 on an xB86_64

! lroot

Step 2. Identify the interfaces which are connected to the network 192.168.2.0/24 on
router R2. In router R2 command line, type the command [ifconfigl. This command
displays information related to the network interfaces in the local device.
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[root@RZ ~1# |ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15608
inet 192.168.3.1 netmask 255.255.255.8 broadcast 192.168.3.255
inetb feBB::258:56ff :feae:eSdc prefixlen 64 scopeid Bx28<1link>
ether BB:58:56:ae:e5:dc  txqueuelen 1888 (Ethernet)
RX packets 1813392857 bytes 1488874592733 (1.3 TiB)
RX errors B8 dropped 8 overruns 8 frame @
TX packets 1217711915 bytes 2989379957458 (2.6 TiB)
TX errors @ dropped 8 overruns 8 carrier 8 collisions 8

ens3?7: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15608
inet 192.168.2.2 netmask 255.255.255.8 broadcast 192.168.2.255
inetb fe8B::18a6:2962:4b7e:c2la prefixlen 64 scopeid Bx28<1ink>
ether BB:58:56:ae:96:6a txqueuelen 1888 (Ethernet)
RX packets 1213137583 bytes 1799533693195 (1.6 TiB)

RX errors B8 dropped 18 overruns 8 frame @
TX packets 1816668699 bytes 2482663289617 (2.1 TiB)
TX errors B8 dropped 8 overruns B carrier 8 collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.0.8.8
inetb ::1 prefixlen 128 scopeid Bx18<host>
loop txqueuelen 1888 (Local Loopback)
RX packets 468 bytes 37528 (36.6 KiB)
RX errors B dropped 8 overruns 8 frame 8
TX packets 468 bytes 37528 (36.6 KiB)
TX errors 8@ dropped 8 overruns B8 carrier 8 collisions 8

[rootBRZ ™~ 1#

Notice that the interface ens37 is connected to the network 192.168.2.0/24.

Step 3. In order to add a 10% packet loss, sudo in router R2 command line, type the
following command:

sudo tc gdisc add dev ens37 root netem loss 10%

[root@BRZ "1#|sudo tc gdisc add dev ens3? root netem loss 182z
[root@RZ ™ 1#

Step 4. Wait for at least 2 minutes to get the data propagated to the dashboard, then go
to the administrator web interface. In order to access the dashboard, type the following
URL https://192.168.2.10/maddash-webui/.

MaDDash - Monitoring and Debugging Dashboard - Mozilla Firefox

MaDDash - Monitoring an x |+

¢ o o [FrT ] R no e =

My perfSONAR Dashboard

= Dashboards = Reports @ Settings
Last page refresh time: June 15, 2019 19:40:53 PM Eastern Daylight Time

More information on MaDDash available here

Step 5. In the Web User Interface select Settings > Server Settings.
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My perfSONAR Dashboard

= Dashboards = Reports = @ Settings
Auto Refresh » Last page refresh time: March 01, 2019 03.56:53 AM Coordinated Universal Time

Colors »

Server Settings. .

More information on MaDDash available here

Step 6. The user may be required to authenticate. To proceed type username and

password [admin]|.

Authentication Required %
My perfSONAR Dashboard o
http://192.168.2.10 requires a username and password.

= Your connection to this site is not private.
= Dashboards = Reports @ Settings
t page refresh time: March 01, 2019 03.56:53 AM Coordinated Universal Time

User Name:  admin

Password:

LogIn Cancel

Step 7. The user will see the Administrator Web Interface. Click on Reschedule Check. This
will force the dashboard to show the measurement data as sooner than it would
otherwise.

MaDDash Administration

Schedule Event
Checks »

Events »

Reschedule Check

N

PERR N U R

Add Event View/Delete Events

Step 8. Select the grid name as perfSONAR Lab — Loss Test.
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MaDDash Administration

Re-schedule Checks

@ Successfully updated 6 checks

Sedect checks that match the following filters
Grid nome Bl peSONAR Lab - Loss Test - ] - | +

Row name IS any + | - Fier on row and column ssmultaneously
AND

Column name 5 any + .
AND

Check name 8 any .

Re-schedule checks 1o run al KPR Coordinated Ursversal Teme

Step 9. To apply the configuration, click on Schedule and wait 1 minute to enter again to
MaDDash web interface http://192.168.2.10/maddash-webui.

MaDDash Administration

Re-schedule Checks

Checks »
Events » @ Successfully updated 6 checks

Select checks that match the following filters:
Grid name s |perfSONAR Lab - Loss Test - f| - | + -7

AND
Row name is any | + | - Filter on row and column simultaneously
AND
Column name is any + |-
AND
Check name is any + -]
Re-schedule checks to run at RIgPIFIGE] 17:12 Coordinated Universal Time

Step 10. In order to access the dashboard, type the following URL
https://192.168.2.10/maddash-webui/. |f the web server is running, the user will see
MaDDash web user interface.

MaDDash - Monitoring and Debugging Dashboard - Mozilla Firefox

MaDDash - Monitoring and | X | <4

[352:1682.10/maddash-webur ] n 0 ®

My perfSONAR Dashboard

= Dashboards = Reports & Settings

m

Last page refresh time: June 15, 2019 19:40:53 PM Eastern Daylight Time

More information on MaDDash available here

Step 11. In the Web User Interface select Dashboard > perfSONAR Lab
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My perfSONAR Dashboard

= Dashboards = Reports © Settings

perfSONAR Lab ||
All Grids »

Last page refresh time: March 01, 2019 04:11:02 AM Coordinated Universal Time

More information on MaDDash available here

Step 12. The user will see the Throughput and Loss Dashboards which are from
perfSONAR1, perfSONAR2 and perfSONAR3 nodes. Now the user will see that the loss
rate between perfSONAR3 and the other nodes are affected.

My perfSONAR Dashboard

= Dashboards = Reports © Settings

Last page refresh time: March 12, 2019 17:43:21 PM Coordinated Universal Time

perfSONAR Lab Dashboard

perfSONAR Lab - Loss Test - Ping Loss

[l Loss rate is <= 0.001% Loss rate is > 0.001% B Loss rate is >=0.1% B Unable to find test data B Check has not run yet

1 Found a total of 2 problems involving 1 host in the grid

s

P
Y
o
2

perfSONARL n
perfsonar2 i @
perfsonars Il

perfSONAR Lab - Throughput Test - Throughput
[l Throughput >= 1Gbps Throughput < 1Gbps [l Throughput <= 5Gbps [l Unable to find testdata ] Check has not run yet

@No problems found in grid

perfSONAR1
W perfsonar2

B W perfsonAr?

perfSONARL
perfsonar2 i

perfsonar: [l Il

Step 13. To visualize the results in a timing graph, the user can click on any green square
and the browser will open a new tab. On the Loss dashboard, click on the square located
on third row and first column to visualize the results of the throughput test between
perfSONAR3 and perfSONAR1 nodes.
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perfSONAR test results - documentat #* Share/open |

Source Destination Report range

92 16 0 92 168 1.10
It.AIVE 3.10 192.168.1.10 e P 5 >
Tue 03/12/2019 to Tue 03/12/2019

06:52:23 (GMT+0)

V 18:52:23 (GMT+0

)

Throughput (ipv

(ipv4)

Packet Loss %

Latency ms (ipv4)

This graph shows the results collected since the pScheduler agents started, the user can
visualize the throughput when the source is 192.168.3.10 and the destination is
192.168.1.10. To adjust the time range, select an appropriate value on Report range to
see the results with more detail. Bidirectional throughput, failures and retransmissions
are shown on the same plot.

This concludes Lab 8.
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Lab 9: pSConfig Web Administrator
Overview

This lab presents how to create and publish pSConfig templates using pSConfig Web
Administrator (PWA). This tool is a web-based user interface for perfSONAR administrators
to define and publish pSConfig templates, which automates tests executed by test nodes,
and provides topology information to various services, such as MadDash.

Objectives
By the end of this lab, the user will:

Understand PWA architecture.
Create host groups.

Define tests specifications.
Configure test parameters.
Publish pSConfig archive.

Run pSCofing pScheduler Agent.

ok wNE

Lab topology

Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu).
The Client host is used to access perfSONAR graphical user interface.

Client g perfSONAR2

.10

2
192.168.2.0/24 R2

A

192.168.3.0/24

10

perfSONAR3

Figure 1. Lab topology.
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Lab settings

The information in Table 1 provides the credentials to access to perfSONAR nodes and the
Client host.

Table 1. Credentials to access perfSONAR1, perfSONAR2, perfSONAR3 and Client.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap

This lab includes the following tasks:

1. Section 1: Introduction.

2. Section 2: Configuring hosts.

3. Section 3: Configuring host groups.

4. Section 4: Setting test specifications.

5. Section 5: Configuring pSConfig output.

6. Section 6: Visualizing the measurement data using pScheduler monitor.
1 Introduction

pSConfig Web Administrator (PWA) is a web-based user interface for perfSONAR
administrators to define and publish pSConfig configuration files. The output automates
tests executed by test nodes, and provides topology information to various services, such
as MaDDash.

In addition to providing a user-friendly interface for creating pSConfig file, PWA allows
multiple users to collaborate on the configuration of tests specifications, host groups, and
configs. Users can be designated super-admins or normal users, depending on how much
access they need. It is also possible to allow users to edit some configuration files, but not
others.
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The architecture shown in the figure 2, assumes the names of the instances as pwa-admin1,
pwa-publ, nginx mongodb, sca-auth and postfix. The user can modify and add more
publishers (pwa-pub), to improve publisher performance, if needed.

PWA Docker Deployment

nginx

Web Server (proxy) Architecture
LR e of
{&!}} ———»7
—{d ba a0
+———— pwa network  Main server iptables Outside network
Docker bridge  Hosts the Firewall Internet or
containers private network
pwa-adminl pwa-publ, pwa-pub2, pwa-pub3
PWA Main pSConfig/MeshConfig publisher(s)
Application Usually one is enough
o
= =
| pwa-publ pwa-pub2 pwa-pub3
mongodb sca-auth postfix
Database Authentication Mail server (optional,
Stores testspecs, Service or other SMTP
hosts, configs server)
Oy =L =P

Figure 2. PWA architecture?.

PWA is deployed using a series of docker containers some are PWA-specific and provided
by the perfSONAR project. In this lab the user will use PWA interface to create a pSConfig
file. This file groups perfSONAR nodes to run pScheduler tasks specified by the user. The
output is published in order to accessible by all the nodes.

Table 2. Description the containers.

Container Description

pwa-admin PWA Ul and API

pwa-pub It is used for publishing Configs defined in PWA

sca-auth Authentication module used by the GUI

nginx Web server, used as a proxy to access the PWA and SCA components
mongodb MongoDB, used by pwa-admin and pwa-pub

postfix It is used to run a mail server in another docker container

1.1 PWA overview
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The pSConfig Web Admin (PWA) is provides the tools for managing pSConfig configuration
files. In order to generate and publish a pSConfig file, the user goes through three parts:

J Host Group: A group of hosts that are user-selected that all can perform a certain
type of test.

J Test spec: Test configuration for a test to run; this can include tool and test
parameters, scheduling configuration, etc.

J Config: In the context of PWA, a Config is an actual test configuration that brings

together Host Groups and Testspecs to generate a pSConfig output. The user can
use this to configure meshes or other topologies.

2 Configuring hosts

In this section, the user will configure the host information. The Hosts form displays a list
of all perfSONAR nodes and services loaded from configured Lookup Service (sLS) data
sources or defined manually (ad-hoc hosts). In this lab, the user will configure ad-hoc hosts.
These hosts are perfSONAR1, perfSONAR2 and perfSONAR3. In order to proceed, the user
must login the Web User Interface.

21 Accessing the web user interface

Step 1. On the Client host and open web browser.

PCManFM-Qt
File Manager

Terminal

Firefoxweb
Browser

z

Step 2. On the address bar, type the URL https://192.168.1.10:8443.
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PWA Authentication Service - Mozilla Firefox

PWA Authentication Service x | +

« Cc o of 192.168.1.10 w n O ®

Step 3. The user will be given an authentication screen. Type as the Username and
as the Password. Click on Login.

] PWA Authentication Service - Mozilla Firefox -0 x

PWA Authentication Service X | +

€« CcC @ D& 192.168.1.10:844 - O 0 noe =

perfS@NAR
pSConfig Web Admin

(]

First ime here? Sign Up

2.2 Adding hosts to the directory

Step 1. On the left part of the web interface, click on Hosts.

New config O

3k AUTO CONFIG

Step 2. A form will be displayed. On left side, it is displayed the list with all the public
perfSONAR nodes. On the right side, it is shown all the information about the selected
node. In this lab, the user will define the configuration of each host. To proceed, click on
New host.

Page 7



Lab 9: pSConfig Web Administrator

®

- e2.it.chula.act BASIC INFORMATION

1 =  x MEASUREMENT ARCHIVE (MA) SETTINGS
b New host O ‘ ‘

Step 3. A form will be shown up on the right side. The fields must be completed with the
following information:

e Hostname: This label is used to identify the host on the Global Lookup Service
(GLS). For this lab, complete this field with the IP addresses of perfSONAR1
(192.168.1.10), perfSONAR2 (192.168.2.10) and perfSONAR3 (192.168.3.10)

e Site Name: The name of the site, typically this comes from the GLS. Complete this
information typing perfSONAR Lab.

e Host Description: This information will be displayed in MaDDash as the
row/column labels. Add a brief description about the host.

e toolkit_url: This is the URL that links back to the toolkit instance on MaDDash
matrix view. Complete this entry with the IP addresses of perfSONARL,
perfSONAR2 and perfSONAR3 respectively.

In the figure below, it is given the configuration of perfSONAR1 node (192.168.1.10).
Complete the form with the information shown below, then click on Create to save the
configuration.
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® o
List of all toolkit hosts on configured sLS

1917 Hosts Hostname * 192.168.1.10

== 192168110 = SRS This is an adhoc host. The information about this host was entered manually by MCA administrators. Once real

data for this = delivered via sLS, this host will become read-only.

perfSONAR Lab

g perfbsu.boisestate.edu

e oim H EY

BWCTL Server at bolsestate.edu BASIC INFORMATION
2= psnode2.it.chula.acth Site Name * perfSONAR Lab
BWCTL Server at chula.ac.th)

Comes from the lookup service (or guessed if it's not set)

Host Description This host is connected to the network 192.168.1.0/24

Host description is used by maddash for host labels, If not set, Site Name will be used instead
5= perf-1.ems.psu.edu
BWCTL Server at ems.psu.edu wolkiud 192168.1.1¢
For graphical displays that wish to provide a link to more information about this host (such as MadDash
5= perf-2.ems.psu.edu
¥ BWCTL Server at ems.psu.edu No Agent
? g= psifca02.ifca.es

. assume this hos
BWCTL Server at ifca.es)

7 o - New hOSt o Adrins [8) admin <acningadnin.com> ¥

Step 4. Scroll down to add information about the measurement archive (MA). In this lab,
perfSONAR2 node is configured to store the measurement data collected by each node.
Check the box Use local MA and complete the field Local MA URL with the IP address of
perfSONAR2 (192.168.2.10), then click on Update to save the configuration.

List of all toolkit hosts on configured sLS

346 Host Hostname * 192.168.2.10

I 192168.1.10

ou can configure whether to store test results in the host's local MA, as well as additional MAs to store results for all tests
perfSONAR Lab

I MEASUREMENT ARCHIVE (MA) SETTINGS

nvolving this host

) Use local MA
ga | Cnatest-tp.ps.uhnet.net If checked, test results for all tests involving this host will be written to the host's local MA. Not all hosts run their own MA, so Ir

(OWAMP Server at uhnet.net) some cases this may not be desired (disabled by default).

- oy -

g Cnatest-tp.ps.uhnet.net Local MA URL 192.168.2.10|

OWAMP Server at uhnetnet)

This allows you to override the local MA URL for this host, in case you need https instead of http, alternative ports, etc

g perf2.fandm.edu Additional MA URLs

(BWCTL Server at fandm.edu)

s cs-perfsonar-2.cswisc.edu

kL3 BWCTL Server at cs.wisc.edu) Providing additional MA URLS (one per line) will allow you to send test results for all tests involving this host to additional MAs.

? 2 perf2fandm.edu

? : NEW hOSt o (Add New Service) j

Step 5. Click again on New host to add information about perfSONAR2 node (192.168.2.10).
Complete the form with the information shown below and click on Create to save the
configuration.

Page 9



Lab 9: pSConfig Web Administrator

‘ HOSTS Cancel
List of all toolkit hosts on configured sLS

1917 Hosts Hostname * 192.168.2.10
Q
Iy 102168210 = Daxasource This is an adhoc host. The information about this host was entered manually by MCA administrators. Once real
(=) o data for this 5 delivered wia sLS, this host will become read-only.
perfSONAR Lab
Hosts
— 25 perfbsu.boisestate.edu
= BWCTL Server at boisestate.edu| BASIC INFORMATION
A s« psnode.it.chula.ac.th Site Name * perfSONAR Lab
BWCTL Server at chula.ac.th)

Comes from the lookup service (or guessed if it's not set)

Host Descriptior

This host is connected to the network 192.168. 21‘0/2-1

Host description is used by maddash for host labels. If not set, Site Name will be used instead

toolkic_url 2.168.2
BWCTL Server at ems.psu.edu ooTe 192.168.2.10

For graphical displays that wish to provide a link to more information about this host (such as MadDash)

s perf-2.ems.psu.edu

¥ BWCTL Server at ems.psu.edu No Agent
? z= psifcal2.ifca.es
BWCTL Se: tifca.es A
o New host o admins [8) admin <acningadnin.com> X
s BWCTL se net.siue.eau) =

Step 6. Scroll down to add information about the measurement archive (MA). In this lab,
perfSONAR2 node is configured to store the measurement data collected by each node.
Check the box Use local MA, then complete the field Local MA URL with the IP address of
perfSONAR2 (192.168.2.10), then click on Update to save the configuration.

@ HosTS @ o
List of all toolkit hosts on configured sLS

1946 Hosts Hostname * 192.168.2.10

I 192168210

perfSONAR Lab

MEASUREMENT ARCHIVE (MA) SETTINGS
I ou can configure whether to store test results in the host's local MA, as well as additional MAs to store results for all tests involving this host
™ Use local MA

#1) cnatest-tp.ps.uhnet.net If checked, test results for all tests involving this host will be written to the hos

z

al MA. Not all hosts run their own MA, so Ir
(OWAMP Server at uhnetnet)

- o] -

some cases this may not be desired (disabled by default).
g+ cnatest-tp.ps.uhnet.net Local MA URL 192.168.2.10)
OWAMP Server at uhnet.net
- B ! - This allows you to override the local MA URL for this host, in case you need https instead of http, alternative ports, etc.
152.168.1.10 Additional MA URLs

perfSONAR Lab

gs  cs-perfsonar-2.cs.wisc.edu

=

(BWCTL Server at cs.wisc.edu) Providing additional MA URLS (one per line) will allow you to send test results for all tests involving this host to additional MAs.

? g perf2fandm.edu

BWCTL Server at fandm.edu)

i New host o (Add New Service) j

Step 7. Click again on New host to add information about perfSONAR3 node (192.168.3.10).

Complete the form with the information shown below and click on Create to save the
configuration.
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STS
® o
List of all toolkit hosts on configured sLS
1917 Hosts e 192.168.3

data for this is delivered wia sLS, this host will become read-only.

BASIC INFORMATION

o -F>\Iew hosto ] i

Step 8. Scroll down to add information about the measurement archive (MA). In this lab,
perfSONAR2 node is configured to store the measurement data collected by each node.
Check the box Use local MA, then complete the field Local MA URL with the IP address of
perfSONAR2 (192.168.2.10), then click on Update to save the configuration.

@ o :
ist of all toolkit host nfigured sLS
1947 Host Hostname * 192.168.3.10
Q
I 192.1683.10 I Users who can update this host. Only for Athoc hosts
perfSONAR Lat
H MEASUREMENT ARCHIVE (MA) SETTINGS
— I 152.1682.10 an configure whether to store test results in the host's local MA, as we itional MAs to store results for all tests involving this host
- erfSONAR Lab
‘ ) Use local MA
A 7= Ccnatest-tp.ps.uhnet.net f checked, test results for all tests involving this host will be written to the host's local MA. Not all hosts run their own MA, so ir

e cases this may not be desired (disabled by default

Local MA URL
cnatest-tp.ps.uhnet.net

I 192.168.1.10 Additional MA URLS
perfSONAR Lat
W
cs-perfsonar-2.cswisc.edu
! R ] host M
?
: New hOSt o Add New Service) j

3 Configuring host groups
A host group is a logical grouping of perfSONAR nodes. The user may reuse a single host
group for multiple configuration files. In this section the user will configure two groups of

perfSONAR nodes. Both groups include perfSONAR1, perfSONAR2 and perfSONAR3. The
first group is for throughput tests, and the second group is for latency measurements.

3.1 Configuring Throughput Group

Step 1. On the left part of the web interface, click on Host Groups.
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Create reusable groups of hosts

0 Hostgroups

Filter

Please register a hostgroup.
=1 _

5 New hostgroup o

Step 2. Click on New hostgroup.

Create reusable groups of hosts

0 Hostgroups

Q@

Confgs

Please register a hostgroup.
=} _

Hozts

Filter

& New hostgroup o

Step 3. Write group1 as the name. This name will be a tag to identify the host group
during the test configuration.
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@  HOSTGROUPS Cance

[C) admiin <admingadmin. com> X

o New hostgroup o

Step 4. Click on Service Type. A list will be displayed, select Throughput.

$ HOST GROUPS Cvea(e Cance
s Name * S—
[~}
[E) admin <odmingodmin. com> *
Pl
o

a Latency

Aaceroute

Ping

¥
o New hostgroup O

Step 5. On Hosts field, type the IP address of perfSONAR1 node (192.168.1.10) to search
for the host configured on the last section. A list will be displayed, select 192.168.1.10 to
add the node to the group.
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$ HOST GROUPS e

A [C) admin <acmingsdnin.com>

put
Dynamic

Clear All 1 Hosts

=

Map Satellite
o [

MOR T
AMERCA

SOUTH
AMEACA

- New hostgroup O . = o

Step 6. Repeat the previous step but now, complete the form with perfSONAR2
(192.168.2.10) and perfSONAR3 (192.168.3.10) IP addresses. Then, click on Create to save
the configuration.

Dynamic

ot has locat formatic she Clear All 3 Hosts
Map Satellite =~
& ASA /
NORTH fuRort
13
? , - 2
= A o s
L New hostgroup 0 - b |
/ ’ _‘_ -

3.2 Configuring latency group

Step 1. In order to create a new group, click again on New hostgroup.
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Create reusable groups of hosts

0 Hostgroups

s New hostgroup O

Step 2. Write group2 as the name. This will be a tag to identify the host group during the
test configuration

@  HOST GROUPS e

Create reusable groups of hosts

2 Hostgroups Name * | group2 I ‘

Filter

. Admins [G) admin <aaningednin.com> X
group:

Q Use: who can update this hostgroup
wet  group! Apr 3, 2019

E o

s New hostgroup o

Step 3. Click on Service Type. A list will be displayed, select Latency.
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® - E3
Nan
e
[C) admin <adminge

- .
. | oency |

¥¥

?

b New hostgroup O

Step 4 As in the previous section, on the Hosts field, type the IP address of perfSONAR1
node (192.168.1.10) to search for the host configured on the last section. A list will be
displayed, select 192.168.1.10 to add the node to the group. In addition, add perfSONAR2
(192.168.2.10) and perfSONAR3 (192.168.3.10) IP addresses. Then, click on Create to save
the configuration.

® oo =

Q
[ adm
=
Hast Groups
a Dynamic
Map Satellite
¥ ¥
? 2
i New hostgroup o
4 Setting test specifications

The test specification is a set of parameters used by a particular test service. Instead of
defining such parameters for each test, the user can define and use them in one or more
configuration definitions. In this section the user will configure the tests specification for
the host groups created on the last section. The first test specification is for throughput
test which corresponds to the groupl. The second test specification is for the latency test
which corresponds to the group2.
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4.1 Configuring throughput test specification

Stepl. On the left part of the web browser, click on Testspec.

List of defined test specifications
0 Testspecs
N °' . Filter
.
=
it
2,
b New testspec o

Step 2. Click on New testspec.

List of defined test specifications

0 Testspecs
° Filter
Configs
Hosts
=

ol New testspec o

Step 3. Type Throughput_Test in the Name field.
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$ TEST SPECS Edit Testspec e

List of defined test specifications

n

A
Testspecs

o New testspec o

Step 4. Click on Service Type, a list will be displayed. Select Throughput in order to
configure a throughput test.

$ TEST SPECS Edit Testspec —
Testspe Name *

Q
Through [C) admin <admingsdmin. com>

Q

=

A Latenc
Testspecs Throughput
Traceroute

Ping

o New testspec O

Step 5. A parameter box will be displayed after selecting the Service Type. The user will
see different set of test parameters. Below each parameter is shown the description of
each field. In this lab, the user will use the default configuration. Click on Create to save
the configuration.
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‘ TEST SPECS Edit Testspec

List of defined test specifications

1 Testspecs Name * Throughput_Test
o Filter
i BASIC TEST PARAMETERS

shrougrpes | Throughput_Test

Tool * iperf3 v Omit Interval

The tool to use in performing the
throughput test tool

Intervel * 14400 seconds Duration *

The time in between throughput tests
in seconds test_interval

Prozocol TCP v Window Size

i The transport protocol to uze for the
test. (Default: tcp) protocol

? @ 1Pvé Only
@ 1Pv6 Only

0_ New teStSpeC o Forces each side to use IPVA/IPVG. Test

will fall if no IPWA/IPVG address can be
determined for either endpoint

4.2 Configuring latency test specification

Step 1. Click on New Testspec.

List of defined test specifications

0 Testspecs

Filter

e New testspec o

Step 2. Type Latency_Test in the Name field.

Camel

5 seconds

The time to ignore resuks at the
beginning of a test in seconds. Useful
for excluding TCP ramp-up time. Note
that this is added 1o the duration (e.g.
omit_interval of 5 and duration 30
leads 10 a 35 second test)
omit_interval

20 seconds

The length to run each throughput test
in seconds duration

0 Bytes

TCP window size (byzes). Sez i t0 0 to
use endpoint host defoult window_size
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$ TEST SPECS Edit Testspec

st of defined test specifications

2 Testspe Name *

i New testspec o

Step 3. Click on Service Type, a list will be displayed. Select Latency in order to configure
a Latency test.

$ TEST SPECS Edit Testspec —

f defined test specifications

giietpe Name *
Qo
ency_Te: [G) admin <adwingadnin. com> X
= Throv ut_T Users who can update this test spec
Throughput
o Traceroute
Ping
3
?
e New testspec o

Step 4. A parameter box will be displayed after selecting the Service Type. The user will
see different set of test parameters. Below each parameter is shown the description of
each field. Select twamp as the Tool.

Page 20




Lab 9: pSConfig Web Administrator

.‘ TEST SPECS
List of defined test specifications

2 Testspecs

= Throughput_Test

=

@ Edit Testspec

Name * Latency_Test
Service Type * Latency '
Apr 9,2019
Apr 9,2019 BASIC TEST PARAMETERS M
Tool * twamp y
owam)

Any tool other than owamp requires
pSConfig and pS 4.1

Schedule Type
Continuous (recommended) - runs continuously in the background

® Interval (required i tool ks twap ) - runs at regularly-scheduled intervals (every n seconds)
requires pSConfig and pS 4.1

Test Schedule
Please configure your test schedule.

Note that continuously streaming one-way delay tests is recommended; otherwise loss events etc may be

= New testspec O missed.

Step 5. On the Schedule Type, select the second option as shown in the figure below.

‘ TEST SPECS

List of defined test specifications

2 Testspecs
Latency_Test
o Throughput_Test

Edit Testspec

Cd”(el

Name * Latency_Test

Admins [B) admin <acmingadsin.com> *

Uszers who can update this test spec

Service Type *

Latency b/

BASIC TEST PARAMETERS v
Tool ¢ twamp v
The tool to use in performing the one

way delay test tool
Any tool other than owanp requires
pSConfig and pS 4.1

Schedule Type

Continuous (recommended) - runs continuously In the background

® Interval (required if ool is twamp ) - runs at regularly-scheduled intervals (every n seconds)
requires pSConfig and pS 4.1

bod New testspec O

Step 6. Click on Create to save the Configuration.
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$ TEST SPECS Edit Testspec

Name *

@
[C] adm:
A
Testspecs BASIC TEST PARAMETERS v
¥
?
o New testspec O

5 Creating pSConfig output

Once the Host Groups and Test Specs are defined, it is possible now to create pSConfig file
by combining those entities. Under the Config section, the user will see a list of Configs
defined and their basic information. The links displayed next to the Config name is the
actual Config URLs that users can download and subscribe on various perfSONAR services.
To edit, or see more detail for each Config, click on the Config name in the Configs column.

Step 1. In order to define a configuration file, click on New config.

Qo
Confgs
New config 0
i AUTO CONFIG
? : .
o

Step 2. The Config URL shows the url where the configuration file will be published once
the configuration is finished. Complete the entry box typing config1.
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‘ CONFIGS

Showing registered con

New config O

* AUTO CONFIG

Enter hostnam

{ perfSONAR node to generate a C
URL containing tests for that instance as test endpoints

o Enter hostname =

reate Cancel

Config URL
Name * N
Description New Config
Admins [E] admin <acmingednin. com> X

Users who can update this configuratior

Central MA URLs

er line) will allow you to send te:

or all te:

Force end

s to be stored in the indh

dual MA for each host s Is useful f

store at each endpoint for some other reast

Step 3. Type Configuration_1 as the Name.

‘ CONFIGS

Showing registered configs

1 Configs
Jeanfigt  Configuration_1
o
Hosts

Host Groups

a

Testspecs

New config O

AUTO CONFIG

2 Enter hostname of perfSONAR node to generate a Config
URL containing tests for that instance as test endpoints.

o Enter hostname Y

Settings

Force endpoint MAs

s

Config URL http://192.168.1.10/publconfig/ | configl

Name * | Configuration_1 I

Description

New Config

Admins [G) admin <admingadmin.com> X

Users who can update this configuration

Central MA URLs

Providing Measurement Archive URLS (one per line) will allow you to send test results for all tests in the config to one or more
central measurement archives.

[ Force archiving to the MA on each endpoint

Enabling this option will force the all test results to be stored in the individual MA for each host. This is useful if you dont have a
central MA, or if you need to store at each endpoint for some other reason.

Step 6. In the description box, add a brief description about the configuration file. This

field is optional.
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@  CONFGS —_—

C i
~]
Configs Configuration
Name
Q
. esenp This conf ns throughput and latency test among perfSONAR1, perfSONAR?
ane
Admins [C) admin <acmingadain. com>
a
New config €
nd
TE AUTO CONFIG Force endpoint

3 3 o be stored in the individual MA for ¢
ng r that instance as t nts. you d store at each endpoint for some other re.
o tnter hostname % Tests Add New Test [l Import from existing Config

Step 7. The perfSONAR2 node is configured as the Measurement Archive (MA). This node
collects the measurement data of all perfSONAR node. Type the IP address of perfSONAR2
in order to configure it as the MA.

@  ConFiGs

hatp://192.168.1.10/publconfig/ |  configl

New config o

i AUTO CONFIG 2

dpoin: for zome other reazon

ning Nes. ¥e yo
& Enter hostname ~ Tests Add New Test Eld Import from existing Config

5.1 Adding throughput test

Step 1. To proceed, click on Add New Test. A configuration box will be displayed below.
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CONFIGS

@

Showing registered con

gs
Config URL
1 Configs
cenfig!  Configuration_1

Name *

Q
Hosts Description
03 Admins

Central MA URLs

New config 0

¥  AUTO CONFIG

Enter hostname of perfSONAR node to generate a Config
URL containing tests for that instance as test endpoints.

Force endpoint

MAs

o Enter hostname v

Create Cancel

htp://192.168.1.10/pub/config/ | configl

Configuration_1

This configuration runs throughput and latency test among perfSONAR1, perfSONAR2
and perfSONAR3 nodes

[0) admin <acmingadnin.com *

Users who can update this configuration

192.168.2.10

e per line) will allow you to send test re
ve:

Providing Measurement Archive for all tests in the config to

one or more central measurement

Force archiving to the MA on each endpoint

0 be stored i This is useful if

Enabling |
¢ at each endpoint for som

on will force the all
ave 8 central MA or if you n

you

Of Import from existing Config

Step 2. Type Throughput Test as the Test Name.

CONFIGS

Showing regetered

1 Configs

cortgl  Configuration 1

New config o

%  AUTO CONFIG

Enter hostname of perfSONAR node to generate a Config
URL containing tests for that instance a5 test endpoints.

Enter hostname -
o

Create Cancel
8.1.10/publconfig/  configl
@ Erabled (ncude in mesh contg)
Test Nome
Service Type Throughout v Topology Mest ¥
g ra
Map  Satellite La
ASU4
NORTH. LI
AMERICA
Atartc
Ocean
AFRICA
SOUTH %
AMERICA Indan
Oxeen OCLANA
Google Mep deta 92019 Terma of Use
Host Group t t Groug ¥
No Agent a aena

Step 3. Click on Service Type, a list will be displayed, select Throughput.
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®

CONFIGS

wing registered configs

Co L
a
= e Typ
a
New config o
%  AUTO CONFIG
Enter hostr fig
? URL containing
o Enter hostname - Host Group

Create Cancel

@ Enabled (include In mesh config)

Map  Satellite e

AFRICA

Google Map data 92019 Terma o

Step 4. Scroll down and click Host Group A, a list will be displayed, select group1. The
user will see the IP addresses of the three nodes involved in the test.

©

Q

CONFIGS

g' Configuration 1

New config O

¥  AUTO CONFIG

Enter hostname of perfSONAR node g
? URL containing tests for that instanc
o Enter hostname ~

Lo

.................................................. R !
u 4
vl AVERICA i W
Roar o XCEAMA
Google Map dera 82010 TormaofUne

(Select Host Group)

Step 5. Click on Testspec, a list will be displayed, select Throughput_Test.
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‘ CONFIGS p—
Showing registered configs
Config URL hetp//192.168.1.10/publcorfig!  configl
° \
Confg crfgl  Configuration_1 l‘_:{""""""";&ﬂ« ----------------------------- & .-
Pecifc AMERCA .
m Oosen Ocean ocrane
=
a Google . —
Mozt Group t v
A
H 0ONa Defines an address that 23 when used in this group. This w
New config ) cvenieare e el
e AUTO CONFIG
Enter hostname of perfSONAR node to generate a Config ipac. Select Test Spec v
? URL containing tests for that instance as test endpoints. Select Test Spec
Enter hostname - Throughput_Test
& Add New Test Bl Import from existing Config

Step 6. Click on Create to save the changes.

5.2 Adding latency test

Step 1. To configure the latency test, click again on Add New Test.

‘ CONFIGS w

Showing registered configs

Config URL http//192.168.1.10/publconfig/  config1 ' pSConfig | (' MeshConfig
1 Configs
n S Configuration.1 ArrQ 29 -
Google Mop data 82010 Terme of Use
Q —
Host Group oot -
A

[ 12

the n eld 5p

fed you use the b

s Testspec T out Test o
New config o
tool uctiiperis  protocol tcp  interval (4400  duration 20

" random _start_percentage omit_interval 5 ipvd_only rue
* AUTO CONFIG

Enter hostname of perfSONAR node to generate a Config

URL containing tests for that instance as test endpoints o
o Enter hostname -

Step 2. Type Latency Test as the Test Name.
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$ CONFIGS o
C RL h
)
Cies 44l Configuration 1 @ Ensbled (indude n mesh config
Type
=
Map  Satellite HeH
A ASa
i NORTH fumore
AMERICA
o S— e e 8
s Pact AMERICA o
New config O
+
%  AUTO CONFIG -
? o Gocgle e .
= Ho
&
Step 3. Click of Service Type, select Latency from the list.
@  CONFIGS "
Config URL hetp//192.168.1.10/publconfig/  configl
=
e i Configuration 1 @ Enabled (include in mesh config) m
(=] Test Name * Test
=
Map  Satellite g
- A ASa
' o) s
‘.t_ P —— ‘?’Iﬁ;‘:‘ S ———— - ‘&" .
New config 0 .
+
¥  AUTO CONFIG -
DI e e e 8,02 Google Mop doa €2010. Tormaof U
Enter host - Hos
D Enter hostname
No Age 8

Step 4. Scroll down and click Host Group A, a list will be displayed, select group2. The
user will see the IP addresses of the three nodes involved in the test.
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CONFIGS

Showing registered configs

Config URL
1 Configs

=gl Configuration 1

New config 0

¥  AUTO CONFIG

Enter hostname of perfSONAR node to generate a Config
URL containing tests for that instance as test endpoints.

o Enter hostname v

S

192.168.1

10/publ/config/ = cOr
) V— B
.Y SOUTH
et AMERICA R
= Goens OCEANIA
Go gle Map data £2019  Yerms of Use

Testspec Select Test S v

Add New Test el Import from existing Config

Step 5. Click of Testspec, a list will be displayed, select Latency_Test.

CONFIGS
Showing registered configs
Config URL

1 Configs

crtgl  Configuration 1

New config o

¥  AUTO CONFIG

Enter hostname of perfSONAR node to generate a Config
URL containing tests for that instance as test endpoints

Enter hostname -
&

can(c'

hezp2//192.168.1.10/publc contig
[y -
- A
Pactic 1na.
e oot OCEANA
—
Go gle Map data 82010 Terms of Use
Hozz Group eroun2 (3 Hosts v

Defines an address
override the no_agen:

ended you

Testspec

Add New Test [l

(Select Test Spec)
Latency Test
Import from existing Config

Step 6. Click on Create to save the configuration.

Page 29




Lab 9: pSConfig Web Administrator

packet _interval sample_count bucket_width

ipvd_only tool

: o

6 Visualizing the measurement data using pScheduler monitor

At this point, the user has created and published a pSConfig file. This file is accessible from
the perfSONAR nodes on the topology. In this section the user will run the pSConfig archive
using a pScheduler agent. First, the user will login to perfSONAR2 node and add the
configuration file. Secondly, the user will see the test schedule using pScheduler monitor.

Step 1. On the topology, click on perfSONAR2 and enter the username and
password [admin]. Note that the password will not be displayed while typing it.

ent0S Linux 7 (Core)
ernel 3.18.8-957.1.3.el7.x86_64 on an xB86_64

erfsonarZ login: |admin

Last login: Mon Apr 8 16:53:24 on ttyl
lcome to the perfSONAR Toolkit v4.1.5-1.el?

ou may create accounts to manage this host through the web interface by rumming the following as ro
ot :

susr/lib/perfsonar/scripts/nptoolkit-conf igure.py

e web interface should be available at:

1ttps://[host addressl/toolkit
[admin@perfsonard ~15 _

Step 2. To run the pSConfig template type the following command:

sudo psconfig remote add --configure-archives
“https://192.168.1.10:8443/pub/config/configl?format=psconfig”

The user will be required to enter the password as [admin].

Page 30



Lab 9: pSConfig Web Administrator

[admin@perfsonar2 ~15|sudo psconfig remote add --conf igure-archives “"https:/,192.168.1.18:8443/pub/c|
onf ig/conf ig1?format=psconf ig"

[sudo] password for admin:

=== pScheduler Agent ===

Added remote configuration https:/,/192.168.1.18:8443/pub/conf ig/conf igl?format=psconfig

=== MaDDash Agent ===
Added remote configuration https://192.168.1.18:8443/pubs/conf ig/conf igl?format=psconf ig
[admin@perfsonar2 ~1§ _

Step 3. After a minute, type the command pscheduler monitoxr The user will see the
scheduled tasks through pScheduler monitor. Notice that the latency task is running
twice each hour, and the throughput test once every four hours.

2819-84-88T17:81:23-084:80 pScheduler Monitor

2019-84-88T28:56:47Z Finished latency --source 192.168.2.18 --dest
2019-84-88T28:56:46Z Finished latency --source 192.168.2.18 --dest

2819-84-88T21:18: Pending throughput --duration PT28S --source
2019-84-88T22 : Pending latency --source 192.168.2.18 --dest
2819-84-88T22 : Pending latency --source 192.168.2.18 --dest
: Pending latency --source 192.168.2.18 --dest
Pending latency --source 192.168.2.18 --dest

2

2

2

-—ip-version
--data-ports
--data-ports
--data-ports
--data-ports
--data-ports
--data-ports
--data-ports
--data-ports
--ip-version
--ip-version
--data-ports
--data-ports
--data-ports
--data-ports
--data-ports
-—-ip-version
--ip-version

Pending latency --source 192.168.2.18 --dest

Pending latency --source 192.168.2.18 --dest

Pending latency --source 192.168.2.18 --dest

: Pending latency --source 192.168.2.18 --dest

2819-84-89T81 : Pending throughput --duration PT28S --source
2819-84-89T81 : Pending throughput --duration PT28S --source
2019-84-89T82 5 Pending latency --source 192.168.2.18 --dest
: Pending latency --source 192.168.2.18 --dest
2619-84-89T83:80: Pending latency --source 192.168.2.18 --dest
2819-84-89T83:80: Pending latency --source 192.168.2.18 --dest
2819-84-89T84 :80: Pending latency --source 192.168.2.18 --dest
: Pending throughput --duration PT28S --source

NNRWRWRNNWRWRWRWRAN

2819-84-89T89:83: Pending throughput --duration PT28S --source

Step 4. To exit from pScheduler monitor, press [Ctr1+d|.

This concludes Lab 9.

References

1. NSRC, “What is perfSONAR?,” [Online]. Available:
https://learn.nsrc.org/perfsonar/what-is-perfsonar.

2. B.Tierney, J. Metzger, E. Boyd, A. Brown, R. Carlson, M. Zekau, J. Zurawski, M.
Swany and M. Grigoriev, “perfSONAR: instantiating a global network
measurement,” in SOSP workshop, Real overlays and distributed systems.

3. How to use the linux traffic control panagiotis vouzis,” [Online]. Available:
https://netbeez.net/blog/how-to-use-the-linux-traffic-control/.

4. perfSONAR Project, “Creating and managing tasks,” [Online]. Available:
https://docs.perfsonar.net/pscheduler_client_tasks.html.

5. perfSONAR Project, “The pScheduler command-line interface,” [Online].
Available: https://www.perfsonar.net/media/medialibrary/2017/09/22/201709-
perfSONAR-11-pScheduler_CLI-v2.pdf.

Page 31



Lab 9: pSConfig Web Administrator

6. M. Feit, “CLI user's guide,” [Online]. Available:
https://github.com/perfsonar/pscheduler/wiki/CLI-User%27s-Guide.

7. ESnet, “esmond: ESnet monitoring daemon,” [Online]. Available:
https://software.ed.net/esmond/.

Page 32



UNIVERSITY OF

SOUTH CAROLINA

PERFSONAR

Lab 10: Configuring pScheduler Limits

Document Version: 06-14-2019

Award 1829698
“CyberTraining CIP: Cyberinfrastructure Expertise on High-throughput
Networks for Big Science Data Transfers”



Lab 10: Configuring pScheduler Limits

Contents
OVEIVIBW ..ttt ee e e e e e e e ettt ettt e e e e e e e e e eeeeeete et eeeabs b s e e seeaeaeeeeeeereeeaennssnnnnnnananns 3
(0] o) [=To 4 1= PSP PUPRRPPTPPPPRR 3
(1= o3 o) o To] [0 =4V ST PPPPTPP 3
(1] Y=Y T =L UPPPRTPP 3
(1] o o Y- o [ 4 I- T J SRR 4
1 [} dgeTe [V 4o o TSP 4
1.1 Overview of perfSONAR [IiMits Files ......ccerviiiriiiiiiiiiiiiiiee e 4
0 2 [0 1= o 1) 1= PR PPPPP 5
R T O - 11 1 =Y ST PPP 5
1 LAY ) = TSP P PP PP PPPPPORO 6
0T X011 RPN 6
1.6 APPLICAtIONS coiieieeee e e e e s 6
2 SAMPIE TIMIES FIlES .eeiiiiiiiiee e s rrre e e e 6
3 Applying perfSONAR liMits fil@S......uuiiiiriiiiiiei it 9
3.1 Testing the first limits configuration file (limits-1.conf).......ccccccvviviiiieniiieeinneen. 9
3.2 Testing second limits configuration file (limits-2.confg) .......ccccoovvvvivieeiieeennne. 12
3.3 Testing third limits configuration file (limits-3.conf).......ccccceviviiiiiiieciiee e, 14
2] =T =T a1l PP PPPPPP 17

Page 2



Lab 10: Configuring pScheduler Limits
Overview

This lab introduces the reader to pScheduler limits configuration file. The lab describes
the components and the syntax of the configuration file how to configure it in order to
apply rules to the tests between perfSONAR nodes in the topology.

Objectives

By the end of this lab, the user will:

1. Understand the concept of pScheduler limits.
2. Modify the pScheduler limits configuration file.
3. Verify the impact on pScheduler test after modifying the limits configuration file.

Lab topology
Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR

nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu).
The Client host is used to access perfSONAR graphical user interface.

Client g perfSONAR2

.10

2
192.168.2.0/24 R2

A1

192.168.3.0/24

10

perfSONAR3

Figure 1. Lab topology.

Lab settings

The information in Table 1 provides the credentials to access to perfSONAR nodes.
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Lab 10: Configuring pScheduler Limits

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONARS3.

Device IP Address Account Password
perfSONAR1 192.168.1.10 admin admin
perfSONAR2 192.168.2.10 admin admin
perfSONAR3 192.168.3.10 admin admin

Lab roadmap
This lab includes the following tasks:

1. Section 1: Introduction.
2. Section 2: Sample limits files.
3. Section 3: Applying perfSONAR limits files.

1 Introduction

The perfSONAR toolkit provides a detailed framework for network performance
measurement across single and multiple network domains®. An integral component of
this solution is the pScheduler tool which is responsible for executing desired network
performance tests, also termed as tasks. In particular, pScheduler runs on a server and
can either be called using a graphical user interface (GUI), command line input (CLI), or
through an application programmer interface (API).

Now perfSONAR users can request a wide range of end-to-end monitoring tests through
pScheduler, e.g., such as latency, throughput, loss, etc. However, in general, system and
network administrators will want to control various aspects of such user-initiated tests,
i.e., as per policy, resource limitations, timing constraints, etc. To accommodate such
needs, the perfSONAR framework also provides the ability to control who can run tasks,
the types of tasks allowed, and their associated parameter ranges?. Specifically, this
control is implemented through a limits configuration file. Hence this lab focuses on the
contents of this file and how to modify it to achieve desired perfSONAR operation. Note
that the default limits configuration file in the perfSONAR installation is also available in
the toolkit sources?.

1.1 Overview of perfSONAR limits Files
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Lab 10: Configuring pScheduler Limits

The perfSONAR limits configuration file uses JavaScript Object Notation (JSON) notation
and is named limits.conf. This file is located in the /etc/pscheduler directory and is read
by pScheduler to determine the validity of user task requests. Namely, the pScheduler
server checks and applies the latest instance of this file for any new requests and also
regularly checks for updates every 15 seconds. Any changes to the limits.conf file are also
tracked in a log file, generally located in the /var/log/pscheduler.log file.

The pScheduler limits file plays a very important role in verifying user requests. Otherwise
the pScheduler system will simply accept all requests in case of missing and/or improper
limits.conf files. As a result, it is important to make sure that the limits file is properly
checked for validity before being installed for use by pScheduler. This particular step can
also be done through the pScheduler validate-limits command, as applied subsequently.
Overall, the limits configuration file contains a single JSON object with several attribute-
value pairs given by:

"#": "Skeletal pScheduler limit configuration",
"identifiers": [ ... 1,

"classifiers": [ ... ],

"rewrite": [ ... 1,

"limits": [ ... 1,

"applications": [ ... ]

1.2 Identifiers

The first part of the verification process is to identify who is actually requesting the
performance measurement task. Hence the identifiers component of the limits file
contains identifier objects with several attribute fields including name (string containing
a unique identifier name), description (string describing identifier), type (string indicating
what method to determine if requester should be identified in a category), data (JSON
object containing type object specific data), and invert (optional boolean value to invert
identification after evaluation). In particular, the type and its associated data field can
support a range of identification strategies, e.g., using hints about the requester, pre-
specified classless inter-domain routing (CIDR) IPv4 or IPv6 address lists, downloaded
CIDR IP address lists from a website, list of non-bogon IP addresses (to prevent malicious
dark web activities), reverse IP address resolution, using jq scripts, or local identifiers.

1.3 Classifiers

The second part of the verification process groups the identifiers into broader categories.
Hence the classifiers component of the limits files contains classifier objects with several
attribute fields including name (string containing a unique identifier name), description
(string describing identifier), and identifiers (string array listing identifiers to be part of
classifier). In many cases requesters are classified as friendlies or hostiles.
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1.4 Rewrite

The third part of the verification process allows the pScheduler system to make changes
to requested tasks. These changes are specified in rewrite attribute pair and done using
jq scripts. In particular, these scripts call a set functions after initial validation but before
limit enforcement (Section 2.4). Overall, the rewrite attribute can be used to implement
a variety of actions/modifications, e.g., enforce tests from specific interfaces, throttle
bandwidth rates, enforce minimum durations, etc.

1.5 Limits

The fourth part of the verification process determines whether or not the requested test
parameters fall within acceptable ranges. Hence the limits component of the limits file
contains limits objects with several attribute fields including name (string containing a
unique identifier name), description (string describing identifier), clone (string naming
other limit to be used as a starting point), type (type of limit to be checked), data (JSON
object containing type-specific data), and invert (optional boolean value to invert
identification after evaluation). Note that these attributes are very similar to the
identifier’s attributes (detailed in Section 2.1). Overall, each limit is individually evaluated
and passed or failed. Namely, the type field of a limits object can be passed or failed using
various strategies, i.e., explicit pass or fail, use of jq scripts to evaluate test parameters,
checking of run times or ranges, comparing parameters versus a template of acceptable
values, and comparing against a list of acceptable test types.

1.6  Applications

The fifth part of the verification process determines if the test parameters make it
permissible, and this check is done by using a set of limit applications. Namely, each
classifier is tied to a set of conditions which must be passed. Hence the applications
component of the limits files contains limit application objects with several attribute fields
including description (string describing identifier), classifier (string naming classifier to
which application should be applied), apply (array of limit requirements), invert (boolean
value to invert application result after evaluation), and stop-on-failure (boolean value
indicating if failure to pass application should prompt further application list evaluations).
These application limits are evaluated sequentially, and a task is only run it if passes all of
them (or if it passes subsequent application list checks if stop-on-failure is false).

2 Sample limits files
Overall, the limits configuration file lets pScheduler exercise a very broad range of control
over user task requests. However, providing an exhaustive set of examples to detail every

possible verification option is clearly not feasible here. Instead, three sample limit files
are used to highlight different components of the pScheduler limits framework. In
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particular, these files are located in the /home/admin directory and named as limits-
1.conf, limits-2.conf, and limits-3.conf. These files are now discussed further.

Step 1. Open perfSONAR2 and enter the username and password [admin|. Note that
the password will not be displayed while typing it.

ent0S Linux 7 (Core)
[Kernel 3.18.8-957.1.3.el17.x86_64 on an x86_64

perfsonarZ login:|admin

Last login: Sun Jan 27 17:27:33 on ttyl
elcome to the perfSONAR Toolkit v4.1.5-1.el?

ou may create accounts to manage this host through the web interface by rumming the following as ro
ot :

susr/libsperfsonar/scripts/nptoolkit-conf igure.py
e web interface should be available at:
https://[host addressl/toolkit

‘abrt-cli status’ timed out
[admin@perfsonar2 ~1§ _

Step 2. On the perfSONAR2 host go to the directory containing the sample limits files by
directly typing the command:

cd /home/admin

[admin@perfsonarZ “15 |cd /home/admin
admin@perfsonar2 ~1§ _

Step 3. To ensure the correct directory, enter the command to verify that the three
sample limits files are listed:

admin@perfsonarZ 15 |ls
limits-1.conf limits-Z2.conf limits-3.conf

admin@perfsonar2 ~1$ _

Step 4. Now open the first limits file, limits-1.conf, in order to inspect its contents. Type
the following command:

nano limits-1.conf

[admin@perfsonarZ “1§ nano limits-1.conf_

This JSON file contains an identifiers component (object array) with a several objects, one
of which is an object with the name attribute defined as certain-group. This particular
object is subsequently used to identify the subnet which cannot run tasks on perfSONAR2.
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"identif iers":
{

“ v. v
name -

"Requests coming from 192.168.8.8/16",

“"type": "ip-cidr-list",
"data": {
“cidrs": [ "192.168.8.8,16" 1

Additionally, the limits-1.conf file also contains a classifiers component (object array) with
an object whose name attribute is defined as hostiles. This particular object also has an
identifiers attribute defined as (the above-defined) “certain-group”, i.e., to prevent
identifiers in this group from running tasks on perfSONAR2.

"classifiers": [
&
“name": “hostiles",
"description”: "Identifiers we find unfriendly”,
"identif iers": [|"certain-group”|]

Step 5. To close the current file type [ctr1+x. Next, open the second limits file, limits-
2.conf, by typing the following command:

nano limits-2.conf

[admin@perfsonarZ 15 nano limits-Z.conf _

This file contains an identifiers component (object array) with two objects with their name
attributes set to perfSONAR1 and perfSONAR2, respectively. Specifically, both of these
objects define their type attributes as ip-cidr-list and related data attributes as a cidrs
object array (containing two IP addresses, i.e., 192.168.1.10 and 192.168.3.10).

identifiers": [
{
“name": “perfSONAR1",
"description”: "Requests coming from perfSONAR1",
“"type": "ip-cidr-list",
"data": {
Ycidrs": [|"192.168.1.18"

“name": “perfSONAR3",
"description”: “Requests coming from perfSONAR3",
“type": "ip-cidr-list",
“data": {
"cidrs": [|"192.168.3.18"

Using the above, the limits-2.conf file also includes a classifier component (object array)
with two objects with their name attributes set to friendlies and hostiles, respectively.
Specifically, the first object contains an identifiers attribute listing IP address(es) that can
send requests to perfSONAR2 (in this case only perfSONAR3 is allowed). Meanwhile, the
second object contains an identifiers attribute listing IP address(es) who cannot send
requests to perfSONAR2 (in this case only perfSONAR1 is not allowed).
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“classifiers"”: [

{

“name": "friendlies",
“description": "Identifiers we find friendly",
Yidentifiers": [|"perfSONAR3"

“name"”: "hostiles",
"description”: "Identifiers we find unfriendly”,
Yidentif iers": ["'per‘fSUNﬁHl"‘ ]

Step 6. Finally, exit the nano editor as before by typing[ctr1+x. Then open the third limits
file, limits-3.conf, by typing the following command:

nano limits-3.conf

[admin@perfsonarZ “1G|nano limits-3.conf_

This file contains a limits component (object array) with a single object with the name
attribute set to throughput-default-time. Furthermore, the data attribute here defines
another object with a limit attribute (object) specifying the upper and lower run time
durations for throughput tasks, i.e., 5 seconds and 15 seconds, respectively.

“name": "throughput-default-time",
“description”: "Throughput time limits",
“"type": "test",
Ydata': {
"test": "throughput",
"limit": {
"duration': {

"range": {
l’lowr‘ll :
"upper” :

Step 7. Exit the nano editor as before by typing [ctr1+x|.

3 Applying perfSONAR limits files

The three sample limits files detailed in Section 3 are now used to test and verify the
capabilities of pScheduler limits framework.

3.1 Testing the first limits configuration file (limits-1.conf)

Step 1. In perfSONAR2, go to the local file directory containing the three sample limit
configuration files typing the following command:

Page 9



Lab 10: Configuring pScheduler Limits

cd /home/admin

admin@perfsonarZ “15 cd /home/admin

[admin@perfsonarZ ~15 _

Step 2. Type the command to ensure that all three template files are listed in the
directory.

admin@perfsonarZ “15 |ls
limits-1.conf limits-Z2.conf limits-3.conf

. . —rt
[admin@perfsonarZ “1§ _

Step 3. The pScheduler limits file is located in the local directory /etc/pscheduler and
called limits.conf, i.e., /etc/pscheduler/limits.conf. Now pScheduler can only recognize a
limits file with this particular name. Hence in order to test the first limit configuration file,
limits-1.conf must be copied from /home/admin and renamed into the /etc/pscheduler
directory. To do this, type the command in the /home/admin directory, i.e., to create a
renamed copy:

cp limits-1l.conf limits.conf

admin@perfsonarZ 15 |cp limits-1.conf limits.conf

admin@perfsonar2z ~1§ _

Step 4. To verify that the copy succeeded, type [Ls|.

admin@perfsonarz ~1$ |Is
limits-1.conf limits-Z.conf limits-3.conf limits.conf

[admin@perfsonarz ~1$

Step 5. Next, move the copied limits.conf file to the pScheduler directory /etc/pscheduler.
To do this, type the command shown below and enter the password admin).

sudo mv limits.conf /etc/pscheduler

[admin@perfsonarZ “15|sudo mv limits.conf setc/pscheduler
[sudo] password for admin:

[admin@perfsonar2 ~1§ _

Step 6. To ensure the file was properly moved, type [1s| to make sure that the limits.conf
is no longer in the current /home/admin directory:

admin@perfsonarz ~15 |Is
limits-1.conf limits-Z2.conf limits-3.conf

admin@perfsonar2 ~1$ _

Step 7. Now return to the main directory by entering the following command:
cel ~

admin@perfsonarZ “1§ |cd ~

[admin@perfsonarZ ~ 15
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Step 8. Since the pScheduler limits.conf file has just been changed, it is important to verify
that that it is still valid by using the pScheduler validate-limits command. To verify this,
type the command shown below and note the output. If the configuration is valid, the
output should display Limit configuration is valid.

pscheduler validate-limits

[admin@perfsonarZ 15 |pscheduler validate-limits
Limit configuration is valid.

¢

[admin@perfsonar2 ~1$

Step 9. As detailed in Section 3, the limits-1.conf file is designed to block perfSONAR1 and
perfSONAR3 from running tasks on perfSONAR2. However, these limits should not
prevent perfSONAR1 from running a task on perfSONAR3 or vice versa. In order to test
these restrictions, try to schedule a throughput task to perfSONAR2 by typing command
shown below. This task will fail.

pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10

admin@perfsonarZ ~15|pscheduler task throughput source 192.168.1.18 dest 192.168.2.18
Submitting tas .

Jnable to pos sk: Error while tasking 192.168.2.18: Unable to post task to 192.168.2.18: Task for|
bidden by limits:

:ster: 192.168.1.18
: 192.168.2.18
>d as everybody, certain-group
“lassified as default, hostiles
Application: Hosts we n’t want running any tests
Group 1: Limit "never’ failed: Forced failure
Group 1: Want all, B/1 passed, 1-/1 failed: FAIL
Group 1: Failed: stopping here.
Application FAILS
Failed Stop Forced
Proposal does not meet limits
The ’pscheduler troubleshoot’ command may be of use in problem
liagnosis. ’pscheduler troubleshoot --help’ for more information.

admin@perfsonar2 ~1$ _

Step 10. Next, verify that the rule also applies to perfSONAR3 by typing the command
shown below. This task request will also fail.

pscheduler task throughput --source 192.168.3.10 --dest 192.168.2.10
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[admin@perfsonarZ ~ 15| pscheduler task throughput source 192.168.3.18 dest 192.168.2.18
Submitting task...

Jnable to post task: Error while tasking 192.168.2.18: Unable to post task to 192.168.2.18:

bidden by limits
Hints:

requester: 192.168.3.18
server: 192.168.2.18
Identif ied ¢ "y J, certain-group
Classified as de L, hostiles
pplication: Hosts we don’t want running any tests

Group 1: Limit ’never’ failed: Forced failure

Group 1: Want all, B/1 passed, 1-/1 failed: FAIL

Group 1: Failed: stopping here.

fipplication FAILS

Failed Stop Forced

Proposal does not meet limits
The ’pscheduler troubleshoot’ command may be of use in problem
diagnosis. ’pscheduler troubleshoot help’ for more information.
[admin@perfsonarZ ~1§ -

Task for

Step 11. Finally, verify that perfSONAR1 and perfSONARS3 can still schedule tasks between
themselves. To verify this, type the command shown below. This task request should

succeed and display throughput results.

pscheduler task throughput --source 192.168.3.10 --dest 192.168.1.10

[admin@perfsonarZ 719 pscheduler task throughput source 192.168.3.18 --dest 192.168.1.18
submitting task...

Task URL:

https:/7192.168.3.18/pscheduler/task 33544b3-3chba-4438-8396-66c996d472a1

Rumning with tool ’iperf3’

Fetching first run...

ext scheduled run:

https://192.168.3.18/pscheduler/tasks/?733544b3-3cba-4438-8396-66c996d472a1/runs/4446b3d4-1416-44cB-b

ec-bbcB67b1a?738

starts 2819-84 5:53:52Z (5 seconds)

Ends 2819-84-22 :54: Z. (718 seconds)
viting for result...

» Stream ID S

Interval Throughput Retransmits Current Window
7.84 Gbps ;
5.75 Gbps 2.78 KBytes
5.51 Gbps 454 [ .28 KBytes

6.59 Gbps 1.87 MBytes
6.35 Gbps 887.98 KBytes

6.73 Gbps 1.86 MBytes
' 6.18 Gbps 848.53 KBytes
8. 5.66 Gbps 2t 676 KBytes
9.8 5.95 Gbps 654.58 KBytes

16.8 6.42 Gbps 1.54 MBytes

SUMMArY
Interval Throughput
3.8 - 10.8 6.21 Gbps

0 further runs scheduled.
[admin@perfsonarZ ~1§ _

3.2 Testing second limits configuration file (limits-2.conf)

Step 1. In perfSONAR2, go to the local file directory containing the 3 sample limit

configuration files. Namely, type the command shown below.

cd /home/admin
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admin@perfsonarZ “15 cd /home/admin

admin@perfsonarz ~15 _

Step 2. Copy the contents of limits-2.conf into a file titled limits.conf by entering the
following command:

cp limits-2.conf limits.conf

admin@perfsonarZ “1§|cp limits-Z.conf limits.conf

[admin@perfsonar2 ~1§ _

Step 3. Move this new limit file into the /etc/pscheduler directory by entering the
command. Enter the password when prompted.

sudo mv limits.conf /etc/pscheduler

admin@perfsonarZ “15 |sudo mv limits.cont setc/pscheduler
[sudo] password for admin:

admin@perfsonarz ~1§

Step 4. Now return to the main directory again by entering the following command:
cel ~

admin@perfsonarZ “15 [cd ~

[admin@perfsonar2 ~1$

Step 5. Check the validity of the limits file once again by using the command shown below.
The output should read limit configuration is valid.

pscheduler validate-limits

heduler validate-limits
lid.

Step 6. As detailed in Section 3 the limits-2.conf file is designed to block any requests from
perfSONAR1 but allow requests from perfSONARS3. In order to test these restrictions, try
to schedule a throughput task to perfSONAR2 by typing the command shown below. This
task request should fail based upon the specified limits.

pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10
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admin@perfsonarZ ~ 15| pscheduler task throughput source 192.168.1.18 dest 192.168.2.18
Submitting task...

jnable to po ask: Error while tasking 192.168.2.18: Unable to post task to 192.168.2.18: Task for
bidden by limits:

ter: 192.168.1.18
192.168.2.18
ed as everybody, certain-group
Classified as default, hostiles
pplication: Hosts we don’t want running any tes
Group 1: Limit "never’ failed: Forced failure
Group 1: Want all, B/1 passed, 1/1 failed: FAIL
Group 1: Failed: stopping here.
fipplication FAILS
Failed Stop Forced
Proposal does not meet limits
» "pscheduler troubleshoot’ command may be of use in problem
g heduler troubleshoot help’ for more information.
admin@perfsonarz ~1§ _

Step 7. Next, verify that perfSONAR3 is still able to run tasks to perfSONAR2. Specifically,
type the command shown below. This task request should succeed and display
throughput results.

pscheduler task throughput --source 192.168.3.10 --dest 192.168.2.10

[admin@perfsonarZ ~ 15| pscheduler task throughput source 192.168.3.14 dest 192.168.2.18
submitting task...

Task URL:

https:/,192.168.3.18/pscheduler/tasks/8f bSB345-4cd?-4ccZ-bSaB-d4f babb4cd43

Running with tool ’iperf3’

Fetching first run...

heduled run:
192.168.3.18/pscheduler/tasks/8f b58345-4cd?-4ccZ2-bSaB-d4f babb4cd43/runs/8e9f 2882-2ad8-16ba-a
(77 second
A 2819-84 - Z (718 seconds)
Waiting for result...
» Stream ID S5
Interval Throughput Retransmits ‘rent Window
j. . 7.96 Gbps A 4 Bytes
/6 Gbps A 4 2 KBytes
48 Gbps : 729.79 KBytes
6.88 Gbps 7 .68 KBytes
.98 Gbps 3 KBytes
7.85 Gbps KBytes
7.13 Gbps 25¢ 434.48 KByt
7.61 Gbps 1.83 MBytes
?7.32 Gbps ¢ 585.35 KBytes
18.8 ?.36 Gbps 7 82 KBytes
UMM ry
Interval Throughput Retransmits

1.8 18.8 7.14 Gbps 2388

0 further runs scheduled.

[admin@perfsonarZ ~ 15

3.3 Testing third limits configuration file (limits-3.conf)

Step 1. In perfSONAR2, go to the local file directory containing the 3 sample limit
configuration files. Type the following command.

cd /home/admin
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admin@perfsonarZ “15 cd /home/admin

admin@perfsonarz ~15 _

Step 2. Copy the contents of limits-3.conf into a file named limits.conf by entering the
following command.

cp limits-3.conf limits.conf

admin@perfsonarZ “1$|cp limits-3.conf limits.conf

[admin@perfsonari ~1$ _

Step 3. Move this new limit file into the /etc/pscheduler directory by entering the
command shown below. Enter the password when prompted.

sudo mv limits.conf /etc/pscheduler

[admin@perfsonarZ “15|sudo mv limits.conf setc/pscheduler
[sudo] password for admin:

[admin@perfsonarZ ~1§ _

Step 4. Now return to the main directory again by entering the following command:
cel ~

[admin@perfsonarZ “1$ |cd ™

[admin@perfsonarZ ~ 15

Step 5. Check the validity of the limits file once again by using the command shown below.
The output should read Limit configuration is valid.

pscheduler validate-limits

limits

Step 6. As detailed in Section 3, the limits-3.conf file is designed to restrict the maximum
duration of throughput tasks to 15 seconds. Hence any request to schedule such a task
for 20 seconds should fail. In order to test this restriction, try to schedule a 20 second
throughput task to perfSONAR2 by typing in the command shown below. This task request
should fail based upon the specified duration limit. In perfSONAR1, type the following
command:

pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10 -t 20
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[admin@perfsonarl ~15|pscheduler task throughput --source 192.168.1.18 --dest 192.168.2.18 -t 208
[Submitting task...

nable to post task: Error while tasking 192.168.2.18: Unable to post task to 192.168.2.18: Task for
bidden by limits:

ints:

requester: 192.168.1.160

server: 192.168.2.18
Identified as everybody

lassified as default

pplication: Defaults applied to non-friendly hosts

Group 1: Limit ’inmocuous-tests’ failed: Passed but inverted

Group 1: Limit ’throughput-default-time’ failed: Duration not in PTSS..PT15S

Group 1: Limit ’idleex-default’ failed: Test is not ’idleex’

Group 1: Want any, B/3 passed, 3/3 failed: FAIL

Group 1: Failed: stopping here.

Application FAILS

roposal does not meet limits

e ’pscheduler troubleshoot’ command may be of use in problem

iagnosis. ’pscheduler troubleshoot --help’ for more information.
[admin@perfsonarl ~1§ _

Step 7. Meanwhile, a request to schedule throughput tasks with durations of 15 seconds
or less should be successful. In order to test this bound, try to schedule a 15 second
throughput task to perfSONAR2 by typing in the command shown below. This task request
should succeed and display throughput results.

pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10 -t 15

[admin@perfsonarZ2 ~1$| pscheduler task throughput --source 192.168.1.18 --dest 192.168.2.18 -t 15
submitting task...

ask URL:

https:/,192.168.1.18/pscheduler/tasks/29b2da?7-d7e5-4a58-bd33-fB332ded84b2

Rumning with tool ’iperf3’

Fetching first run...

ext scheduled run:
https:/,192.168.1.18/pscheduler/tasks/29b2da?7?-d?e5-4a58-bd33-fB332dedB84b2/runs/8e97bf 84-6671-4a72-a
>25-5d8ae5e5a562
Starts 2819-86-23T21:27:47Z (78 seconds)
Ends 2819-86-23T21:28:11Z (723 seconds)

iting for result...

Stream ID 5

Throughput Retransmits Current Window
7.94 Gbps £ 1.38 MBytes
6.95 Gbps 57.57 KBytes
6.82 Gbps > 527.87 KBytes
6.49 Gbps 3. KBytes
6. Gbps . KBytes
6. Gbps VA KBytes
7.82 Gbps 3Z.51 KBytes
6. Gbps .82 KBytes
6. Gbps .42 KBytes
6.56 Gbps 787.71 KBytes
6.24 Gbps : .67 KBytes
6 Gbps 398.28 KBytes
6. Gbps .77 KBytes
6
6

.8
.8
.8
.8
.8
.8
.8
.8
.8

Gbps .54 KBytes
Gbps 24 . KBytes

Interval Throughput Retransmits
9.8 - 15.8 6.85 Gbps 1659

No further runs scheduled.
[admin@perfsonar ~1$

This concludes Lab 10.
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Lab 10: Configuring pScheduler Limits

References

1. NSRC, “What is perfSONAR?,” [Online]. Available:
https://learn.nsrc.org/perfsonar/what-is-perfsonar.

2. B. Tierney, J. Metzger, E. Boyd, A. Brown, R. Carlson, M. Zekau, J. Zurawski, M.
Swany and M. Grigoriev, “perfSONAR: instantiating a global network
measurement,” in SOSP workshop, Real overlays and distributed systems.

3. How to use the linux traffic control panagiotis vouzis,” [Online]. Available:
https://netbeez.net/blog/how-to-use-the-linux-traffic-control/.

4. perfSONAR Project, “Creating and managing tasks,” [Online]. Available:
https://docs.perfsonar.net/pscheduler_client_tasks.html.

5. perfSONAR Project, “The pScheduler command-line interface,” [Online].
Available:https://www.perfsonar.net/media/medialibrary/2017/09/22/201709p
erfSONAR-11-pScheduler_CLI-v2.pdf.

6. M. Feit, “CLI user's guide,” [Online]. Available:
https://github.com/perfsonar/pscheduler/wiki/CLI-User%27s-Guide.

7. ESnet, “esmond: ESnet monitoring daemon”. Available:
https://software.ed.net/esmond/.

Page 17



	Cover
	Contents
	Lab 1 - Configuring Administrative Information Using perfSONAR Toolkit GUI
	Lab 2 - PerfSONAR Metrics and Tools
	Lab 3 - Configuring Regular Tests Using perfSONAR Graphical User Interface
	Lab 4 - Configuring Regular Tests Using pScheduler CLI Part I
	Lab 5 - Configuring Regular Tests Using pScheduler CLI Part II
	Lab 6 - Bandwidth-delay Product and TCP Buffer Size
	Lab 7 - Configuring Regular Tests Using a pSConfig Template
	Lab 8 - perfSONAR Monitoring and Debugging Dashboard
	Lab 9 - pSConfig Web Administrator
	Lab 10- Configuring pScheduler Limits



