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Motivation Academic Cloud Impact

Workshops
* 21 hands-on workshops were organized between 2021-2023.
* Workshops are face-to-face and online, using the Academic Cloud.
* Nearly 1,500 learners attended the workshops.

* Workshops were organized as stand-alone events or co-located to
* P4 programmable switches permit a programmer to program the data plane: States. conferences, such as “Internet2 Technology Exchange.”

, | The figure below illustrates the Academic Cloud architecture at one of the four
> Define and parse new protocols. Packet forwarding speeds

Partners
105 5 :
» Customize packet processing I chip 12.8 Tbps data centers. On average, each data center has approximately 10 servers. * Minority-Serving Cyberinfrastructure Consortium (MS-CC), Internet2,

functions. 10 A pod is a collection of resources: virtual machines, virtual switches, virtual FABRIC, ESnet / Lawrence Berkeley National Laboratory (LBNL), Oak Ridge

» Measure events occurring in the 10° | links, physical Tofino-based switches, physical fiber links, etc. National Laboratory (ORNL), Western Academy Support and Training
data plane with high precision m : Pods are.orchestrate.d by the Academic Cl?Ud .platform on demand. Center (WASTC), over ten Research and Education Networks (RENs) from
(nanosecond resolution). NETLAB is a customized management application. Texas, Louisiana, New York, Georgia, Missouri, Florida, Colorado,
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* Traditionally, the data plane has been designed with fixed functions to forward Virtual lab libraries run on the Academic Cloud.
data packets, using a small set of communication protocols. The Academic Cloud is a virtual platform that manages and orchestrates

- This closed-design paradigm has limited the capability of switches to costly computing resources to support virtual laboratories.
oroprietary implementations which are hard-coded by vendors. Computing resources are distributed across four data centers in the United

environment

Packet forwarding speeds. Reproduced from

Goals and Project Overview

1

Orchestration system + front-end (portal system or LMS (Canvas, Blackboard)) NY State and Education Network FABRIC Community WOrl.(ShOp KNIT 6, Session
1. Facilitate the adoption of programmable P4 devices by Cl professionals and Workshop. New York, NY. Feb. 2024 on P4 Switches. Austin - TX, Apr. 2023

. . . vLabs libraries Hardware
oy learners in general, by developing virtual labs. _ |
P4 BMv2 \> Tofino-based switch

2. Promote the integration of P4 and virtual labs into academic degrees " Internet \ .J\] Academic Courses

P4 Tofino 1l CPU . . | | |
O ' | _— - * The virtual labs and companion materials (guided lab experiments,
verview

RIS \5/ Storage electronic book / booklets, open-ended exercises are now used in
BGP academic programs at colleges and universities.

Underlying
hardware

Goals

* Virtual lab libraries run on USC’s cloud platform, referred to as the
Academic Cloud, and on FABRIC. ——
The Academic Cloud is used by colleges and universities, researchers, and ; \ N o Virtual labs and . A
the CI community for academic courses, workshops, and self-paced Academic Cloud — L9}

Elias Bou-Harb

Companion material Nasir Ghani

training. ——— AR S High-Speed

Guided virtual lab Reading — electronic  Exercise —implement Book ngh—Speed

1 1 1 i book / bookl luti
The libraries on FABRIC use JupyterHub notebooks , a web-based interface. Very granular allocation of physical Not granular (access to the physical experiment cok/booklet @olution Networks w/ virtual

Virtual lab libraries interact with FABRIC using FABRIC's APIs to deploy the resources resources requires additional fees) companion items 1o guided virtuallab labs

- i . . experiment
, : : Easy to create custom pods Difficult to design complex topologies
learner’s customized topology and embed P4 code alongside explanatory Costeffective when used Cost_effective for individual / small

documentation, screenshots, videos, and other visual aids. extensively VMs; costly for large VMs over time . . 1 on Oct 1 2071
: : : : : i : ible:  limi iders’ . e project started on Oct. 1, :
Virtual lab libraries use state-of-the-art, production-grade devices such as Tepeliogy i greplicealy presenites! o) Neit iledsle;  fmied o providers Pro) , ,
. . . , the learner using a regular browser  interface, e.g., command-line interface * At the USC site of the Academic Cloud alone, learners conducted 22,308
SOftwa re SWItCheS (e.g., Open VSWItCh), ha rdwa e SWItCheS based on |nte| S The owner Controls Who can access Cloud provider Controls Who can .
laboratory experiments, for a total of 91,783.13 hours.

Tofino chips, and open-source operating systems and controllers (e.g., resources access resources e e
: : Easy; physical hardware can be Difficult; no subscription plan permits ’ e
Open Network Linux, Open Network Operating System).

Networks

ATutorial

Usage of the Academic Cloud for Training on P4 Technology

integrated into pods integrating customized physical devices l»” Community Usage Search
Specially  built for pedagogy

(education, research, and training) =~ General, used by a large variety of users
From entry-level learners to PhD More  experienced  professionals,
researchers educators, students default 23151 22308 150133.98 91783.13

“ Name Reservations Made Labs Attended Hours Reserved Hours Attended

. Page Total: 23151 22308 150133.98 91783.13
P4 programmable Chlp Commercial switches based on Table Total: 23151 22308 150133.98 91783.13

(Intel’s Tofino) Intel’s Tofino chip Pod Example and Libraries Cloud usage since Oct. 1, 2021

Selected Publications
Background P4 Language * The figure below shows a pod with two servers, two Tofino-based switches, and

100Cbps multi-mode fiber connections. Journal Papers

P4 stands for Programming Protocol-independent Packet Processors. ~ Tofino Model « “A Comprehensive Survey on SmartNICs: Architectures, Development Models, Applications, and Research
(Debian 10 Virtual Machine) Directions”, IEEE Access, Jul. 2024.

“A Survey on Network Simulators, Emulators, and Testbeds used for Research and Education”, Computer

The programmable data plane can be considered as a domain-specific | Networks, Oct. 2023.

: "A Survey on Rerouting Techniques with P4 Programmable Data Plane Switches”, Computer Networks, Apr.
processor for networking.

Tofino Switch 2023.
(Edgecore Wedge 100BF-32Q) .

P4 is the de facto language for programming the data plane of switches.

The processor model is referred to as Protocol Independent Switch Tofino-based pod "P4Tune: Enabling Programmability in Non-Programmable Networks", IEEE Comm. Magazine, Feb. 2023.
Architecture (PISA). "A Survey on TCP Enhancements using P4-programmable Devices’, Computer Networks, May 2022.

o _ “A Survey on Security Applications of P4 Programmable Switches and a STRIDE-based Vulnerability
Programmable data planes are optimized to perform operations over Virtual Ethernet Link (up =@  Dual-port 100GbE NVIDIA Assessment', Computer Networks, Jan. 2022.

packet headers / header fields (increment, parse headers, shift bits, etc.). to 106ps) Mellanox Connectx 5

An Exhaustive Survey on P4 Programmable Data Plane Switches: Taxonomy, Applications, Challenges, and

: : : : : 100GbE Multi-Mode - Lubuntu 20.04 Virtual Machine (8 Future Trends", IEEE Access, Jun. 2021.
Since they execute simple operations and use a simple Reduced Instruction Fiber (QSFP28) 3 vCPUs, 16 GB Mernory) Conference Papers

Set Computer (RISC)—type Instruction set, they can be implemented in the ~ .~ Out-of-Band Link « “Reducing the Impact of RTT Unfairness using P4-Programmable Data Planes”, IEEE International
silicon at a minimal cost and size. Conference on Communications (ICC), Denver, CO, Jun. 2024.

“Improving TCP Fairness in Non-programmable Networks using P4-programmable Data Planes”, IEEE
BlackSeaCom, Thilisi, Georgia, Jun. 2024.

* Currently, the project has developed six virtual lab libraries: “perfSONAR: Enhancing Data Collection through Adaptive Sampling”, IEEE/IFIP Network Operations and
Management Symposium (NOMS), Seoul, Korea, May 2024.

P4 is distributed as open-source language  Avirtual lab library consists of 8-15 experiments, systematically organized.

state start {
transition parse_ethernet; l

) Introduction to P4 Programmable Data Plane Switches. "Effective DGA Family Classification using a Hybrid Shallow and Deep Packet Inspection Technique on P4

Statsaszz:;c::;:ﬁdi.ethernet); P4 Programmable Data Planes: Applications, Stateful Elements, and Custom Packet Programmable Switches”, IEEE International Conference on Communications (ICC), Rome, Italy, Jun. 2023.
transition select(hdr.ethernet.etherType) { IQIQYSRNSCISYoVG [ToTs RNINENUENI, herTune 1o (Pud Processing. "P4CCI: P4-based Online TCP Congestion Control Algorithm Identification for Traffic Separation”, IEEE

TYPEPVA: parse_ipvd; P 8 weT PN International Conference on Communications (ICC), Rome, Italy, Jun. 2023.

default: reject; state machine . . . .
} Cybersecurity Applications with P4 Programmable Data Planes. "Enabling P4 Hands-on Training in an Academic Cloud”, International Workshop on Test and Evaluation of
l

: Writing Fine-grained Measurements Apps with P4 Switches. Programmable Networks, Marina del Rey, CA, May 2022.

state parse_ipv4 {

packet.extract(hdr.ipv4); . . . BOOk
transition accept; Introduction to Software-defined Networklng.

} « "High-Speed Networks: A Tutorial (Practical Networking)", 1st Edition, Springer, 2022.
Network Tools and Protocols.
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