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Motivation Malware Detection and Classification Threat Intelligence Sharing

» The P4 PDP switch intercepts the traffic between the internal network to be

, The PDP switches distributed in the network
protected and the external networks. The switch operates as follows: have Tofino-based ASICs (by Intel)
botnet, ransomware, etc.) occur over network data transfers. . Customized parser: performs DPI to extract the domain name from DNS packets. Y ' 3

ntrusion Detection Systems (IDS) use general-purpose servers to perform . Domain name analysis: processes domain names of NXD replies only, and Once a malware is detected, the PDP notities i )

Deep Packet Inspection (DPI) and defend against these threats. extracts features relevant to DGAs. the centralized controller. | |

> These technologies cannot operate in real-time and inspect gigabits per second . Traffic pattern analysis: passively processes all IP packets and collects traffic The  centralized controller  collects and
(Cbps) of traffic due to their hardware limitations. statistics of each host in the internal network. disseminates Cyber Threat Intelligence (CTI) to

Alternatively, using packet filters at switches for inline inspection would ignore . Decision / classification: operates once a NXD reply is received by collecting the all the PDPs in the network.

the packet payloads that enable malware propagation. domain name and traffic pattern features and feeding them to an in-line ML

The P4 language allows Cyberinfrastructure (Cl) engineers to program the data algorithm to detect it a malware exists. PDPs threat intelligence.
plane at line rate [1]: . Customized deparser: assembles the packet back.

Most propagation and delivery of prominent malware families (e.g., trojan,
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> Define and parse new protocols. Programmable cataplne be tested by replaying data sets from VirusTotal, CAIDA, Merit, and Cisco.
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> Customize  packet  processing _ Padeets Next, the eX-loT platform (see the figure below) will be leveraged to
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> Perform DPI on the packet payload.

» Obtain granular visibility of events.
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Goals and Project Overview S ot reply = address
Modules of the proposed P4 PDP application.

e DGA-based domain names tend to be random (not human readable) and have * This project will share the gained knowledge by creating ready-to-use
different characteristics than normal domain names. virtual lab libraries for undergraduate and graduate courses.
* The n-gram score is a metric to measure the randomness of a domain name * The lab libraries will be available via:

based on the English dictionary. The 2-gram (bigram) is computed as follows: » Academic Cloud: a purpose-built cloud system for hands-on education,
training, and research [3].

Goals

1. Develop a malware detection and classification application running on P4
Programmable Data Planes (PDPs), operating at line rate.

Develop a malware detection and classitfication application running in a

SmartNIC, for encrypted DNS traffic. Bigrams of "google”: > Network Development Group (NDG): a leading organization in hands-on

3. Develop a control plane application that shares threat intelligence. score (d) = - > fo ‘00", “00", “og”, “gl". “le’ learning environments [4].

4. Disseminate the knowledge developed by synthetizing it in ready-to-use v subdomain s € d \v bigram b € s » FABRIC: an international infrastructure that enables experimentation and

virtual training material. . . . . research at-scale [5].
Overview » Traftfic pattern analysis can characterize the behavior of normal and DGA hosts.

* The approach will target malware exploiting the DNS system to contact the — - | @
Command and Control (C2) server. | .
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This malware, namely Domain Generation Algorithm (DGA), will be halted
by the PDP as soon as it tries to contact the C2 server.

Programmable Smart Network Interface Cards (SmartNICs) will be used to
analyze encrypted traffic.

Step 9: Start the SYN flood attack

sssssss .execute('hping3 --flood \
--rand-source -S \
192.168.2.20")
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The training material will be available online to share the gained knowledge | | f e =S
and train Cl professionals to design their next-generation network. |
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Background: Domain Generation Algorlthms Inter-arrival time of (@) NXD responses in normal users and (b) DGA-based malware samples.
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