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Motivation Academic Cloud Impact

Workshops
* 8 hands-on workshops were organized during the first year.
* Workshops are face-to-face and online, using the Academic Cloud.
. o . . * 500+ learners attended the workshops.
Computing resources are distributed across four data centers in the United . Workshops were organized as stand-alone events or co-located to
S50 1ov e States. . . _ . . . . conferences, such as “NSF Cybersecurity Summit.”
Iyear lyear  Iyear A pod is a collection of resources: virtual machines, virtual switches, virtual Partners

koei;;;\g% é@fﬁﬁi&vﬁ«i links, SmartNICs, physical P4-baseo SYVitCheS’ physical fiber links, etc. * Minority-Serving Cyberinfrastructure Consortium (MS-CC), Internet2,

= ol Pods are orchestrated by the Academic Cloud platform on demand. FABRIC, ESnet / Lawrence Berkeley National Laboratory (LBNL), Oak Ridge

25% NETLAB is a customized management application. National Laboratory (ORNL), Western Academy Support and Training

application domain T Center (WASTC), over ten Research and Education Networks (RENS)

DSAs are integrated into Year gt 1 Host 2 Host n Mgmt

SmartNICs Reproduced from Hennessy and Patterson, Computer Architecture: A
Quantitative Approach, 6t edition.

Virtual lab libraries run on the Academic Cloud.

The end of Moore’s Law and
Dennard Scaling has
slowed the pace of CPU
performance improvements
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The Academic Cloud is a virtual platform that manages and orchestrates
computing resources to support virtual laboratories.
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The industry is turning to
domain-specific
accelerators (DSASs)

A DSA is a hardware engine
specialized on a particular

Processor performance (vs. VAX11/780)
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Advantages of DSAs vs CPUs

* DSAs relieve the CPUs of the host from performing infrastructure tasks
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Underlying
hardware

» DSAs are separated from the host, providing increased security : Pp.
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* DSAs offer orders of magnitude performance improvements over CPUs I I I I Hands-On P4-DPDK Workshop, Nashville TN, May, 2025  NSF Cybersecurity Summit, CMU, Oct 2024
Orchestration system + front-end (portal system or LMS (Canvas, Blackboard))

Academic Courses
Regular expression DSA  Cryptographic DSA (encryption) Compression DSA - vLabs libraries Hardwars e The virtual labs and companion materials (guided lab experiments,

P4 BMv2 » Tofino-based switch . . .
Regex Do i Crypto DSA CPU Compress DSA cPu f \> electronic book / booklets, open-ended exercises are now used in
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academic programs at colleges and universities.
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Goals and Project Overview * FABRIC is an NSF-funded infrastructure for experimentation and research
* Areas include networking, cyber, distributed computing, storage, 5G, ML, etc.
* Equipment is located at commercial collocation spaces, U.S. national labs, and
campuses — 29 FABRIC sites

1. Promote and facilitate the broader adoption of SmartNICs among CI » The project is deploying 20+ SmartNICs/DPUs on various FABRIC sites
professionals, Cl contributors, and network owners

Usage of the Academic Cloud for Training on SmartNIC Technology
e At the USC site of the Academic Cloud alone, learners conducted 10,405

Goals laboratory experiments, for a total of 31,160 hours.

Reservations Made Labs Attended Howrs Reserved Hours Attended

2. Incorporate SmartNICs vlLabs into educational curricula and instructional Seattle

resources at various academic levels 10801 10405 §3990.87 31160.80
Pringston Page Total: 10801 10405 R3990.87 31160.80

. J Table Total: 10801 10405 B3990.87 31160.80
Overview : i ‘ Rutgers UMass
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« Virtual lab libraries on SmartNIC training run on USC’s cloud platform, =" ' @
li

. slii NCSA @ EDUKY dii dlew York
referred to as the Academic Cloud, and on the FABRIC testbed KanEzity @ it welrion Cloud usage, August 1, 2024 - June 1, 2025

The Academic Cloud is used by colleges and universities, researchers, and (s

the Cl community for academic courses, workshops, and self-paced training s GaTgch o Research Empowered by CyberTraining Educational Resources

] 2lii Clemson .
The libraries on FABRIC use JupyterHub notebooks , a web-based interface. Los Aggeles Atlanta * PhD students presenting three posters at the FABRIC KNIT 10 2025

UCSD Workshop, held in Chapel Hill, NC, March 2025

Background SmartNICs/DPUs

* SmartNICs integrate domain-specific accelerators for infrastructure
workloads

> Security: deep  packet inspection (DPI), cryptographic  operation
(encrypt/decrypt), IDS, IPSec, TLS

» Network: packet processing, tunneling, telemetry, load balancing
» Storage: storage initiator and targets - Training material are integrated into curriculum at several education levels

» Compute: Machine learning, caching, serverless computing * Students can access the platforms seamlessly through their Learning
Management System (LMS) such as Blackboard or Canvas

Packet buffer Compute engines FABRIC
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CPU cores V4 A _ Jupyterhub : : : e : "
Slice visualization, =, TR * "Volumetric DDoS Attack Detection and Mitigation using P4-DPDK", Poster, FABRIC KNIT 10, March 2025

1 [ -Il vLab manuals N T I * "Real-Time Encrypted Traffic Classification with P4-DPDK", FABRIC KNIT 10, March 2025
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Traffic testbed * "Performance Evaluation of Stateless Firewalling: Host-Based, SmartNIC, and P4 Switch", Poster, FABRIC
<—| Manager KNIT 10, March 2025

\/ FABRIC Portal
P4 pipeline * "Offloading Encrypted C2 Traffic Mitigation to DPDK", Poster, FABRIC KNIT 10, March 2025
NIC OS i Compression @ ) Academic Cloud Portal Journal

Packets (to/from
network)

On-chip memory

Learner Cloud * "A Comprehensive Survey on SmartNICs: Architectures, Development Models, Applications, and Research
engine Directions”, IEEE Access, Jul. 2024.
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Routing Conference

 E. Kfoury, A. Mazloum, J. Gomez, A. AlSabeh, and J. Crichigno, “Real-Time Flow Statistics Collection using
Registration RDMA and P4 Programmable Data Planes”, in IEEE International Conference on Communications (ICC):
Next-Generation Networking and Internet Symposium, 2025, Montreal, Canada, June 2025.
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