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Line of Research

“Acceleration Techniques for high-speed 

networks and network security”



P4 Programmable Switches

4
Programmable ASIC

P4 code

Wedge 100BF-32X from Edgecore

• P4 programmable switches permit programmers to program the data plane

Performance



Representative Publications
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Collaborators

Collaborators Purpose Audience

Intel, NVIDIA Advanced training; technology used in multiple projects, PhD research PhD level / advanced professional level

Cisco, VMware, Palo 
Alto Networks, AWS

Workforce development (industry certificates in cyber / networks). 
Certificates can be completed after one or more 8/16-week courses

Undergraduates, veterans, STEM 
students, CS/IT professionals

Cisco, VMware, Palo
Alto Networks, AWS

USC trains military personnel who may want to obtain a DoD 
recognized credentials – networks and cybersecurity

National Guard, ROTC, Fort Gordon

LBNL, ESnet, 
Internet2

Advanced training in CS / IT topics – networks and cybersecurity Professionals working on high-
performance environments

SRNL, NIWC, private 
companies

Internships, applied research Mostly undergraduate students, but 
expanding to graduate / PhD level

Network 
Development 
Group (NDG)

USC and NDG collaborate in multiple projects, including the Academic 
Cloud

Learners at all levels 

Opex Systems Project on advanced telemetry, accelerators for deep packet 
inspection with applications to DoD

DoD

FABRIC FABRIC is an International infrastructure that enables experimentation 
and research at-scale. USC leads a research project on SmartNICs

Learners at all levels

Internet2 USC and Internet2 collaborate on training for network / cybersecurity 
professionals and research on SmartNICs
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Enhancing Data Transfers by Enabling Programmability and 

Closed-loop Control in a Non-programmable Science DMZ

NSF Campus Cyberinfrastructure Program

Award 2346726 



USC Science DMZ
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• The Science DMZ is a network designed for large science data transfers

P4 P4 PDP switch

Non-programmable switch
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USC Science DMZ
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• The Science DMZ is a network designed for large science data transfers

• USC Science DMZ has optical taps provide a copy of packets to the P4 switches

NAT, security 
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Border 
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USC Science DMZ
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• P4 apps track connections and compute per-flow statistics, measurements

• Statistics, measurements are used to create/update rules applied to the core switch

• Updated measurements are visualized in the P4-perfSONAR

From taps

Per-packet 

visibility

RTT Loss

Measurements / stats (dials)Actions (knobs)
Find opt. buffer size

Set queueing policy

Update perfSONAR 

measurements 

Line-rate computation

PDP switches
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Enhancing Network Security by Implementing an ML Malware 

Detection and Classification Scheme in P4 Programmable Data 

Planes and SmartNICs

NSF OAC Core Program

Award 2403360



Introduction to DGAs

• Attackers often use a Command and Control (C2) server to establish communication

between infected host/s and master

• Domain Generation Algorithms (DGAs) are the de facto dynamic C2 communication

method used by malware, including botnets, ransomware, and many others
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C2 server / 

master
Infected host

Internal network Internet

(1)

(2)

(1) Communication initiated by infected host

(2) Commands from C2 server



Introduction to DGAs

• DGAs evade firewall controls by frequently

changing the domain name of the C2

server by selecting it from a large pool of

domain name candidates

• The malware makes DNS queries to

resolve the IP addresses of these

generated domains

• Only a few of these queries will be

successful; most of them will result in

Non-Existent Domain (NXD) responses
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Malware 
infected host

network

DNS resolver

1

2

DNS query DNS NXD reply

...

...

DNS reply w/ C2 IP 
address

C2 server

3

(1) DNS queries. (2) (NXD) replies. (3) Eventually, a query

for the actual domain is sent and malware-C2 communication

starts.



Introduction to DGAs

• DGAs evade firewall controls by frequently

changing the domain name of the C2

server by selecting it from a large pool of

domain name candidates

• The malware makes DNS queries to

resolve the IP addresses of these

generated domains

• Only a few of these queries will be

successful; most of them will result in

Non-Existent Domain (NXD) responses
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Proposed System
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• The system uses P4 programmable data plane switches to process packets at line rate
➢ Runs customized parser, collects fine-grained measurements, performs domain name analysis, detects

and classifies malware

1. A. AlSabeh, K. Friday, E. Kfoury, J. Crichigno, E. Bou-Harb, “On DGA Detection and Classification using P4 Programmable Switches,” Computers & Security  Journal, Vol. 145, Oct. 2024.
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Proposed System
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• The switch collects and stores traffic features (Traffic Pattern Analysis)
➢ Number of IP addresses contacted, number of DNS requests made, Inter-arrival Time (IAT) between consecutive IP

packets, time it takes for the first NXD response to arrive, IAT between subsequent NXD responses
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n-gram domain 
name
# of sub-domains
Other domain 
features

Parse Ethernet, IP, 
TCP/UDP
Parse DNS messages
Parse domain name

# IPs contacted/host
# DNS requests/host
# NXD replies/host
NXD inter-arrival time

Customized Parser Domain Name AnalysisTraffic Pattern Analysis Detection/Classification

M

M

M B

Programmable parser Programmable match-action pipeline

Emit Ethernet, IP, 
TCP/UDP headers
Attach DNS message 
to L1-4 headers

Customized Deparser

Programmable deparser

Packet

Programmable data plane

Internal network External network

Packet

M: Malware B: Benign

P4

DNS resolver



Proposed System
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• When an NXD is received, the switch extracts domain features (Domain Name Analysis)

➢ Compute n-gram, evaluate randomness of the domain name, compute number of sub-domains
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Proposed System
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• Detection of malware is performed at the data plane, and classification at the control

plane

Malware 
infected host

n-gram domain 
name
# of sub-domains
Other domain 
features

Parse Ethernet, IP, 
TCP/UDP
Parse DNS messages
Parse domain name

# IPs contacted/host
# DNS requests/host
# NXD replies/host
NXD inter-arrival time

Customized Parser Domain Name AnalysisTraffic Pattern Analysis Detection/Classification

M

M

M B

Programmable parser Programmable match-action pipeline

Emit Ethernet, IP, 
TCP/UDP headers
Attach DNS message 
to L1-4 headers

Customized Deparser

Programmable deparser

Packet
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M: Malware B: Benign
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- Receive stateful information from the 
switch
- Run ML classifier to profile DGA families 

Intelligence

Action based on exploit

NXD response
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Proposed System

• Running Random Forest in the data plane is constrained to:

➢ Limited amount of (1) memory; (2) stages; and (3) mathematical operations

Table: Level 1

Table: Level 2

Table: Level 3

For every tree: each level requires a table

Naïve RF implementation in the switch

m

ft1 c1 c2

[0-1] 0 0

[2-5] 1 0

[6,..] 1 1

ft1>1

ft1>5 ft2>3

c2
1 0

ft2 c'2

[0-3] 0

[4-..] 1

c'2
1 0

c1

1 0

b bm

Code
c1c2c’2

Label

*00 b

*11 m

Optimized RF implementation1; feasible with our system

1 A. T.-J. Akem, M. Gucciardo, M. Fiore, et al., “Flowrest: Practical FlowLevel Inference in Programmable Switches with Random Forests”, IEEE International 

Conference on Computer Communications, 2023.

Table for each 

feature

Table for the tree



Evaluation Results: Accuracy
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• Detection in the data plane (P4-DGAD) is limited to the hardware

➢ Features used: # unique IPs contacted, # DNS requests, inter-arrival time between NXDs, and
bigram frequency

• Detect in the control plane (DGAD) is more flexible

➢ All context-aware and context-less features can be used

➢ Different classifiers can be tested

SVM stands for Support Vector Machine

MLP stands for Multi-layer Perceptron

GNB stands for Gaussian Naive Bayes

LR stands for Logistic Regression
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Improving Performance on 5G Networks 

with P4 Programmable Switches 

Department of Defense



Motivation
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• The performance of a mmWave (30-300 GHz) connection degrades upon blockage

• Solutions rely on handover connections from the current (blocked) access point to an

alternative (non-blocked) access point

• Upon blockage, the inter-arrival time (IAT) of the packets increases by multiple folds

• The increase in the IAT provides an indication of the blockage



Proposed System
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• The system leverages programmable switches to monitor the inter-arrival time (IAT) of

the packets

• Using the measurements, the programmable switch detects the blockage and then

notifies the end user to handover

• The system was implemented and tested on a Tofino hardware switch and off-the-shelf

mmWave-compatible devices



Proposed System
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Results: Recovery Speed
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• In clear LOS, the average IAT is 7

microseconds (us)

• 93.3% of IATs are less than 1 us

• The recovery speed from blockage

was evaluated

• The line of sight (LOS) was

blocked for 2 seconds

• The proposed system required

around 160 milliseconds to fully

recover from the blockage

1
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Collaborative Research: Cyber-Con2: Multi-sector Convergence 

to Advance the Preparation of Learners for OT and IT 

Cybersecurity Convergence Workforce 

NSF Advanced Technological Education Program

Award 2400729



USC’s Cloud
• USC’s cloud is a purpose-built cloud for teaching, training, and research

• It is supported by the NSF Cybertraining program

➢ seeks to prepare and grow the national workforce supporting research
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Academic Cloud

a b

c

d H1 H2



USC’s Cloud
• Hosts 1-N store virtual machines (VMs) for virtual labs

• Management server runs the scheduler, resource management application

• (1) A learner schedules lab time; (2) the system orchestrates and deploy the

pod with pristine images
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Orchestration system + front-end (portal system or LMS (Canvas, Blackboard))
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Libraries

• A library consists of between 10-20

lab experiments

• Each experiment includes a

detailed, guided step-by-step

manual

29



Libraries
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Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

Programmable data plane devices 

1. P4-DPDK Security

2. Introduction to P4-DPDK

3. Cybersecurity Applications with P4 Programmable Data 

Planes

4. P4 Programmable Data Planes: Applications, Stateful 

Elements, Custom Packet Processing

5. Introduction to P4 Programmable Data Plane Switches

6. Introduction to P4 Programmable Data Plane Switches with 

Intel’s Tofino

7. P4 Monitoring Applications

Legacy Protocols

8. Software-defined Networking (SDN)

9. Open vSwitch

10. Network Tools and Protocols

11. Introduction to IPv6

12. Open Shortest Path First (OSPF)

13. Introduction to BGP

14. MPLS and Advanced BGP

Cybersecurity, Management, and Science DMZs

15. Zeek IDS/IPS

16. Cybersecurity Fundamentals

17. perfSONAR 5

18. P4-perfSONAR

19. Network Management Tools

20. High-speed Networks: A Tutorial

https://highspeednetworks.net/

https://research.cec.sc.edu/cyberinfra/cybertraining
https://highspeednetworks.net/


Libraries
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Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

OT Cybersecurity (To be developed)

1. Intro  to OT / ICS Cybersecurity 

2. ICS Protocols

3. Adv. Cybersecurity for OT / ICS

4. Water Quality (WQ) Critical Infrastructure Models

IT Cybersecurity (To be developed)

5. Intro to networks

6. Cybersecurity Operations

7. Practical Open-source Intelligence

8. Threat Detection with Next-generation Firewalls

9. Cloud Security Automation

https://research.cec.sc.edu/cyberinfra/cybertraining


Activities
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Demo

33



34

USC’s Local Usage
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Academic Cloud

• The Academic Cloud is a cloud system with datacenters in South Carolina,

North Carolina, Illinois, and Idaho

• It is supported by NSF ATE, ONR
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Dissemination On-premise Clouds
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CyberTraining on Accelerating Infrastructure Workloads using 

Next-Generation SmartNICs/DPUs

NSF Cybertraining Program

Award 2417823



38

Cybertraining on SmartNICs

• SmartNICs are systems that have their own Operating System (OS), on-chip

memory, general-purpose CPU cores, and programmable Domain-Specific

Accelerators (DSAs)

DMA engine
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Cybertraining on SmartNICs

• This project has developed virtual labs on SmartNICs and related technologies

• In cooperation with the FABRIC and Internet2, the project has enabled students

and practitioners to acquire knowledge and conduct applied research on

FABRIC and USC Cloud

 

Learner

LTI

Pod visualization, 
vLabs manuals

vLabs 
catalog

Routing 

Sites  
mgmt

Registration

Cloud 
engine

Slice visualization, 
vLab manuals

Academic cloud

FABRIC
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FABRIC Portal

Academic Cloud Portal

FABRIC 
testbed



FABRIC Testbed
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• FABRIC is an NSF-funded international infrastructure for at-scale experimentation

and research

• Areas include networking, cyber, distributed computing, storage, 5G, ML, etc.

• Equipment is located at commercial collocation spaces, U.S. national labs, and

campuses – 29 FABRIC sites

40



USC’s Academic Cloud

• We will install additional servers and SmartNICs on NETLAB

411. Network Development Group (NDG). Online: https://netdevgroup.com

SmartNICs

https://netdevgroup.com/
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Preparing Cyber Warfare Professionals by Integration of 

Curriculum, Experiences, and Internships

Office of Naval Research – STEM 



ONR Project

• Objective 1: Expand the Academic Cloud to support large-scale learning and research

nationwide

➢ The project develops virtual labs on C4ISR topics

➢ The project is deploying virtual labs for DoD’s 8570 baseline certificates1

Information Assurance Technical (IAT), Cybersecurity Service Provider (CSSP), CSSP Incident Responder, Certified Support
Technician Cybersecurity

43

Course IAT 1-2
CSSP 

Analyst

CSSP Incident 

Responder
Security Plus

NICE Framework 

Objectives

Intro to Computer Security  

Cybersecurity Operations   

Intro to Networks    

IT Security for Managers  

Advanced Net. and Sec.    

Cybersecurity courses with content for DoD’s Approved 8750 baseline certifications 

NICE stands for National Initiative for Cybersecurity Education



44Demo Cybersecurity Fundamentals, Lab 4: Collecting Information with Spyware 



ONR Project
Objective 2: Advance formal and informal cyber communities and connect
relevant organizations

45



ONR Project
Objective 3: Develop a multi-state internship program, leveraging and
strengthening the Naval Research Enterprise Internship Program (NREIP)

46

Pre-internship 
Seminars

Internships

Spring and Fall semesters

(Monday-Wednesday-Friday)

Summer semester

(400 hours)



ONR Project
Objective 3: Develop a multi-state internship program, leveraging and
strengthening the Naval Research Enterprise Internship Program (NREIP)

➢ 76 interns

➢ 59 companies / organizations

➢ Companies located in 12 states: SC, NC, FL, VA, GA, MN, RI, NH, MA, PA, MI, DE

➢ Wages reported for 65 students

➢ Wages between $38.50 – $10.00

➢ Average wage was $20.66

47



ONR Project
• Graduates are recruited by a variety of employers and agencies that require

cybersecurity experts, including
➢ Department of Defense

➢ National Laboratories

➢ Naval Information Warfare Center (NIWC) Atlantic

➢ Businesses

48



ONR Project
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ONR Project
• Graduates are recruited by a variety of employers and agencies that require

cybersecurity experts, including
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