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Project Motivation
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• Industrial Control Systems (ICS) operate critical infrastructures, e.g., power plants, refineries. 

Operational Technology (OT) refers to technologies used in these facilities.

• A convergence point between OT/ICS and IT is cybersecurity, as both rely on secure 

mechanisms to protect against malware, intrusions, and other attacks.

• The U.S. government considers hardening the nation against cyberattack a top priority.
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Overview and Activities
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1. Modernize and expand the Academic Cloud, a 

system deployed by USC, SCC, and NDG;

2. Develop virtual lab libraries for OT/ICS and IT 

cybersecurity;

3. Organize an internship program;

4. Offer workshops and tutorials in cooperation with 

communities of practice.
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Virtual Lab Libraries

Information about libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining 

Programmable data plane devices 
1.DPU Programming using P4

2.DPU Programming using DOCA

3.P4-DPDK Security

4.Introduction to P4-DPDK

5.Cybersecurity Applications with P4 Switches

6.P4 Programmable Data Planes: Apps, Custom Packet Processing

7.Introduction to P4 Switches

8.Introduction to P4 Switches with Intel’s Tofino

9.P4 Monitoring Applications

Traditional Protocols
10. Software-defined Networking (SDN)

11. Open vSwitch

12. Network Tools and Protocols

13. Introduction to IPv6

14. Open Shortest Path First (OSPF)

15. Introduction to BGP

16. MPLS and Advanced BGP

Cybersecurity, Management
17. Zeek IDS/IPS

18. Cybersecurity Fundamentals

19. perfSONAR 5

20. P4-perfSONAR

21. Network Management Tools

22. High-speed Networks: A Tutorial

https://highspeednetworks.net/ 

https://research.cec.sc.edu/cyberinfra/cybertraining
https://highspeednetworks.net/
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