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USC’s Cloud



USC’s Cloud
• USC’s cloud is a purpose-built cloud for teaching, training, and research

• It is supported by the NSF Cybertraining program

➢ seeks to prepare and grow the national workforce supporting research
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USC’s Cloud
• Hosts 1-N store virtual  machines (VMs) for virtual labs

• Management server runs the scheduler, resource management application

• (1) A learner schedules lab time; (2) the system orchestrates and deploy the 

pod with pristine images
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Orchestration system + front-end (portal system or LMS (Canvas, Blackboard))
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Libraries

• A library consists of between 10-20 

lab experiments

• Each experiment includes a 

detailed, guided step-by-step 

manual
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Libraries
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Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining 
1. perfSONAR 5

2. P4-perfSONAR

3. Introduction to BGP

4. MPLS and Advanced BGP

5. Cybersecurity Applications with P4 Programmable Data Planes

6. P4 Programmable Data Planes: Applications, Stateful Elements, Custom Packet Processing

7. Introduction to P4 Programmable Data Plane Switches

8. Introduction to P4 Programmable Data Plane Switches with Intel’s Tofino

9. P4 Monitoring Applications

10. P4-DPDK Security

11. Introduction to P4-DPDK

12. Software-defined Networking (SDN)

13. Cybersecurity Fundamentals

14. Zeek IDS/IPS

15. Network Management Tools

16. Network Tools and Protocols

17. Introduction to IPv6

18. Open Shortest Path First (OSPF)

19. Open vSwitch

20. High-speed Networks: A Tutorial

https://research.cec.sc.edu/cyberinfra/cybertraining
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P4 Programmable Switches



P4 Programmable Switches
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• P41 programmable switches permit programmers to program the data plane 

1. P4 stands for stands for Programming Protocol-independent Packet Processors

Programmable chip

P4 code

Programmable switch



P4 Programmable Switches
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• P4 programmable switches permit programmers to program the data plane 
➢ Customize packet processing functions

➢ Observe and measure events in the date plane with high precision

➢ Offload applications to the data plane

Reproduced from N. McKeown. Creating an End-to-End Programming Model for Packet Forwarding. 

Available: https://www.youtube.com/watch?v=fiBuao6YZl0&t=631s   

https://www.youtube.com/watch?v=fiBuao6YZl0&t=631s


P4 Programmable Switches
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• Limitations of P4 programmable switches include
➢ On-chip memory ~10s of MB

➢ Simple instructions for packet header operations

         

Reproduced from N. McKeown. Creating an End-to-End Programming Model for Packet Forwarding. 

Available: https://www.youtube.com/watch?v=fiBuao6YZl0&t=631s   

https://www.youtube.com/watch?v=fiBuao6YZl0&t=631s
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Intro to P4 Library
1. Lab 1: Introduction to Mininet 

2. Exercise 1: Building a Basic Topology 

3. Lab 2: Introduction to P4 and BMv2 

4. Exercise 2: Compiling and Running a P4 Program 

5. Lab 3: P4 Program Building Blocks 

6. Lab 4: Parser Implementation 

7. Exercise 3: Parsing UDP and RTP 

8. Lab 5: Introduction to Match-action Tables (Part 1) 

9. Lab 6: Introduction to Match-action Tables (Part 2) 

10. Exercise 4: Implementing NAT using Match-action Tables 

11. Lab 7: Populating and Managing Match-action Tables at Runtime 

12. Exercise 5: Configuring Match-action Tables at Runtime 

13. Lab 8: Checksum Recalculation and Packet Deparsing 

14. Exercise 6: Building a Packet Reflector



Demo
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USC Science DMZ



USC Science DMZ
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• The Science DMZ is a network designed for large science data transfers
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USC Science DMZ
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• The Science DMZ is a network designed for large science data transfers

• USC Science DMZ has optical taps provide a copy of packets to the P4 switches
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USC Science DMZ
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• P4 apps track connections and compute per-flow statistics, measurements

• Statistics, measurements are used to create/update rules applied to the core switch 

• Updated measurements are visualized in the P4-perfSONAR
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Use Case: Buffer Sizing



Use Case: Buffer Sizing
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• The size of a switch’s buffer has implications on the network performance

• Large buffer → excessive delays

• Small buffer → packet losses

• Optimal buffer size is a function of the average RTT and bandwidth
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Use Case: Buffer Sizing
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• The P4-SW1 passively computes 
➢ Number of flows

➢ Average RTT

➢ Queueing delays

➢ Packet loss rates

• The controller sequentially searches for a buffer that minimizes delays and losses
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E. Kfoury, J. Crichigno, and E. Bou-Harb, “P4BS: Leveraging Passive Measurements from P4 Switches to Dynamically Modify a 

Router’s Buffer Size”, IEEE Transactions on Network and Service Management, February 2024.
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Demo: Buffer Sizing



Demo
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Overview – perfSONAR 
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• perfSONAR provides a snapshot of the network performance
➢ Throughput, latency, packet losses, etc.

End-to-end Monitoring with perfSONAR 
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1. Lab 1: Introduction to Mininet 

2. Lab 2: Setting up Administrative Information via perfSONAR 

Toolkit GUI 

3. Lab 3: Scheduling Regular Tests Using perfSONAR GUI 

4. Lab 4: Configuring Regular Tests Using pScheduler CLI Part I 

(throughput, latency, and traceroute) 

5. Lab 5: Configuring Regular Tests Using pScheduler CLI Part II 

(repeat, store, monitor, and cancel) 

6. Lab 6: Defining Regular Tests with a pSConfig Template 

7. Lab 7: Configuring pScheduler Limits 

8. Lab 8: Visualizing pScheduler Measurements using Grafana 

9. Lab 9: Observing the Impact of TCP Window Scaling and Small 

TCP Buffer Sizes 

10. Lab 10: Investigating the Effects of MTU Mismatch 

11. Lab 11: Running Regular pScheduler Tests over IPv6 Networks

perfSONAR 5 Library

Lab 5: Configuring Regular Tests Using pScheduler CLI  
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Demo: perfSONAR



Long Distance Troubleshooting
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• Poor performance from a National Lab to the university campus

• The WAN is 10Gbps, the university’s link capacity is 5Gbps



Long Distance Troubleshooting
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• Traceroute revealed the path hops

• perfSONAR tests helped localizing the problem
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Demo
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Additional Slides
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1. Lab 1: Introduction to Mininet 

2. Lab 2: Introduction to Free Range Routing (FRR) 

3. Lab 3: Introduction to BGP 

4. Lab 4: Configure and verify EBGP 

5. Exercise 1: BGP Configuration 

6. Lab 5: BGP Authentication 

7. Lab 6: Configure BGP with Default Route 

8. Lab 7: Using AS_PATH BGP Attribute 

9. Exercise 2: Controlling Traffic using BGP AS_PATH Attribute 

10. Lab 8: Configuring IBGP and EBGP Sessions, Local Pref., MED

11. Lab 8.1: Configuring OSPF, IBGP / EBGP Sessions, Local Pref., 

MED 

BGP Library

Lab 8.1: Configuring OSPF, IBGP / EBGP Sessions, Local 

Pref., MED 
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BGP Library
12. Lab 8.2: Configuring IBGP and EBGP Sessions, Local Pref., and MED

13. Exercise 3: Steering Traffic using BGP Local Preference Attribute 

14. Lab 9: IBGP, Next Hop and Full Mesh Topology 

15. Lab 10: BGP Route Reflection 

16. Exercise 4: BGP Next Hop Attribute and Route Reflection 

17. Lab 11: Configuring BGP Local Pref, and AS_PATH Prepending 

18. Lab 11.1: Configuring BGP Local Pref, and AS_PATH Prepending 

19. Lab 12: Hot Potato Routing and BGP LOCAL_PREF Attribute 

20. Lab 13: Configuring Local Preference on a Per Route Basis

21. Lab 14: BGP Well Known Communities (input from TechEx’24)

22. Lab 15: BGP Custom-defined Communities (input from TechEx’24)

Lab 8.1: Configuring OSPF, IBGP / EBGP Sessions, Local 

Pref., MED 
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USC’s Local Usage
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Academic Cloud
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Academic Cloud

• The Academic Cloud is a cloud system with datacenters in South Carolina, 

North Carolina, Illinois, and Idaho

• It is supported by NSF ATE, ONR
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Dissemination On-premise Clouds
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