
Bluefield-3 Data Processing Units (DPUs) on FABRIC

Elie Kfoury, Jorge Crichigno

College of Engineering and Computing

University of South Carolina

RENCI Booth

Supercomputing Conference (SC25)

November 18, 2025

St. Louis, Missouri

1



Growth of CPU Performance

2

• End of Moore’s Law and Dennard Scaling, and the limit of Amdahl’s Law
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• End of Moore’s Law and Dennard Scaling, and the limit of Amdahl’s Law

• Link speeds continue to rise exponentially while CPU performance has plateaued

• The gap between CPU performance and network speeds has led to domain-specific 

accelerators (DSAs)



Data Processing Units (DPUs) 
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• DPUs use DSAs to offload processing from general purpose CPU
• Programmable packet processing pipeline, regular expression, encryption/decryption, etc.

• The DSAs are typically implemented on ASIC or FPGAs

• DPUs also include general-purpose CPU cores for managing the system
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Data Processing Units (DPUs) 
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• DPUs have been used to offload a variety of applications and infrastructure functions

Kfoury, Elie F., et al. "A comprehensive survey on SmartNICs: Architectures, development models, applications, and research directions." IEEE Access (2024).



DPUs Available Today
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• NVIDIA – BlueField family of Data Processing Units 

• AMD – Pensando and Alveo FPGA

• Intel – Infrastructure Processing Units (IPUs)

• Intel – FPGA variants (Silicom)

• Marvell Octeon (DPU with ARM based CPU)



DPU Offload Examples
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Accelerating IDS/IPS Functions
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• Intrusion Detection/Prevention System (IDS/IPS) functions can be offloaded to DPUs
➢ Traffic bypass, Deep Packet Inspection (DPI), signature matching, etc.

Suricata bypass function

M. Gonen. Accelerating the Suricata IDS/IPS With NVIDIA BlueField DPUs. Available: https://tinyurl.com/ys8n6mmz

https://tinyurl.com/ys8n6mmz
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• DPUs are accelerating pattern matching through regular expression DSA

Deep Packet Inspection Offload

Mazloum, A., et al. "Toward Fingerprinting Encrypted C2 Traffic in the Data Plane.“, IEEE Global Communications Conference (Globecom), December 2025.



Cryptographic Functions Offload
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• DPUs support hardware accelerators for offloading cryptographic operations:
• Symmetric encryption

• Asymmetric encryption

• True Random Number Generator (TRNG)

• Etc.
TLS hardware offload

B. Tuaf, T. Gilboa, T. Toukan. kTLS Offload Performance Enhancements for Real-life Applications. Available: https://tinyurl.com/bdewpxh5



Cryptographic Functions Offload
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• DPUs support hardware accelerators for offloading cryptographic operations:
• Symmetric encryption

• Asymmetric encryption

• True Random Number Generator (TRNG)

• Etc.

Large data transfers encryption (TLS offload)

Kfoury, E., et al. "Evaluating Encryption Overhead and Offload Techniques in High-Speed Data Transfers.“, IEEE International Black Sea Conference on 
Communications and Networking (BlackSeaCom), Moldova, June 2025.
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• DPUs are used to accelerate the classification of malicious traffic

• Multilayer perceptron (MLP) is implemented on the DPU cores

Elizalde, S., et al. "Accelerated Anomaly Detection on IoT Traffic using SmartNICs.“, IEEE Global Communications Conference (Globecom), Dec. 2025.
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• SmartNICs are accelerating file compression and decompression operations

• The experiment shows results for compression algorithms over seven datasets

(De)Compression Offload

Li, Yuke, et al. "Characterizing lossy and lossless compression on emerging BlueField DPU architectures." 2023 IEEE Symposium on High-Performance 
Interconnects (HOTI). IEEE, 2023.
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• SmartNICs are accelerating tunneling operations (VxLAN + Connection Tracking)

Tunneling

Idan Burstein. "Nvidia Data Center Processing Unit (DPU) Architecture." 2021 IEEE Hot Chips 33 Symposium (HCS)
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• BlueField-3 include programmable pipeline, datapath accelerator, ARM cores, and DSAs

BlueField-3 Architecture
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• DOCA is a comprehensive SDK, compilers, services, and tools for BlueField DPUs

DOCA Software Stack
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• BlueField-3 include programmable pipeline, datapath accelerator, ARM cores, and DSAs

BlueField-3 Components

DOCA, DPDK, 
P4-DPDK
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• BlueField-3 include programmable pipeline, datapath accelerator, ARM cores, and DSAs

BlueField-3 Components

C (RISC-V)
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• BlueField-3 include programmable pipeline, datapath accelerator, ARM cores, and DSAs

BlueField-3 Components

P4, OvS HW 
offload, DOCA Flow



DPU Programming Training Material
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DPUs on FABRIC
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• BlueField-3 DPUs are installed on various FABRIC sites

• Currently the following sites have DPUs installed (more will be available soon):
➢ 100G DPU: TACC, MICH, MASS, NCSA, DALL, FIU, LOSA, KANS, NEWY, ATLA, SEAT,

PSC, RUTG, HAWI

➢ 400G DPU: SALT, WASH

25
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• Compression acceleration example is available on the Artifact Manager

DOCA Example on Artifact Manager
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P4 Example on Artifact Manager

• Simple L2 forwarding example available on Artifact Manager



DPU Labs
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• DPU cybertraining is supported by NSF Cybertraining program, award #2417823

• Lab libraries available to learn about DPU programming:
• DPU Programming using DOCA

• DPU Programming using P4 DPL

• Introduction to P4-DPDK

• P4-DPDK Security applications
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Cybertraining Material Developed at USC
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Programmable data plane devices 

1. DPU Programming using P4

2. DPU Programming using DOCA

3. P4-DPDK Security

4. Introduction to P4-DPDK

5. Cybersecurity Apps with P4 Programmable Data Planes

6. P4 Programmable Data Planes: Applications, Stateful 

Elements, Custom Packet Processing

7. Intro to P4 Programmable Switches

8. Intro to P4 Programmable Switches with Intel’s Tofino

9. P4 Monitoring Applications

Traditional Protocols

8. Software-defined Networking (SDN)

9. Open vSwitch

10. Network Tools and Protocols

11. Introduction to IPv6

12. Open Shortest Path First (OSPF)

13. Introduction to BGP

14. MPLS and Advanced BGP

Cybersecurity, Management, and Science DMZs

15. Zeek IDS/IPS

16. Cybersecurity Fundamentals

17. perfSONAR 5

18. P4-perfSONAR

19. Network Management Tools

20. High-speed Networks: A Tutorial

Information about lab libraries is available at: https://research.cec.sc.edu/cyberinfra/cybertraining 

https://research.cec.sc.edu/cyberinfra/cybertraining
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