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Growth of CPU Performance

* End of Moore’s Law and Dennard Scaling, and the limit of Amdahl's Law
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Growth of CPU Performance

* End of Moore’s Law and Dennard Scaling, and the limit of Amdahl's Law
* Link speeds continue to rise exponentially while CPU performance has plateaued
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Growth of CPU Performance

* End of Moore’s Law and Dennard Scaling, and the limit of Amdahl's Law
* Link speeds continue to rise exponentially while CPU performance has plateaued

* The gap between CPU performance and network speeds has led to domain-specific
accelerators (DSAs)
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Data Processing Units (DPUs)

* DPUs use DSAs to offload processing from general purpose CPU
* Programmable packet processing pipeline, regular expression, encryption/decryption, etc.

* The DSAs are typically implemented on ASIC or FPGAs
* DPUs also include general-purpose CPU cores for managing the system
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Data Processing Units (DPUs)

* DPUs have been used to offload a variety of applications and infrastructure functions

[ SmartNIC Offloading Applications
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Security

(Section VII)

+ Firewalls and packet filters

Flow bypass
Deep Packet Inspection (DPI)
Custom IDP/IPS functions

L~ Data at rest encryption

Network observability
System observability

VM/containers observability

L NVMe-oF initiator offload

Targct initiator

L Deflate, zlib, SZ3

Network Storage Compute
(Section VIII) (Section IX) (Section X)
-- Switching / routing Storage initiator - Machine learning

i: ML training
ML inference

» Data replication

= Ordering
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Heterogeneous devices

Kfoury, Elie F., et al. "A comprehensive survey on SmartNICs: Architectures, development models, applications, and research directions." IEEE Access (2024).




DPUs Available Today

* NVIDIA — BlueField family of Data Processing Units

* AMD — Pensando and Alveo FPGA

* Intel — Infrastructure Processing Units (IPUs)
* Intel — FPGA variants (Silicom)

» Marvell Octeon (DPU with ARM based CPU)




DPU Offload Examples




Accelerating IDS/IPS Functions

* Intrusion Detection/Prevention System (IDS/IPS) functions can be offloaded to DPUs
» Traffic bypass, Deep Packet Inspection (DPI), signature matching, etc.

Suricata bypass function
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M. Gonen. Accelerating the Suricata IDS/IPS With NVIDIA BlueField DPUs. Available:

https://tinyurl.com/ys8n6mmz
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Deep Packet Inspection Offload

* DPUs are accelerating pattern matching through regular expression DSA

- Regex hardware: u= 0.50 us, o= 0.15 us
Regex software: u= 18.4 us, o= 14.6 us
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Mazloum, A., et al. "Toward Fingerprinting Encrypted C2 Traffic in the Data Plane., IEEE Global Communications Conference (Globecom), December 2025.
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Cryptographic Functions Offload

« DPUs support hardware accelerators for offloading cryptographic operations:

« Symmetric encryption
« Asymmetric encryption
* True Random Number Generator (TRNG)

* Etc.
TLS hardware offload
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B. Tuaf, T. Gilboa, T. Toukan. kTLS Offload Performance Enhancements for Real-life Applications. Available: https://tinyurl.com/bdewpxh5
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Cryptographic Functions Offload

« DPUs support hardware accelerators for offloading cryptographic operations:
« Symmetric encryption
« Asymmetric encryption
* True Random Number Generator (TRNG)
* Etc.
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Kfoury, E., et al. "Evaluating Encryption Overhead and Offload Techniques in High-Speed Data Transfers.“, IEEE International Black Sea Conference on
Communications and Networking (BlackSeaCom), Moldova, June 2025.
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Machine Learning Inference Offload

 DPUs are used to accelerate the classification of malicious traffic
 Multilayer perceptron (MLP) is implemented on the DPU cores
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Elizalde, S., et al. "Accelerated Anomaly Detection on loT Traffic using SmartNICs., IEEE Global Communications Conference (Globecom), Dec. 2025.
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Machine Learning Inference Offload

 DPUs are used to accelerate the classification of malicious traffic
 Multilayer perceptron (MLP) is implemented on the DPU cores
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Machine Learning Inference Offload

 DPUs are used to accelerate the classification of malicious traffic
 Multilayer perceptron (MLP) is implemented on the DPU cores
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(De)Compression Offload

« SmartNICs are accelerating file compression and decompression operations
* The experiment shows results for compression algorithms over seven datasets
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Li, Yuke, et al. "Characterizing lossy and lossless compression on emerging BlueField DPU architectures." 2023 IEEE Symposium on High-Performance
Interconnects (HOTI). IEEE, 2023.
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Tunneling

- SmartNICs are accelerating tunneling operations (VXLAN + Connection Tracking)
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Idan Burstein. "Nvidia Data Center Processing Unit (DPU) Architecture." 2021 IEEE Hot Chips 33 Symposium (HCS)
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BlueField DPU Programming Approaches




BlueField-3 Architecture

* BlueField-3 include programmable pipeline, datapath accelerator, ARM cores, and DSAs
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DOCA Software Stack

 DOCA is a comprehensive SDK, compilers, services, and tools for BlueField DPUs

APPLICATIONS

NETWORKING SECURITY STORAGE HPC / Al

Containerized DOCA SERVICES DOCA LIBS Secure,
services

performance

Orchestration FLOW App Shield HPC / Al Rivermax accelerated
Gateway
Telemetry Firewall Storage Comm Channel DPA
Firefly
DOCA DRIVERS Open foundation

SDN /P4 /HBN
NETWORKING SECURITY STORAGE ucc

DPU Management ASAP? DPDK RegEx SPDK SNAP
DPDK DPDK SFT VirtlO-FS
XLIO Inline Crypto XTS Crypto FlexlO

NVIDIA BLUEFIELD DPU
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BlueField-3 Components

* BlueField-3 include programmable pipeline, datapath accelerator, ARM cores, and DSAs

NVIDIA DOCA
UNIFIED SOFTWARE ARCHITECTURE

DATAPATH ACCELERATOR (DPA) ACCELERATEIEESSSRAMMABLE

Arm
16 cores general-purpose processor 16 hyper-threaded cores I/O and packet processor Programmable 64-128 packet processor
Coherent Mesh architecture Real-time OS Multi-staged, highly parallelized
Last level cache (LLC) Flow-based classification and action engine
DDR5 memory subsystem RDMA, crypto, time-based scheduling

Base OS and microservices
Optimized for:

Optimized for: |O-intensive applications, high insertion rate, Optimized for:
Control path applications, general-purpose network flow processing, device emulation, High-performance packet processing applications,
applications collective and DMA operations advanced packet handling

Single flow performance

Ease of Development Maximum Performance

(= BlueField-3 DPU

DOCA, DPDK,
P4-DPDK
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BlueField-3 Components

* BlueField-3 include programmable pipeline, datapath accelerator, ARM cores, and DSAs
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Last level cache (LLC) Flow-based classification and action engine
DDR5 memory subsystem RDMA, crypto, time-based scheduling

Base OS and microservices
Optimized for:

Optimized for: |O-intensive applications, high insertion rate, Optimized for:
Control path applications, general-purpose network flow processing, device emulation, High-performance packet processing applications,
applications collective and DMA operations advanced packet handling
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Ease of Development Maximum Performance
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BlueField-3 Components

* BlueField-3 include programmable pipeline, datapath accelerator, ARM cores, and DSAs

NVIDIA DOCA
UNIFIED SOFTWARE ARCHITECTURE
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Coherent Mesh architecture
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Optimized for:
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applications
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Optimized for:
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Ease of Development
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DPU Programming Training Material




DPUs on FABRIC

* BlueField-3 DPUs are installed on various FABRIC sites

» Currently the following sites have DPUs installed (more will be available soon):

» 100G DPU: TACC, MICH, MASS, NCSA, DALL, FIU, LOSA, KANS, NEWY, ATLA, SEAT,
PSC, RUTG, HAWI

» 400G DPU: SALT, WASH
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DOCA Example on Artifact Manager

« Compression acceleration example is available on the Artifact Manager

Blue Fleld DOCA Exa m ple ( public ) ( TCP and P4 Programmable Data Plane Switches ) m

This lab explores the fundamentals of invoking hardware accelerators using the DOCA Core library and the DOCA Execution Model on the NVIDIA BlueField DPU. The lab
exercise focuses on configuring and utilizing the DOCA Compression Accelerator through the doca_compress API. The objective is to demonstrate how to create and submit
compression tasks asynchronously and implement completion and error callbacks to handle task results. The lab provides hands-on experience with accelerator invocation via
the DOCA Execution Model. A working knowledge of C programming is a recommended prerequisite.

@0 L0 90 CEOEneD

Oct. 13, 2025, 8:52 p.m.

Add a new Version

Choose File | no file selected

Authors
e Amith Gorthi Srinivasa Prabhakara Narasimha , University of South Carolina (Amithgspn@sc.edu)

e Elie Kfoury , University of South Carolina (ekfoury@email.sc.edu)

26




P4 Example on Artifact Manager

» Simple L2 forwarding example available on Artifact Manager

BI UEF ield D PU P4 E)(am p|e ( public ) ( TCP and P4 Programmable Data Plane Switches )

This notebook implements simple Layer 2 forwarding using the DOCA Pipeline Language (DPL) on the NVIDIA BlueField DPU. It introduces a match-action table that forwards or
drops packets based on exact matches with destination MAC addresses. The forwarding decisions are based on a statically configured table with predefined entries, demonstrating
how control logic can be used to implement simple switching behavior without relying on external runtime updates
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s Elie Kfoury, University of South Carolina (ekfoury@email.sc.edu)
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DPU Labs

* DPU cybertraining is supported by NSF Cybertraining program, award #2417823
* Lab libraries available to learn about DPU programming:

 DPU Programming using DOCA

* DPU Programming using P4 DPL

» Introduction to P4-DPDK Lab
» P4-DPDK Security applications Lab 2
Lab 3
Lab 4

Lab 5

Initializing and Configuring DOCA Environment
Device Subsystem

Memory Management

Progress Engine and Execution Model

Accelerator Invocation
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DPU Labs

* DPU cybertraining is supported by NSF Cybertraining program, award #2417823
* Lab libraries available to learn about DPU programming:

* DPU Programming using DOCA

 DPU Programming using P4 DPL Lab T
* Introduction to P4-DPDK
» P4-DPDK Security applications

Lab 2

Lab 3

Introduction to P4 and DPL
Implementing a Custom Header and Parser

Implementing a Packet Mirroring Application

Lab 4

Introduction to Match-action Tables

Lab 5

Implementing Match-action Rules Using P4 Runtime

Lab 6

Lab 7

Implementing Direct and Indirect Counters

Performing Packet Statistics Monitoring using DOCA Nspect
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DPU Labs

* DPU cybertraining is supported by NSF Cybertraining program, award #2417823
* Lab libraries available to learn about DPU programming:

* DPU Programming using DOCA
* DPU Programming using P4 DPL Lab1
* Introduction to P4-DPDK

- P4-DPDK Security applications mab 2

Lab 3
Lab 4
Lab5
Lab 6

Lab 7

Introduction to P4-DPDK

P4 Program Building Blocks with the PNA Architecture
PNA Parser Implementation

Introduction to Match-action Tables (Part 1)

Introduction to Match-action Tables (Part 2)

Populating and Managing Match-action Tables at Runtime

Checksum Recalculation and Packet Deparsing
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DPU Labs

* DPU cybertraining is supported by NSF Cybertraining program, award #2417823
* Lab libraries available to learn about DPU programming:

* DPU Programming using DOCA

« DPU Programming using P4 DPL Lab 1
* Introduction to P4-DPDK
* P4-DPDK Security applications

Lab 2

Lab 3

Lab 4

Lab 5

Lab 6

Lab 7

Lab 8

Introduction to P4-DPDK

P4 Program Building Blocks with the PNA Architecture

PNA Parser Implementation

Introduction to Match-action Tables

Calculating Packets Interarrival Times using Hashes and Registers
Limiting the Impact of S¥N Flood by Probabilistically Dropping Packets
ldentifying Heavy Hitters using Count-min Sketches (CMS)

Implementing Stateful Packet Filtering with P4-DPDK
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Cybertraining Material Developed at USC

Information about lab libraries is available at:

Programmable data plane devices Traditional Protocols

1. DPU Programming using P4 8. Software-defined Networking (SDN)
2. DPU Programming using DOCA 9. Open vSwitch

3. P4-DPDK Security 10. Network Tools and Protocols

4. Introduction to P4-DPDK 11. Introduction to IPv6

5. Cybersecurity Apps with P4 Programmable Data Planes 12. Open Shortest Path First (OSPF)

6. P4 Programmable Data Planes: Applications, Stateful 13. Introduction to BGP

Elements, Custom Packet Processing 14. MPLS and Advanced BGP

N

. Intro to P4 Programmable Switches

0o

. Intro to P4 Programmable Switches with Intel's Tofino

R Cybersecurity, Management, and Science DMZs
L g - /AN 1 15. Zeek IDS/IPS

| Elie Kfoury

9. P4 Monitoring Applications

| FElias Bou-Harb

s 16. Cybersecurity Fundamentals
i High-Speed 17. perfSONAR 5
Networks 18. P4-perfSONAR
19. Network Management Tools
20. High-speed Networks: A Tutorial
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https://research.cec.sc.edu/cyberinfra/cybertraining
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