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• This project helps address the shortage of cybersecurity professionals 

opting for careers within the DoD

• The project has three objectives:

1. Expand the Academic Cloud to support large-scale learning and research nationwide

2. Advance formal and informal cyber communities and connect relevant organizations

3. Develop a multi-state internship program, leveraging and strengthening the Naval 

Research Enterprise Internship Program (NREIP)

Program Snapshot

Naval 
partnersPrivate 

sector

Education 
sector

Cyber

Project partnership >

< Essential IT capabilities, 

Naval Information Warfare 

Systems Command. 

https://tinyurl.com/4pnpy44n 

Strategic Alignment:

INSPIRE          ENGAGE          EDUCATE          ATTRACT & EMPLOY          DEVELOP & RETAIN          COLLABORATE

https://tinyurl.com/4pnpy44n
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Motivation

• A key element for the American military to help maintain superiority is 

the engineering support for information warfare

• Challenges

➢ Shortage of cybersecurity professionals

➢ Difficult to compete for the small number of cybersecurity professionals

➢ Lack of exposure to potential careers in the Navy and federal agencies

➢ Security clearance process may be time consuming
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Motivation

• Market demand; e.g., www.indeed.com
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Motivation

• Market demand; e.g., www.indeed.com

1 2

3
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Motivation

• Requirement examples

1

2
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Naval Relevance

• The project prepares students for positions in the Navy, agencies, and 

businesses, including 

− Department of Defense

− National Laboratories

− Naval Information Warfare Center (NIWC) Atlantic

− Public and private businesses

Navy officials visit to USC, Jan. 2024



8https://navalstem.us

Naval Relevance

• The project helps train professionals from organizations including

− National Guard

− Cyber and Information Advantage Battalion (CIAB)

− National Laboratories

Training session at USC
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Naval Relevance

• The project strengthens the college-workforce pipeline by creating an internship 

program

− Pre-internship with participation from employers during the spring and fall

− 400-hour internship during the summer

Visit to the Defense Information Systems Agency 

(DISA), DISA headquarters
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Naval Partnership

• Naval Information Warfare Center (NIWC) Atlantic

− Charleston, SC

• ESnet / Lawrence Berkeley National Laboratory (LBNL) / Department of 

Energy

− Berkeley, CA

Training for the New York State Education and 

Research Network (NYSERNET), Manhattan 

College, Jan. 2024
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Performance Review

Objective 1: Expand the Academic Cloud to support large-scale 

learning and research nationwide
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Performance Review

Objective 1: Expand the Academic Cloud to support large-scale 

learning and research nationwide

• The Academic Cloud is a purpose-built distributed cloud system for 

education and research

• Learners only require access to the Internet and to login into the system 

using a regular browser

• It serves all the organizations involved in this project

b

c

d

a
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Performance Review

Objective 1: Expand the Academic Cloud to support large-scale 

learning and research nationwide

• The project develops virtual labs on C4ISR topics

• The project is also deploying virtual labs on topics required to obtain DoD’s 8570 

baseline certificates1

➢ Information Assurance Technical (IAT)

➢ Cybersecurity Service Provider (CSSP) 

➢ CSSP Incident Responder

➢ Certified Support Technician Cybersecurity

DoD’s Approved Baseline Certifications. Exhaustive list at https://tinyurl.com/55t7sdnm 

https://tinyurl.com/55t7sdnm
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Performance Review

Objective 1: Expand the Academic Cloud to support large-scale 

learning and research nationwide

• The project develops virtual labs on C4ISR topics

• The project is also deploying virtual labs on topics required to obtain DoD’s 8570 

baseline certificates1

➢ Information Assurance Technical (IAT)

➢ Cybersecurity Service Provider (CSSP) 

➢ CSSP Incident Responder

➢ Certified Support Technician Cybersecurity

Course IAT 1-2
CSSP 

Analyst

CSSP Incident 

Responder

Security 

Plus

NICE Framework 

Objectives

Intro to Computer Security  

Cybersecurity Operations   

Intro to Networks    

IT Security for Managers  

Advanced Net. and Sec.    

Cybersecurity courses with content for DoD’s Approved 8750 baseline certifications 

NICE stands for National Initiative for Cybersecurity Education
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DEMO – Cloud System
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Demo – USC’s Cloud System
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Performance Review

Objective 1: Expand the Academic Cloud to support large-scale 

learning and research nationwide

Lab 1: Reconnaissance and Vulnerability Assessment

Lab 2: Remote Access Trojan (RAT)

Lab 3: Escalating Privileges and Installing a Backdoor

Lab 4: Collecting Information with Spyware

Lab 5: Social Engineering Attacks

Lab 6: SQL Injection Attack on a Web Application

Lab 7: Cross-site Scripting (XSS) Attack

Lab 8: DoS Attacks: SYN Flood, Smurf attack, SlowLoris

Lab 9: Cryptographic Hashing - Symmetric Encryption

Lab 10: Asymmetric Encryption

Lab 11: Public Key Infrastructure

Lab 12: Configuring a Stateful Packet Filter using iptables

Lab 13: Online Dictionary Attack against a Login Webpage

Lab 14: Intrusion Detection and Prevention using Suricata

Lab 15: Packet Sniffing and Relay Attack

Lab 16: DNS Cache Poisoning

Lab 17: Man in the Middle Attack using ARP Spoofing

Lab 18: Understanding Buffer Overflow Attacks

Lab 19: Conducting Offline Password Attacks

Cybersecurity Fundamentals Lab Library
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Demo – Cybersecurity Fundamentals

Lab 4: Collecting Information with Spyware 
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Performance Review

Objective 1: Expand the Academic Cloud to support large-scale 

learning and research nationwide

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining 

1. Cybersecurity Fundamentals (19 lab experiments, 496-page companion booklet)

2. P4-DPDK Security (8 lab experiments, 200-page companion booklet)

3. P4-perfSONAR (8 lab experiments, 239-page companion booklet)

4. Zeek IDS/IPS

5. Cybersecurity Applications on P4 Programmable Data Planes

6. P4 Programmable Data Planes: Applications, Stateful Elements, Custom Packet Processing

7. Introduction to P4 Programmable Data Plane Switches

8. Introduction to P4 Programmable Data Plane Switches with Intel’s Tofino

9. Software-defined Networking (SDN)

10. Network Management Tools

11. Network Tools and Protocols

12. perfSONAR 5

13. Introduction to IPv6

14. Introduction to OSPF

15. Introduction to BGP

16. MPLS and Advanced BGP

17. Open Virtual Switch

18. Introduction to P4-DPDK

19. High-speed Networking, a Tutorial
BookOnline portal to access the lab 

experiments associated with this library:

https://www.highspeednetworks.net/ 

https://research.cec.sc.edu/cyberinfra/cybertraining
https://www.highspeednetworks.net/
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Performance Review

Objective 1: Expand the Academic Cloud to support large-scale 

learning and research nationwide

• The Academic Cloud supports Objectives 2 and 3

• It serves multiple communities (formal and informal learning)

− 10,628 lab experiments executed during year 2

− 30,274.57 hours of lab experiments during year 2

Lab utilization – October 1, 2023 – September 30, 2024
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Formal academic courses at University of South Carolina (USC), University of 

Texas San Antonio (UTSA), and South Carolina State University (SCSU)

Fall 2023:

➢ IT 445 Advanced Networking and Cybersecurity (65 students, USC)

➢ IT 493 IT Security (26 students, USC)

➢ IS 3423 Network Security (54 students, UTSA)

➢ CSM 188 Fundamentals of Cybersecurity (17 students, SCSU)

➢ CSC 2362 - Intro to Cybersecurity and Defense (70 students, LSU)

Spring 2024:

➢ IT 293 Cybersecurity Operations (64 students, USC)

➢ IT 445 Advanced Networking and Cybersecurity (60 students, USC)

➢ IT 493 IT Security (26 students, USC)

➢ IT 540 Cloud Computing and Virtualization (18 students, USC) 

➢ IT 742 Enterprise Network Management (7 students, USC)

➢ CSM 188 Fundamentals of Cybersecurity (8 students, SCSU)

➢ CS 325 Computer Forensics (8 students, SCSU)

➢ CS 335 Cryptography and Network Security (7 students, SCSU)

➢ CS 425 Application of Data Security and Privacy (8 students, SCSU)
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Twelve-week C4ISR research experience (formal learning)

– TOTAL (USC and SCSU): 25 students
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Twelve-week C4ISR research experience (formal learning)

– TOTAL (USC and SCSU): 25 students

Projects Fall 

2023 - USC
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Twelve-week C4ISR research experience (formal learning)

– TOTAL (USC and SCSU): 25 students

Projects 

Spring 2024 - 

USC
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Twelve-week C4ISR research experience (formal learning)

– TOTAL (USC and SCSU): 25 students

Project example
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Twelve-week C4ISR research experience (formal learning)

– TOTAL (USC and SCSU): 25 students

Expo event at the Columbia Convention Center, April 22, 2024.
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Twelve-week C4ISR research experience (formal learning)

– TOTAL (USC and SCSU): 25 students

Expo event at the Columbia Convention Center, April 22, 2024.
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Workshops and tutorials (informal learning)

Workshop Title and Location Format Dates URL Attend. Co-organizers

1

Hands-on Workshop on IPv6 

and CI Training, Ft. Collins, CO F2F

Sep. 11-12, 

2024 https://tinyurl.com/53v7nurx 42

LBNL/ESnet, 

CSU

2

Hands-on Workshop on Science 

DMZ and P4-DPDK Online Aug. 6-8, 2024 https://tinyurl.com/ahcpwkmu 159 LBNL / ESnet

3

Hands-on Workshop on 

Cybersecurity / Security+ and 

IPv6 Online

June 17-June 

21, 2024 https://tinyurl.com/2s48zpnk 96 WASTC, NDG

4

Workshop on Network 

Technologies, Washington DC F2F May 31, 2024 https://tinyurl.com/4mkcem75 30

Internet2, 

MSCC

5

IPv6 and Network Technologies 

Workshop, Manhhatan College, 

New York City, NY F2F

Feb. 15-16, 

2024 https://tinyurl.com/mwktjfw6 33

LBNL / ESnet, 

NYSERNET

6

Seminar on Virtual Labs for 

Cybersecurity, University of 

South Florida, Tampa, FL F2F Feb. 9, 2024 https://tinyurl.com/uv2zr5py 25

University of 

South Florida

7

Cybersecurity (Security+) and 

P4 Programmable Switches 

January 2024, San Jose, CA F2F Jan 4-5, 2024 https://tinyurl.com/3dbp47tj 47 WASTC

TOTAL: 432

WASTC: Western Academy Support and Training Center             CSU: Colorado State University

NYSERNET: New York State Network                                            MSCC: Minority Serving Cyberinfrastructure Consortium

LBNL: Lawrence Berkeley National Laboratory
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Workshops and tutorials (informal learning)

Workshop co-organized with Lawrence Berkeley National Laboratory and Colorado State University, Fort 

Collins, CO, September 11-12, 2024.
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Workshops and tutorials (informal learning)

Workshop co-organized with the Minority Serving Cyberinfrastructure Consortium (MS-CC) and Internet2, 

Washington DC, May 31, 2024.
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Workshops and tutorials (informal learning)

Workshop co-organized with the New York State Education and Research Network (NYSERNET) and 

Lawrence Berkeley National Laboratory (LBNL), Manhattan College, New York – NY, Feb. 15-16, 2024.
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Workshops and tutorials (informal learning)

Workshop co-organized with the Western Academy Support and Training Center 

(WASTC), San Jose – CA, Jan. 4-5, 2024.
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Performance Review

Objective 2: Advance formal and informal cyber communities and 

connect relevant organizations

• Training at the U.S. National Guard, National Guard Professional Education 

Center (PEC), Cyber and Information Advantage Battalion (CIAB)

➢ VMWare virtualization Fundamentals (vSphere ICM 7), Sep. – Nov. 2023: 16 learners

➢ VMWare virtualization Fundamentals (vSphere ICM 7), Oct. – Dec. 2023: 2 learners

➢ VMWare virtualization Fundamentals (vSphere ICM 8), Dec 2023 – Feb 2024: 16 learners

➢ VMWare virtualization Fundamentals (vSphere ICM 8), May 2024 – July 2024: 10 learners

➢ VMWare virtualization Fundamentals (vSphere ICM 8), Feb. 2024 – May 2024: 8 learners

➢ VMWare virtualization Fundamentals (vSphere ICM 8), Aug. 2024 – Oct 2024: 14 learners

• Training at the Naval Information Warfare Center (NIWC) Atlantic:

➢ VMWare virtualization Fundamentals (vSphere ICM 8), Aug. 2024 – Oct 2024: 20 learners

TOTAL: 86 learners
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Performance Review

Objective 3: Develop a multi-state internship program, leveraging 

and strengthening the Naval Research Enterprise Internship 

Program (NREIP)

Pre-internship 
Seminars

Internships

Spring and Fall semesters

(Monday-Wednesday-Friday)

Summer semester

(400 hours)
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Performance Review

Objective 3: Develop a multi-state internship program, leveraging 

and strengthening the Naval Research Enterprise Internship 

Program (NREIP)

• Speakers visited USC campus, two or three times per week (~35 speakers per 

semester, 70+ overall for year 2). Speakers’ visits were broadcasted to SCSU

• Pentagon, Navy, FBI, Savannah River National Lab, etc.

https://research.cec.sc.edu/cyberinfra/pre-internship-seminar 

https://research.cec.sc.edu/cyberinfra/pre-internship-seminar
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Performance Review

Objective 3: Develop a multi-state internship program, leveraging 

and strengthening the Naval Research Enterprise Internship 

Program (NREIP)

• Speakers visited USC campus, two or three times per week (~35 speakers per 

semester, 70+ overall for year 2). Speakers’ visits were broadcasted to SCSU

• Pentagon, Navy, FBI, Savannah River National Lab, etc.

https://research.cec.sc.edu/cyberinfra/pre-internship-seminar-spring-2024 

https://research.cec.sc.edu/cyberinfra/pre-internship-seminar-spring-2024
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Performance Review

Objective 3: Develop a multi-state internship program, leveraging 

and strengthening the Naval Research Enterprise Internship 

Program (NREIP)

• 76 interns

• 59 companies / organizations

• Companies located in 12 states: SC, NC, FL, VA, GA, MN, RI, NH, 

MA, PA, MI, DE

• Wages reported for 65 students

• Wages between $38.50 – $10.00

• Average wage was $20.66
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Naval Relevance

• The project creates a Naval STEM workforce pipeline

• Graduates are recruited by a variety of employers and agencies that 

require cybersecurity experts, including 

− Department of Defense

− National Laboratories

− Naval Information Warfare Center (NIWC) Atlantic

− Businesses
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Naval Relevance

• The project creates a Naval STEM workforce pipeline

• Graduates are recruited by a variety of employers and agencies that 

require cybersecurity experts, including 

− Department of Defense

− National Laboratories

− Naval Information Warfare Center (NIWC) Atlantic

− Businesses



41https://navalstem.us

Naval Relevance

• The project creates a Naval STEM workforce pipeline

• Graduates are recruited by a variety of employers and agencies that 

require cybersecurity experts, including 

− Department of Defense

− National Laboratories

− Naval Information Warfare Center (NIWC) Atlantic

− Businesses
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Naval Relevance

• The project creates a Naval STEM workforce pipeline

• Graduates are recruited by a variety of employers and agencies that 

require cybersecurity experts, including 

− Department of Defense

− National Laboratories

− Naval Information Warfare Center (NIWC) Atlantic

− Businesses



43https://navalstem.us

Best Practices / Additional Results

• The ONR project enabled the deployment of state-of-the-art equipment 

(programmable data plane (PDP) switches) on USC’s cloud system

• PDPs are also used by the Pronto project, a DoD’s funded testbed: 

https://prontoproject.org/

• The project has developed novel PDP applications for network 

performance and cybersecurity

• The technology enables engineers to produce network measurements 

with high precision

https://prontoproject.org/


44https://navalstem.us

Demo – High-precision Measurements
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Description:

Major Accomplishments:Naval Relevance:

The project addresses the shortage of cybersecurity professionals. The project 

has three objectives:

1. Expand the Academic Cloud to support large-scale learning and research 

nationwide

2. Advance formal and informal cyber communities and connect relevant 

organizations

3. Develop a multi-state internship program, leveraging and strengthening the 

Naval Research Enterprise Internship Program (NREIP)

• 3 additional virtual lab libraries have been deployed in the Academic Cloud system. The 

system supports several formal and informal communities

• 11 courses (total enrollment > 400 students) from 4 universities (USC, SCSU, UTSA, 

LSU) have incorporated material on C4ISR (formal community)

• 25 students conducted undergraduate research on C4ISR (formal community)

• 76 students completed 400-hour internships (formal community)

• 432 learners (IT professionals) attended 7 workshops covering the material developed in 

this project. 2 workshops were online, and 5 workshops were onsite at: California, 

Colorado, New York, Florida, and Washington DC (informal community)

• 86 military-connected learners completed training courses using the Academic Cloud, 

including military personnel from the U.S. National Guard, Cyber and Information 

Advantage Battalion (CIAB), and personnel from the Naval Information Warfare Center 

(NIWC) Atlantic (formal + informal communities)

• Technology developed in the project has been deployed on a DARPA-funded project

Preparing Cyber Warfare Professionals by Integration of Curriculum, 

Experiences, and Internships

Jorge Crichigno – University of South Carolina

https://research.cec.sc.edu/cyberinfra/projects/ONR 

Naval 
partnersPrivate 

sector

Education 
sector

Cyber

The project 

• Increases engagement in areas related to C4ISR

• Trains military-connected communities and professionals in general 

on communications and networks, cybersecurity operations and 

warfare, information technology

• Partners with national laboratories and the Naval Information Warfare 

Center (NIWC) to develop new techniques for detecting cyber attacks

• Creates a pipeline of cyber-professionals

• Supports communities of practice by providing a training platform and 

material relevant to IT and cybersecurity

Grant N00014-23-1-2245

Reporting period: October 1, 2024 – Sep. 30, 2024

https://research.cec.sc.edu/cyberinfra/projects/ONR
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