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Network Integration and Applied Innovation



NSF CC* Area 3
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• Area (3) goes beyond networking infrastructure investments in Area (1) 

• Develop and deploy new networking capabilities reflecting applied research

• Take advantage of research results, prototypes, and emerging innovations

• Proposals in this area are expected to reflect innovation in advanced networking
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P4 Programmable Switches – Overview



P4 Programmable Switches
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• P41 programmable switches permit programmers to program the data plane 

1. P4 stands for stands for Programming Protocol-independent Packet Processors

Programmable chip

P4 code

Programmable switch



P4 Programmable Switches
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• P41 programmable switches permit programmers to program the data plane 
➢ Customize packet processing functions

➢ Measure events occurring in the data plane with 

      high precision

➢ Offload applications to the data plane

Reproduced from N. McKeown. Creating an End-to-End Programming Model for Packet Forwarding. 

Available: https://www.youtube.com/watch?v=fiBuao6YZl0&t=631s   

https://www.youtube.com/watch?v=fiBuao6YZl0&t=631s
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Testbed – Creating a Prototype Prior to Submission



Testbed to Test Ideas
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• Ideas are tested in a cloud system and virtual lab libraries

• The material lowers the barrier to experiment with these technologies

• Every time a learner reserves an equipment pod, the appliances are deployed on 

demand (~1min) with a pristine image

Academic Cloud
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Demo: Testbed



Demo
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USC’s Science DMZ



USC Science DMZ
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• Optical taps provide a copy of packets to the P4 switches

• P4 apps track connections and compute per-flow statistics, measurements

• Statistics, measurements are used to create/update rules applied to the core switch 

• Updated measurements are visualized in the P4-perfSONAR
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1. Optical taps operate at the physical layer. A portion of the light is sent to the P4 switch while the rest continues along the main fiber. 
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USC Science DMZ
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• Optical taps provide a copy of packets to the P4 switches

• P4 apps track connections and compute per-flow statistics, measurements

• Statistics, measurements are used to create/update rules applied to the core switch 

• Updated measurements are visualized in the P4-perfSONAR

1. Optical taps operate at the physical layer. A portion of the light is sent to the P4 switch while the rest continues along the main fiber. 
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Use Case 1: Buffer Sizing



Use Case 1: Buffer Sizing
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• The size of a router’s buffer has implications on the network performance

• Large buffer → excessive delays

• Small buffer → packet losses, low link utilization

• Optimal buffer size is a function of the average RTT and bandwidth
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Use Case 1: Buffer Sizing
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• The P4-SW1 passively computes
➢ Number of long flows

➢ Average RTT

➢ Queueing delays

➢ Packet loss rates

• The control plane sequentially searches for a buffer that minimizes delays and losses
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Demo: Buffer Sizing



Demo
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Use Case 2: P4-perfSONAR



Use Case 2: P4-perfSONAR
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• perfSONAR relies on active tools that provide coarse-grained measurements

• perfSONAR provides APIs that enable a programmer to extend its functionality

• P4-perfSONAR passively collects fine-grained measurements
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Use Case 2: P4-perfSONAR
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• The P4 switch adds timestamps, produces measurements, computes statistics

• Statistics and measurements are sent to the P4-perfSONAR

• The P4-perfSONAR characterizes traffic and visualizes data on the dashboard

Core switch (legacy)

Egress port

Queue

Ingress port

P4 switch

Packet 
copy

Passive TAP

Timestamp

Packet 
copy

P4-perfSONAR

RTT Loss Queue

To 
WAN

Buffer

Periodic reporting



22

Demo: P4 perfSONAR



Demo
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Demo: Adaptive Reporting – P4 perfSONAR



Demo
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Virtual Lab Libraries



USC Cloud

27

• The cloud is a purpose-built system for education and research

• Learners only require access to the Internet and to login into the system with a regular browser

 

Academic Cloud
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Cybertraining Material
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Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining 
1. P4-perfSONAR

2. Cybersecurity Applications on P4 Programmable Data Planes

3. P4 Programmable Data Planes: Applications, Stateful Elements, Custom Packet Processing

4. Introduction to P4 Programmable Data Plane Switches

5. Introduction to P4 Programmable Data Plane Switches with Intel’s Tofino

6. P4-DPDK Security

7. Introduction to P4-DPDK

8. Software-defined Networking (SDN)

9. Cybersecurity Fundamentals

10. Zeek IDS/IPS

11. Network Management Tools

12. Network Tools and Protocols

13. perfSONAR 5

14. Introduction to IPv6

15. Introduction to OSPF

16. Introduction to BGP

17. MPLS and Advanced BGP

18. Open Virtual Switch

19. High-speed Networks: A Tutorial

https://research.cec.sc.edu/cyberinfra/cybertraining
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Demo: Virtual Lab Libraries



Demo
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