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• Research on network performance and security, domain-

specific accelerators (speed up detection, visibility)

• Multi-level workforce development activities, e.g., 

workshops, virtual lab libraries
https://research.cec.sc.edu/cyberinfra/

Switch chip

Programmable switch
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ms-cc.orgDemo Cybersecurity Fundamentals, Lab 4: Collecting Information with Spyware 
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Cyberinfrastructure Lab

Programmable data plane devices 

1. P4-DPDK Security

2. Introduction to P4-DPDK

3. Cybersecurity Applications with P4 Programmable Data 

Planes

4. P4 Programmable Data Planes: Applications, Stateful 

Elements, Custom Packet Processing

5. Introduction to P4 Programmable Data Plane Switches

6. Introduction to P4 Programmable Data Plane Switches with 

Intel’s Tofino

7. P4 Monitoring Applications

https://highspeednetworks.net/

Traditional Protocols

8. Software-defined Networking (SDN)

9. Open vSwitch

10. Network Tools and Protocols

11. Introduction to IPv6

12. Open Shortest Path First (OSPF)

13. Introduction to BGP

14. MPLS and Advanced BGP

Cybersecurity, Management, and Science DMZs

15. Zeek IDS/IPS

16. Cybersecurity Fundamentals

17. perfSONAR 5

18. P4-perfSONAR

19. Network Management Tools

20. High-speed Networks: A Tutorial

Information about lab libraries is available at https://research.cec.sc.edu/cyberinfra/cybertraining

https://highspeednetworks.net/
https://research.cec.sc.edu/cyberinfra/cybertraining
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