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Dal NIMS Lab: Cybersecurity and ML

Cyber
Networks /Applications /Services

Systems that can Adapt 
Identify Different Behaviours
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Cyber Security: Bad vs Good
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An Artificial Arms 
Race: Could it 
Improve Mobile 
Malware 
Detectors?
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The State of Malware
• Malware can be easily modified
• A malware detector may see the problem like this

Known malware 
type A

Known malware 
type B

Modified malware type A 
to look different
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The State of Malware
• Detectors must adapt but also be proactive as 

the “wild” changes

Known malware 
type A

Known malware 
type B

Modified malware type A 
to look different

62020-05-07
Training Workshop for Educators and Network Engineers on 

High Speed Network Protocols and Security 2020



Arms Race
• This is a competition between attackers 

(malware) and defenders (malware detectors)

© Warner Bros, 1948
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Malware Generation Malware Detection

ArmsRace
• We can create the modified malware to be ready
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Malware on Android

• Android malware
• Many categories with different examples

• Format
• Modified versions of non malware apps
• Similar Android permission request combinations

92020-05-07
Training Workshop for Educators and Network Engineers on 

High Speed Network Protocols and Security 2020



Malware detection on Android

• Identifiable by 
• Permissions Requested
• Code Features

• Machine Learning
• Could be a good match
• 15 to 20 features were effective in past research
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Malware Detector Implementation
15 permission features known (and tested) to be related to 
malware behaviours

• Internet
• Read SMS
• Write SMS
• Read contacts
• Read external storage
• Write external storage
• Install Packages
• Admin
• Accessibility services 
• On Boot
• Phone information
• Camera
• Microphone
• Calendar
• GPS
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8 code features counting known (and tested) to be 
related to malware behaviours

• Classes
• Classes using interfaces
• Classes containing annotations
• Direct methods
• Virtual methods
• Abstract methods
• Class level Static variables
• Class level Instanced variables
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Malware Sources
• We tested malware from

• Drebin and Genome
• datasets of malware 

samples
• 700 apps used for static 

training set
• 300 apps used for validation

• Co-evolved
• For testing a subsample of 

10000 generated apps were 
collected

• GetJar
• An app store where 

malware was found
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Benign Sources
• We use 2 sources:

• Fdroid and G-Play
• widely used open source 

app stores

• 700 apps of each used for 
training

• 300 apps of each used for 
testing
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100 generation F-Droid & Google Play

Type GA Co-evolution

Complexity 41 30

Features used 8 6

Precision F-Droid 97.0% 97.5%

Precision Google 
Play 97.3% 97.8%

Recall on 
Generated Malware 54.5% 100%
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Out in the wild

• GetJar
• Open Appstore 
• 3 million downloads a day

• Many apps look sketchy
• All apps marked as malware were hard to detect malware

• Using Virus total, collection of public malware detectors
• Confirmed by

• All apps 
• 9 of 11 correctly marked

• GetJar’s app was marked 
• Virus total considers this to be safe.
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Detection Rate on GetJar Apps
Virus
Total C5.0 GP Arms 

race GP
MicrowaveRecipies 31% 100% 100% 100%
God of war Wall paper 36% 100% 100% 100%
Facebook Password Hacker 22% 100% 100% 100%
Footcare salon 0% 0% 0% 100%
Application 46% 100% 100% 100%
Saavn_getjar 5% 100% 100% 100%
PS4 emulator 11% 100% 0% 100%
Subway Servers Hack and 
cheat 9% 100% 100% 100%
Miss You - Whatsapp 24% 100% 100% 100%
Cam Scanner License 27% 100% 100% 100%
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Most common features

GP Arms race GP

READ_PHONE_STATE READ_PHONE_STATE
SEND_SMS Count of classes
INTERNET Count of static variables
Count of abstract classes READ_CALENDER
Count of static variables SEND_SMS
Count of virtual methods INTERNET
Count of instanced variables Count of direct method calls
Count of classes BIND_ACCESSIBILITY_SERVICE
RECEIVE_BOOT_COMPLETED RECORD_AUDIO
Count of direct method calls Count of Classes with interfaces
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Classifying flowers using using HTTP daemon ROP Chains – Detection 
Rate 96.6%
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What did we learn?
• Data driven 

• New insight and knowledge
• Input – representation

• Traffic / Text / Usage
• Generalization

• Time & Location & Evasion
• Output – objectives

• Known behavior
• Behaviour changed
• Unknown / new behaviour
• Value of certainty
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How much prior knowledge?
Data and Objectives

More prior info à Constraints search space
More prior info à Creates Blind side

How much ground truth?
What is the cost of providing labels?

What is the deployment environment?
Location, Time, Evasion
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What is next?

Ever changing cycle

“Always” Learning to model the “change”
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Thank You J
Questions?

Web: https://web.cs.dal.ca/~zincir

Dal NIMS Lab: https://www.youtube.com/watch?v=dJYWzpW1bqo
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